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AXEPHEERETUTRENE R

- B RSE5I1Z3.0
- Windows Server 2016

AXHEPNEERRETREXRENEFNREFEN, AXEFEANMERZHNERAR
wh(RIA) KRE. MRENMELTEIRS , FHRETBAAERSHBERNE,

ol

Wik iz i

EEAAFPEENBS#HTEARIESEHEISELNEMER. EERAAFPNS M ABEREA
ISERE D EHNBE B EHRTRIE,. TESHRBRIELKRIEEX M, EREXLRE , S

fin Z Administration > System> Admin Access > Authentication. 7£Authentication Methodi&Ii+ T
ERFEN S RIS,

= Cisco ISE

Admin Access

Authentication Method

Authorization ) . N
Authentication Type

Administrators >

© Password Based

Settings >

AR RABRTEAETERNSHRIE, IREINETEFRKIEBPHSHRIE , NES
BFrAMET R ELNNARSSRENRET.

HRIRF5IZRAFMNCLIAGTITRAE(CL)EEZL K. BFAFREGU)FCLIKEE KR
HEEBEIISERGUITEE. ERENKEE , 15 SH ZEAdministration > System > Admin Access >
Authentication , /551 ZPassword Policyi£ Il I .



= Cisco ISE

Deployment Licensing

Authentication

Autherization

Administrators

Settings

= Cisco ISE

Deployment Licensing

Authentication

Authorization

Administrators

Settings

Administration « System A

Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Authentication Method Password Policy Account Disable Policy Lock/Suspend Settings
GUI and CLI Password Policy
v Minimurm Langth: 4 charactars (Valid Range 4 to 127)
Password must not contain:
B Admin name or its characters in reverse order
[_] " gisce” or its char 23S 10 reverse arder
ol [_] This ward or its characters in reverse order:
[_] Repeated characters four or more limes cons: wely
D Dictionary words, their characters in reverse order or their letters replaced with other charactars  (3)
©Q Default Dictionary ()
) Cusl 0] Browse... | No file sele
The newly added 1 dicti v file will repl the existi 1 dicti ry file.
Administration - System A
Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—
Authentication Method Password Policy Account Disable Policy LockfSuspend Settings
>
Password must contain at least one character of each of the selected types:
>

B Lowercase alphabetic charecters
> B Uppare
n Mumeric characters

() wen-a

: alphabetic ¢

numa!

Password History

ord inrespective of value Wigurid)

be different from the previous 3 vrsions  [When enabled CLI remembers or

Range 0 to 365)

Password Lifetime

Admins can be required to parodically change thair ard

il 10 become disabled

It Admin usar is also conbiguied as @ network user, an expired enable password £an cause

swords expire 45 change {valid range 1 to 3650)

er 1o administrators 30 days prior to password expiration (valid range 1 to 3

B send an email rer

ISEEEZRAEEHEERAAINRE, ERENLTN , BSMEEE>RE>EE A HE>5 A1
, RESMEKFPERAERIEIF,



= Cisco ISl Administration « System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication
Account Disable Policy

Authorization > . =
Account Disable Policy
Administrators >
Settings > Disable account after 30 days of inactivity. (Valic 3 11

ISEXBIBEBAMBREZHABRUBEREFEEAAFLAKIFNIE, EREHRE , BSME
Administration > System > Admin Access > Authentication , /55 1 ZLock/Suspend Settingsi%
b2l SN

= Cisco ISk Administration » System

Jeployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication

isable Policy Lock/Suspend Settings
——————
Authorization >
B suspenc ick ) Incorre
Administrators >
T 1 ile ter
Sattings >
O Suspend account 5 minute l 151
L k J
mail remediati 1

This account has been locked. For this account to become unkocked, piease contact your IT heipdesk.

EEEERRE , FEEEA, A NS RE/ANRZEFNERENR,

EREEAE

£ i1 & Administration > System > Admin Access > Administrators > Admin Groups AR E & A4
o MINBERT , NEAETEMBRNARD



= Cisco ISE

Deployment Lice Certificates Lagging

Admin Groups

Authentication
Authorization >
4 Add
Administrators 5
Admin Users ad Name
Admin Groups O B Customization Admin 1]
O 3 ERS Admin 0
Settings >
|| 3 ERS Operator 0
O I Elevated Systerm Admin 0
O I Helpdesk Admin 0
0 2 Identity Admin 0
O 3 MaT Admin 0
O 3 Network Device Admin 0
O & Policy Admin 0
O 22 RBAC Admin o
O %5 Read Only Admin 0
a £ SPOG Admin 0
O B Super Admin 0
I:] 1 System Admin [i]

Upgrade Health Checks

Administration « System

Backup & Restore Admin Access

External Groups Mapped Description

A

55 Permission to Gue

Menu and Device Portal Management

Full access permission 1o External RESTHul Services (ERS) APls. Admins

Read-only accass permission to the External RESTIul Sarvices (ERS) AP,

Access parmigsion for Operations ab. Includes System and data access

Access permission for

erations tab.

Access permission for Operations tab. Includes Ide Management and.

Access permission for Operations tab.

A parmission for Oper. tab. Includes Network Rest

Access permission for Operations and Pelicy tabs. Includes System and |

Access permission for Operations tab. Includes System and data access .

5 Permission for admin with read-ondy fur

This is 1l

e group for SPOG Admin o use the APIS for expon and import

cess permisaion for Operations, Policy and Admindsiration tabs. Includ.

Access permission for Operations tab. Includes System and data access .

tIBAR  ERZE  ARRTRENEEAFFMEZE. 5 MIERFINIES 7 E RS
ISELMVEERRA , LENSEERARAFREMEJENR. BEEREWDT , FEMNAFERERENR

External,

= Cisco ISE

Deployment Certificates Maintenanc Upgr
Authentication » Super Admim
Admin Group
Authorization ?
Administrators w * Name Super Admin

Admin Users

Health Ch

Administration = System

Backup & Restore

Access permission for Operations, Policy and Administration tabs. Includes data access permission for

Admin Groups

Admin Groups, User Identity Groups, Endpoint Identity Groups, All Locations and All Device Types.

B exwernal

Settings »
External Identity Source
Mz

)

~ External Groups

A
Member Users
USE
Add
O Status . Emall Username

O 8

EREERAPF

First Name Last Name

Admin Access Settings



EREEEARALT 7S

fin ZAdministration > System > Admin Access > Administrators > Admin
Users,

= Cisco |SE

eployment

Admin Access

Authentication

Administrators
Authorization ?
Administrators A
Admin Users
O Status Name Description First Name Last Name Email Address Admin Groups
Admin Groups
|| B Enabled & Default Admin User Super Admin
Settings »

B Adde AR METAHIERE, —2FM—NHAF. Z—1M2FNEHRAF ( BEREN RS
RPEAERIMEARENRAF ) FAISEEER,

= Cisco \dministratio
------ ke Admin Access
Authentication b
Administrators

Authorization >
Administrators - L Add

Admin Users

Description First Mame Last Name Email Address Admin Groups
Admin Groups
j Default Admin User Super Admin

Settings 2

RRETfE  XTREMENFAES  AELARBELOAFRTFHNRANRKEEA A,



= Cisco ISI Administration - Systen

Admin Access

AL
Authoriza tion >
Administrat W
Admin U: B o
Adm
Settings >
w P
ooooooooo
.........
rate
r Inf
Admin Groups
& Customization Admin N
i ERS Admin
I ERS Operator
‘e Elevated System Admin
I Helpdesk Admin
; W
¥ Identitv Admin
W

AN AP ARBEMMRR

1. R

2. BIELE
FEEFREHISEN S ALY, BMNERREERMNED , BERERHE , TUEE, “XE27ER
"(Menu Access)# N AT fig & 9 £ 7~ 3K R % E Y IE T+,

HfE R GRE/L RS RISELN B O RIEN I, RENEERE,. AFRSH4E. XnsH4
MMFRZARBEHFNR, ISELHXEXEFE=ATEELT. efIRT2HE., RIRFGRM
TihEl. BIFEHEHN AIEE RN HISELWEBMETFIERUT=METZ —,

MR EK BTG RIMBIE R RRE K ARFRENCINANTAERERA. RABERT , &
REERAER , BIRL LA E LI EM KK,

EfREXLIHRIEKRE , & SHMEAdministration > System > Admin Access > Authorization >
Permissions > Menu Access.



Cisco ISE

Deployment Licensing Certificates

Authentication

Authorization

Permissions
Menu Access

Data Access

RBAC Policy

Administrators ?

Settings >

O/0|0/0O|0O|(Oo|O|a|O

0|0

Administration - System

Logging Maintenance

Menu Access

+ Add

Name

Super Admin Menu Access

Policy Admin Menu Access
Helpdesk Admin Menu Access
Identity Admin Menu Access
Network Device Menu Access
System Admin Menu Access

RBAC Admin Menu Access

MnT Admin Menu Access
Customization Admin Menu Access

TACACS+ Admin Menu Access

Upgrade

Description

A

5 pErMission

AcCcess permission

A

55 PErMIsSsion

Access permission

Access permission

Access parmission

ACCess permission

Access permission

Access Permission

Access Permission

Health Checks

for Operations tab, Policy tab, Guest Acc

Backup & Restore

Admin Access

55 tab, Mobile Device Management tab &

for Operations tab, Policy tab, Guest Access tab, Mobile Device Management tab,

for Operations tab

for Operations tab and ldentity Management.

for Operations tab and Network Resources

for Operations tab and System.

for Operations tab and System.

for Operations tab,

to Guest Menu and Device Portal Management.

to Oparations, Administration and Workcenter

B Add, ISEFFEYEAN AU BUER AT B B 9 15 SR B H B R/ B Rl

Cisco ISE

Deployment Licensing Certificates

Authentication

Administration - System

Logging Maintenance

List » New RBAC Menu Access

Create Menu Access Permission

Authorization

Custom_Menu_Access

Menu Access Privileges

ISE Navigation Structure

& Policy

5 Administration

w
* Mama
Permissions v
Description
Menu Access
Data Access
RBAC Palicy
Administrators 2
Settings >

o5 System
d Deployment
o Licensing
o Certificates
~ b Certificate Manage
o System Certificates

o Trusted Certificates

Upgrade

Health Checks

Paermissions for Menu Access

QO Show

Backup & Restore

Admin Access

EfEHRIEIHRIER , FS M EAdministration > System > Admin Access > Authorization >

Permissions > Data Access,



= Cisco ISE Administration - System

Deployment icensing Certificates Logging Maintenance Jpgrade {ealth Checks Backup & Restore Admin Access

Data Access

Parmissions

Menu Access

ripti
Data Access Name Description
per A n Dati s, L [ F
RBAC Palicy
| n Da :
Administrators ¥ Identity Admin Data Access ACCass permission for User Identity Groups and Endpoint Identity Groups

Settings ?

B HAdd BIEFRE , HEENRRUIGREER/AF S G/L RS B/MEA,

= Cisco ISk Administration + System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Create Data Access Permission

Authentication
Authorization

Permissions
Menu Access

Data Access - B e r——
Data Access Privileges

RBAC Policy

ot Admin Groups O Full Access
. () Read Only Access
Admiistratora > " User Identity Groups i nly
o Endpoint Identity Groups
Settings >

o Blacklist
& GuestEndpoints
d" RegisteredDevices
o5 Unknown

oy Profiled

d& Metwork Device Groups

B RRBACSE G

RBACRERETAGWIHHES, AFMENAR (BEAY ) TUARENERAMENZENEE
HEIREE, AIUNENBEEESMRBACKKE , IEAUEE N REPERESNAGIUHRFE
Mgz, YEREAAPZHNITREN , BiTEMEXLEARK.,. XEREREATZAGH
FIERBHNERN, MERNAFFIELNANMEETE , WATFANSCESELAN, EfEXL
KEE , 51 EAdministration > System > Admin Access > Authorization > RBAC Policy.



= Cisco ISE

Authentication

Authorization

Permissions

RBAC Policy

~ RBAC Policies

Administration - System

Admin Groups

Permissions

Admin Access

] Gustemization Admin Customization Admin Menu ... +
Administrators

Elevated System Admin System Admin Menu Access ... +
Settings

ERS Admin Super Admin Data Access ==

ERS Operator Super Admin Data Access

ERS Trustsec Super Admin Data Access +

Helpdesk Admin } Helpdesk Admin Manu Access

Identity Admin t Identity Admin Menu Access ...

MnT Admin MnT Admin Menu Access

Network Device Admin i Network Device Menu Acces,

’ Policy Admin Paolicy Admin Menu Access a...

m RAAG Ardmin + RBAG Admin Menn AEcess a

B HBRELLE /4R A/ BR RS

AR TEEMRECEZARBENIRINKE | TR BRI AR
AR TERERNAMNFEESNRE/BEHRNR,

EREERHARE
MRBACKM S\ , ZAMEE—LXFAERERAFBANRE.

EFEEGUIFICLIFIMaximum Sessions Allowed, Pre-loginflPost-login BannerstV# & , ESM=E
Administration > System > Admin Access > Settings > Access, E“SiE" &I+ FREIX L,



= Cisco [ Administration » System

rtiricates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Session

Authentication ——

Authorization »
Administrators > G UI S .
eSssions
Settings
Access
Session Maximum Concurrent Sessions 1 Valid Range 1 ta 20)

Portal Customization
Welcome to ISE

Pre-login banner

[[] Post-lagin banner

CLI| Sessions

[] Pre-lagin banner

EfREGUIFICLITT MG R IPH 1L 5I5R |, iF 5 ZE Administration > System > Admin Access >
Settings > Access , A5 S ZEIP Accessitll |,

= Cisco |S! Administration = System

Deployment Licensing Certificates Logging Maintenance Jpgrade Health Checks Backup & Restore Admin Access

IP Access
Authentication

Authorization >
Administrators > e
Settings o

Access ) ) ) ) ) )

~ Configure IP List for Access Restriction
Session .
IP List
Portal Customization
a w MASK

ERETRIK , EEATMNEIAECisco ISERHIMnTE 7 , 55 ZAdministration > System >
Admin Access > Settings > Access , A5 S ZEMnT Accessit I+,

EAFEEANSBEBANT RBEEAFREBERETMNT , FELTAFEMIPHIERFIMNTR
R, ERATBEINT RBEAFREBEREZMNT , FELMAFBRPHT RELES
MNT& % %4,



= Cisco ISE Administration + System

Deployment Licensing Certificates Maintenance Upgrade Health Checks Backup & Restore

Admin Access

P Access MnT Access

Authentication

Authorization >

~ MnT Access Restriction
Administrators > e MM
Settings o
Access
Sesslon

Portal Customization

AR WTFISE264T2RESHA , MIUEHREHISEHE RS IFUDPER % HEZmE
MnT , X P AR EEBENEFME MR RS B X,

ERERTRXELTIEFFRESMS RN ERE , &5 ZEAdministration > System > Admin
Access > Settings > Session, #E£Session Timeouti&Il+ T iR BILE.

= Cisco ISE Administration » System

enance Upgrade Health Checks Backup & Restore Admin Access
Authentication
Session Timeout Session Info
——
Authorization >
* Session ldie Timeout B[ minutes (Valid Range 6 to 100)
Administrators b
Settings e
Access
Session

Portal Customization

EEF/FYIEIRELN , 5 M EAdministration > Admin Access > Settings > Session , &
¥ i Session Infoit T+,

= Cisco ISE

h Checks Backup & Restore Admin Access Settings

Authentication

ssion Timeout Session Info
Authorization b
Select session and terminate
Administrators
Session Info
Settings s
Access
. UserlD IP Addrass Session Creation Time Session Last Accessed
Session
Portal Customization E sclmin 10.65.48.253

JIST 2020 Fri Oct 09 01:45:10 IST 2020



ERADFIIRBEER ]~ HE
FISEMAAD

EFISEM A B |, iFS M1 ZEAdministration > Identity Management > External Identity
Sources > Active Directory. i AFTHIIIA R & #FActive Directorylgi, H AT SURMME R IHE
M RWADIK P ERE | AFEEHOK,

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name (1) Administrator

* Password eeeseseessseses

D Specify Organizational Unit (1)

D Store Credentials (1)

Connection Whitelisted Domains PassivelD Groups Attributes Advanced Settings
I

* Join Point Name AD (O]

* Active Directo

. v rinsantr.lab O]

Domain

-+ Join + Leave £, Test User ¥ Diagnostic Tool L3 Refresh Table
O ISE Node -~ ISE Node R... Status Domain Controller Site

[:] rini-ise-30.gce.iselab.local STANDALONE Operational WIN-5KSMPOHEPSA rinsantr.l..  Default-First-Site-Name



EFEE R4

SREEE>SHEE>NEBE4IR> Active Directory, EHFMENMARBHHASHE A ETF
;iﬁ“)‘%@m%“b& BFERA>RRA", ELSA—NEEAFMENADA , AGREEBE , RE
“BRIF"o

Name Filter *

Select Directory Groups

This dialog is used to select groups from the Directory.

Domain rinsantr.lab

SID |
Filter

Retrieve Groups._.lﬁﬂ Groups Retrieved.

Type

Filter L

Connection Whitelisted Domains PassivelD Groups
I
-+ Add Update SID Values
] Name ~
E] rinsantr.lab/Users/Test Group

BRADRNEE 5

Cancel

Attributes Advanced Settings

SID

[J Name ~  Group SID Group Type
D rinsantr.lab/Users/Enterprise Key Admins 5-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
D rinsantr.lab/Users/Enterprise Read-only Domain ... 5-1-5-21-1977851106-3699455390-29458652... UNIVERSAL
O rinsantr.lab/Users/Group Policy Creator Owners 5-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/Key Admins S5-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/Protected Users 5-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/RAS and IAS Servers S5-1-5-21-1977851106-3699455990-29458652... DOMAIN LOCAL
[[] rinsantr.lab/Users/Read-only Domain Controllers ~ $-1-5-21-1977851106-3699455990-29458652... GLOBAL
C] rinsantr.lab/Users/Schema Admins 5-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
n rinsantr.lab/Users/Test Group 5-1-5-21-1977851106-3699455990-29458652... GLOBAL

<

S-1-5-21-1977851106-3699455990-2945865208-1106

ERAEAADHISERE TEBH FMRIE , 155 M1 ZAdministration > System > Admin Access >
Authentication. #EAuthentication Methodi& M+ 7 , i£FPassword-Basedi&Il. M“B40R THEK
BhikRAD” , REEHRE



= Cisco

Admin Access

Authentication Method

Authentication Type

Settings H O Password Based

B R ISEE A BADYA M5

XATRNBREADFNARA FNHEEEEANETACKHTHRESI(RBAC)N R, EEXER
ISEE I G A FHBSEIADA , iFSHi EAdministration > System > Admin Access >
Administrators > Admin Groups. #£HAdd , AERAMEERHAN BN, EXKE"FHEH , &EH
‘NI EEE, MAANBATHEES | ERUHEBHEHEMSRMADA (10 LA %R E FA"EH
FEN ). BRXEH,

= Cisco ISt Administrat

sckup & Restore Admin Access
Authentication AD A
i )|
Authorization > Admin GI’(,.‘[)
Administrators
Admin Users
Admin Groups
External
Settings 3 External Identity Source
~ External Groups
~
Member Users
O Status Email Username First Name Last Name

NEHE R A2 MRBACHR R

EFRBACH RO EATE LE—THheIENEERA | B S M ZEAdministration > System > Admin
Access > Authorization > RBAC Policy. MAMIK“BRE" TR XEF | EFBATER . IZFHN
W, FEHMHB EHTAREXNEERE , AAHIEMENRBENXLHENRER , A5E L Save,



= Cisco ISE Administration » System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

Authentication

group dista elements) and other ¢

and default policies cannat

Authorization A evaluated. The subject’s permissions will be the aggregate of all permissions from each applicable policy Permit overrides Deny. (The policies are displayed in alphabetical erder of the policy name)
Permissions - isic
~ RBAC Policies
REAC Policy
Rule Name Admin Groups Permissions
Administrators > @ ~  Customization Admin Policy It Customization Admin + then  Customization Admin Men... + Actions
B - RBACPolicy 1 I ISE AD Admin Group =+ then  Super Admin Menu Acces... b Actions ~
Settings ¥
B Elevated System Admin Poli If  Elevated System Admin -+ then
Super Admin Menu Access i +
B - ERS Admin Policy It ERS Admin =5 then
Super Admin Data Access i 1]
@ ~ GRS Operator Policy I ERS Operator =+ then

{8 FI ADSEE 1[5 ISE H B iE

EHEEGUL, MW SR (Identity Source) TH B AEFEMA RE . MADEKIEE M AR
=B, REEZR.

TR

ldentity Services Engine

Intuitive network security

Username
TestUser

Password
ssssssee

Identity Source

AD N

EWAREI/EEE , BMSEGUALANREBERGRIEIZSTSEHRIENAFE. SHZE“Server
Information” A RIEAF & .




Server Information

Username:
Host:

Personas:

Role:

System Time:

FIPS Mode:
Version:

Patch Information:

EALDAPEEEERAIF AR

FISEMALDAP

TestUser

rini-ise-30

Administration, Monitoring, Policy

Service (SESSION,PROFILER)

STANDALONE

Oct 27 2020 01:23:21 AM

Asia/Kolkata

Disabled

3.0.0.458

none

S EEE>-SHEE>/EBE{BIR> Active Directory > LDAP, E“EHMEW+T , #Hi ALDAPHI &

o, FHIERZEMERActive Directory.



= Cisco ISE Administration + Identity Management

ldentities Groups External Identity Sources ldentity Source Sequences Settings
LDAP Identity Sources List > New LDAP ldentity Source
External Ildentity Sources
= LDAP Identity Source
> [ Certificate Authentication F
~ 3 Active Directory General Connection Directory Organization Groups Attribut
<4 AD
= LDAP * Name LDAPExample
£ oDBC

Description

£ RADIUS Token
» Schema Active Directory w

9 RSA SecurlD
5 SAML Id Providers

3 Social Login

BETX, EREEEXE  #SMEEEBRMF, £, 8EFELDAPRSZIF|MN ENB/IPL RGO
389(LDAP)/636(LDAP-Secure), {£FILDAPIRSS S50 E 18 R B0 A B8 R 7] 2 ##4 #R(DN) B9 2%
%,

= Cisco ISE Administration - Identity Management
ldentities Groups External ldentity Sources Identity Source Sequences Settings
Active Uirecrory General Connection Directory Organizatior Groups Attributes Advanced Settings
——
“1AD Primary Server Secondary Server
LDAP L Enable Secondary Server
QDBC
* Hostname/IP 10.127,196.131 (8] Hostname/IP
RADIUS Token
1 RSA SecurlD - 389 Fort
SAML 1d Providers
1 Social Login
[[] Specity server for each ISE node
Ananymous Act © Anonymou
o Ayl ticated A thenticat
Admin DN * CN=Administrator,CN=Users, D( Admin DM
Password © ssssssssssssss Password
€ >
Secure Authantication j Enable Secure Authantication Secure Authentication Enable Secure Authenticatior

RE , SMEBFREALGETF , AREERBE LT, REFHELDAPRSHRFNAFNERIRE
MEEAFNIERARA,



= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources ldentity Source Sequences Settings
DAP Identity Sources List > LDAPExample
External Identity Sources
= LDAP Identity Source

» B3 Certificate Authentication F

~ B3 Active Directory General Connection Directory Organization Groups Attributes Advanced Settings
% AD
> I LDAP * Subject Search Base DC=rinsantr,DC=lab ‘ Naming Contexts... ] ®
/= obBC ; g
- * Group Search Base DC=rinsantr,DC=lab { Naming Contexts... ‘ ®
= RADIUS Token 4

£ RSA SecurlD

. Search for MAC Address in Format N MM MK e
= SAML Id Providers

&5 social Login

D Strip start of subject name up to the last occurrence of the separator

C] Strip end of subject name from the first occurrence of the separator

# #iConnectionit I+ F M Test Bind to Server(MiR4FE ZIfR S5 2T) , UMIHLDAPAR S 28 MISERY AT
priY 38



Ldap bind succeeded to 10.127.196.131:389
Number of Subjects 8

Number of Groups 50

Respaonse time 7ms

PESNEABRIMF , AFEEFN>NE FEFE>BRRA". ELSA-NEERFMENE

, RERHAE", RERHERE



Select Directory Groups

This dialeg Is used to select groups from the Directory. Click Retrieve Groups.. to read directory

Filter: * 05, |Humber of Groups Retrieved: 50 (Limit is 100)
[] Name ~
B -~
O CH=Server Operators,CN=Builtin,DC=rinsantr,DC=lab
_J CM=Storage Replica Administrators,CN=Builtin,DC=rinsantr.DC=lab
)] CM=System Managed Accounts Group,CN=Builtin,DC=rinsantr,DC=lab
f_J CN=Terminal Server License Servers,CN=Builtin,DC=rinsantr.DC=lab
] CN=Test Group,CM=Users,DC=rinsantr,DC=lab
:_J CN=Users,CN=Builtin,DC=rinsantr,DC=lab
__] CN=Windews Authorization Access Group,CMN=Builtin,DC=rinsantr,DC=lab
W

(:an COI n

t » LDAPExample
ternal Identity Sources

= LDAP Identity Source

= %

Certificate Authentication F

1 Active Directory

Genera Connection Directory Organization Groups Attributes
—
LDAP
Add '"; Delete Group
“2 LDAPExample + -
ODBC O Name =
RADIUS Token D CMN=Test Group,CN=Users, DC=rinsantr,DC=lab
] RSA SecurlD

HLDAPAF B HEREHIR

ERAKALDAPHISEE THEBN HMHRIL , i5SHEAdministration > System > Admin Access >

Authentication, #£Authentication MethodiEM £ |, #%{¥Password-Baseditl, M“H3 R TH K
B kiR LDAP” , AR EHRE .



= Cisco

Admin Access

Auth
Authentication Method
tharizat . .
Authentication Type
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ >
Settings 5 © Password Based

XATEEEAFBERBACKEARN (XREIRXXETHFPHWLDAPAKEZ H#H ) RINEERH
B PR, EE Y ERISEEEAHFHME BILDAPA | i5 S A1 EAdministration > System > Admin
Access > Administrators > Admin Groups, £ HAdd , AERAFEERAEN BN, EXKE"FE
B EPAEIEE. MASBATRXES | EFHEBEHERFENLDAPA ( Nz aiEFE
X)) . BXEH.

= Cisco ISt Administration - System

Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Admin Group
Administrators

Admin Users

Admin Groups

Settings B External ldentity Source

NEER AR ERBACK R

EFRBACHRAEAE L —TTHEIENEEADA , 5 H EAdministration > System > Admin
Access > Authorization > RBAC Policy, \GMIM“RE" TR XSS | EFBAFKE . IEFN
n, FERFF EFTHRELNEEL  HAIHIERENBRENIRIGRNRE , ASE HSave,



= Cisco ISE Administration - System A Eranan

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Set

Authentication
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Server Information

Username:

Host:

Personas:

Role:

System Time:

FIPS Mode:

\ersion:

Patch Information:

TestUser@rinsantr.lab

rini-ise-30

Administration, Monitoring, Policy

Service (SESSION,PROFILER)

STANDALONE

Oct 27 2020 03:48:32 AM

Asia/Kolkata

Disabled

3.0.0.458
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