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Device Security Check
Your computer requires security software to be installed before you can connect to the network
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RN EFFImNEE ERZEAEMT L , ISER R AAnyConnect®E F i 2%,
7ﬁ Device Security Check x \I +
* B https el - 3ok aample.comcdB 3 portal ClientProvizion Start.action rom= CLIEMT_PROVISION & B' Lo e

CISCO Client Provisioning Portal

Device Security Check

Your compuber requings Secunty sofmware o be installed before you can connedt 10 the nebwork

Unable to detect AnyConnect Posture Agent

- + This is my first time here

1. You musl install M_.‘:ﬂﬂﬂidh:l CI1E{H.:|I:IIJ[ desice belore
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in,"“,,gnnl;;
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(=] _binaries_anyconnect-ise-network-assistant-win-4.2.02075.exe
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Would you like to save this file?

Save File | [ Cancel ]
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"Network Setup Assistant

Trusted and Secure Connection
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ISE21-3ek.example.com
whose identity has been certified. Your
connection to this website is encrypted.

| Comect | Cancel
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") AMPEnabler:
nl Downloading AMP for Endpoints...

Scanning system ...

'ﬁ AMP Enabler:

nl Downloading AMP for Endpoints...
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¢y Cisco AnyConnect Secure Mobility Client | B S|

Compliant.
Metwork access allowed.

!ﬁ“ AMP Enabler:

nl Downloading AMP for Endpoints...

'Y Cisco AnyConnect Secure Mobility Client e B 3|

Compliant.
Metwork access allowed.

AMP Enabler:
nl Installing AMP for Endpoints. ..

-

Compliant.
Metwork access allowed.

) AvMPEnabler:
nl AMP for Endpoints installed.
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History

Settings

g » . Status: Connected
| Scanned: 6/30/2016 5:07:27 PM
Policy:  Audit Policy

About
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|, elcar_com.rip

which i Compressed (ripped) Folder (184 bytes)
firorme hitpea/fsecure.sicar.ong

What should Fieefox do with this file?
i eicarcom2.zip
@ Cpenwath | Windows Explorer (default) - 308 Bytes =
ave File
Do this gutomatscalby for files lke this from new on. HCarcomz. zip
308 Byles
[ ok || Conced | IR . [
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[ 454 4a]

Endpoinis  Metwork Devices

Endpoinis CodAD0:14:80:48

C0:4A:00:14:8D:4B oz B

MAC Addregs: CO:4A:00:14:80:4B
1 Usarnama: alice

Endpoint Profile: WindowsT-Workstation
— E Current IP Address: 10.62.148.26

Location;
Astributes Authentication Threats Yulnerabilites
Threat Datected
Ty IMCIDENT
Severity: Paintul
Reported by:  AMP

Reporded at:  2016-08-30 11:27:48
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Other Attributes
ConfigVersionld 72
Acct-Terminate-Canse Admin Reset
Event-Timestamp 1467305830
MNetworkDeviceProfileName Cisco
Device CoaA Lype Cieco Cad
Device CoA port 1700
MetworkDeviceProfileld 403caffc-Ta2 T-41c3-80bb-2 796403 | alEd
IsThirdPartyDeviceFlow false
AcsSessionlD clecBBac-6d2C-4h5d-0bh-T1 691411 5744
MNetwork Device Profile Cisco
Location Location®All Locations
Device Type Device TypefAll Device Types
Device TP Address 1062, 148,120
ClscoAVPalr audit-session- id=0a3e 94 TRODOD0SabST7 548 1d
Troubleshoot

N T EISER R A RIRERE EE>System >i2F>Fid A EBE , hETC-NACTH S H BHHETC-
NACAH ## B Edr A IR

whest  identity Sorvices Enging Homa — * Comiexd Viallly  * Opoermfiorn  * ol _

= Symem b ently ManaoeTerE F Neteork Fedcurces P Device Ponal Managemerd porlled Services ¢ Fead Senvice ¢ PassdvwlD ¢ Thiodt Cantric NAC
Depioyment  Licensing ¢ Cotificales ~Loggng  F Mardenance  Upgrade  Backup & Fesiors  * Admin Acopds ¥ Selings

a
i S v oo
Parmotr Loggng Targes
Liogiing Categorie Edt B Reset bo Dol
Moszage Catalog Comporent Name = Log Level Desscripton
Detug Log Configuration TS Il Il )
Colection Flers O TCMAC DEBLUG TC-HAL log mesaages

FHEREN BE-irflog, FEEEZEMMISE CLIETHT :

| SE21- 3ek/ admi n# show | oggi ng application irf.log tail
B MAMP Cloud#% & %



2016- 06- 30 18:27: 48, 617[ | RF- AMQP- Di spat cher-Notification-0][]

cisco.cpmirf.amgp. NotificationD spatcher:processDelivery:53 - -
comcisco.cpmirf.service.lrfNotificationHandl er$M/Noti fi cati onHandl er @f ac8043
{messageType=NOTI FI CATI ON nessagel d=THREAT_EVENT cont ent = {“cO0: 4a: 00: 14: 8d: 4b" [{""

{“I'mpact _Qualification” “"} “” 1467304068599 “” “AWP” “” “"}]} ‘priority=0 tinmestanmp=Thu Jun 30
18: 27: 48 CEST 2016 anqgpEnvel ope=Envel ope(del i veryTag=79 redeliver=fal se
exchange=irf.topic. events routi ngkey=irf.events.threat) angpProperties=#content Header <basi c>
(content-type=application/json content-encodi ng=nul | headers=nul| delivery-node=null priority=0
correl ation-id=nullreply-to=null expiration=null message-i d=THREAT_EVENTt i mest anp=nul

t ype=NOTI FI CATI ON user-id=null app-i d=fe80el6e-cde8-4d7f-a836-545416ae56f4 cluster-id=null)}
2016- 06- 30 18:27: 48, 617[ | RF- AMQP- Di spat cher-Notification-0][]

cisco.cpmirf.service.lrfNotificationHandl er: handl e: 140 - -{messageType=NOTI FI CATI ON
nmessagel d=THREAT_EVENT content = {“cO0: 4a: 00: 14: 8d: 4b" [{“” {“Inpact_Qualification” “"} “”
1467304068599 “” “AwWP" “” “"}1} ‘priority=0 tinestanp=Thu Jun 30 18:27:48 CEST 2016

amgpEnvel ope=Envel ope(del i veryTag=79 redel i ver=fal se exchange=irf.topic.events
routingkey=irf.events.threat) angpProperties=#content Header <basi c> (content -

t ype=application/json content-encodi ng=nul | headers=nul | delivery-nmode=null priority=0

correl ation-id=nullreply-to=null expiration=null message-i d=THREAT_EVENTt i mest anp=nul

t ype=NOTI FI CATI ON user-id=nul |l app-i d=fe80el6e-cde8-4d7f-a836-545416ae56f4 cluster-id=null)}
2016- 06- 30 18:27: 48, 617[ | RF- AMQP- Di spat cher-Notification-0][]

cisco.cpmirf.amgp. NotificationD spatcher: processDelivery:59 - - Envel ope(del i veryTag=79
redel i ver =f al seexchange=irf.topic. events routingKey=irf.events.threat) #content Header <basi c>
(content-type=application/json content-encodi ng=nul | headers=nul| delivery-node=null priority=0
correl ation-id=nullreply-to=null expiration=null message-i d=THREAT_EVENTt i mest anp=nul

t ype=NOTI FI CATI ON user-id=null app-i d=fe80el6e-cde8-4d7f-a836-545416ae56f4 cluster-id=null)
2016- 06- 30 18:27: 48, 706[ | RF- Event Processor-0][]

cisco.cpmirf.service.lrfEvent Processor: parseNotification: 221 - -{messageType=NOTI FI CATI ON
nmessagel d=THREAT_EVENT content =" {"c0: 4a: 00: 14: 8d: 4b" [{“” {“Inpact_Qualification” “"} “”
1467304068599 “” “AwWP" “” “"}1} ‘priority=0 tinestanp=Thu Jun 30 18:27:48 CEST 2016

amgpEnvel ope=Envel ope(del i veryTag=79 redel i ver=fal se exchange=irf.topic.events
routingkey=irf.events.threat) angpProperties=#content Header <basi c> (content -

t ype=application/json content-encodi ng=nul | headers=nul | delivery-nmode=null priority=0

correl ation-id=nullreply-to=null expiration=null message-i d=THREAT_EVENTt i mest anp=nul

t ype=NOTI FI CATI ON user-id=null app-i d=fe80el6e-cde8-4d7f-a836-545416ae56f4 cluster-id=null)}

KT R E B AIXFIPAN
2016- 06- 30 18:27: 48, 724[ | RF- Event Processor-0][]

cisco.cpmirf.service.|rfEventProcessor: storeEventslnES: 366 - -c0: 4a: 00: 14: 8d: 4b {inci dent=
{Impact _Qualification=Painful} tine-stanp=1467304068599vendor=AMP titl e=Threat}
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