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Cisco BB THLUTEE :

- BRIAENZ £ T E(ASA) VPNEE
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- Microsoft Windows 7

- Microsoft Windows 2012 Certificate Authority (CA)
. Cisco ASARRZ<9.3

. Cisco ISEF R 71.4

. Cisco AnyConnectZ £ Bz & F imhR484.2

. Cisco Firepower&# f /) (FMC)iR456.0

- Cisco Firepower NGIPSx4%6.0
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Audit Server
172.16.34.100

Cisco
An'g.rcl:m nect
Mobile
SECLJI'IW VPN
1
172.16.32.1
kkz__
External / —
Outside: Inside:

Gig 0/1 172.16.31.100

Gig 0/0 172.16.32.10
Internal e

L ASA-VPN
NGIPS VPN assigned IP: ISE
172.16.50.50

EthD: Management
(172.16.31.205)
Ehtl: Internal {bridge)
Eth2: External (bridge)

FMC
172.16.31.206
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' ldentity Services Engine

Home

¥ Operations

¥ Paolicy + Guest Access

* Administration

¥ Wark Centers

F System + |dentity Management

¥ Identities Groups External Identity Sources

External Identity Sources
v = -
» [ Certificate Authentication Profile
v || Active Directory
u; example.com
» []LDAP
» [ RADIUS Token
» || R3A SecurlD
» [] SAML Id Providers

ooooobod

REREANRE

» Metwork Resources

Identity Source Sequences

} Device Portal Management pxGrid Services

b Settings

Connection Authentication Domains
Hdit opAdd v Delete Group Update SID Values
Name

example.com/Builtin/Administrators
example.com/Builtin/Guests
example.com/Builtin/llS_IUSRS
example.com/Builtin/Users
example.com/Users/Domain Computers

example.com/Users/Domain Users

F Feed Service ¥ Identity Mapping

| Groups _

Attributes

+  SID
example.com/S-1-5-32-544
example.com/S-1-5-32-546
example.com/S-1-5-32-568
example.com/S-1-5-32-545
5-1-5-21-914949383-206884 3066-3727110567-515
5-1-5-21-914949383-206884 3066-3727110587-513

ASABURINERMEIRE . MLREFFETR , BENHAASA VPNFITER |

Identity Services Engine

cIsco Home

» System ¢ Identity Management ~ Metwork Resources

= Metwork Devices Network Device Groups

» Operations

Network Device Profiles

» Policy » Guest Access ~ Administration

¢ Device Portal Management pxGrid Services

External RADIUS Servers

Metwork Devices List > ASA
Network Devices

MNetwork devices

Default Device

* IP Address:

172.16.31.100 | /[32 |

* Device Profile | Cisco| = | &

somwareverson [ 7]

* Network Device Group

Location ‘AII Locations

‘ [ Set To Default ]

Device Type [ASAVPN-Audit

| [ Set To Default |

pXGrid HIMnTHYEH

FMCHEREISER RS :

+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol  RADIUS

» Feed Service

RADIUS Server Sequences

¥ Work Centers.
v Identity Mapping
External MDM

MAC Managers ¢ Location Services

* Shared Secret | sssss

| | Show |

- SGTHE & X HEIEE R pxGrid
C WERIRE (MnT) A#t 2 F TR
MNnTHAMRIEEEE , RAXHEFMCREERBINALRINEINSFENIPHA , tEAFEH
SGT#rid. ETFi% , FERBEAUNA, FHIEENGIPST A X FSGTHRC (HEFRIE)FELLASA,
BEREXNASAWMER , EXRHSCTEMM T RNES.

Advanced Settings



BT ABLEERISENIFMCEZEMZIERS(EDR). MnTERIRSARIRIES , pxGridERA & im
AR S5 BRURUE T o

Microsoft CAB FEXEBMAIEPH,
33 FMnT (AdminfS ) ISESF4E RIFH 5L BER(CSR)MMLBEFTE R |

'Ell's'élol' Identity Services Engine Home » Operations » Paolicy » Guest Access  Administration » Work Centers

* System b Identity Management » Metwork Resources » Device Portal Management pxGrid Services » Feed Sernvice » Identity Mapping

Deployment Licensing  Certificates ¥ Logging » Maintenance Upgrade Backup & Restore ¥ Admin Access b Settings
o

Certificate Signing Request

w Certificate Management
Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:

Overview
ISE Identity Certificates:

S CEiileize « Multi-Use - Glient and Server Authentication

* Admin - Server Authentication

* EAP Authentication - Server Authentication
[EEE R * Portal - Server Authentication

& pxGrid - Client and Server Authentication

Endpoint Certificates

OCSP Client Profile

Certificate Signing Requests ISE Certificate Authority Certificates:

* |SE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.

* |SE Intermediate CA - This is an Intermediate CA Signing Request.
* Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by

the ISE Root CAVISE Intermediate CA.

Certificate Periodic Check Settings

b Certificate Authority

Usage
Certificate(s) will be used for |Admin| v
Allow Wildeard [J
Certificates
Node(s)

Generate C5R's for these Nodes:

Node CSR Friendly Name
[ tisezo lise20#Admin
Subject

Common Name (CN) | $FQDN$

£ ZFHMicrosoft CALLFAFETS 4 8 HARILEMS AT,

AR pxGrid RE IR BHACINHE, EPHFRERIETSAL PEpxGridik .,
HAAFRTUESHENETZMNFHIIBE RIS TR T #2005 0Us OB 2 (Hiin
pxGrid)E ..

Note: EHEMAEI FHNMSEFMFMCH E 5L S 1&HIH A (FQDN) , IEFDNSIEZIEDNSARSS EEL
B

FEAIMInFpxGridiE B2 A - X5 RZLBNHE, RApxGridiEH—EY B T HEF imHM R
£ BR IS U MY 22 4R A 3R 1R T EMicrosoft CARI B E LAEAR AT A F 3B :



Loc
Al S
AD
AD
AD
AD
DN

]
=

File
1S

TaAlk® @

=l
File  Action  Wiew Help

e« B XE = HE

Certificate Templates Console

] Certificate Templates (iIN-GIH

Template O
& Admini
] sutherd
& Basic EF
A Exe

& CEP End
& Code Si
]| Cornpu
5 Crass C
5 Directo
H Dornain
H Dornain
F EFS Rec
] Enrallm
E Enrallrm
]| Exchang
= Exchang
)| Exchang
 Ipsec
H1Psec (]
= ISE-pr=g
H] Kerbera
= Key Rec
Hocser
] RAS ang
H Root Ce
H Router

] Srnartcd

|SE-pxarid Properties _

Subject Mame | lszuance Reguirements

General | Compatibility | Fiequest Handling | Cryptography | Fey Atteztation

Superzeded Templates | Extensions | Security I Server

To modify an extension, select it, and then clhick Edit.

Ertensions included in this template:
Application Palicies

D Basic Constraints

D Certific-ate Template [nformation
D Iszuance Policies

Fey zage

Dezcription of Application Policies:

E Srmartcy

| 0k | | Cancel Apply

ded Purp

mte Key S

ctory Serd

t Authent

er Authent
t Authent
Recovery £
P Signing
t Authent

Ll

Zn4a] {5 F Microsoft Web R Z EpxGrid CSREMEBRE R :




— example-WIN-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded

Saved Request:

ABZ4skS+gVGugYC4ls1jHcXGIejph2h2ndn/ri2d &
Base-64-encoded |FibxEHKK1tAymQO9GEWXIELAASXZzVE11VnWFzZL)3
certificate request |/E2PTchIgFkSzeyXConTNWA0IE/Robkd7DIxduVC
(CMC or 6CodawW+GKhFTbOF jacvr15K1RWod /XQZ560ZAz1c
PKCS #10 or pB+rROT3dKOW h

PKCS #7):  |----- END CERTIFICATE REQUEST----- | »
< <y

Certificate Template:

ISE-pxgrid W

Additional Attributes:

Attributes:

Submit =

£ R IwISEATAE ZFHCAHpxGridiE & F I Admin (Microsoft) it &R FTE 7R :

’,':l,',';g' Identity Services Engine Home » Operations + Policy

» Guest Access ~ Administration » Work Centers
w System » Identity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Identity Mapping
Deployment  Licensing  ~Cerfificates b Logging b Maintenance  Upgrade  Backup & Restore b Admin Access b Settings
(<]
~ Certificate Management System Certificates / For disaster recovery itis recommended to export certificate and private key pairs of all system certificates.
B # Edit ||k Generate Self Signed Ceriificate | (g Import | @ Export | [ Delete || View
System Certificates Friendly Name Used By Fortal group tag Issued To ssued By
Endpoint Certificates v/ e
Admin Admin, Portal Default Portal Certificate Group(i lise20 example com example-WIN-CA
Trusted Certificates =
N EAP EAP Authentication lise20.example .com example-WIN-CA
‘OCSP Client Profile —
pxgrid pxGrid lise20.example.com example-WIN-CA

Certificate Signing Requests

Certificate Periodic Check Settings

pxGrid RS

MEEGAER , A EBIESSAERBRET RWpxGridAE |



Nl

cISCo Identity Services Engine Home v Operations v Palicy » Guest Access w Administration » Work Centers

* System ¥ Identity Management » Network Resources ¥ Device Portal Management pxGrid Services } Feed Senvice ¥ Identity Mapping

Deployment Licensing b Certificates k Logging k Maintenance Upgrade Backup & Restore F Admin Access F Settings
I

Deployment Nodes List > lise20
Edit Node

v k= - = General Settings Profiling Configuration

» c;?;;: Deployment

L] -
ol PAN Failover

Deployment

Hostname lise20
FQDN lise20.example.com
IP Address 172.16.31.210
Mode Type ldentity Services Engine (ISE)

Personas
| Administration Role STANDALONE | nfake Primary |
o Momnitoring Role | PRIMARY i Other Monitoring Node

¥| Policy Service

¥| Enable Session Services'd

Include Node in Node Group | [1OTE ¥| &
¥| Enable Profiling Service
Ul Enable SXP Service
Use Interface GlgabltEthEmEt 0 - | (i

Ul Enable Device Admin Service

Ul Enable Identity Mapping i

FAMXFREBHHEIEEA !

1l Identity Services Engine

» System  » Identity Management  » Network Re: » Feed Service  » Identity Mapping

OETENNITTIERS Disable Auto-Registration

View By Gapabilities

al©) v 1-a0r4  Show 25 +| perpage Page |1 7|
.

Stalus
5(4 Pub, 2 Sub) Online
(2 Pub, 1 Sub) Online
(0 Pub, 3 Sub) Online
Gapabilities(0 Pub, 0 Sub) Offline

@

<< s s g
H

R

B RE

ERARIARIERBE(ADER T , MRRBREEEAF).

BRE B RSN T ML R (ABR : PermitAccess) B iE @ ASA-VPNAE T5E53 B RAEE
RHAFWN-RIBLRAFSGTHRIEFITRIRME :



'::l;;::lcl,' Identity Services Engine Home » Operations ~ Policy » Guest Access » Administration » Waork Centers

Authentication Authorization Profiling Posture Client Provisioning + Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

| First Matched Rule Applies v

» Exceptions (0)

Standard
Status Rule Name Conditions {identity groups and other conditions) Permissions
ASAVPN example.com:ExternalGroups EQUALS example.com/Builtin PermitAccess Auditors

/Administrators DEVICE:Device Type EQUALS All Device
Types#ASA-VPN-Audit

FMC

73 B R

FEBEBERN T THESISEER(ERRRRIEAN N SINEN AP ®E IREARK R ). ST LR
EHEERRRERE %wlﬂmﬂz(LDAP)mﬁ EABIFERAAD, NRE>ER>T,

AD-Realm

Directory Realm Configuration User Download

AD Primary Domain * Example.com ex: domain.com

Directory Username * Administrator@example.com ex: useri@domain

Directory Password * sesssens

Base DN * CM=users,DC=example,C=com ex: ou=userdc=cisco,dc=com
Group DN * DC=example,DC=com ex: ou=group,dc=cisco,dc=com
Group Attribute Member ~

User Session Timeout

Authenticated Users 1440 minutes
Failed Authentication Users 1440 minutes
Guest Users 1440 minutes

*¥ Required Field



ERAPRERN B FIRE

Overview Analysis Policies Devices Objects

AD-Realm

]lT- L1 Realm Configuration  User Download

URL {Hostname/IP Address and Port)

172.16.31.103:389

FEFELEADAWR R ERERN BN BEREHRZSAN)

Overview Analysis Policies Devices Objects | AMP

AD-Realm

Directory  Realm Configuration User Download

+" Download users and groups

Begin automatic download at |1z || ' AM | America/Mew York Repeat Every (24 |w | Hours
| d. Download Mow |

Available Groups & Groups to Include (5)
| -, Search by name A% Administrators
A A5 Users

;_;p Terminal Server License Servers
4% Domain Admins

45 Domain Users
£ Enterprise Admins

;_;5' Access Control Assistance Operators
g} Cryptographic Operators
g} Metwork Configuration Operators

AdminFpxGrid89iE

SRRER , ARIFNMCEERadminARIFCSR, ERAZEFEAD , MKKEBRAETR , £EZ
CSR, SAL—FZFIEH ,



Configuration  Users ~ Domains | Integration = Updates  Licensesv  Health v  Monitoring ¥  Tools ¥

© Generate New CSR | [ © Import HTTPS Certificate

Information

Current HTTPS Certificate
» HTTPS Certificate

External Database Access
SR firepower.example.com L Krakow Tac e Krakow
Database
; domainc t
Management Interfaces ssuer P —
Process
oy Not Before Not After
Remote Storage Device: MNow 29 12:23:55 2015 GMT  Nov 28 12:23:55 2016 GMT
Ghange Reconciliation o— o
Aceess Control Preferences Serial Number 1700000008D385AAF7D2097EAE000000000008
Access List
Signature Algerithm shalWithRSAEncryption
Audit Log
Dashboard HTTPS Client Certificate Settings
DNS Cache
Enable Client Certificates
Email Notfication
Intrusion Policy Preferences —

Language
Login Banner

Network Analysis Policy Preferences
SNMP

STIG Compliance

Time

Time Synchronization

Shell Timeout

Vulnerability Mapping

VMware Tools

CAEBEEHFNMBIEZFLTME -

Object Management  Intrusion Rules

Dismiss

AMP for Network Status

2 Network & | Name Value
'ﬁp . A firepower.example.com - Ca
5 por
T VeriSign Class 3 Public Primary Certification Autharity - G5 CN=VeriSign Class 3 Public Primary Certification Autherity - G5, ORG=VeriSign, Inc., OU=(c) 2006 VeriSign, Inc. - For autf9
ecurity Zones
[} Appiication Filters VeriSign Class 4 Public Primary Certification Authority - G3 CN=VeriSign Class 4 Public Primary Certification Authority - G3, ORG=VeriSign, Inc., GU=(c) 1999 VeriSign, Inc. - For authorized use only, C=US. Pl
VLAN Tag
@ VeriSign Universal Root Certification Authority CN=VeriSign Universal Rot Certification Authority, ORG=VeriSign, Inc., OU=(c) 2008 VeriSign, Inc. - For authorized use only, €=US S8
Geolocation Visa eCommerce Root CN=Visa eCommerce Root, ORG=VISA, GU=Visa International Service Asseciation, C=US &0
Variable Set . .
Visa Information Delivery Root CA CN=Visa Information Delivery Root CA, ORG=VISA, OU=Visa International Service Association, C=US &8
4 18 security Intelligence
& Network Lists and Feed] | VRK Gov. Root CA CN=VRK Gow. Root CA, ORG= ikeskus CA, OU= | c=F1 il
&8 NS Lists and Feeds Wels Fargo Root Certificate Authority CN=Wells Fargo Root Certificate Authority, ORG=Wiells Fargo, OU=Wells Fargo Certification Autharity, C-US 78
&) URL Lists and Feeds
@ sinknole WellsSecure Public Root Certificate Authority C=WellsSecure Public Root Certificate Authority, ORG=Wells Fargo WellsSecure, OU=Wells Fargo Bank NA, C=US il
(a5 Win2012 CN=example-WIN-CA & 8
%% Cipher Suite List
4 & Distinguished tiame XRamp Global Certification Authority CN=XRamp Global Certification Authority, GRG=XRamp Security Services Inc, OU=www.xrampsecurity.com, C=US &8

[ ndividual Objects

2 Object Groups
T

[ 1nternal cas

[ Trusted cas

BE—%R4ERFMCH T #pxGridif $ X 2ISE pxGridik%. £ K CSR CLIEE A (RIEAH it
AEBItE YL FHopenssI T &),

admin@firepower:~$ sudo su -

Password:

root@firepower:~#

root@firepower:~# openssl genrsa -des3 -out fire.key 4096
Generating RSA private key, 4096 bit long modulus

e is 65537 (0x10001)

Enter pass phrase for fire.key:

Verifying - Enter pass phrase for fire.key:

root@firepower:~#

root@firepower:~# openssl req -new -key fire.key -out fire.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Code []:PL

State or Province Name []:

Locality Name []:

Organization Name []:Cisco

Organizational Unit Name []:TAC

Common Name []:firepower.example.com

Email Address []:

root@firepower:~#

{# FIMicrosoft CA (pxGrid#4x) , — B4 fire.csr , EBE ., S ALQE % BAH4 (fire key) X BIEH
(fire.pem)FIFMCASHE B FM. X T % ARAEFEARBERARIZE (openss| genrsaip )£
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EMRE>HERMISELEFX

Add Known Internal Certificate

Mame: | pxgrid |

Certificate Data or, choose a file:

AWICAQCAMA4GCCgGSIb3DAMEAgQIAgDAHBgUrDgMCBzAKBgaqhkiGIOwDDEzANBgkg
hkiGOwOBAQUFAAOCAQEASObDPO4NTYpHSCbwz1nusKooPIUe YHAJZUT TrgWb WY
XeJET3TrUj3aodmu+8jndyol C/+qygMIBU2Izb2bhLaxu336/oXGLy/ABS39gnh
MNZRPXr11dSYOKTzZWW22yuDvyo TGWnPxF3VGeKigCZxx914SpbNPeWrChx0ku7l
PZmDelSKAVLIdWayl4LgojIEtiNgnd SXVHkZdsgT1eVEaTdQLHR p+ASBUYXu
TBATMES4Xb0OG4a2GYVJigirm1ctTaTedéyB40FcObMBNbEOpxcIHTrOTDyuB
2anHEPNYdUIPAVEN+dYW/p3XoHMvdmREbrafz6g==

——END CERTIFICATE—

< > O >

Key or, choose a file:

HXBNIIGM+NBUALCEIUbVD7 BtkKNuPYySUTSKSBQ4i6ES7z53hal 41SyqYyTiRQa
GHOqjWIMD085sUvCayzQh40QhpZiicECggEAAUZT CpeulSALIDSKmIKkTAbgbykN
IGthrT2p8/&++qFOFOMC+Gsq7PkaR 1WLH/HFcFUMwP4 1 Xd2WkilTNamVjopMZ80
On/iBoo/MNe480OKr ZuToUWISD0 1 JjvawTcTnlyZ5D SoXFmiwX2TusmSXWgGyclL
F/EpEUdGhkJTdyUOFsJHTSW3dmnFkWerBS5Cw+eWgCOQacObxBS0pwDzwiPQIG
om+WZNF+ZLWLvM2dh2dATdywrad0ZjG7 RpdVouYPRSZOWLigJH T m+3FpILiMIT
SVwssCFKOO4DVIhidHERgAIVFgWWLIpsTUbWknMFEdrvBIx4 SF1dU4goA==
—END RSA PRIVATE KEY—

<> O >

.ﬂ Encrypted, and the password is:

s ]|

Cancel

J




Status

* %\ ISE connection status:
Primary host: Success

BHEAE S ACA pxGrid MIMnTIRSIEB#EIA. X T E R E & (MC)E A RS04 B AL+
pxGrido

FRiR R

Be B 9 4 3h B L 68 A A Bl B B B RAYAD U AV PR IA SRR

Overview Analysis JELIIISEEY Devices Objects | AMP

Access Control » Identity ~ Network Discovery  Application Detectors ~ Correlation  Actions v

ISEPolicy
tion

Enter a descript

m Active Authentication
@ Add Category (@ Add Rule

Administrator Rules

Standard Rules

1 Rule-AD any any any any any any any AD-Realm Passive Authentication

This category is empty

1 422 1Bl SR e

X TF R~ BB EXLURLEIE



Edit URL Objects

Name: attack-url

Description:

URL: attack-url

Allow Overrides: | |

Ldentity Policy:JISEPalicy SSL Policy: None

Tz Inheritance Settings | [F], Policy Assignments (1)

Security Intelligence  HTTP Responses  Advanced

# Fiter by Device (@ Add Category (@) Add Rule | Search Rules

TR Ee-

v Mandatory - CustomPolicy (1-2)

1 PermitPrivileged-HTTP & AD-Realm/Administrat [ HTTP an @ attack-url « Allow Lo & &
2 DenyUnprivileged-HTTP o) OwTTe an @ attacicur! K Block with reset Bo &8

Add Rule or Add Category

I - 7 g |
PermltPr|V|Ieged HTTPH A F 2 BLSGTAricE TADEE R ANMBEAF., ?M‘T’E:Fﬁﬁ SR Y

HTTPKR T & it & o

DenyUnprivileged HTTPEINZIREREMA .

HBEEE G C B IR RS 2 BB b5 (A1 2 5 SR B
FERETMFERAEERISCTIRD , (B2 LT , HOERREFEAN A :

Editing Rule - PermitPrivileged-HTTP

Name | permitprivileged-HTTP /) Enabled Move

Action |+ Allow [v| 1PS: nopoiicies  Variables: n/a Files: no inspection Logging: connections: Event Viewer

Zones Networks  VLAN Tags Users  Applications Ports URLs m Inspection Logging Comments
Available ISE Session Attributes © Available ISE Metadata € Selected Source ISE Metadata (1)
[ Search by name or vau .pwm ]

[ Search o reme o vive

@ securiy Group Tag @ any -
& Device type &
0 Location 18 & srop

& Contractors
& vevclopers

& Development_Servers
& Employess

& Guests

& Network_Services
& Pt servers

[ e oraton W poiress ] [Laaa )
[:M Cow)

ﬁ’uIE%H% T ELEINGIPS #HFEEE&"‘B%

Policies

Access Control * Access Control Network Discovery Application Detectors Correlation Actions v

Targeting 1 devices
CustomPolicy Up-to-date on all targeted devices



B

£ — YN EW i /R BISER %N 2 1E RS BRALAVIRAS B BlpxGrid & w17 ).

cieco Identity Services Engine Home

v Operations + Policy + Guest Access ~ Administration + Work Centers

} System b ldentity Management b Network Resources b Device Portal Management pxGrid Services + Feed Service b ldentity Mapping

¢/ Enable (@ Disable @.‘\[][]L‘H‘-'L- @ Group W Decline gp.ﬂete v @Reﬁesh Total Pending Approval(0) -

|:| Client Name Client Description Capabilities Status Client Group(s)
D P ise-admindise20 Capabilities(4 Pub, 2 Sub) Cnline Administrator
D P ise-mntlise20 Capabilities(2 Pub, 1 Sub) Cnline Administrator
[] » iseagentfirepowerexample.co... Capabilities(0 Pub, 3 Sub) [onling} Session

D P firesightisetest-firepowerexampl... Capabilities(0 Pub, 0 Sub}) Offline Session

M B EZEE B IBIAFMC A TrustSecMetaData (SGTHRIC)BRSS1T F-3R 18 7 AR A #ric H BBUHETT .

cilvan ],
CiSCo

Identity Services Engine

Home

v Operations

¥ Paolicy

r Guest Access

+ Administration

r System v |ldentity Management » NMetwork Resources v Device Portal Management pxGrid Services » Feed Service ¥ lde
Clients iseagent-firepower.example.com-073%dead20cc77eldccTcdd200f661e

Qmear Logs @ Resync

Client Mame

firesightisetest-firepowerexampl._.
firesightisetest-firepowerexampl. .
firesightisetest-firepowerexampl. ..
firesightisetest-firepowerexampl...
firesightisetest-firepowerexampl._.
firesightisetest-firepowerexampl. ..
firesightisetest-firepowerexampl...

firesightisetest-firepowerexampl.._.

VPN&FRY

Refres

Capability Name

TrustSecMetaData-1.0
SessionDirectory-1.0
EndpointProfileMetaData-1.0
SessionDirectory-1.0
TrustSechMetaData-1.0
EndpointProfileMetaData-1.0

Event Type

Client offline

Client unsubscribed
Client unsubscribed
Client unsubscribed
Client subscribed
Client subscribed
Client subscribed

Client online

Timestamp

11:53:14 PM CET, Dec 1 2015
11:53:14 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:13 PM CET, Dec 1 2015
11:53:12 PM CET, Dec 1 2015
11:53:12 PM CET, Dec 1 2015

E—NINFREHIT , HEISENERNAIRE EFHSGTHFICH (NGIPSAH A W& ITMR),

—BVPN£1iE G FAnyConnect A F S E(U)BEIRME S AT -



@ Cisco AnyConnect Secure Mobility Client (beta)

i AnyConnect

Cennection Information
State: Connected
Tunnel Mode (TPw4): Tunnel All Traffic Connected to 172, 15.32. 100,
Tunnel Mode (IPva): Drop All Traffic
Duration: 00:00:34 | San Jose - 550

Address Information
Client (IPv4): 172.16,50,50
Client (IPv&): Mot Available
Server: 172.16.32.100

Network:

Connected (192, 168.10.67)
Bytes

Sent: wired

Received:

Collect diagnostic information for all Frames
installed components.

ASABEFRIARIEIR L :

asav# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : Administrator Index 1

Assigned IP : 172.16.50.50 Public IP : 192.168.10.67
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Essentials

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
(1)AES128

Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel:
(1)SHAL

Bytes Tx ;11428 Bytes Rx

24604

Group Policy : POLICY Tunnel Group

SSLVPN

Login Time : 12:22:59 UTC Wed Dec 2

2015

Duration

Oh:01m:49s

Inactivity

Oh:00m:00s

VLAN Mapping : N/A VLAN

none

Audt Sess ID : acl01£6400001000565ee2a3



EEBASAN LI IFE FRE N FTESGTHRIZ. ASARE A TrustSecELi&- , UAEEEFit a1a 4 Bk
U

ISE 2 th 1R & A Bh Y 24X (1£23:36: 1980 A =) & AR E A SGTHFIT :

’,'._',‘,'ég' Identity Services Engine Home ~Operations » Palicy

» Guest Access » Administration » Work Centers.

RADIUS Livelog TACACS Livelog Reports. » Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices

RADIUS Drops ¢ Client Stopped Res
0 0 278 0
[l Show Live Sessions {04 Add or Remove Columns » & Refresh ) Reset Repeat Counts Refresh[
Status f f £ £ i
Time . Det.. Repeat C.. Identity Authentication Policy Authorization Policy | Authorization Profiles Network Device | Server Event
\ | i | Il |
2015-12-01 23:37:31.. @ a 0 Administrator  Default == Default == Default Default >= ASAVPN PermitAccess, Auditors lise20 Session State is Started
2015-12-01 23:37:26... a Administrator  Default == Default == Default Default >=> ASAVPN PermitAccess,Auditors ASA lise20 Authentication succeeded
2015-12-01 23:36:19... a Administrator  Default == Default == Default Default == ASAVPN PermitAccess ASA lise20 Authentication succeeded

B LFBENFMCMAMNT

EiZM Bt £ /var/log/messagesBIFMCIR & — N 2 & (BWAE N pxGrid RS —MNA ) EEB A AR
A MpeformA K 5 FIADEHRHY :

firepower SF-IMS[3554]: [17768] ADI:adi.LdapRealm [INFO] search
' (| (sAMAccountName=Administrator))' has the following DN:
'CN=Administrator,CN=Users, DC=example, DC=com' .

TR M P &5

HE B ERAFIREIT T WebR 588 , FRBRTFITHRS SR , EEFLL

£ Internet Explorer cannot display the webpage - Windows Internet Explorer
—
@U ® | B http://172.16.34.100/ sttack-url

File Edit View Favorites Tools Help

i Favorites €& Internet Explorer cannot display the webpage

Internet Explorer cannot display the webpage

What you can try:

| Diagnose Connection Problems

& More information

© A LU M B P i SRER Y B4R 2 3R A (TCPRIEFMCEL ERRSTRIZE)



. Cisco AnyConnect VPN Virtual Miniport Adapter for Windows x64: \Device\NPF_{BF9293D2-3A19-4BB9-86B6-5CFC21AB4AAG} [Wireshark 184 (SVN Rev 46250 from /trunk-1.8)]

File Edit View Go
B o e

Filter:

No. Source
1172.16.50.
2172.16.50.

3172.16.34.100

4 172.16.50.
5172.16.50.

4.100

Capture  Analyze Statistics  Telephony Tools Internals  Help

EEXZ2E I AePDTL QAQD @D MmR| B

|2|Expres;|0n‘.. Clear Apply Save

Destination Protocol Length Info

192.168.10.151 TCP 66 59916 > http [S¥YN] Seg=0 Win=8192 Len=0 M55=1346 wWS=4 SACK_PERM=1
172.16.34.100 TCP 66 59917 > http [SYN] Seg=0 Win=8192 Len=0 M55=1346 W5=4 SACK_PERM=1

172.16.50.50 TCP 66 http > 59917 [S¥N, ACK] Seq=0 Ack=1 Win=29200 Len=0 M55=1346 SACK_PERM=1 wW5=128
172.16.34.100 TCP 54 59917 > http [ACK] seg=1 Ack=1 win=65952 Len=0

172.16.34.100 HTTP 588 GET fattack-url HTTP/1.1

54 http > 59917 [RsT,

ACK] seg=1 Ack=535 win=0 Len=0

588 bytes on wire (4704 bits),

588 bytes captured (4704 bits) on interface 0

@ Ethernet II, Src: Cisco_3c:7a:00 (00:05:9a:3c:7a:00), Dst: Cimsys_33:44:55 (00:11:22:33:44:55)

# Internet Protocol Version 4, 5Src: 172.16.50.50 (172.16.50.50), Dst: 172.16.34.100 (172.16.34.100)

® Transmission Control Protocol, Src Port: 59917 (59917), Dst Port: http (80), Seq: 1, Ack: 1, Len: 534

= Hypertext Transfer Protocol

+ GET fattack-url HTTP/1.1%r%\n

accept: application/x-ms-application, image/jpeg, application/xaml+xml, image/gif, image/pjpeg, application/x-ms-xbap, application/vnd.ms-
Accept-Language: pl-PLA\rn
User-agent: Mozilla/4.0 (compatible; MSIE 8.0; windows NT 6.1; wowe4; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR
Accept-Encoding: gzip, deflate‘rin
Host: 172.16.34.100%r%n
Connection: Keep-alivel\rhn

\r\n

[Full request URI: http://172.16.34.100/attack-url]

—BISERERD , FittFIcASAXERSE :

asav# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username
Assigned IP
Protocol
License
Encryption
(1)AES128

Hashing
(1)sHAL

Bytes Tx
24604

Group Policy
SSLVPN

Login Time
2015

Duration

Oh:01m:49s

Inactivity
Oh:00m:00s

VLAN Mapping

none

Audt Sess ID
Security Grp

Administrator Index 1

172.16.50.50 Public IP : 192.168.10.67

AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
AnyConnect Essentials
AnyConnect-Parent: (1l)none SSL-Tunnel:

AnyConnect-Parent: (1l)none SSL-Tunnel:

11428 Bytes Rx

POLICY Tunnel Group

12:22:59 UTC Wed Dec 2

N/A VLAN

acl01£6400001000565ee2a3
9

(1)RC4 DTLS-Tunnel:

(1)SHA1 DTLS-Tunnel:

ISER th 38 & R Thi9 X (£23:37:26 9 B %) - SGTHRIZH it RIEE



 Operations

RADIUS Livelog TACACS Livelog Reports. » Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices RADIUS Drops Client Stopped Res
0 0 278 0
[l Show Live Sessions {04 Add or Remove Columns » & Refresh ) Reset Repeat Counts Refresh[
Status ! !
Time . Det.. Repeat C.. ‘\dentlty | |Authent|cat|on Policy | |Author|zat\on Policy | Authorization Profiles Network Device | Server ‘ ‘Event
2015-12-01 23:37:31.. @ a 0 Administrator  Default == Default == Default Default >= ASAVPN PermitAccess, Auditors lise20 Session State is Started
2015-12-01 23:37:26... a Administrator  Default == Default == Default Default >=> ASAVPN PermitAccess,Auditors ASA lise20 Authentication succeeded
2015-12-01 23:36:19... a Administrator  Default == Default == Default Default == ASAVPN PermitAccess ASA lise20 Authentication succeeded

FERF R B RER RS

£ hitpy//172.16.34.100/attack-ur - Windows Internet Explorer

.
) | 8] http://17216.34200/ attack-ur

File Edit View Favortes Tools Help

¢ Favorites | 8 hitp://172.16.34.100/ attack-url

succesded

FMCid% B &R

LEEB) AT LA EES ARSI

Analysis 81

Context Explorer Connections » Events Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Bookmark This Page Report Designer Dashboard View Bookmarks Search v
Connection Events
@ Info *
Deletzd 9 Connection(s)
Connections with Application Details » Yable View of Connection Events B 28151201 21:24.00 - 2015-12:01 23:k6:50 5
Expanding
» Search Constraints (Edit Search Save Search) Disabled Columns
Jump to... ¥
+ Last Pad jon nitiator nitiator User ponder naress polication ntrol ntrol ecurity ngress nitiator nitiator uni
] Last Packet * Acti x Initiater IP % Initiator U: ® Responder ® I ® Applicati x Access Control % Access Control ® Securi ® I NetBIOS ® Initiate x Initiatc x Count
pia Security Zone Protocol Policy Rule Group Tag Interface main Packets Bytes
3 ) 2015120123389 Mlow 172165050 5 ap. for 1DAP) 1 172.16.34100 Internal O wrre Custompolicy Permiprivilegeg-HIT?  Auditors et 1 Ls80 1
3 || 2015-12-01 23:38:05  Allow 172.16.50.50 < ator (LDAP) 172.16.34.100 Internal O HrTe CustomPolicy PermitPrivileged-HTTP Auditors hi 12 1,512 1
3 | 2005120123268 Alow 172165050 5} AD-Realmodministrator (LDAP)  © 172.16.34.100  Internal O wrre Custompolicy Permiprivileqeg-HIT?  Auditors nt s 1312 1
3 | 2015-12:01232501 Alow 172165050 [ . tor (LDAP) 1 172.16.34.100  Internal O erre Custompoliey ni 2 3752 1
3 || Block with reset 172.16.50.50 4 AD-Realm\administrator (LDAP) 172.16.34.100  Internal O HrTP CustomPolicy DenyUnprivileged-HTTP. hi 25 3,938 5
Page| 1 [of1 Displaying rows 1-5 of 5 rows
vew) e )

[ viewar [ oee=an

B, AP RBRHESGTHRIE A Bl M R diDenyUnprivileged HTTPAN, —B &
(HBIRELAFMC)M N 2B , 8 PermitPrivileged HTTP , # B i5[E f2iF,

HEIE

HRFIZFEMEM). TUERREENEFREAEFNAE,

iR

AR IZHISE

EEREETR , ZIMER , BABEHREZEFHANMNLZEARCER , H—NREH(FKF



4 £33
FMCiiid

ER ETadif ¥ BENTN & 9 BRF1ER &E/var/log/messages X4 :

[23509] ADI_ISE_Test_Help:ADI_ISE_Test_Help [INFO] Parsing command line arguments...

[23509] ADI_ISE_Test_Help:adi.DirectoryTestHandler [INFO] test: ISE connection.

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Preparing ISE Connection objects...

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Preparing subscription objects...

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] subscribed successfully to
EndpointProfileMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] registered callback for capability
EndpointProfileMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] subscribed successfully to
TrustSecMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] registered callback for capability
TrustSecMetaDataCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] subscribed successfully to
SessionDirectoryCapability

[23509] ADI_ISE_ Test_Help:adi.ISEConnection [INFO] registered callback for capability
SessionDirectoryCapability

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Connecting to ISE server...

[23509] ADI_ISE_ Test_Help:adi.ISEConnection [INFO] Beginning to connect to ISE server...

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44 [
INFO]: _reconnection_thread started

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44 [
INFO]: pxgrid connection init done successfully

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44 [
INFO]: connecting to host lise20.example.com .......

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44 [
INFO]: stream opened

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx log:2015-12-01T23:10:44 [
INFO] : EXTERNAL authentication complete

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:44 [
INFO]: authenticated successfully (sasl mechanism: EXTERNAL)

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45 [
INFO] : successfully subscribed

message repeated 2 times

[23510] ADI_ISE_ Test_Help:adi.ISEConnection [INFO] Queried 1 bulk download
hostnames:lise20.example.com:8910

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] ...successfully connected to ISE

server.

[23509] ADI_ISE Test_Help:adi.ISEConnection [INFO] Starting bulk download

[23514] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45 [
INFO]: curl_easy_setopt() for CURLOPT_URL:

'https://1lise20.example.com:8910/pxgrid/mnt/sd/getSessionListByTime"

[8893] ADI:ADI [INFO] sub command emits:'*
[8893] ADI:ADI [INFO] sub command emits:'*
port 8910 (#0)"

[8893] ADI:ADI [INFO] sub command emits:'*

ALL: !EXPORT: ! EXPORT40: ! EXPORT56: !aNULL: ! LOW:

[8893] ADI:ADI [INFO] sub command emits:'*
SHA256"'

[8893] ADI:ADI [INFO] sub command emits:'*
[8893] ADI:ADI [INFO] sub command emits:'*
[8893] ADI:ADI [INFO] sub command emits:'*

Trying 172.16.31.210..."
Connected to lise20.example.com (172.16.31.210)
Cipher selection:

IRC4:@STRENGTH'

SSL connection using TLSv1.2 / DHE-RSA-AES256-

Server certificate:’
CN=1ise20.example.com'
2015-11-21 14:40:36 GMT'

~I subject:
~I start date:



[8893]
[8893]

[8893]
CA'
[8893]
[8893]
HTTP/1.
[8893]
[8893]
[8893]
[8893]

ADI:
ADI:

ADI

ADI
ADI

ADI
ADI
ADI
ADI

ADI
ADI

:ADT

:ADT
:ADT
1~M!'

:ADT
:ADT
:ADT
:ADT

[INFO]
[INFO]

[INFO]

[INFO]
[INFO]

[INFO]
[INFO]
[INFO]
[INFO]

sub
sub

sub

sub
sub

sub
sub
sub
sub

command
command

command

command
command

command
command
command
command

emits:
emits:

emits:

emits:
emits:

emits:
emits:
emits:
emits:

2017-11-20 14:40:36 GMT'
(matched) '

~I expire date:
~I common name: lise20.example.com

~I issuer: DC=com; DC=example; CN=example-WIN-

'* AT SSL certificate verify ok.'

'> POST /pxgrid/mnt/sd/getSessionListByTime

'Host:
'Accept:

lise20.example.com:8910"M'
*/*/\Ml
'Content-Type: application/xml”"M'

'user:firesightisetest-firepower.example.com-

0739edea820cc77e04cc7c44200f661le@xgrid.cisco.com™M'

[8893] ADI:ADI [INFO] sub command emits:'Content-Length: 269 M’

[8893] ADI:ADI [INFO] sub command emits:'” M’

[8893] ADI:ADI [INFO] sub command emits:'* upload completely sent off: 269 out of 269 bytes'
[8893] ADI:ADI [INFO] sub command emits:'< HTTP/1.1 200 OK"M'

[8893] ADI:ADI [INFO] sub command emits:'< Date: Tue, 01 Dec 2015 23:10:45 GMT"M'

[8893] ADI:ADI [INFO] sub command emits:'< Content-Type: application/xml” M’

[8893] ADI:ADI [INFO] sub command emits:'< Content-Length: 1287"M'

[8893] ADI:ADI [INFO] sub command emits:'< Server: "M'

[8893] ADI:ADI [INFO] sub command emits:'< "M’

[8893] ADI:ADI [INFO] sub command emits:'* Connection #0 to host lise20.example.com left
intact'

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] bulk download processed 0 entries.

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] disconnecting pxgrid

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: Starting reconnection stop

[23510] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: _reconnection_thread exited

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: stream closed; err_dom=(null) 2015-12-01T23:10:45 [ INFO]: clientDisconnectedCb ->
destroying client object

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: pxgrid connection shutdown done successfully

[23511] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: Exiting from event base loop

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: successfully disconnected

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45
INFO]: connection disconnect done .....

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] destroying pxgrid reconnection

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] destroying underlying pxgrid

connection

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] destroying pxgrid config

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] ISE identity feed destructor called

[23509] ADI_ISE_Test_Help:ADI_ISE Test_Help [INFO] /usr/local/sf/bin/adi_iseTestHelp cleanly
exits.

[23509] ADI_ISE_Test_Help:adi.ISEConnection [INFO] Captured Jabberwerx 1log:2015-12-01T23:10:45

INFO]: pxgrid library has been uninitialized

[8893] ADI:ADI [INFO] Parent done waiting,

child completed with integer status 0

BELEEMFAF AT R UL RadiFE(MEsudoSUEMIR) M TENBHSHK

root@firepower:/var/log# ps ax | grep adi

24047 ? S1 0:00 /usr/local/sf/bin/adi
24090 pts/0 S+ 0:00 grep adi
root@firepower:/var/log# kill -9 24047

root@firepower:/var/log# /usr/local/sf/bin/adi --debug

Dec 01 23:14:34 firepower SF-IMS[24106]:

ADI Created, awaiting config

[24106] ADI:adi.Adi

[DEBUG] adi.cpp:319:HandleLog() :

[



Dec 01 23:14:34 firepower SF-IMS[24106]: [24106] ADI:config [DEBUG]
config.cpp:289:ProcessConfigGlobalSettings(): Parsing global settings
< a lot of detailed output with data....... >

SGTE i@ pxGrid

BRAERIAT |, SiTestRMEISERRAP DR LI , ZISCTHIRRBIFTET , =18 INTE V5 )42 H) KBS Y
YL,

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.ISEConnection [DEBUG]
adi.cpp:319:HandlelLog () : Querying Security Group metaData...

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandlelLog () : pxgrid_connection_query (connection*:0x10c7da0, capability: 0x1064510,
request:<getSecurityGroupListRequest xmlns='http://www.cisco.com/pxgrid/identity'/>)...

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandlelLog () : returns [OK|<n55:getSecurityGroupListResponse

xmlns:ns2="http://www.cisco.com/pxgrid' xmlns:ns3='http://www.cisco.com/pxgrid/net"'
xmlns:ns4="http://www.cisco.com/pxgrid/admin' xmlns:nsb5='http://www.cisco.com/pxgrid/identity"
xmlns:ns6="http://www.cisco.com/pxgrid/eps' xmlns:ns7='http://www.cisco.com/pxgrid/netcap'
xmlns:ns8="http://www.cisco.com/pxgrid/anc'><ns5:SecurityGroups><ns5:SecurityGroup><ns5:id>fc6£f9
470-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5 :name>Unknown</nsb:name><nsb5:description>Unknown
Security
Group</nsh5:description><nsb5:tag>0</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fc7c8c
c0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>ANY</nsb5:name><nsb5:description>Any Security
Group</ns5:description><ns5:tag>65535</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fc
£f95de0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>Auditors</ns5:name><ns5:description>Auditor
Security
Group</nsb5:description><nsb5:tag>9</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdl4dfc
30-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>BYOD</ns5:name><ns5:description>BYOD Security
Group</ns5:description><nsb5:tag>15</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd2fb
020-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Contractors</nsb5:name><nsb5:description>Contractor Security
Group</ns5:description><nsb5:tag>5</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd4el34
a0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>Developers</nsb:name><ns5:description>Developer
Security
Group</ns5:description><nsb5:tag>8</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd6d2e
50-6d8f-11e5-978e-
005056bf2f0a</nsb:id><ns5:name>Development_Servers</nsb:name><ns5:description>Development
Servers Security
Group</ns5:description><nsb5:tag>12</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>£fdal0
£90-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>Employees</nsb:name><nsb:description>Employee
Security
Group</ns5:description><nsb5:tag>4</ns5:tag></ns5:SecurityGroup><nsb5:SecurityGroup><ns5:id>fdbcd4
f0-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>Guests</ns5:name><ns5:description>Guest
Security
Group</ns5:description><nsb5:tag>6</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdd9ab
c0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb:name>Network_Services</nsb:name><ns5:description>Network Services
Security
Group</ns5:description><nsb5:tag>3</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdf4d4
e0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>PCI_Servers</nsb5:name><nsb5:description>PCI
Servers Security
Group</ns5:description><nsb5:tag>14</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fella
bb0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Point_of_Sale_Systems</ns5:name><ns5:description>Point of Sale
Security
Group</ns5:description><nsb5:tag>10</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe2d2
2f0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Production_Servers</nsb:name><nsb:description>Production Servers
Security
Group</nsh5:description><nsb5:tag>11l</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>£fed487
320-6d8f-11e5-978e-



005056bf2f0a</ns5:id><nsb5:name>Production_Users</ns5:name><nsb5:description>Production User
Security
Group</ns5:description><ns5:tag>7</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe62d8
f0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Quarantined_Systems</ns5:name><ns5:description>Quarantine
Security

Group</nsb:description><ns5:tag>255</ns5:tag></nsb:SecurityGroup><nsb5: SecurityGroup><ns5:id>fe7d
3ec0-6d8f-11e5-978e-005056bf2f0a</ns5:1d><nsb:name>Test_Servers</ns5:name><ns5:description>Test
Servers Security
Group</nsb:description><ns5:tag>13</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe99c
770-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>TrustSec_Devices</ns5:name><ns5:description>TrustSec Devices
Security
Group</nsb:description><ns5:tag>2</nsb5:tag></ns5:SecurityGroup></ns5:SecurityGroups></ns5:getSec
urityGroupListResponse>]

X FE g8 BxmINiZ B SR A A T SAE 6 Bxmi X4 M BEWeb R BRI . BEEMINEESGT
(i) R R HMSGTEISEE X :

= & Filey/f/tmp/xxml
.

—<ns3:getSecurityGroupListResponse >
—<ns)i:SecurityGroups>
—<nsi:SecurityGroup>
<ns3:id>fc6f9470-6d8f-11e5-978e-005056bf2f0a</ns3:id=>
<nsi:name>Unknown</ns3:name>
<ns3:description>Unknown Security Group</ns3:description>
<nsi:tag>0</nsi:tag>
</ms3:SecurityGroup>
—<nsi:SecurityGroup>
<ns5:id>fc7c8cc0-6d8f-11e5-978e-005056bf2f0a</mns5:id>
<nsi:name>ANY</nsi:name>
<ns3:description>Any Security Group</ns5:description>
<ns3:tag>65535</nsi:tag>
</ms3:Securi

—<ns)i:SecurityGroup>
<ns3:id>fd14fc30-6d8f-11e5-978e-005056bf2f0a</ns3:id>
<nsi:name>BYOD</mns3:name=>
<ns3:description>BYOD Security Group</ns3:description>
<nsi:tag>15</nsd:tag>

</ns3:SecurityGroup>

LEFRBEANMTHRRAPI



ARt B IR ERTER 0 (BEBMnTEN B Wik OB pxGrid@id ). ERAAHLETEH

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.ISEConnection [DEBUG]
adi.cpp:319:HandlelLog () : Querying Security Group metaData...

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandlelLog () : pxgrid_connection_query (connection*:0x10c7dal0, capability: 0x1064510,
request:<getSecurityGroupListRequest xmlns='http://www.cisco.com/pxgrid/identity'/>)...

Dec 01 23:14:38 firepower SF-IMS[24106]: [24139] ADI:adi.pxGridAdapter [DEBUG]
adi.cpp:319:HandleLog () : returns [OK|<n55:getSecurityGroupListResponse

xmlns:ns2="http://www.cisco.com/pxgrid' xmlns:ns3='http://www.cisco.com/pxgrid/net"
xmlns:ns4="http://www.cisco.com/pxgrid/admin' xmlns:ns5='http://www.cisco.com/pxgrid/identity"
xmlns:ns6="http://www.cisco.com/pxgrid/eps' xmlns:ns7='http://www.cisco.com/pxgrid/netcap’
xmlns:ns8="http://www.cisco.com/pxgrid/anc'><ns5:SecurityGroups><ns5:SecurityGroup><ns5:id>fc6£9
470-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5 :name>Unknown</nsb:name><nsb5:description>Unknown
Security
Group</ns5:description><ns5:tag>0</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fc7c8c
c0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>ANY</ns5:name><ns5:description>Any Security
Group</nsh5:description><ns5:tag>65535</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fc
£95de0-6d8f-11e5-978e-005056bf2f0a</ns5:1id><ns5:name>Auditors</nsb5:name><ns5:description>Auditor
Security
Group</nsh5:description><ns5:tag>9</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdl4dfc
30-6d8f-11e5-978e-005056bf2f0a</ns5:1id><nsb5:name>BYOD</ns5:name><ns5:description>BYOD Security
Group</nsb5:description><ns5:tag>15</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:1id>£fd2fb
020-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Contractors</nsb5:name><nsb5:description>Contractor Security
Group</ns5:description><ns5:tag>5</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd4el4
a0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>Developers</ns5:name><ns5:description>Developer
Security
Group</ns5:description><ns5:tag>8</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fd6d2e
50-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Development_Servers</nsb:name><ns5:description>Development
Servers Security
Group</ns5:description><nsb5:tag>12</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>£fdal0
£90-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>Employees</nsb:name><nsb:description>Employee
Security
Group</ns5:description><nsb5:tag>4</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdbcd4
f0-6d8f-11e5-978e-005056bf2f0a</ns5:id><nsb5:name>Guests</ns5:name><ns5:description>Guest
Security
Group</ns5:description><nsb5:tag>6</ns5:tag></nsb5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdd9ab
c0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb:name>Network_Services</ns5:name><ns5:description>Network Services
Security
Group</ns5:description><nsb5:tag>3</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fdf4d4
e0-6d8f-11e5-978e-005056bf2f0a</ns5:id><ns5:name>PCI_Servers</nsb5:name><ns5:description>PCI
Servers Security
Group</ns5:description><ns5:tag>14</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fella
bb0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Point_of_Sale_Systems</ns5:name><ns5:description>Point of Sale
Security
Group</ns5:description><ns5:tag>10</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe2d2
2f0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Production_Servers</nsb:name><nsb:description>Production Servers
Security
Group</ns5:description><nsb5:tag>1l</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fed487
320-6d8f-11e5-978e-
005056bf2f0a</ns5:id><nsb5:name>Production_Users</ns5:name><ns5:description>Production User
Security
Group</ns5:description><nsb5:tag>7</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe62d8
f0-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>Quarantined_Systems</ns5:name><ns5:description>Quarantine
Security
Group</nsh5:description><ns5:tag>255</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe7d



3ec0-6d8f-11e5-978e-005056bf2f0a</ns5:1id><nsb :name>Test_Servers</ns5:name><ns5:description>Test
Servers Security
Group</nsb:description><ns5:tag>13</ns5:tag></ns5:SecurityGroup><ns5:SecurityGroup><ns5:id>fe99c
770-6d8f-11e5-978e-
005056bf2f0a</ns5:id><ns5:name>TrustSec_Devices</nsb5:name><ns5:description>TrustSec Devices
Security
Group</nsb:description><ns5:tag>2</nsb5:tag></ns5:SecurityGroup></ns5:SecurityGroups></ns5:getSec
urityGroupListResponse>]

FEBMNER(IBENSEFER) -

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.ISESessionEntry [DEBUG]
adi.cpp:319:HandlelLog(): Parsing incoming DOM resulted in following ISESessionEntry:
{gid = acl01£6400007000565d597f, timestamp = 2015-12-01T23:37:31.191+01:00,

state = Started, session_id = 91200007, nas_ip = 172.16.31.100,

mac_addr = 08:00:27:23:E6:F2, ip = 172.16.50.50, user_name = Administrator,

sgt = Auditors, domain = example.com, device_name = Windows7-Workstation}

B BNGIPSRIEXEKZA 7~ & (ME) ETHADAF A

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.RealmContainer [DEBUG] adi.cpp:319
:HandlelLog () : findRealm: Found Realm for domain example.com

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.ISEConnectionSub [DEBUG]
adi.cpp:319:Handlelog(): userName = 'Administrator' realmId = 2, ipAddress = 172.16.50.50

LDAPAT#HEIAFMARKR :

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.LdapRealm [INFO] adi.cpp:322:
HandleLog () : search ' (| (sAMAccountName=Administrator))' has the following

DN: 'CN=Administrator,CN=Users,DC=example,DC=com’.

Dec 01 23:14:39 firepower SF-IMS[24106]: [24142] ADI:adi.LdapRealm [DEBUG] adi.cpp:319:
HandleLog () : getUserIdentifier: searchfield sAMAccountName has display naming attr:
Administrator.

ISE#i
7 /3 ApxGrid AV IRERF 3 A IR UG H A e R EFRE(BERIEA AN/ BIEEFEZEREFMC),
BESGTHIC RN RH :

2015-12-02 00:05:39,352 DEBUG [pool-l-thread-14]1[]
cisco.pxgrid.controller.query.CoreAuthorizationManager -::

::- checking core authorization (topic=TrustSecMetaData, user=firesightisetest-
firepower.example.com
-0739%9edea820cc77e04cc7c44200f661le@xgrid.cisco.com, operation=subscribe)...
2015-12-02 00:05:39,358 TRACE |[pool-l1-thread-14][] cisco.pxgrid.controller.common.
LogAdvice -:::::- args: [TrustSecMetaData, subscribe, firesightisetest-firepower.example.com-
0739edea820cc77e04cc7c44200£661lel@xg
rid.cisco.com]
2015-12-02 00:05:39,359 DEBUG |[pool-l1-thread-14][] cisco.pxgrid.controller.persistence.
XgridDaoImpl -:::::- groups [Any, Session] found for client firesightisetest-firepower.
example.com-0739%9edea820cc77e04cc7c44200f661le@xgrid.cisco.com
2015-12-02 00:05:39,360 DEBUG |[pool-l-thread-14][] cisco.pxgrid.controller.persistence.
XgridDaoImpl -:::::- permitted rule found for Session TrustSecMetaData subscribe.
total rules found 1

Bug

CSCuv32295 - ISEFJRER X BERERAFEFR


https://tools.cisco.com/bugsearch/bug/CSCuv32295
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https://tools.cisco.com/bugsearch/bug/CSCus53796
https://tools.cisco.com/bugsearch/bug/CSCuv43145
//www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/119370-configure-ise-00.html
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-89-CA_signed_pxGridISEnode_CAsigned_pxGridclient.pdf
//www.cisco.com/c/zh_cn/support/docs/security/identity-services-engine/118688-technote-pxlog-00.html
/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/cisco/web/support/index.html
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