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Home * Storage center | Blob Storage

Create a storage account

Basics Advanced Metworking Data protection Security Encryption Tags Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and
redundant. Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure
Tables, The cost of your storage account depends on the usage and the options you choose below

Learn more about Azure storage accounts ( )

Project details

Selact the subscription in which to create the new storage account. Choose a new or axisting resource group to organize and
manage your storage account together with other resources.

Subscription * | ' TAC e |

Resource group * bl |
Create new

Instance details

Storage account name * (3) sftprepository |

Region * {0 [US]) East LUS b |
Deploy to an Azure Extended Zone

Preferred storage type [ Azure Blob Storage or Azure Data Lake Storage e |

0O This helps us provide relevant guidance. It doesn't restrict your storage to this
resource type. Leam more

Performance * (@ lii; Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy * (O Locally redundant storage (LRS) L
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Home * Storage center | Blob Storage

Create a storage account

Hierarchical Namespace

Hierarchical namespace, complemented by Data Lake Storage Gen2 endpoint, enables file and directory semantics, accelerates
big data analytics workloads, and enables access control lists (ACLs) Learn more o

Enable hierarchical namespace (5) .

Access protocols

Blob and Data Lake Gen2 endpoints are provisioned by default Learn more o

Enable SFTP () '

'ﬂ Local users feature will be enabled wath SFTP Create local user identities to access the
SFTP endpoint after storage account is created.

Enable network file system v3 (@) [:I

Blob storage

Allow cross-tenant replication (@

@ cross-tenant replication and hierarchical namespace cannot be enabled
simultanecusly

Access tier (5} =
® Hot
Optimized for frequently accessed data and everyday usage scenanos

O Cool

Optimized for infrequently accessed data and backup scenarics

() cold

Optimized for rarely accessed data and backup scenarios

Azure Files

Enable Managed |dentity for SMB (D) ]

Require Encryption in Transit for SME = (2 -
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B B 17 fe K 7

5RHET—FHEHEMLE,

6.5¥Network accessi%i& J1Enable public access from all networks.
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Home * Storage center | Blob Storage

Create a storage account

Mote: Allowing access to your resource through a public network increases security risk. Learm more o

Pubblic network access = (1) [53 Enable

Allow inbound and outbound sccess with the option o restrict select inbownd

SCCEEE LSING MeSOUCeE alrEss configurations for this resourca

D Disable

Restrict inbound acceds while allowang cutbound aéceds
O Secure by penmeter (Most restricted)
Restrict inbound and cutbaund access Uging & nebwark =.|.'-'_u|i1',' pafimeter. Secure by

perimeter offers the greatest kevel of inbound and cutbound restriction to secure
YOUr resource

Public network access scope * [E. Enable from all networks

':]' Enable from selected virtual networks and |P addresses

di Enabling public network access will make this resource available publicly.
Unless public access is required, consider using the most restricted access
configurations.

Private endpaint

Create a private endpoint to allow a private comnection to this resource. Additional private endpoint connections can be created
within the storage account or private link center

-+ Add private endpoint

MName Subscription Resource g... Region Target sub-...  Subnet Private DN...

Click on add to creale a privale endpoint

Metwork routing

Detarmine how to route your traffic as it travels from the source to its Azure endpoint. Microsoft network routing is
recommended for most customers

Rout f : .
uting preference * ':'_,\: Microsoft network routing

O Intermet routing

Previous || Mext Review + create
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12. 1R 1L AREE & . Click Create.

13. MBI EMREPHIRE>SFTP , AsftpA . $$HAdd local userH Bl E LA TN :
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SSHLAR FERANEBERHA (EFTRIPER , Blid_rsa.pubZ4A )

AR EZSTRBEP , SEPANFMEMNTREIR T KRBT | id_rsa.pubXHEAREE
PANAEMNTH KR HYIRSAL4R,

14. BEFEASSHEARM THWNELY , BELIERN XARESR P HFid_rsa.pubXH , RAEES
PR A keyik TS F UGN T L2840 (Mssh-rsaFf 38 H BAroot@your_node_name) % 5l ¥4 Uk
XN REH,

Sample key: ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAACAQCdjUFU6QaMQfxuR/yzbwlQWZ8EwUIjN/COcNNMTKMOQE9f11Q6GoC



Add local user
5y Emmmsfip | SFTP =
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15. 8 HNR", BRERELSRPEIBNER  RERERNNRRENFEW,. BEA, JIx, B
BRABIZE,

16. 5 FHome B FIRE N REM R,
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1. S E“EE"(Administration)>“ 3R 41" (System)>“4 3" (Maintenance)>“77fi& FE"(Repository) , RJa
BHERM, ROTHFREEFE :
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7134 SFTP

RSB <storage_account_name>.blob.core.windows.net
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Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Setings

Repository Configuration

Azure-SFTP

AR B0, COre windowWNeL

ISE SFTPEAEERLE

A

BE . XAk EHcrypto host_key add executabled 381 CLIZ sftp AR 5525 49 E 133 4R

, RETREFERALE#HEE. A, FERENBAFREEEHERENURLPFERNE
MBHETE. EiiREAPKINFES#E , BMGUIERBZHAN AL ASHBIAREITTEY L
o M AEHEFEAPKIVSFTPARS 8 , FHHEFME“authorized_keys” X 4.

SEFIETEET AMELIET S HFEHerypto host_key ad host <sftp server># 7 INER EH 7
1, BWRISET Ree% FifTsftpENA,

<#root>

isenodel/iseadmin#

crypto host_key add host xxxxxsftp. bl ob. core.w ndows. net

host key fingerprint added
# Host xxxxxsftp.blob.core.windows.net found: line 1
xxxxxsftp.blob.core.windows.net RSA SHA256:sP18dIvbSZgtEa5a2ea+Fy4P54Wd2ocEkToBq6xG74g



4. JR[ERepository FHISE GUI , i FEMEIZNF#E , AFHHValidate, ERWRIEFMRE,

Server Response

Repository validated successfully
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1. BYSSHEZFFTEETSMCL (WSITHE ) . EHEBEPEMCLIGMEETFPKIBSFTPE#E
HEANT 2 ERIMEZERA,

2. £ R CLIBrsa’4A,

isenodel/iseadmin#crypto key generate rsa passphrase <passphrase>

SFHEMNAAX S HI R HEFEE (EANTRZXXHNFREFEE )

isenodel/iseadmin#crypto key export <give a name for this file> repository <repository name>

ANERETHWX G RREXANRERPHETIT , LEHLQHEHITCLITE,
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6.8 HAdd key FH i ME TR SSHA A (REMEBISSHAN A F R H),
7. ( W% ) R FAE U (HIIISE-CLI-Key)o

8.8 T —H R,
56 UE

1.fE£ F 55 “show repository <Repository name>"$iE X sftp 7 FERICLITTR, & RItsftplRFSE L
TR S

isenodel/iseadmin#show repository Azure-SFTP
SB-pk-260522-2236. tar.gpg
ops-0PS10-260525-1026. tar.gpg

2 BESMEFMRE AR MENFEEFRETRIE  RiEXsfipfrEFERNGUITLR,. ERXIIRIE
FREE

° Server Response

Repository validated successfully

SEMIEE > R4 > BOMER, WITRERD , ARKIMNEES , RESFTPEMEE , £
BET , TAEIEXRFENRIZH.
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J|  EBookmarks Deployment Licensing Cartificates Legging Maintenance Upgrade Health Checks Backup & Restore Admin Access

5%  Dashboard I Baciup & Restore

1! Gontext Visibility Pollcy Expont

A Operations Caonfigurational Backup Details

Backup Name azure-backup
U Peliey Repostory Name ©  Azure-SFTP
Fri Jun 12 14:01:20 IST 2026
4. Administration backup azure-backup-
CFG10-260612-
Al Work Centers 1401.tar.gpg to repository
Azure-SFTP: success
no
Trigger oLl
Interactive Features ExSeieon —— mm— -
Bestora
Azure-SFTP w Add Repository
Configuration Operational
Flle Name i
[#=]
2Ure - BCkUD- GFG 10-260. Sat Jan 8 00500:00 0
tshackup-CFG10- 260522 T Jun & 0C:00:00 0
testhackup2-CPG10-2605...  Tue Jan 11 00:00:00 0

Operational Backup Details

Backup Name:

Repagitory Name

Start Date & Time
Status

Scheduled
Triggered Form
Execute On :

Modified Time Repository
Azure-SFTP 0 Bytea Restore
Azure-SFTP 0 Bytes Bestore
ATure-SFTP 0 Bytes Restore

Settings

sftp 7 B R AE

EE : B FXRMEAICisco bug IDCSCwu68863 , LA R AzureZfE L&D KNP AOF
, BRSERIIEER M, MREFE  TURNREXLERHD,

BB HEER
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Error

Repository validation failed due to emar - |, In case Backup was restored on different
Setup, please re-configure the repository passwords (Expected bahaviaur)
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https://tools.cisco.com/bugsearch/bug/CSCwu68863

KEHESFTPIRSG 2R LEASSHRAS AEBN A (FSHAEAzure FEIK T LEESFTPHI SR
2). MEAFERYRBRIUFHEEREGUIRERERFTHNZAXN , Mo BT EIR.

2. GUITEf# EERRIE R 3D |, {Bshow repository <sftp repository>an =& Bt .

- wisenodel/iseadmin#show repository Azure-SFTP

% SSH connect error

o PR

BREBMCLIEFRHWRSAN AR B ERMEIAZUre sshELE T o

J.EH —SHMRSFTPEMERA , 55 Adebugin &

isenodel/iseadmin#debug transfer 7

1/ iseadmin# sitory Azure-SFTP
[info] transf ars_xfer.c[333)] |[system]: sftp dir of repository Azure-SFTP quuEEth
[ [1!54HS] [info] tranaf xfer_util.c[2755] [system]: Server validation s aful § - - .core.windows.net
tp_handler.c[1281] [system]: Running sftp command: gessesfsp. blob.core.windows.net g 3 e 2+ f 1g =1 /
ftp_handler.c[689] [sy 1 DEBUG cal user: iseadmin UID: 0 sftp_run_parent FD: 7 remot t p.blob.core.windows

and: 1s -

[699] [= :
327]) (s J: E» g SFTP command: 0 iseadmin /usr/ ban’sftp -oIdentityFile=/home/iseadmin/.ssh/id_rsa -olse

rEnownHostsFile= Jhome iseadmin/ aahr)nown hosts -oFasswordanthentication=no = = b e 0, tomell peesgeestian . blob . core . windows . net

3 [3954B5]:[error] transfer: sftp | handler. €[445] [system]: sftp_read Error: read failed

3 [395485):[error] transfer: sftp handler.c[914] [system]: 5£tp_run_parent Error: read|{command prompt) failed

ebug] transfer: sftp_handler.c[1123] [system]: sftp parent status -306
¢t error
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