HO
Xt
o

d

1EISE 3.4 i Bz F X

B =%

®a
FZREMH
EXR
ERHHAE
EE
RADKItAE 1% &

AT RS AT 48 IN{AT 7£ 3.4 L B i Cisco Identity Services Engine (ISE)Remote Support Authorization A 723 M Cisco
Agent# 1T/ 8],

TR
ER

BRIBWEEZCisco ISERHIEAR AR,

EiREBERADKitARS , ISEEEET SN EZ BN B &/ X E Sprod.radkit-cloud.cisco.comi 3L
HTTPSiE#. i, EEERHCCOK,,

LA A4
AXEPHEEETUTREME R
« ERHISEMRA3.4%T 2

ANHEPHNEEHRETREXRERNEFHRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTENRS , FERRETRAERSHBERRE,

[

R FFR N RER Mcisco raDkit N BRI T RIEH T L, ST FRMNTETR , UEENHRHEE
ISET R, M &L FEHERR.



RADKit Cloud

s

v
g
TLS (TCP 443) prod.radkit-cloud.cisco.com TLS (TCP 443)
Cisco / ISE PAN Secondary
() — ISE node(s)
m A SSH (TCP 22) a_p
ee— HTTPS (TCP 443)
Support RADKit Client RADKit @
Engineer + Scripts (AP1) Service 0/ \O

RADKit ISEZR {3 #EiR

RADKit23R8CSDLIY#it ., CSDLER—NMNERRE , ATHFEH4NZ XK., BERMNE=
Fa&#M, RADKIZEI=HNEZLHTE  ABRENEXMEBNFRIBFRHTON ; BRAT
MRS ZEFEEERE, FIERSERBERZTUIRERE(AES. RSA, SHA-2, ECDH...)f#H
W ( MEFHKIETLS1.3, SSH ) AR TI HESHIRT,

RADKIt{X 5 B #iE {55 , (ERADKt A2 ERADKItZHFINERFZFHEMARNE. ©RELENEKEN
—fE¥RAR , UREXFIRMREBEN —NEZLN AL, MARKEE FIR4RFah L%
ISR, EHNHHE—PIARBINANENZEERNEZIRE , CHEMRE , KEFTABHFENRE

RADKItAR 5% &

TE'rﬂEEOperations> Support > Remote Support Authorizationo iﬁi)\!&?ﬂ’gF.E'\ﬂSSO?EHfEIIK1¢i&i¢i&?§%fﬁgﬁlﬁo

= iy Identity Services Engine Operations / Support

P! Bookmarks Remote Support Authorization
¥ Dashboard

! context Visibility
A, Operations

o
& Administration

mﬂ.
!

Remote Support Authorization

- o
Ali Work Centers

FEMABMOYBEEESFRNAE



BIZREIFENERSEE , S complete SSO Authentication.

Identity Services Engine Operations / Support

Pl Bookmarks Remote Support Authorization
—————————

B Dashboard

1l Context Visibility

. Operations

) Policy —

! K

Remote Support Authorization

2. Administration

Al Work Centers °

Interactive Help

to the Remote Support Authorization page. This feature allows s

to connect to the ISE securely for
information. To e the service, ISE would connect to Cisco for registration. Please
provide your email address for authenticating against Cisco S50

Starting Remate Support Aut ice. T

Complete $50 Authentication

ke up 13 15 minutes,

BWMAERME | HEE RN TRSSOH BRIE

HifAcceptFTITHMIE O , 5T BY #R Cisco RADKt CloudtY o

f Cisco RADKt Access

Do you accept this authorization request?
Enviranment: PROD

Endpaoint IP Address:

Endpoint Hostname: NJA

e means that a RADKIt instance is attempting to connect to the RADKIt Cloud
r S50 credentials

are certain that

L S50 sessions

3! ¥ out r

ERERNSSOS HRTERE
Bl B2 IR

,l§\ ECr eate A Remote Support Author ization A Big Eﬁﬁiﬁ ] éiﬁ °



Operations / Support

[] Bookmarks Remote Support Authorization
8% Dashboard
Remote Support Authorization © Cannected to CX Cloud Service  Disabla | As of: Mar 17, 2025 2:44 PM

1! Context Visibility
A, operations
1) policy
&. Administration L

Ali Work Centers

@
nn

2
-
-3

) Interactive Help

Create A Remote Support Autharization

BHRRIEE , RENE RCreate Remote Support Authorizationi% I

WMALHENHRERFRNEHN BRI LT REVBER I, 1EFObserver (Read-Only) A [ BRI T RIFAL R 1%
PRI PR , Admin (Read-write IR BRI T RO T EEHRINER. MR HRSMENTACRKS
BRMEx , BULMASRES URZRIFRIMNEMEMER, BANPIEERERE S,

 BHSRESAYTACEH LAWEN AR , EEEMTH. A, XBEBTFESRFIE
* Eﬁﬂﬂp'ﬂo

\
rsn ak

= i ldentity Services Engine Operations / Support

)| Bookmarks Remote Support Authorization

B2 Dashboard

! Context Visibility ° Setup up the Authorization 2 | Schedule the Access 3| Access Permission Agreement 4| Summary

A, oOperations
; Setup up the Authorization
3

Palic
o To start, enter the Cisce specialist email address. If you have the SR numbers ready, please
also en! them below.
Administration
nli  Work Centers l Cisco Specialist Email Address®
Access Level *
Interactive Help @ Observer (Read-Only)

() Admin (Read-write)

[ Existing s numoer(s)

Access Justification

BEMEIZMNE—T

ZHEERNAFER A MR, EVEIREEEE , E%EENow.Scheduled Start Date B4 17 [7] 2 HETE LA
B BESmAE , RBHZEFHAMEEE |, satTime R BN AFTEEEFE T,



Operations / Support

= el Jdentity Services Engine

g

J! Bookmarks Remote Support Authorization

8% Dashboard

4| Context visiility (%) setup up the Autnorization © scrcaui the Aceess

Schedule the Acce

Take your network schedule into c

Palicy

select a time period that is the most suitable

ct 2 time
for the Cisco specialist to access troubleshooting.

", Operations
(
2

Administration

Ali Work Centers Eremcspn
@2 O4sh O 7
7' Interactive Help Schedule *
® now (O Scheduled
[+ Exit

BENOENE=R

EREERTFHENRAEMSET /. ERANTRNZ
) Y Agreeto give accessto UIEFﬁ"o ENextﬁlFﬁ'%1§,§E$$o

cLI“EBFR AN SZRZUIIR”

S

B =
E=E

aa@om

3| Access Permission Agreement 4 Summary

=) £D

FECLIAME

B Agreeto give accessto

F BRHUNGR , KAEBVIEERRF&/FE, kSR TRENTRERREEN
IR ERAMEEZARS , Rt ABKS SHME

BRIEFERAKSAAENNR, FiE

KA TFAREERZAF , BR3EActive DirectoryBLE RUIBHR , EXFERT , o] LAER

ADEHE R Zil.

Operations / Support

= i Identity Services Engine

] Bookmarks Remote Support Authorization

B2 Dashboard

@ Setup up the Authorization @ Schedule the Access

d  context Visibility

Access Permission Agreement
A Cis
Cisco

Policy

pecialist will use the Cisco Remote Support Autharization credentials 1o access

9., Operations
(
2

Administration
Select Node(s)*

Work Centers T ]

1 Agree to give access to €L

7 Interactive Help

B 1 Agree to give access to Ul

Username*
[ admin \

Password*

Shaw |

BEMEIBNE=R

cz@@om

° Access Permission Agreement 4 Summary

EHEFRRATEHZEIRRENER , AFLERREHSBRNET R, FrinntiTREABERER

A A o



= iy Identity Services Engine Operations / Support

Pl Bookmarks Remote Support Authorization
———————

BT  pashboard
14 Context Visibility @ Setup up the Authorization @ Schedule the Access @ Access Permission Agreemen t ° Summar ¥
A, Operations

Summary
1) Policy

Click the 'Copy’ icon to copy the following information. Provide it 1o the Cis specialist
4. Administration - i is scheduled to sign in to Cisco ISE on Mar 17, 2025, 2:44 PM Tl}

for 24 hours using = as the Support ID

Al Work Centers

> Setup up the Authorization \

70 Interactive Help

> Schedule the Access }

* Access Permission Agreament \

o (e

BEROZNBERE

5 uF

SO LATE I+ IR UE PR A HBE B B FE X current AuthorizationstR I . BRI LAEIET = L EEE
{A] LA BT B I F2 X FF Past Authorizationsi = F o

Operations / Support

Pl Bookman) w8 Remate Support Autharization

Remote Support Authorization © Connacies 1o X Glowd Servce Disable | ASof: Al 0, 2025 4:5T P
amtext Visibiity

Current Authorizations

BIEARIRMN

Egg:ﬁ,\“ﬂ’JCU%lf EH 1‘;’- E| VN "L%—E'rﬂﬁi , JEF%EW E-Fﬁ H n.,\E'J:ﬁOperatlons> Support > Troubleshoot >
Download Logs/ , $RE1%E$F Debug LogsIf'io FTECLIAFEEB 7] LA fEradkit-session SR KR B, B34
ATHFZBAR,

~ EE : CLISEYEATRT RTEK. 80T R88 B 2 Wradkit-sessionX X , EF8E1Z
TRNBEFZEE,



= b Identity Services Engine Operations / Troubleshoot

Pl Bookmarks Diagnostic Tools  DownloadLogs  Debug Wizard

Detug Logs

CLIE& A&

EEFEUITRBER , B LERISE UMK E&IRE . S ZEoperations> Reports > Audit > Administrator
Loginsﬁ%'ffﬁ[%qﬂm E.%UI:&,CLIO —rﬂﬁ,::Operatlons> Reports > Audit > Change Configuration Audit , _EM}E
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EEERARLNAL , EEEEFADE.log#f , X AFRFENRIZEISEFEUILHA B FHp4
Bt FF ¥4, #ECLIF | % Ashow logging system ade/ADE.log tail&i 5 :

2025-05-20T14:21:07.670874-05:00 1ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] Co
2025-05-20T14:21:07.818398-05:00 1ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] do
2025-05-20T14:21:07.821281-05:00 1ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] St
2025-05-20T14:21:07.824667-05:00 ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] 1in
2025-05-20T14:21:07.828862-05:00 ise-3-4-909-55 ADEOSShe11[594468]: ADEAUDIT 2061, type=USER, name=RADK
2025-05-20T14:21:07.829439-05:00 1ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] 1in
2025-05-20T14:21:07.877488-05:00 ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] 1in
2025-05-20T14:21:08.057775-05:00 1ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] Im
2025-05-20T14:21:08.060665-05:00 1ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] Do
2025-05-20T14:21:08.063583-05:00 1ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] Do
2025-05-20T14:21:08.066214-05:00 1ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] Se

ISEXS 2R , MREBHRBERIZIT , MKRRADKItRAREBERFE , AEFHZRERIRSIRIC
HER.

2025-05-20T14:21:24.477946-05:00 ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] Co
2025-05-20T14:21:24.800804-05:00 ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] In
2025-05-20T14:21:24.804531-05:00 1ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] IS
2025-05-20T14:21:27.859691-05:00 1ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] Co
2025-05-20T14:21:28.024853-05:00 ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] In
2025-05-20T14:21:28.028121-05:00 ise-3-4-909-55 root: info:[application:operation:radkit-control.sh] IS
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[appTication:
[appTication:

operation:
operation:
operation:
operation:
operation:
operation:
operation:
operation:

radkit-control
radkit-control
radkit-control
radkit-control
radkit-control
radkit-control
radkit-control
radkit-control
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Pretty-print [

c

{
"enrolled"
"serviceId"
"connected"
}

€ Not secure

true,

1z {TRadKit AR 55 A 9 %

<}

c

Pretty-print (]

{
"error" : {
"message"
}J
"version"
}

: true

© Not secure

htos://

https//

/api/v1/customersupport/checkstatus

"Failed to check RADKit status"

RadKithr %5 Rz 178 4

"l.9.0"

/api/v1/customersupport/checkstatus

EEBHEEXERNRSEEERADKItIRS B |, i Ashow logging application
radkit/service/service.login . BXBIRFHT , FHEARADKtNAEFTH —LEKRE,

2025-05-20T19:21:31.730Z INFO

internal

[T RADKit Service [version="1.6.12"]

2025-05-20T19:21:31.731Z INFO

internal

| MainThread

| MainThread

.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]
.sh]


https://ISE_PPAN/api/v1/customersupport/checkstatus

[ STDIN is not
2025-05-20T19:21:31.732Z

[1 This RADKit
2025-05-20T19:21:34.1017
2025-05-20T19:21:34.1027
2025-05-20T19:21:34.104Z
2025-05-20T19:21:34.105Z

a terminal;

INFO

release

INFO
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B2 o] F T E#AYRADKItAR S5
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2025-05-20T19:22:25.6557Z
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2025-05-20T19:22:25.6797Z

INFO
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assuming --headless

internal | MainThread
does not expire

internal | MainThread
internal | MainThread
internal | MainThread
internal | MainThread

radkit_control/superadmin/184f89f8
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radkit_control/superadmin/184f89f8
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INFO
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radkit_control/superadmin/5d496186 |
radkit_control/superadmin/5d496186 |
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MainThread
MainThread
MainThread
MainThread

MainThread
MainThread

radkit_service.database.service_db [DB] Creating
radkit_service.database.service_db [DB] Storing
radkit_service.database.service_db [DB] Opening
radkit_service.backup [SYSTEM] Ensuring backup d

radkit_service.service
Service(0x7F92596171D0
SingleWebSocketForward
radkit_service.webserv

DBOperationsAPI(0x7F92
radkit_service.webserv

MainThread RPCServer(0x7F925A1
MainThread CapabilitiesRespond

MainThread RPCServer(0x7F925A1

|
|
| MainThread CapabilitiesRespond
|
|

MainThread EncryptedRPCServerT

elee

elee.
elee.
elee.
elee.
elee.
elee.
elee.
elee.

| MainThread H2Multiplexing

h2-1
h2-1
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MainThread
MainThread
MainThread
MainThread
MainThread
MainThread
MainThread
MainThread

RPCServer
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RPCServer
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2025-05-20T19:26:43.932Z INFO | cloud-rpc/mabramsk@cisco.com/cjZPy-yR.e2ee.h2-3 | MainThread TerminalP
2025-05-20T19:26:43.935Z INFO | cloud-rpc/mabramsk@cisco.com/cjZPy-yR.e2ee.h2-3 | MainThread RPCServer
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2025-05-20T19:26:55.195Z INFO | radkit_control/superadmin/8fd4246f | MainThread radkit_service.webserv
2025-05-20T19:26:55.196Z INFO | radkit_control/superadmin/8fd4246f | MainThread radkit_service.webserv
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/admin_guide/b_ise_admin_3_4/b_ISE_admin_troubleshooting.html#remote-support-authorization
https://www.cisco.com/c/en/us/td/docs/security/ise/3-4/release_notes/cisco-identity-services-engine-release-notes-34.html#CiscoISErelease34patch2newfeatures
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