N TrustsecTEISEFMINADZ [EiR EISE 3.4
PAC & 13 358 1iF

B =%

SORE M

i

XS RISERMNADE F i B A T Trustsec MR IR TR TR M (PAC)BLEM IR IRE

TR

=R

« BECisco TrustSectEANEL L MBRA R,

- BMBRSSIZ(ISE)AR , ATEEMERS,

« EXTHEAOY RS HRIEMUEAP)ER £ 5 H KIS S NESR,
ERANAH

B PRS 512 (ISE) iR A<3.4.x
Cisco I0S® 17.15. 13 & & ik A

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

(=S

FEEPACERT |, TrustSecIREEER S K , ARACINTEERPHREIE(PAC) , MRFPIHRE



IFEERERBENEHORSSIZE(SE)CARITELBEMLEN. KAELHERATEASZAS
ISET REVER R, MRETREN , RETUBINRIZHMATFENMELHELE , MR T
Flfi, ZPACHOBRIEARELRE K EEEEy BENAFRRFY  AXBFHSETEERUNIAR
L2k

EHERXT , REFEAXRSEAFBNEENER, ISEBTBUR2LFHTEA, RELS
EE  ISELRHZLBEMENEEZREE. XEBRRLEBEAURRS RS HNITHEFHAEE
LEEATHRAZSFEMIH RS ENRBENRIE.

[
BLE
LA E

FEARXHF , EACisco CO300RXRHEETPACH HRIEMIRE, FMZE1T17.15.1HNESRAH
RIRAVER AT LAE S & 1 AR S5 51 Z (ISE) 1T EPACH 3 ik,

SR ERRVNVEEL IR T BE X%l EAYRADIUSARSS 28 MIRADIUSA

RADIUS AR5 25:

radius server

address ipv4

auth-port 1812 acct-port 1813

key

Radius4 :

aaa group server radius trustsec
server name



S8 2 : fFradiusIR S B MR ET Zlcts authorizationfdot1x , LAERALPACH 1TH MR,

CTSHREY :

<tfroot>

cts authorization Tist
cts-mist

// cts-mlist is the name of the authorization Tlist

Dot1x & 9 11l :

<{froot>

aaa authentication dotlx default group

aaa authorization network
cts-nlist

group

SR 3 EXRRYLWenabletR X T EECTS-IDHpassword

cts credentials id

password

ISE Bl &



1.7£1SEL , £ Administration > Network Resources > Network Devices > Network Devices T Bt &
Mg E, B THaddFREYAMENISERSES.

= bl |dentity Services Engine Administration / Network Resources

J| Bookmarks Network Devices Network Device Groups Netwerk Device Profiles External RADIUS Servers RADIUS Server Sequences More
—

[ s
Dashboard I Natwark Devices

Network Devices

Jd cantext Visibility

Name IPMask Profile Name Location Typa Dezeription

%, Operations
I Policy
F ]

Administration

Work Centers

2 7EISEMIPHE3E FER IR AINAD IP#bE | BAALE 3K B R trustsec B 0 R IEAYRADIUSIE K .
3. AINADE Fi%/E FAARadius BB RIFRE , H# ARadiusEE%4A,

4./3 FlAdvanced Trustsec Settings , #{#FCTS-IDE #iDevice name , £ fpassword X E #dn
S I Z 1 (cts credentials id <CTS-ID> password <Password>),
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on the switch , radius request is sent to ISE for authentication.(cts refresh environment-data on
the switch , radius request is sent to ISE for authentication.)

Live Logs

Live Sessions

Misconfigured Supplicants Mi figured N rk Devices
0 0
% Res Saunt: Ty Expart To
Time Status Details Repea... Identity
b4 w Idantity
Feb 23, 2025 08:16:12.0... B & HCTSREQUEST#
Feb 23, 2025 08:16:05.7... & HCTSREQUESTH

Overview

Ewent

Usernama

Endpoint id

Endpoint Profile

Authentication Policy

Authorization Palicy

Authorization Result

Authentication Details

Source Timestamp

Policy Server
Ewent

Username
Endpoint ld
Calling Station id

Awthentication Method

HUBE HEER

BRI B

Debug Command:

RCTEREQUESTR

00:77:EE:EC: TE:B0 &

NetworkDeviceuthorization

NetworkDaviceAuthorization > Dafault

2025-02-23 19:14:46.407

2025-02-23 19:14:46.407

Ise3d1

5233 Jata Downlod
HCTSREQUEST#H

9077 EEEC:78:80

90:7 T o000 7E:80

webauth

BEBRH LETUTER

debug cts environment-data all

debug cts env
debug cts aaa
debug radius

debug cts ifc events

Steps

Step 1D

11001

RADIUS Drops

11 0

Refrash
Never v

Endpoint ID Endpoint Profile
Endpaint ID Endpaint Prafile

e

s——

Description

Recelved RADIUS Access-Request

Client Stopped Responding

Show
Latest 20 records

Authentication Policy

Authentication Policy

NetworkDeviceAutharization

NetworkDeviceAutharization

Latency (ms)

RADIUS created & new Session

PAC-less raquest

Generated a new session ID
Selected Access Service
Successfully processed PAC-less
Evaluating Autherization Paliey
Matched Dafault Rule

Returned RADIUS Access-Accept

w e 0o o o

Repeat Counter

0

Last 3 hours w

Authorizath

Authorizatior

NetworkDevic

NetworkDevic



debug cts authentication details

debug cts authorization all debug

AR :

*Feb 23 14:48:14.974:CTSEMERIE : m@HIAEBUERIFT L EIZ0x2
*Feb 23 14:48:14.974:CTSEEIE : download transport-type = CTS_TRANSPORT_IP_UDP

*Feb 23 14:48:14.974: cts_env_data5Ef : EiRZenv_data_completeHi[d] , JREVE 4
O(env_data_request)

*Feb 23 14:48:14.974:@@ cts_env_data5E i : env_data_complete -> env_data_waiting_rsp
*Feb 23 14:48:14.974.env_data_waiting_rsp_enter:state = WAITING_RESPONSE

*Feb 23 14:48:14.974: 18 % L FER LB , BRETHESHERETH/NKRINE I THES
SRIE

*Feb 23 14:48:14.974.cts_aaa_is_fragmented:(CTS env-data SM)NOT-FRAG attr_q(0)
*Feb 23 14:48:14.974:.env_data_request_action:state = WAITING_RESPONSE
*Feb 23 14:48:14.974:env_data_download_complete:
RA(FALSE) , 3R (x0),rec(x0)
*Feb 23 14:48:14.974: IRFA(FALSE). #BR(x0). rec(x0), HIE(x81).

wait_for_server_list(x85), wait_for_multicast_SGT(xB5).
wait_for_SGName_mapping_tbl(x1485).

wait_for_SG-EPG_tbl(x18085), wait_for_default_EPG_tbl(xC0085).
wait_for_default_SGT_tbl(x600085), wait_for_default_SERVICE_ENTRY_tbl(xC000085)

*Feb 23 14:48:14.974:env_data_request_action: i 2= WAITING_RESPONSE , 2 # = 0x0i&k=
0x0

*Feb 23 14:48:14.974.cts_env_data_aaa_req_setup :aaa_id = 15

*Feb 23 14:48:14.974.cts_aaa_req_setup:(CTS env-data SM)Private group appear DEAD ,
attempt public group

*Feb 23 14:48:14.974:cts_aaa_attr_add:AAATE R (0x7AB57A6AA2C0)
*Feb 23 14:48:14.974: A &= #CTSREQUEST#

*Feb 23 14:48:14.974:AAATRSE R IE 4 : (CTS env-data SM)attr ( iz )



*Feb 23 14:48:14.974: cts-environment-data =iz,

*Feb 23 14:48:14.974:cts_aaa_attr_add:AAAIE R (0x7AB57A6AA2CO0)

*Feb 23 14:48:14.974:AAATRE R INE M : (CTS env-data SM)attr(env-data-fragment)
*Feb 23 14:48:14.974: cts-device-capability = env-data-fragment

*Feb 23 14:48:14.974:cts_aaa_attr_add:AAATE 3K (0x7AB57A6AA2C0)

*Feb 23 14:48:14.975:AAARRE R INE £ : (CTS env-data SM)attr ( ZRE[IPZE)
*Feb 23 14:48:14.975: cts-device-capability =% fR%588 — ip-supported

*Feb 23 14:48:14.975:cts_aaa_attr_add:AAAiE K (0x7AB57A6AA2C0)

*Feb 23 14:48:14.975:AAATRE R INJE 4 : (CTS env-data SM)attr(wnlx)

*Feb 23 14:48:14.975: clid = wnlx

*Feb 23 14:48:14.975:cts_aaa_req_send:AAATE K (0x7AB57A6AA2C0) B F Ih & i= EIAAA,
*Feb 23 14:48:14.975:RADIUS/ENCODE(0000000F) : JRA MK H= CTS

*Feb 23 14:48:14.975:RADIUS(0000000F): &t iZNAS 1P:0.0.0.0

*Feb 23 14:48:14.975:vrfid:[65535] ipv6 2 ID:[0]

*Feb 23 14:48:14.975:idb N Z=

*Feb 23 14:48:14.975:RADIUS(0000000F): Bt ENAS IPv6:::

*Feb 23 14:48:14.975:RADIUS/ENCODE(0000000F):acct_session_id:4003

*Feb 23 14:48:14.975:RADIUS(0000000F): & i%

*Feb 23 14:48:14.975:RADIUS: TPACKER, , FEZF4A

*Feb 23 14:48:14.975:RADIUS: E EX B CTS T ¥ iE 2 & R I EIRADIUSE R

*Feb 23 14:48:14.975:RADIUS/4m%E : Radius-Server 10.127.196.1698) & {F 7N ith P ith i
10.127.196.234

*Feb 23 14:48:14.975:RADIUS: TPACHE R, , F1E 34

*Feb 23 14:48:14.975:RADIUS(0000000F): ¥ 8] 1 5K & 1% B3R B 32 4/1#910.127.196.169:1812
id 1645/11,len 249 // Radiusif [Al i 3K

RADIUS: S{3%iE8578 8A 70 5C E5 D3 DD F1 - B4 82 57 E2 1F 95 3B 92

*Feb 23 14:48:14.975:RADIUS: User-Name [1] 14 "#CTSREQUEST#"



*Feb 23 14:48:14.975:RADIUS:
*Feb 23 14:48:14.975:RADIUS:
*Feb 23 14:48:14.975:RADIUS:
*Feb 23 14:48:14.975:RADIUS:
*Feb 23 14:48:14.975:RADIUS:

*Feb 23 14:48:14.975:RADIUS:
supported"

*Feb 23 14:48:14.975:RADIUS:
*Feb 23 14:48:14.975:RADIUS:
*Feb 23 14:48:14.975:RADIUS:
*Feb 23 14:48:14.975:RADIUS:
*Feb 23 14:48:14.975:RADIUS:

*Feb 23 14:48:14.975:RADIUS:
Less cv-pairl& MR N E ISELL B

BRHIt R E[26] 33

Cisco AVpair [1] 27 "cts-environment-data=test"
BRHE R E[26] 47

Cisco AVpair [1] 41 "cts-device-capability=env-data-fragment"
BRHIt R E[26] 58

Cisco AVpair [1] 52 "cts-device-capability=multiple-server-ip-

User-Password [2] 18 *
Calling-Station-Id [31] 8 "wnIx"
Service-Type [6] 6 Outbound [5]
NAS-IP-Address [4] 6 10.127.196.234
BRHIt R E[26] 39

Cisco AVpair [1] 33 "cts-pac-capability=cts-pac-less" // CTS PAC

T & HHRIERIEZRIER

*Feb 23 14:48:14.975:RADIUS(0000000F): K i%IPv4 Radius#1E 2

*Feb 23 14:48:14.975:RADIUS(0000000F): B /& 5 5% & i

*Feb 23 14:48:14.990:RADIUS: #Z K Bid 1645/11 10.127.196.169:1812, Access-Accept , len

313,  /IBIIERZS

RADIUS: S3KIEE892 4C 21 5C 99 28 64 8B - 23 06 4B 87 F6 FF 66 3C

*Feb 23 14:48:14.990:RADIUS:

*Feb 23 14:48:14.990:RADIUS:

User-Name [1] 14 "#CTSREQUEST#"

%[25] 78

RADIUS: 43 41 43 53 3A 30 61 37 66 63 34 61 39 54 37 68 [CACS:0a7fc4a9T7h]

RADIUS: 397944 42 70 2F 7A 6A 64 66 66 56 49 55 74 4D [9yDBp/zjdffVIUtM]

RADIUS: 78 34 68 63 50 4C 4A 454976 7579 51 62 4C 70 [x4hcPLJEIvuyQbLp]

RADIUS: 3148 7A 35 50 45 39 38 3A 69 73 65 33 34 31 2F [1Hz5PE98:ise341/]

RADIUS: 35 32 39 36 36 39 30 32 31 2F 32 31 [529669021/21]

*Feb 23 14:48:14.990:RADIUS:

*Feb 23 14:48:14.990:RADIUS:

BRI RI[26] 39

Cisco AVpair [1] 33"cts-pac-capability=cts-pac-less"



*Feb 23 14:48:14.990:RADIUS: B RHERI7[26] 43

*Feb 23 14:48:14.991:RADIUS: Cisco AVpair [1] 37 "cts:server-list=CTSServerList1-0001"
*Feb 23 14:48:14.991:RADIUS: BRI 7[26] 38

*Feb 23 14:48:14.991:RADIUS: Cisco AVpair [1] 32 "cts:security-group-tag=0002-00"
*Feb 23 14:48:14.991:RADIUS: BRI R7[26] 41

*Feb 23 14:48:14.991:RADIUS: Cisco AVpair [1] 35 "cts:environment-data-expiry=86400"
*Feb 23 14:48:14.991:RADIUS: BRI R 7[26] 40

*Feb 23 14:48:14.991:RADIUS: Cisco AVpair [1] 34 "cts:security-group-table=0001-17"
*Feb 23 14:48:14.991:RADIUS: TPACIR R , FEZEH

*Feb 23 14:48:14.991:RADIUS(0000000F): A 1645/115 55 I El

*Feb 23 14:48:14.991:cts_aaa_callback:(CTS env-data SM)AAA req(0x7AB57A6AA2CO) " 57 5% Zh
*Feb 23 14:48:14.991:AAA CTX FRAG CLEAN:(CTS env-data SM)attr ( Uiz )

*Feb 23 14:48:14.991:AAA CTX FRAG CLEAN:(CTS env-data SM)attr(env-data-fragment)
*Feb 23 14:48:14.991:AAA CTX FRAG CLEAN:(CTS env-data SM)attr ( ZRFe5IPX# )
*Feb 23 14:48:14.991:AAA CTX FRAG CLEAN:(CTS env-data SM)attr(wnlx)

*Feb 23 14:48:14.991: AAAEME : RANIEKE(450),

*Feb 23 14:48:14.991: AAAETE | RHZEE(1324),

*Feb 23 14:48:14.991: AAAET% : server-list = CTSServerList1-0001,

*Feb 23 14:48:14.991. E R BISLISTE ¥, Fcts_is_slist_send_to_binos_reqik & A FALSE
*Feb 23 14:48:14.991: AAAE 1% : security-group-tag = 0002-00,

*Feb 23 14:48:14.991: AAAE £ : environment-data-expiry = 86400,

*Feb 23 14:48:14.991: AAAB 1 : security-group-table = 0001-17.CTS env-data:EWAAARE %,
AN -#28: %58

CTS_AAA_SLIST
£ 1st Access-Accept® I El Y slist name(CTSServerList1)
slist name(CTSServerList1)1Z1E

CTS_AAA_SECURITY_GROUP_TAG



CTS_AAA_ENVIRONMENT_DATA_EXPIRY = 86400,
CTS_AAA_SGT_NAME_LIST
#(0001)7E B 1R IF A EZ P E
FROONMNEZREEFEE2ER , RN EETMAENR,
¥ #5(0001),gen(17)
CTS_AAA_DATA_END

*Feb 23 14:48:14.991: cts_env_data WAITING_RESPONSE: £k & env_data_waiting_rspHi[g]
, JRERZE 1 (env_data_received)

*Feb 23 14:48:14.991:@@ cts_env_data WAITING_RESPONSE:env_data_waiting_rsp ->
env_data_assessing

*Feb 23 14:48:14.991:env_data_assessing_enter iR Z&=1E £ i¥1&
*Feb 23 14:48:14.991.cts_aaa_is_fragmented:(CTS env-data SM)NOT-FRAG attr_q(0)
*Feb 23 14:48:14.991:env_data_assessing_action: IR &=1E 1 i¥4&
*Feb 23 14:48:14.991:env_data_download_complete:
RA(FALSE) , 3R (x81),rec(xC87)
*Feb 23 14:48:14.991: B2 5 4B [
*Feb 23 14:48:14.991: status(TRUE). req(x81). rec(xC87). expect(x81)

wait_for_server_list(x85), wait_for_multicast_SGT(xB5).
wait_for_SGName_mapping_tbl(x1485).

wait_for_SG-EPG_tbl(x18085), wait_for_default_EPG_tbl(xC0085),
wait_for_default_SGT_tbl(x600085), wait_for_default_SERVICE_ENTRY_tbl(xC000085)

*Feb 23 14:48:14.991: cts_env_datailfh : F£IRZSenv_data_assessingfiig) , ITREVEH
4(env_data_complete)

*Feb 23 14:48:14.991:@@ cts_env_datalE £ 114 : env_data_assessing -> env_data_complete
*Feb 23 14:48:14.991:env_data_complete_enter: iR &= &

*Feb 23 14:48:14.991:CTS-ifc-ev.ienvBIEIRE ERZ D , LR : I

*Feb 23 14:48:14.991:env_data_install_action: k2= COMPLETE completed.types 0x0

*Feb 23 14:48:14.991:env_data_install_action: & ¥ Z % K sgt<->sgnamez&

*Feb 23 14:48:14.991: IE 75 B R &M sg-epgFl &



*Feb 23 14:48:14.991: [ETE R BRE T &R B iAepgFl ik

*Feb 23 14:48:14.991:env_data_install_action:mcast_sgtzk B E#H

*Feb 23 14:48:14 991 N ERIER L B & ARS2

*Feb 23 14:48:14.991:SLISTE L — X RIFHE. TEFHEKIEZZIBINOS

*Feb 23 14:48:14.991:CTS-sg-epg-events : Ffdefault_sg 0i% & Henv data
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