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REBEERET. macOSHRFFAEATURERMFAEMNRSRE . FHREFMAE,

AT REFRERBFENBINREN —HISTHERF (URRY , EXERBERAFXE ). 5F
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RERRXBERAFERAETHEREE. REEERR , RN ENHAUPTTHIEFTERITHIER
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ETHNEXRY , BUNEIMABRERZSIMNAFEZIRNEEMRE

Startup Session Login Session
(one session per logged-in user)

launchd (init)

Legacy
————  System Starter
daemon
lLaunchd
" System daemon
- agent
mach_init task
— agent
— System daemon
EE— daemon
— timed job
— timed job
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https://developer.apple.com/library/archive/technotes/tn2083/_index.html#//apple_ref/doc/uid/DTS10003794
https://developer.apple.com/library/archive/technotes/tn2083/_index.html#//apple_ref/doc/uid/DTS10003794

~IFEIRF R RPRENERFRE,

/Library/LaunchAgents HEEARMNEBAPRE,
/Library/LaunchDaemons HEEARMNRSEETHFER.

/System/Library/LaunchAgents OS XEBAFPRKE

/System/Library/LaunchDaemons |0S XR&SeESTHEF

A LMEA LT S MmacOSKR g EENEBINFIIER :

Is -Itr ~/Library/LaunchAgent

Is -ltr /Library/LaunchAgent

Is -lItr /Library/LaunchDaemons

Is -Itr /System/Library/LaunchAgents

Is -Itr /System/Library/LaunchDaemons

BIE ML E A LLE RmacOSik & LA ANAIETHEFMNAE | BHFMETHFEFNRERS M
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EE  RELZSTHERAEERANNRIELE , Btk , XHBRISE PSNZERZEE
P ( ABIFR R AnyConnect ) 51 — S Z1ERE

BEERERNRS BN

ISEAIREZ£ITEEMMEREBREC TR, EESTNEMHMNRS , AREECEREHRD
EITHIRRSS

ERBEEIMEMIRS , & Asudo launchctl dumpstatedn &
ERBECMREEAEREABAYRS , FEA B T sudo launchetl list,
AHNTTAURARETTZELE  MAZEAXLEGTRE REFRHRS B
ENRESMBNRSEY , FEAURTHS

sudo grep -B 10 -A 10 -E "Ms*state = " << "$§(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/|l;s| = {$II


https://www.cisco.com/c/zh_cn/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/configure-posture.html#concept_8FBD171BE44C43978243F306A77A2CB2

ERREEMBRSEMNBREHAE , FEAUTH T

sudo launchctl list | awk“{if(NR>1)print $3}"

BERTERTHSEE , ALBWEES T REEAS —Morep IR REREERNRS
%UZZEI , MREEEERHNEEENRS , WAIEMLERARBRAENTIRSE.

N FERRS , e R TR

sudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)" | grep -aiE "V.*= {" | sed

's|.*/|l;s| = {$||' | grep -i cisco
sudo launchctl list | awk"{if(NR>1)print $3}" | grep -i cisco
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EUXHRENE By , CEERELNRSETIEFLEERRERE,



B WERETIEN , ANISERFENTHREFIAFRBIRFED , ARG BRI
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1. 5% , EAdSsudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)" K &R
# SE&launchctiB #4 | grep -aiE "V.*= {" | sed 's|.*/||;s| = {$||' | grep -i {{EH RS R)

fflan | X3¢ FanSsudo grep -B 10 -A 10 -E "Ms*state = " << "$(launchctl dumpstate)" | grep -aiE
"V.*={"| sed's/.\{3\}$/" | grep -i com.cisco.secureclient.iseposture , #i i}
: gui/501/com.cisco.secureclient.iseposture,

2.{# F &5 'sudo launchctl print{ Your launchctl service name } | grep -i 'type = Launch'® & IR %53
7



B RH| , 3 F v sudo launchetl print gui/501/com.cisco.secureclient.iseposture | grep -i 'type =
Launch' , i3 : type = LaunchAgent,

XERERSER IAgent , BNFE R HFtype = LaunchDaemon,

EE MREBERNTE | BEISEFIEEDaemon Or User Agentik W& 1 AR 53 RUg

EEERMENRSEERS
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sudo grep -B 10 -A 10 -E "Ms*state = " << "§(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/|l;s| = {$II
sudo launchctl list | awk“{if(NR>1)print $3}"

AR ek HY BRSS

REMNTHEMIIR(plist)/BERMBENABRS , EREEREE LR MR (plist) AR AT E
LAY BRSS

XERSATZING , HEEERERERSRETFINEE FmacOSRER , REATFEARSL,
Flan | IR EPE IEFEmacOSi% & LGB HARS , AT LR us.zoom.ZoomDaemontE N iZ RSB E
XA B RE R RIETRIRIRE L%,

BERSTEHNE , FHEEXHEBEHIIR,
Bl ERLHS , BAILAEFldhepbd plistBEE X :

Is -Itr /System/Library/LaunchDaemons | grep com.apple.dhcp6d.plist
KRERSSIR , ATLESARMEAIM

sudo grep -B 10 -A 10 -E "Ms*state = " << "§(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/||;s| = {$||' | grep -i com.apple.dhcp6d
sudo launchctl list | awk“{if(NR>1)print $3}" | grep -i com.apple.dhcp6d

MR ZEIRE Ncom.apple.dhcp6d , MimacOSREREHM , RREMFEEN TREY XK , -4
RS

ENEHZIT
HIFFMBRSHWEZT , BMRSHBESHRES , WEEET. KET. F5. BH, RIKLESF
EREEESITHMERS  BEAUTHS :

sudo grep -B 10 -A 10 -E "Ms*state = running" << "$(launchctl dumpstate)" | grep -aiE "V.*= {" | sed
's|.*/|l;s| = {$II

# A LR a5 %) H A BRS % Loaded & Running service operatorsk#f,

ENEGR A5



RERFSARQUMBAREANBHABL L | ERESAUABEBIFFSIE

sudo grep -B 10 -A 10 "state = e" << "$(launchctl dumpstate)" | grep -aiE "V.*= {" | sed's/.\{3\}$/'
ETHHBHRE  EUNEREARSHERATS

sudo launchctl print {#&#launchctl service name } | grep -i '"&Ja — MR H RS

filgn

sudo launchctl print gui/501/com.apple.mdmclient.agent | grep -i '&Jjg — ME H KB

HAbR  &RE—NMEEAB=0
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% BR% H Loaded & RunningEiLoaded with exit codef , &fF — MNETUEER,

TEER T macOSHRS AR =B,

Al

Overview

I+ ldentity Services Engine

Caonditions ~

Anti-Malwirng
Anti-Spyware
Anti-Virus
Application
Compound
Dictionary Compound
Dictionary Simple
Disk Encryption
Extarnal DataSource
Flle

Firewall

Hardware Attributes
Patch Managemant
Registry

Seript

Service

use

Remediations >

Reguiremants

Allowed Protecols

Metwork Devices

Client Provisioning

Policy Elements

mditions List » mac0S-Service-Condition

Service Condition

* Name

macOS-Service-Condition

Description

* Operating System

Mac 05X

Compliance Module
Any version

* Service Name

com.apple.sysmond

Searvice Type

Daarmon OF User Agent

Service Operator
Loaded & Runnin
exit code

o @

Posture Policy

Work Centers / Posture

Palicy Sets

Troubleshoot

Reports

Settings



AR BEl, AXFRINEKRSEN. BSBHRPEIFEEFHHEEIER , Cisco bug ID
CSCwf01373

A RSB B B SR MRS SRS

BEEXRXMHE , BEENBURFHNESR , HHELERFEAMessage Test Onlyi£Ii,
S FISE > Work Centers > Posture > Requirements8I2 €,


https://tools.cisco.com/bugsearch/bug/CSCwf01373

AR REFMERBMRET

a & @ 0lA

ters / Posture

Identity Services En Work

Troubleshoot Reports Settings

Overview  Metwork Devices  Client Provisioning  Policy Elements  Posture Policy  Policy Se

Remediation Action Detalls

Requirements
Name Operating System Compliance Module Posture Type Condith
macG5-Service-Aequinme for  Mac 05X Agent otit

macas

campiant




TRLERERE , &S REEFAVNEERNAIRET L ITHRE,
S/ FISE > Work Centers > Posture > Posture Policy A 8| 2 %K B

BRMER K BEFSEGRET A ABEENCIRHNER,

= il Mentity Services Engine

‘Work Centers / Posture

[} Overview Hetwork Devices Client Provisioning

Posture Policy (EZIS

Palicy Elements

1
Status  Policy Options Rule Nama
a
= Paicy Oprons 05 Sanies- PortereFoioy

oAl

O LAMCiscoZ £ E P wGUIAR BB IFmacOSIRAFAF BT H LK.

AnyConnect VPN:
Connected to FTD.

ISE Posture:
Compliant.

Network access allowed.

Posture Palicy

Palicy Sets

s i Medule

Disconnect

Scan Again

® © @ Statistics

Posture Typs

Troubleshoat Reports Settings

ISE Posture
Statistics  Security Products
Updates
1 ¥ macOS-Service-Requirement

Dthver Gonditions

Scan Summary

ke
Requiremants
52015 - SRnice:
e S
11 1 A
o () (©)

Cisco Secure Client  AnyConnect VPN ISE Posture

Message History

Status

Done

AN | R A BAMISE > Operations > Reports > Reports > Endpoints and Users > Posture
Assessment by Endpointi ZEISEA IR & £ ¥4,




= b |dentity Services Engine

System User ruben
)
User Domain nfa
-
AY Instalied
A% instalind
.\ AM Inatalled Gatekeopor; 14,3, 12 Xprotect: 2 186;
F ]
]
e Posture Report
Posture Status Compliant
Logged At Z024-02-78 09-44:28.926
Posture Policy Details
Polley Name Enforcement Type Status Passed Conditions Falled Conditions Skipped Conditions
mac0S-Service-PosturePolicy macOS-Service -Requirament Mandatary Passed mac05-Service -Condition
RowsiPage 1 e
. J

R HEER

BLE ltmacOSIRSTRESFMA N A REESINE R RZA TR
B RZEE

Cisco Secure Client

Security Warning: Untrusted Server Certificate!
AnyConnect VPN:
Connected to FTD. Cisco Secure Client cannot verify server: ise-demo-6.ivillega.com

Disconnect . Certificate is not trusted.

Connecting to this server may result in a severe security compromise!
Security Risks Explained

Most users do not connect to untrusted servers unless the reason for the

ISE Posture:
error condition is known.

Scanning system ...

10% Scan Again

Connect Anyway Cancel Connection

WMEIATR |, BREFAFERANR. WRAKHENIEH SRR RS RET.
BN SEF W THEIR



ISE Posture Details

l|||l|||| %
cisco ISE Posture 0

Time Remaining: ‘
1 Update(s) Required 3 Minutes I

X Action Required to Enable Access

Updates are needed on your device before you can join the network.

macOS Service is non compliant

More Details \/
Updates Status
1 (%] macOS-Service-Requirem... Required (Manual)

Cisco Secure Client

The requirement cannot be evaluated since you are
connected to an untrusted server. Please contact your Cancel
system administrator.

ISEL iR R £ I ERET P it T2 REH B (FQDN) K IIPSNER S 87, REZXKRLILZ2TME
BB X B3 FQDNAIISET & , EitbkAdminFlPortal(Client Provisioning Portal)if $ R iZECNZF
B SANFE R TEFQDN, BN KERBEREFIES , RIS BEFIESR,

HTREZE , CNFREFRKFAE, ESANFRAPSIEEE RF5K B HFQDNEH &EXEK,

WMRBEEIPHIETARFQDNAIISE PSN , MEXRT QEVIPHit IS ESEBER M ERAER
HIIEBHCNF R HSANFERF,

ISEL i B £ 1 H IR REFISERF [ RMEMIES . WRHECAEmMacOS Keychain accessiy REiE
F1EMEH |, ML CARFWhen using this certificatei% & 71 Always Trust.



® ivillega-CA-2024

> ivillega-CA-2024
L Root certificate authority
-

ivillega-CA-2024 it

[ age .
o Root certificate authority Trust

When using this certificate: | Always Trust

Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust

¥ Extensible Authentication (EAP) Always Trust
W& Cisco Root CA M1

§ Cisco Umbrella Root CA
¥ com.apple.kerberos.kde

IP Security (IPsec) Always Trust
Code Signing = Always Trust
Time Stamping | Always Trust
X.509 Basic Policy Always Trust

com.apple.systemdefault

Device Management Root CA

Internal Private Root certificate
ivillega-CA-2024 certificate
JSS Built-In Signing Certificate certificate
QuoVadis Root CA 2 certificate

Trusted Device SubCA
1 L Common Name ivillega-CA-2024

Details
Subject Name
Domain Component com
Domain Component ivillega

Cisco Device CA - PROD
com.apple.kerberos.kdc
com.apple.systemdefault
com.apple.kerberos.kde
com.apple.systemdefault

Remote Pairing Identity Remote Pa Serial Number 24 2C DD 93 31 38 C2 87 45 AC BC 7E A6 AF FF 32

Issuer Name
Domain Component com
Domain Component ivillega
Common Name ivillega-CA-2024

~Nooo-c-o-c I HNANAN

BARE2 BRI THIRIT N - BMEEBME TUEH , HEFHZEMBCNFMSANER , macOSRE
RMEREH, EXFERT , B5ITFKeychain accessMATREF , S EISystem certificate storei
W+, ARG MNIZEDT = P BRCAIE .

ARE , SMBImacOSKimR ARRFHMITUL TS  sudo /usr/bin/security add-trusted-cert -r
trustRoot -d -k /Library/Keychains/System.keychain

{CAIEF R BR 42}

fFlan | MREHWIEBESEF , WaHH : sudo /usr/bin/security add-trusted-cert -r trustRoot -d -k
/Library/Keychains/System.keychain /Users/JohnDoe/Downloads/CA_certificate.crt

WiTemsE , BEFSHITENHER,
73 CiscoR £ & P imidHg

SN 1B 3 451% 8 B “Bypassing Cisco Secure Client Scan”#1“Your network is not configured to
use CISCO ISE Posture Agent”



Cisco Secure Client

AnyConnect VPN:
Connected to FTD.

Disconnect

ISE Posture:
Bypassing Cisco Secure Client scan.

Your network is not configured to use... Scan Again

Your network is not configured to use Cisco ISE Posture
Agent.

I E B2 A FEISE > Work Centers > Posture > Client Provisioning > Client Provisioning
PoI|C|esE|’JCI|ent Provisioning /AR B i& ft & X4
B8 AR 2 & FIMac OSXIRERZWIFIR , BXHAFERELEEH RFIEmMacOSHERA,

RIMBERT , ISEFREEHRFHIMacOSRA |, HlaNSequoia(15.6.x) , ABEMISHE | BRIZRS
E’E%ﬁo

& ATMISE > Work Centers > Posture > Settings > Software Updates > Posture Updates E# &
21}131 No

AL EEMNSEELES , t T UBESTNZSITEE LIS TR zip 3 4R E
H At 7] R

MREELETHIFAGE , TUMNRSEBIMacOSIREZWEDARTHSE, Nk , BURERE
DARTH# R |, A5 , #ECisco Secure ClientR AR F4 FiEs RS , SMEIMenut | ?’i)‘iﬁﬁ
Cisco Secure Client , /51 Generate Diagnostics Reports¥ & &,


https://www.cisco.com/web/secure/pmbu/posture-offline.html

Cisco Secure Client Edit

About Cisco Secure Client
Preferences...

Generate Diagnostics Report

SEE  EEKDARTHGI R |, %403 Ainclude System Logsit I , BNDARTHAE L&



BEISERRBEITERRER.

Cisco Secure Client - DART

Welcome to the Diagnostic and Reporting Tool (DART).

DART is a tool that helps to bundle the appropriate log files and
diagnostic information that can be used for analyzing and debugging the
Cisco Secure Client.

Bundle Options:
Enable Bundle Encryption

Encryption Password

Additional Log Options:

Include Legacy - Cisco AnyConnect Secure Mobility Client Logs

v Include System Logs

HTZ2£RA , RERAETREEHEMBBEARTN , (EEDARTHEEE M unified_log.log¥ , &
BEINXRCHWEE , WTAR :

ARER




AR WARRAIERTAXHEPEENIMacOSRS ZH.

[Tue Feb 27 10:30:58.576 2024][csc_iseposture]Function: createCheckXMLString Thread Id: O0x4A9FD7CO File

macO0S-Service-Condition



303

com.apple.sysmond

running

)
[Tue Feb 27 10:30:58.576 2024][csc_iseagent]Function: processPostureData Thread Id: Ox4A9FD7CO File: Au

ISE: 3.3.0.430

ISE: 2.x

30



mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition

303



com.apple.sysmond

running

(mac0S-Service-Condition)

[Tue Feb 27 10:30:58.576 2024][csc_iseagent]Function: SMP_initCheck Thread Id: Ox4A9FD7CO File: SMNavPo

ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition



303

com.apple.sysmond

running

(mac0S-Service-Condition)

",isElevationAllowed:1,nRemediationTimeLeft:0}

[Tue Feb 27 10:30:58.646 2024][csc_eliseposture]Function: createCheckXMLString Thread Id: Ox4A9FD7CO Fi

macO0S-Service-Condition

303



com.apple.sysmond

running

)
[Tue Feb 27 10:30:58.646 2024][csc_eliseposture]Function: doCheck Thread Id: Ox4A9FD7CO File: Rgmt.cpp

[Tue Feb 27 10:30:58.658 2024][csc_eliseposture]Function: doCheck Thread Id: 0x4A9FD7CO File: CheckSvc.
[Tue Feb 27 10:30:58.658 2024][csc_eliseposture]Function: completeCheck Thread Id: Ox4A9FD7CO File: Rqgm

Beoh , BB T LAEX LR 1T R IUEFIRASHISE PSNTI /9 |, EiF1E B SR HIREposturel #

o

& T LAMISE > Operations > Troubleshoot > Debug Wizard > Debug Log ConfigurationEgiE 1t A &
K5, #EHEPSN HostnameFH ’fPosture component B ELK I MINFOE K DEBUG,

FHSmacOSIRE FH R RG] , B LAfEise-psc.loghF BRIRLN B E :

2024-02-27 10:30:58.658 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-1][[]] cisco.cpm.posture.runtime.Pos

ISE: 3.3.0.430

ISE: 2.x
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mac0S-Service-Requirement

macOS Service is non compliant

macO0S-Service-Condition



303

com.apple.sysmond

running

(mac0S-Service-Condition)

2024-02-27 10:30:58.659 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-1][[]] cisco.cpm.posture.util.Status

ISE: 3.3.0.430



ISE: 2.x

30

mac0S-Service-Requirement

macOS Service is non compliant



macO0S-Service-Condition

303

com.apple.sysmond

running

(mac0S-Service-Condition)

2024-02-27 10:31:06.044 DEBUG [https-jsse-nio-10.4.21.59-8443-exec-8][[]] cisco.cpm.posture.util.AgentU
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