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 Service ssh host-key-algorithm
» Service sshd host-key

» Service sshd host-key-algorithm
» Service sshd mac-algorithm

A &g B A9 SSH HostKey & 5%

EEATIHBRSFRBENSSHENBRE X
5 :asc-ise33p4/admin(config)# service ssh host-key-algorithm ?
AJRESE RV IES -
ecdsa-sha2-nistp256Ht & ecdsa-sha2-nistp256 algo
rsa-sha2-256H¢ Ersa-sha2-256 algo
rsa-sha2-512F¢ Ersa-sha2-512 algo

ssh-rsafit Essh-rsa algo
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AIEL ERSSHDEHZRE

B E A TSSHARS 28 & D KR UEAISSHD EHLE A
5 :asc-ise33p4/admin(config)# service sshd host-key ?
AJBETERIESS -
host-ecdsa-256H¢ iEssh host ecdsa 256 %4
host-ed25519%t Essh host ed25519 key

host-rsafit i&ssh host rsaZ%4H

BLE M TSSHARS 27 & M RIEASSHDEHZ A E *



i §:asc-ise33p4/admin(config)#service sshd host-key-algorithm ?

AJBETERIESS -
ecdsa-sha2-nistp256Ht & ecdsa-sha2-nistp256 algo
rsa-sha2-256t Ersa-sha2-256 algo
rsa-sha2-512F¢ Ersa-sha2-512 algo
ssh-ed25519#t Essh-ed25519 algo
BB A TSSHARS 27 & I AYSSHD MACE %o
n 5 :asc-ise33p4/admin(config)#service sshd mac-algorithm ?
AIRETERAVESS :
hmac-sha1#ti&hmac-sha1 algo
hmac-sha1-etm-openssh.comit Ehmac-sha1-etm-openssh.com algo
hmac-sha2-256&¢ ;& hmac-sha2-256 algo
hmac-sha2-256-etm-openssh.comit & hmac-sha2-256-etm@openssh.com algo
hmac-sha2-512ft iEhmac-sha2-512 algo

hmac-sha2-512-etm-openssh.comfit & hmac-sha2-512-etm@openssh.com algo
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SSH :
isepri33/admin(config)#service ssh host-key-algorithm ecdsa-sha2-nistp256

isepri33/admin#show running-config service ssh
service ssh host-key-algorithm ecdsa-sha2-nistp256

SSHD:

isepri33/admin(config)#service sshd host-key-algorithm ecdsa-sha2-nistp256



isepri33/admin#show running-config service sshd

service sshd enable

service sshd encryption-algorithm aes128-ctr aes128-gcm-openssh.com aes256-ctr aes256-gcm-
openssh.com chacha20-poly1305-openssh.com

service sshd host-key-algorithm ecdsa-sha2-nistp256

service sshd mac-algorithm hmac-sha1 hmac-sha2-256 hmac-sha2-512

service sshd host-key host-rsa

BERE :

isepri33/admin#show logging system confd/confd.log

2025-03-18 08:35:25,241 [INFO] service_conf.py update_host_key_algorithms line:5758 5 Th & #T
SSHEMZRE *

2025-03-18 08:35:39,056 [INFO] service_conf.py update_host_key_algorithms{T : 567 £H =&
% : ecdsa-sha2-nistp256

2025-03-18 08:35:39,260 [INFO] service_conf.py restart_sshd line:259/% Zh & #7 /3 31 sshd

2025-03-18 08:48:20,194 [INFO] service_conf.py update_host_key_algorithms{T : 567 X HlZHE
7% : ecdsa-sha2-nistp256

2025-03-18 08:48:20,396 [INFO] service_conf.py restart_sshd line:259 5% Ih & ¥ /3 zhsshd
2025-03-18 08:48:20,400 [INFO] service_conf.py update_host_key_algorithms line:5758 5 Th E #t
SSHEHNZAEE

2025-03-18 08:49:00,442 [INFO] service_conf.py update_host_key_algorithms{T : 567 £H =&
7% : ecdsa-sha2-nistp256

2025-03-18 08:49:00,672 [INFO] service_conf.py restart_sshd line:2595% I E # /3 3 sshd
2025-03-18 08:49:00,674 [INFO] service_conf.py update_host_key_algorithms line:5752 5 h & &t
SSHEHNZREAE L
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rsa-sha2-256
rsa-sha2-512

B T AREIASSHD MACE4AE % 2
EZ - 28

«  hmac-sha1
* hmac-sha2-256
* hmac-sha2-512

B : BRIASSHDEHZEART AL ?



B4 : host-rsa
B R : BRIASSHENZREA R A ?
E%: et :

* rsa-sha2-256
* rsa-sha2-512
* ssh-rsa
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