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Posture Policy ([ET

Defina the Posture Policy by configuring rules based on operating system and/or other conditions. w
v
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CICD

Nov 30, 2024 10:55:55.910 PM -] o B4:96:91:26:EB:A1 sksarkan@vmiab.jocal Iabpsn01 Wired Lab Policy 56t 3> EAP_TLS Compiiant
Nov 30, 2024 10:55:55.822 PM -] o B4:06:91:26:EB:41 labpsno1 Compliant
Nov 30, 2024 10:55:08.085 PM B & Ba:96:91:26:E0:41 H sksarkar@vmiabdocal Iabpsn01 : Wired Lab Policy Set »»> EAP_TLS_NON_GO... Pending
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2024-11-30 22:55:08,485 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-8][[]] cisco.cpm.posture.runtime
2024-11-30 22:55:08,485 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-8][[]] cisco.cpm.posture.runtime
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2024-11-30 22:55:55,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]1] cisco.
2024-11-30 22:55:55,307 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]1] cisco.
2024-11-30 22:55:55,307 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]1] cisco.
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2024-11-30 22:55:55,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]1] cisco.
2024-11-30 22:55:55,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]1] cisco.
2024-11-30 22:55:54,306 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]1] cisco.
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Cache Last Known Posture Compliant Status

Last Known Posture Compliant State

Lays
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EEPHMRILE , AT ABALRZLIWMAHEA | ISERTEARZLINHRE,

2024-12-01 18:39:50,901 DEBUG [PolicyEngineEvaluationThread-3][[]] cisco.cpm
2024-12-01 18:39:50,901 DEBUG [PolicyEngineEvaluationThread-3][[]] cisco.cpm.
2024-12-01 18:39:50,901 DEBUG [PolicyEngineEvaluationThread-3][[]] cisco.cpm.
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2024-12-01 18:40:23,116 DEBUG [https-jsse-nio-10.127

2024-12-01 18:40:23,117 DEBUG [https-jsse-nio-10.127.
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Authorization Policy

Wired Lab Policy Set »> EAP_TLS

Wired Lab Policy Set =» EAP_TLS

Wired Lab Policy Set >> EAP_TLS_NON_C:
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AnyConnect VPN:
Ready to connect.

ISE Posture:

In grace period.
Network access allowed for limited
period.
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Time Status Datails Repeat Cou... EndpointID Identity Server Authorization Palicy Posture Status

~ Endpoint 1D Identity Server Authorization Policy Posture Status

Nov 30, 2024 11:29:25.424 PM ] o 0 Bd4:06:01:26:E6:A1 skearkar@vmlab.loca labpsnd Wired Lab Palicy Set »> EAP_TLS_NON_CO... NonCompliant
Haow 30, 2024 11:29:25.402 PM (-] a B4:96:51:26E8:A1 sksarkar@vmlab.loca labpsndi Wired Lab Palicy Set »» EAP_TLS_NON_CO... HaonCompliant
MNov 30, 2024 11:29:25.301 PM o B 05:91:26:EB:A1 labpsng1 NenCompliant
Nowv 30, 2024 11:27:21,642 PM a B4:96:01:26.E8:A1 sksarkar@vmlab.loca labpsnd1 Wired Lab Policy Set =» EAP_TLS Compilant
Nov 30, 2024 11:27:21.554 PM o B4:06:01:26:E8:A1 labpand1 Compliant
Mow 30, 2024 11:26:16.491 PM B a B4:96:91:26:E8:A1 sksarkar@vmlab.loca labpsndi Wired Lab Palicy Set »> EAP_TLS_NON_CO... Pending
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2024-11-30 23:26:16,482 DEBUG [PolicyEngineEvaluationThread-16][[]] cisco.cpm.posture.pip.PostureStatus
2024-11-30 23:26:16,482 DEBUG [PolicyEngineEvaluationThread-16][[]] cisco.cpm.posture.pip.PostureStatus
2024-11-30 23:26:16,483 DEBUG [PolicyEngineEvaluationThread-16][[]] cisco.cpm.posture.pip.PostureStatus
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Posture Lease

ﬂ' Ferform posture assessment every time a user connects to the network

Perform posture assessment every
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RADIUS Session Directory.,

finE|Administration > System > Settings > Light Data Distribution > Check



RADIUS Session Directory

Enable the RADIUS Session Directory (RSD) feature to store the user session information and replicate it across the

FSMNs in a deployment.

Enable RADIUS Session Directary

The RSD stores only the session attributes that are required for CoA.
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DEBUG [PolicyEngineEvaluationThread-11][[]] cisco.cpm.posture.pip.PostureStatus
WARN [PolicyEngineEvaluationThread-11][[]] cisco.cpm.posture.runtime.PostureMan
INFO [PolicyEngineEvaluationThread-11][[]] cisco.cpm.posture.pip.PostureStatusP

DEBUG [https-jsse-nio-10.127.197.170-8445-exec-5][[]] cisco.cpm.posture.runtime
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Time
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RADIUS Session Directory.,

RADIUS Session Directory

Authorizai

d Lab Poiley Set »» LAB_TLS_NOH_CO.

thon Policy

Posture Status

Posture Stasus

EJAdministration > System > Settings > Light Data Distribution > Uncheck

Enable the RADIUS Session Directory (RSD) feature to store the user session information and replicate it across the
PSNs in a deployment. The RSD stores only the session attributes that are required for CoA.

|:| Enable RADIUS Session Directory
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10,417 DEBUG [PolicyEngineEvaluationThread-9][[]] cisco.cpm.posture.pip.PostureStatusP
10,423 WARN [PolicyEngineEvaluationThread-9][[]] cisco.cpm.posture.runtime.PostureMana
10,423 INFO [PolicyEngineEvaluationThread-9][[]] cisco.cpm.posture.pip.PostureStatusPI

45,679 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime

45,682 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
45,682 DEBUG [https-jsse-nio-10.127.197.170-8445-exec-1][[]] cisco.cpm.posture.runtime
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2024-12-02 20:49:56,123 DEBUG [PoTlicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus
2024-12-02 20:49:56,123 DEBUG [PoTlicyEngineEvaluationThread-10][[]] cisco.cpm.posture.pip.PostureStatus
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https://tools.cisco.com/bugsearch/bug/CSCwk07454
https://tools.cisco.com/bugsearch/bug/CSCwi58421
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