ERAFMC 7.2. 4% X ISE 3.23t 17 & MR fE Bk
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EEEER.
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HEZISELABITE K
HEZFMCHHTE K.
R BEISEFIFMC 2 [8] By pxGridiE
I F.
FEFMC EiF,
FEISE LT,
B HEER
REMC
ISEREHERR
B [e) .
PxGrid i P& i R{EISE L REHE,
PxGrid ISEMF 45 T E &,
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AR A B 1 A Platform Exchange GridiE S 5 RS 5|25/ X IEEE R OERNTRE,
FoRFZ M
BERBWTHUTESR

- 5 HIR%EIZ (ISE)
. FARBEME

- FFREEEE(FMC)
« TLS/SSLiEH,

fE R A ¢
XN ERET AT REMBEARE :
- HBRS 3IB(ISE)ARA3.240 T3



« BPAEEEPOMAT.2.4

AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEBELE,

BREER.

AR A pxGrid R A28 B FMCHIISER IR 5 5

Cisco Firepowerg 2 O0(FMC)2 T —REKIEMARHERENERXT S , RUHEKREE, &
i 4 00 01 2544 W) 2 o

BREMRFSEIER—IMLENBRAR , BIRHSORIE, RNMITEAAA) LK 1S K AR
SFRHENLIRNZ LA,

Platform Exchange Grid(pxGrid) A i &1 SR B T A M & 2 A KR E B,
BEXMER , BANREZLER, RBRAUNETHEEEREMERIK,
PXGridERB2MEAE . EEANRABRRTEEEEETNISERATISIER,
MISE 3 1RAETFFIR |, FREpxGk BISEMRIDIEEE T pxgridhiik 4 2.

PxGrid28 15

TUHLAEZR A 58 —MRAR (pxGrid v1) 4F1E1E T8 @5 T show application status ise& Z|#VE A4 /8
EWEEPE R,

£ 2 F B ApxGridhERT | B4 E BlpxGrid TEE & FETRA

ise/admin# show application status ise
ISE PROCESS NAME PROCESS ID

Database Listener running

Database Server running 41 PROCESSES
Application Server running 6041
Profiler Database running 4533
AD Connector running 6447
M&T Session Database running 2363
M&T Log Collector running 6297
M&T Log Processor running 6324
Certificate Authority Service running 6263
pxGrid Infrastructure Service disabled

pxGrid Publisher Subscriber Service disabled

pxGrid Connection Manager disabled

pxGrid Controller disabled

Identity Mapping Service disabled




EHFERES | EHARE— N pxGrid T S pxGrid# 24 FEITIRA |, MEApxGrid T 24 F&
AIRES,

X LT SIS S pxGrid T REVRA , BRETHERXES
Hep | EEpxGrid T REFEAR , 5 —PpxGridT7 8 A HpxGrid RS .
BR , XRRREBEZB IR ENETE,

E—MRENpxgridE T Ay BEEEENELRSHPUXMPP)HHER , FER—HATHMEN
B E AR AR R,

pxGrid vVIEEFPHENETMOT :

- 2FEBX

o RIREE XM THE
« Trustsect ¥ iE

. KIRRIFINEE

- BENMEEZRE

« MDM_OfflineE &
-7/

+ SXP

PxGrid % 2.

AR B 2] 55 F PxGrid iR 452, It & EISEFWebSocketthil EE ARESTIR/E , NTELHIE
BWRPTRIGEINAE, RSN BME., HEMREMH,

FEURRAF | BT 4 FEEH S show application status iseiz {THIpxgridZh 5 S BT MR AS P I Ih
BEME,

BSFAARXEPISEMNRIEES , THRERLEWLAFIAEFpxGridZh e,

FEUERRA T | SR EE B R 5EF pxGrid T R M AT A pxGrid T o B AT S IR FHIE Lo
FERAE1H | RE—NM 2 pxGrid iy AT RGN EEIE T,

pxGrid V2EEFHENEFTMT .

- 2FEEF

« Radiusif{[&

. DREE

o REETRRR
« MDM
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» Trustsec

* TrustSecii &
* TrustSec SXP
o BURBFE,



ER F A M pxGridd 4.
PxGrid{2 4|25 (ISE): 4 = EE ApxCridi BA S 5 5,
B - ATABATEEBWIT RS BN L M ERSSE.
RhE  BERAIRAEZERNEF K,

AP EREEEENE iR,

LEEE R fo Y AR YEISEH Z YA

[
HEZISELLHITER

jilll

BERERANER (BRWmESEX ) , EFMCLEIZRN B XK,

%15 : F£Administration > System > DeploymentX &£/ | BEISET RUUEH LE1TpxGridA &,

EFRT R B A EEpxGrido

= Cisco ISI Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

- . Policy Service
~ Enable Session Services

Include Noda in Node Group

MNone hy

> Enable SXP Service

- . pxGrid

£ 2 E AISE pxGrid RS-
FSE2. B A EBpxGridiEN T KRG , EF SEZENAIE 7 imAER M Websockets VIR A

S MMEIEE> pxGrid RS> Websocket, FZi@Eid IPi#biE127.0.0.1 EZIE M ISERSHEF o



= Cisco ISt Adminisiration - pxGrid Services

uuuuuuu

3k BISE#Y N EBWebSocket,

% 3% X YEEAdministration > pxGrid Services > Settings , REEF B AFHWETFIEH
FY i = 3 35

LRSI R R R |, B2 , X TpxGridiE#E , BIUS ALt E%4E,
2E , BAFHESFMCHERRAF,
= Cisco |S] Administration - pxGrid Services

Summary Client Management Diagnostics Settings

Settings

| Automatically approve new ceriiicale-based accounts I
Allow password based account creation

NE T pxGridiEHH Ik~ /5 A B 31 F #t,

% 4 % . 7EAdministration > System > System Certificates 1 & & S &M B B pxGrid BhBEAE R B9
E$

BUERENAAETNTRPEAE—pxGridiEF , LU+ HE —RIEHMRAE(CA) XS
EmsP , RIVMEAERNAIBISELES, N TURARBISE , EARHF , RCAX K FTPANT

/AN O



Primary Admin Node Remaining nodes of ISE

F 3

Services Root CA Services Node CA

F 1 &
services Node CA Endpoint Sub CA
F F
Endpoint Sub CA Pxgrid Certificate

Fxgnd Certificate

LBISELAERIERE,



AR BXRISELAERMERHNABEHNEMES |, HSH T BISERN B RNRS .



https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html

= Cisco ISE Administration - System

Deployment Licensing Certificates Logaging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
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Certificate Hierarchy
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Firewal Management Center o ey aiis  Possss  Owioss  Comens  bispien vy 0, @ B @ admine

CANTENE SMTNG  Via NTP [based on Sytern Conbguration Tame Symctronation] Mnatna
Correrd Thme  2023-08-26 1508 A
5
NTP Server Bianm batherbeaton  ORwel Last Ugsate
BergUesd s D OOO(mmpeconay)  43{seconds]
72303888 Liskrcmnm e |
B BB.ITEII5  Lnknown o 0 000Mseconas)  -seconds]

RIFFMCREBA F&EHIRAS.
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mportExport
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HIP Server I — Action
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[Errp—— a asw

FMC LHIEtEIE .

Step 2. §fiE System > Configuration > BIE#E O >HEEE HRIFES £ DNS RS FE 2
& BMH DNSIRSESIP,



FMC L HIDNSEE,

HER3HINEE TFMCEN B,

S ZE System > Configuration > Management Interface > Shared Settings }#iA 8 FERE
EFMCEAHA,

ST BAFE S ANER S b — S IRE B S5 R
R BISEFFMC 2 8 B9 pxGridiE 1.

LB S B B Administration > pxGrid Services > Client Management > Certificates.

FEE—NMEIAH |, 1% want to Generate a single certificate(without a certificate signing
request),

f£Common Name(CN)Z8% , # AISEEM K IEBEIFMCHFQDN,
RAHA,
f£Subject Alternative Name(SAN)EB 4% , I A EiEEANFMCHFQDNHIP# it

£ Certificate Download Format#yJEEEB , M T h 3 & Ak F & W Certificate in Privacy Enhanced
Electronic Mail(PEM)# =,

# APKCSS PEM#& R, ( SIEIE+H4E )
BREEFMCHER L ZEA | FIEH R i A HFZ6#E 510,
WAL |, AAE%ECreates



= Cisco IS Administration - prGrid Servicos

Semmary Client Management Dlagnostics Settings
Py o
Certificates
—
Genarate padsid Camifcates
e
n
5
General gl ilicate (withou_v»
.
e

-
= o Bl [SA

FODN W BpEImeO]_lab sspisec. mex
< M o Mams [5A

P address v 1044551

pXGridilE $5 4 B R Bl

S22 [zipXH T HBENITEN . BERXH , ABRANENHERFEUAT S

~

MName ~  Date modified Type Size

Tl CertificateServicesEndpointSubCA-ssptise1_ 21/08/2023 04:55 Security Certificate 3KE
Sl CertificateServicesModeCA-ssptisel]_ 21/08/2023 04:55 Security Certificate 2 KB
Sl CertificateServicesRootCA-ssptisel1_ 21/08/2023 04:55 Security Certificate 2 KB
Sl sspt_fmc01_lab.ssptsec.mex_sspt_fmc01_lab.ssptsec.mex 21/08/2023 04:55 Security Certificate 2 KB
|| sspt_fmc01_lab.ssptsec.mex_sspt_fmc01_lab.ssptsec.mex.key 21/08/2023 04:55 KEY File 2 KB

ISE4 B I PXGridilE$ o

3%  EFMCH , S FFE & Objects > Objects Management > PKI > Internal Certs,

1%3$FAdd Internal Certik I,

Furc\-.allMa.l]lagcmcn.l Center Ovarview Anatysis Policis Devices Objects Iniegration Deploy O, @ & @ adminv |

Internal Certs 2 Filter

iternal CortifCate obpct represonts a senver public ey CetACalo belongng Lo YoUr Organization You can use internal corthcate otyects and groups n S5L nules, ISENSE-PIC connecton and captve portal configuration




FFFMCIEB RN N EFIES

SBWANEFMC LS BHIEB BB

f Certificate Data 73 3% ¥ I MISE R FMCBIZHIIE$,

BT REN. keyWIXHUEET —NFER,
EIREncryptediZ I , H i ABTEISE LRI B E AN RE,
RIFEE.

Add Known Internal Certificate

Namne:
paGrid_FMC

Certificate Data or, choose a file: l Browse

Key or, choose a file: [ Browse.. |

Encrypied, and the password is: I sasessns o

5 HISEA B HIFMCIEF.

oy Firev .wallh:'larlllage[nent Center Overview  Analyss  Polcies  Devices  Objects  Infegration Deply © € £ @ admin~
Internal Certs
intesnal cestibcate object represents a server public key certificate belonging to your organization. You can use intermal cestcate cbjects and groups in SSL rules, ISETSE-PIC ian and captive portal
Hame Vabua
i PR Nl FReT_lah it mi

FMCiE+,

S5 S M EIE & Objects > Objects Management > PKI > Trusted CAs,

%32 Add Trusted CAs,

Wik SECURE
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FFISE rootCAMR I ZAEEIES,

HER6. a8 AR UM AN,

58 % MISE XX T AV ISE rootCA,
REFEE,

Import Trusted Certricate Authonty
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BE_rooitA

Corhcae Data or, croom ate. (o

b=~ BEGIN CERTIFICATE- =~
[

5 HISE rootCA.

FSR7. S EX #lIntegration > Other Integrations > Identity Sources.

£ Service TypeHiE#F | MRS 512,

]A KR ET KA pxGrid 17 KAV IPH# it S FQDN,

N BIpxGrid T RES I,

M T HL 8 %2 ISEH pxGrid Client Certificate&B 44 A Y pxGridiE$ |

TEMNT Server CAFpxGrid Server CAE % |, iR 1E £ — 55 HHISE rootCA,
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=1, Firewall Management Center

Oweview  Anaiysis  Policies  Deviess

Oijects Inipgraticn Dopley O @ & @ admine | b secue

Cloud Servicss  Mosims Waly Sorcd  HIgh AvElBEty  sSUBSWr WOl AGULCHGAE Smaet Softwans Manages On-Prem

Sanvice Type

None & identity Servces Engine

Primary Host NamaiP Adcross®
10.4.40.41

PfGrid Chent Corheate®
pind_FMC +

ISE Matwerk Fites

Subsciive To
B Sewsion Dweescry Topic
B SXP Tegic

Test |

EFMCHYFISERE H & 7R,

WLE.

EFMC L383E,

Secondary Host Name/IP Addeess

Yous have unsarved changes | Cancel |

e Serves CA*
ESE_rootCA +

ERESR  SMEKBC-HMER>FBR>FHBRSEIE  RAEREFEE. &N K pxGridgE iz

HiRE.

PxGridi@1E K-

Primary host:

I15E connection status:

Primary host: Success
Secondary host: Success

~ Additional Logs

Primary host:

[INFO]: PXGrid 2 is enabled

[INFO): pugrid 2.0: account activate succeeded
[INFO]; Successtul connection to

s5ptise0Z. ssptsec mex 5910

[INFO]:
[INFO]:
[INFO]:
[INFO]:
[INFO]:
[INFO]:

PXGrid v2 is enabled

pxgrid 2.0: account activate succeeded

Successful connection to ssptise02.ssptsec.mex:8910

Successful connection to ssptise0l.ssptsec.mex:8910

These ISE Services are up: SessionDirectory, SXP, EndpointProfile, SecurityGroups, AdaptiveNetw
AT11 requested ISE Services are online.



Secondary host:

[INFO]: PXGrid v2 is enabled

[INFO]: pxgrid 2.0: account activate succeeded

[INFO]: Successful connection to ssptise02.ssptsec.mex:8910

[INFO]: Successful connection to ssptise0l.ssptsec.mex:8910

[INFO]: These ISE Services are up: SessionDirectory, SXP, EndpointProfile, SecurityGroups, AdaptiveNetw
[INFO]: A1l requested ISE Services are online.

EISE LT,

HFMC pxGridE P im R ThE K EIISERT , & RF1EZF (IR Administration > pxGrid Services >
Client Management > Clients3#) @& & AfmcEFim , B BA.

= Cisco Administration - pxGrid Senacos

Cliant Managomant

Clients

putGrid Clents

PxGrid&Fima AH B .



AR BIRBt-fmc" T KB pxGrid & P i 2 8 FMC H 89 U i 341 62 A Y &2 7 Ui

B, MRS EFFEEAdministration > pxGrid Services > Diagnostics > WebSocket , REE&
& 3iE$Es E FMC,

EEEAFMCHIERT , STAKL, AF , CLFIZIEARYRE , MTHAHR :

WebSocket

-------




ET—MNET+FF NS 24 % Topics, B AL BIFFMCH P 2R EISEX F M pxGrid &,

i, B—ANEBEEPNRLAMER HA & ATUEIRAFMC TTRMEZRAERNES 2 SGT H
ISEX o

WebSocket

B pxGrid AP E&,

1#£ 3% 2 Administration > pxGrid Services > Diagnostics > Log, EEZE# & RpxGridi@ {5+ H“Mx
"(NTEBRAMENTR ).

XEHRHREERBRER.

Live Log

PxGrids5 8t B &,

HUEHERR

HEBRFMCH# B

FIAFMCEEB IR N A HETE S EN A MISET o
flan -

<ttroot>

> expert
admin@sspt_fmc0l_lab:~$ ping sspt_fmc0l_Tlab

PING sspt_fmcOl_Tab (10.4.49.51) 56(84) bytes of data.



64 bytes from sspt_fmcO0l_Tab (10.4.49.51): icmp_seq=1 tt1=64
64 bytes from sspt_fmcO0l_Tlab (10.4.49.51): icmp_seq=2 tt1=64
64 bytes from sspt_fmcO0l_Tlab (10.4.49.51): icmp_seq=3 tt1=64

AC
--- sspt_fmcOl_Tab ping statistics ---

3 packets transmitted, 3 received,

0% packet Toss, time 27ms

admin@sspt_fmc0l_lab:~$ ping ssptiseOl

PING ssptiseOl.ssptsec.mex (10.4.49.41) 56(84) bytes of data.
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seqg=1
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seq=2
64 bytes from ssptiseOl.ssptsec.mex (10.4.49.41): icmp_seq=3

AC
--- ssptise0l.ssptsec.mex ping statistics ---

3 packets transmitted, 3 received,

0% packet Toss, time 82ms

rtt min/avg/max/mdev = 0.586/0.658/0.743/0.068 ms
admin@sspt_fmc0l_Tab:~$

admin@sspt_fmc0l_lab:~$ ping ssptise02

PING ssptise02.ssptsec.mex (10.4.49.42) 56(84) bytes of data.
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seqg=1
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=2
64 bytes from ssptise02.ssptsec.mex (10.4.49.42): icmp_seq=3

AC
--- ssptise02.ssptsec.mex ping statistics ---

3 packets transmitted, 3 received

, 0% packet loss, time 45ms
rtt min/avg/max/mdev = 0.588/0.608/0.628/0.025 ms

HR ADIEREE R H EHEZEIT

<#froot>
>

expert

sudo suadmin@sspt_fmc0l_lab:~$

sudo su

root@sspt_fmc0l_lab:/Volume/home/admin#

pmool status | grep ad

adi (normal) - Running 7911

time=0.029 ms
time=0.071 ms
time=0.055 ms

tt1=64 time=0.586 ms
tt1=64 time=0.646 ms
tt1=64 time=0.743 ms

tt1=64 time=0.588 ms
tt1=64 time=0.609 ms
tt1=64 time=0.628 ms



E¥RMFMCEIISERIESS port TCPP 8910721, Kk BFMC CLI EA1A LA BLE a tcpudump BIESZ
B, ATEIAXEBEE,

<ffroot>

>

expert

sudo suadmin@sspt_fmc0l_lab:~$

sudo su

root@sspt_fmc0l_lab:/Volume/home/admin#

tcpdunp -i any tcp and port 8910

22:34:08.415370 IP
sspt_fncOl1l_| ab. 46248 > ssptise0l. ssptsec. nex. 8910

: Flags [S], seq 3033526171, win 29200, options [mss 1460,sackOK,TS val 2701166399 ecr 0,nop,wscale 7],
22:34:08.415840 1IP

ssptise0l. ssptsec. nex. 8910 > sspt_fnc0l_| ab. 46248

: Flags [S.], seq 3024877968, ack 3033526172, win 28960, options [mss 1460,sackOK,TS val 2268665064 ecr
22:34:08.415894 1P

sspt_fncOl_| ab. 46248 > ssptiseOl. ssptsec. nex. 8910

: Flags [.], ack 1, win 229, options [nop,nop,TS val 2701166400 ecr 2268665064], length 0O
[...]

ISEMPEHERR
i 08910 LWEE BT ESE,

X 2 pxGrid® F i fE A w0 B F5pxGrid W 2 fMnTH R BEUMETHEER.
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#show ports | include 8910
tcp: (output omitted), :::8910,

FEISE LB 2500 i 7] A F12 BipxGrid SR HEHY B AR TS
IX L A] 7£ 3E 2 Fh # B Administration > pxGrid Services > Diagnostics > Testo

L E2 R RN A EISERZBHAT.
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Dvagnostics Satting

Tests

Health Monitoring Test

o paGrid Databasas

Synchronization Tast
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Health Monitoring Test

[INFQ] i

[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]

peGrid Databases
Synchronization Test

** pxGrid Session Directory Test *¥¥%%*%
Starting Connection Test
pxGrid Node: ssptise0l.ssptsec.mex
wsPubsubServiceName=com.cisco.ise.pubsub
sessionTopic=/topic/com.cisco.ise.session
sessionRestBaseUrl=https://ssptise0l.ssptsec.mex:8910/pxgrid/mnt/sd
wsUrl=wss://ssptise02.ssptsec.mex:8910/pxgrid/ise/pubsub

Connection Test Completed
Starting Download Test
Downloading sessions since 2023-08-21T17:03:15.273-06:00
Response status=200

Number of sessions read: 0
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[INFO] ------========——= Download Test Completed -------------————-
[INFO] ------========——= Starting Subscribe Test --------------—--—-—-
[INFO] STOMP CONNECT host=ssptise02.ssptsec.mex

[INFO] STOMP SUBSCRIBE topic=/topic/com.cisco.ise.session

[INFO] STOMP CONNECTED version=1.2

[INFO] A total of 0 notifications were received.

[INFO] STOMP RECEIPT id=77

[INFO] ------========——= Subscribe Test Completed ------------————-—-
[INFQ] ###s¥kxi® pxGrid Session Directory Test Complete ¥##ikkkix

PxGridBiBER TN EZRERS 8 BIEFEFHPANRpXGrd T RZBIERBEERED,
Hit , K% pxGridAFPWEER HH.
IR R AN EFTHER,

= Cisco ISE Administration - pxGrid Services
Summary Clignt Managameant Diagnostics Settings
= Tests
Health Monitoring Test o pxGrid Databases o
Synchronization Test
=i s T

PxGrid 84z & R 2 1=

MERHY B ERIREG LR

ssptise0l.ssptsec.mex : In Sync
ssptise02.ssptsec.mex : In Sync

Primary PAN : ssptiseQl.ssptsec.mex
pxGrid Nodes : ssptiseOl.ssptsec.mex ssptise02.ssptsec.mex

WEEHIRETE MIE @ EFMCT KB pXGrid T Ko

EMEFE Operations > Troubleshoot > Diagnostic Tools > TCP Dump,

EFR & B Add (A0 ) FEVIEER.




= Cisco I5E

Downigad Logs  Debug Wizard

Diagnostic Tools

TCP Dump

ma TCP

Matwork istertace Filter File Nama Reponito_.

FEISE L& s B E 2R

EERHIRSH.
£ ENA , EFREFMCHIEZEM EpxGrid T Ko
SRS LRE &% ip host <FMC IP>

NERGE RE #E B RiF HE1T

= Cisco ISE

Download Logs Debug Wizard

Diagnostic Toals

P sspused) ssprssc mex

Ganeral Tosls

RADIUS Asthentication Traubl

Edit TCP Dump

Mot Name*
ssptise0]

NoTWOrE Intertace*
Bussion Trece Tests GigabitEthernet 0 [Up, Running]

Trusties Tools
Faer

ip host 10.4.49.51

4
E.g: ip host 10.77.122.123 and not
10.077.122.119
File Name
taccap
Repasmony
MNone
File Sire
10
Mb
Limn
1
File(s)
Tima Lamit
5
Minute(s)

[ Promescuces Mode

BESHIREERA.

Add TCP Dump packet for montoring ¢ & network interface and troutleshoot problems on the network as they appear

.....

Operations - Troubleshoot

HE—BEAH , HFFMCREH ER>EMER>F 17 KT, NIABE L pxGridiBE 5ISEAEE,
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= Cisco I5E Operations - Troubleshoot a & @

Dingnaatic Took Dewnload Logs Dabisg Wissrd

Ganaral Tosis =

(RSP TCP Dump

Exgcut Meswark: Davice Com. T TCP Dumg utlity page is 10 momitor the contents of Packets on 5 NOBWOM: EAeMBCe Bnd HoEElEshoct Probiems on Bho NOtWOrk &3 Ehiy SOpear

Evabeant Configuration Visdat

S - [ | i | B o | 0 towminows
Aguatigid Pasthure Troublédba
& A - E Finer

EnciPoint Debog

TGP Dume B Host Mame Natwark Intorface Fibtar Flle Namo Roposhtory  Flle S..  Numborof.. Time Uimit  Promiscuous M. Status

Sawsion Trace Tasts

B motsed ] sspteed mex CigutarErrarmat 0 [Up. R 0 host 10.8.49.51 gD w 1 5 fetse RURANG.
Trusahec Taces >
s .
= <
F1EISE L BIE IR,

N> HIF DM, WARERTRAESEN THEEENBER

B RIRA T B DT, B £RA SEN TEEZNHER,
18.4.49.51 TEP 66 47508 + 8918 [ACK] Seqel Ackel Wine29312 Lén=d TSvale2738457627 TSecr=2385956319
18.4.43.51 TLSv1.2 389 Client Hella
18.4.49.41 TCR 66 8918 = 47508 [ACK] Seq=1 Ack=324 Wi Len=3 TSval 19 TSecre2: 7627
18.4.49.41 Tce 7306 8910 - 47588 [ACK] Seq=l Ack=324 Win=300BD Len=7240 TSval-2305056341 TSecr=-2738457627 [TCP segment of a resssesbled POU]
18.4.49.41 TLivi.2 462 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
18.4.49.51 TER 66 47508 + 8918 [ACK] Seqe324 Ack=T637 WineddS4s Len=d TSvale2738457650 TSecr=2305956341
18.4.49.51 TLSvi.2 1783 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
10.4.49.41 Tcp 66 5910 = 47568 [ACK] Seqe7637 Ack=2041 Win=33536 Len=@ TSval=2305956345 TSecr=2738457653
10.4.49.41 TLSv1.2 72 Chamge Cipher Spec
18.4.43.41 TLdvi.2 111 Encrypted Handshake Message
18.4.49.51 1a. .41 TCP 66 47508 = 8918 [ACK] Seqe=2841 Ack=7588 Win=44544 Len=@ TSval=2736457658 TSecr=2305956349
18.4.49.51 18.4,49.41 Tisvi.2 99 Application Data

10.4.49.51 Tcp 66 8918 = 47508 [ACK] Sequ7688 Ack=2074 Win=33536 Lensd TSval=2385956391 TSecr=273B457658
TLSv1.2 615 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Application Data

TP 66 8910 = 47588 [ACK] 5eq=7685 Ack=2623 Win=36450 Len=® T5val=2385956391 TSecr=2738457699
TLSv1.2 515 Application Duta
TLSv1.2 188 Application Data
TR 66 47508 = §518 [ACK] Seqe2623 Ack=B171 Win=47488 Len=d TSval=2738457708 TSecr=2305556409

18.4.49.41 18.4.49.51 TLSV1.2 97 Encrypted Alert

ISEFIFMC Z /6] 89 PxGridi {5 .
o, FEISEL |, BRLKRE Spx < F I MG,
X ¥ F 8 Operations > Troubleshoot > Debug Wizard > Debug B EE &,

ERESHOXNRISET R , R HiE.

= Cisco ISE Operations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Log Configuration N Od e L i St

& Reset to Default

Node Name ~  Replication Role
o ssptised PRIMARY
(@] ssplise02 SECONDARY

EREEISELFIRMT Ao
TRE RWAMHHER BERBIE DEBUG the pxgrid A # F #E& 247,
Rz BE.



= Cisco ISE Operations - Troublashoot
Diagnostic Tools Download Logs ﬂ¢hug Wizard

Cistug Profite Configurat
ssptised ] sagisec mex
Dabay Log Configuration

Debug Level Configuration

Campanent Nama Lag Lowval Dascription Lag fila Masmsa

Pl

pGrid Cloud NFD pGrid Chosd messages pEcloud D

padirid Direct NIFQ pxGaid Direct backend and Ul log messages jse-prgriddirect log, prgriddirect log

FFpxGrid4R ¢ B kN Wit Bl

BEUNEDNNITRH , RIF HE 9 Epxgrid-server.logXXHFFIREN AL, HEtEE EALTE
ISET R EEFUTHAHITHEEDER

#show logging application | include pxgrid
ise-pxgriddirect.log
pxgrid/pxgrid-server.log
pxgrid/pxgrid-test.log
pxgrid/pxgrid_dbsync_summary.log
pxgrid/pxgrid_internal_dbsync_summary.log
pxgriddirect.log
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https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8
https://www.youtube.com/watch?v=E3USz8B76c8

Status

ISE connection status.

Primary host: Failure
Secondary host: Failure

« Additional Logs

[INFOJ: PXGrid v2 is enabled

[ERROR]: Performing request failed with a timeout.
[ERROR]: Failed to contact pxGrid node at
“10.4.19.42": Request falled with a timeout.

FMC pxGridiE$# 5% M.

Primary host:

[INFO]: PXGrid v2 is enabled
[ERROR]: pxgrid 2.0: failed account activation. accountState=PENDING
[ERROR]: Failed to contact pxGrid node at '10.4.49.41': pxgrid2.0: Could not activate account

Secondary host:
[INFO]: PXGrid v2 is enabled

[ERROR]: Performing request failed with a timeout.
[ERROR]: Failed to contact pxGrid node at '10.4.19.42': Request failed with a timeout.

FISEL , EEEE & Administration > PxGrid Services > Client Management > ClientsF B 1T R
, ZITHRRpxGridE FPiw(FMC) EEEFH 1,

% ApproveiZtll , BIAT —MEAPNERE , REBRXZHERK.
XIRERARI .
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Summary Clhert Managerment (Hagrosbcs Settrgs
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L Clients
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Chonts mu rogisin and recohe SCEou 3pProval B UBE FRGHd Berces i Cisco I, Chents s the prGrid Chent
Trtaen Liwary through the pulnd SOK 10 fegsler b slests CHE0 FE suppons Both sl and manusl reguastions
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B teme Description Chent trows Status

FMCE 7~ kb TR EIRAS

®

Information

Approve client(s)?

Are you sure you want to approve the selected client(s)?

Coneel

HiApxGrid % F i iyt
BEE, MRESAETIEBNpxGridEFixH Bah &t
HEEAEL E—TIHNEFiG , RN TRES HILER.

Error

Automatic approval can not be enabled when an existing client is in Pending state

oK

5 YtpxGridE = B3 0 4%,
PxGrid ISEEF £ incomplete.

EZEF | WRSMEIZFEAdministration > System > Certificate , {EkF pxgridiE $ Hik#
Viewi£IT |

MREBARE , TESHAXERXEIR.

€& Certificate trust chain is incomplete
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B3X| ¥ 2 3 & Administration > System > Certificates > Certificate Management > Certificate

Signing Request(CSR) A &% Z %4

= Cisco ISE
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e Certificate Signing Requests
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FEISEE£FKCSR,
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Eoaes i g Mgt Certificate Signing Request
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ISE Cortificate Autbarity Cortificates:

REEHEEER
EREIMPHAET SPERIEBHE,

A, ISEERT—MNEA.

Baplacs [SE Rsot CA Camficats ehals



Thoee: well Bo sormo dedry i gomoraong sl showang sormi e
Paaia releeah the cabila # conificaen o0 aor show wp

FINE BB £ B

HIApXGRIDIEBEFEEE TR B EFET BF ERFIEBH,

.

PxGrid BRIFF £ A B T

BHEMRICIBEE AR . jA3.2 , EY . BRpxGrid,
BENEORESIERERRE . A3.2 , B : Cisco ISEizOSZE

BB S|ZCLIZZEE 2.4



https://developer.cisco.com/docs/pxgrid/#!what-is-pxgrid
https://developer.cisco.com/docs/pxgrid/#!what-is-pxgrid
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/admin_guide/b_ise_admin_3_2/b_ISE_admin_32_pxgrid.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_7.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/cli_guide/b_ise_CLIReferenceGuide_24/b_ise_CLIReferenceGuide_24_chapter_00.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/cli_guide/b_ise_CLIReferenceGuide_24/b_ise_CLIReferenceGuide_24_chapter_00.html
https://www.cisco.com/c/en/us/td/docs/security/ise/2-4/cli_guide/b_ise_CLIReferenceGuide_24/b_ise_CLIReferenceGuide_24_chapter_00.html
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