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ISE L TACACS+ELE
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%1% B WS EREISERTAALETACACS S HRITMERMEL , UELBEEHHE

STRPSNFREREEFRBEERFSHIINEE , X K EAdministration > System >
Deployment , i£RISEHITTACACS+I T R , RBERIRHARE,

= Clsco ISE Adminisiration - System a @ @ &

Deployment Licensing Cenificates Logging Malntenance Upgrade Health Checks Backup & Restone Admin Access Settings
Deptoyment Deployment Nodes
. Deplayrent :
PAN Fallover
(] HOSIName ~  Parsonas Rotais) Services Mode STatus
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= Cisco ISE Administration - System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Sattings

Othar Monitoring Node

Dedicated MnT

~ Policy Service

~ Enable Session Services

Include Node in Node Group

»  Enable SXP Service

> puGrid

et D

#3335, BENISERETACACSHENR RS BH M &1 A RE(NAD) , S EI3 % Administration >
Network Resources > Network Devices , R /FixF iR +Add,

Administration - Network Resources

= Cisco ISE
Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers External MDM

Network Devices Netwerk Device Groups

Network Devices

Network Devices

K SRR
Description

Profile Name Locatlon Type

Default Device

Device Security Settings

O Name .~ IP/Mask

No data avallable
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= Cisco ISE

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

usCM

Network Devices

USCM

Description

1P Address P 10.31.123.9 ! 32 @

H P Addess 10.31.123.8 ! @

Daovice Profile 2% Gisco

Model Name

Saoftwars Version -
Network Device Group

Location Al Locations v Set To Default

IPSEG No v Set To Default

Davice Type AN Device Types R Sat To Default

| =~ RADIUS Authentication Settings

RADIUS Server Sequences

Administration - Natwork Resources

HAC Managers External MDM pxGrid Direct Connectors Location Services

< TACACS Authentication Settings

Shared Secrat e Shaw Retire

(] Enable Single Gonnect Mode

© Legocy Cisco Device
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MEEERRENEERSHERIEZ
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FISE LB EJE MMM

F15 . BIERTACACS+ELE X # , SMEIF £ Work Centers > Device Administration > Policy
Elements > Results > TACACS Profiles , fAfG1%£FAdd

= Cisco ISE

Overdew Identities User Idantity Groups Ext |d Sources Metwork Resounces Policy Elements
b= * TACACS Profiles
Network Conditions ¥

Hama Type Description

Default Shell Profile She Dutasit Shell Profile

‘Work Centers - Device Administration

Device Admin Policy Sets Raports Sattings

$£2, FEoH | FHEHEBEE MY , H7ECustom AttributesZB o F |, iRIFAId , REBIE—
MNMEHEMANDATORYWE 4 |, N E @R Hcisco-av-pair , EEFIEZFE—NTHFUCSMH BEHE
AZEEERNshelBR |, EARGGD  eEAABadmin,, FEEENRAZTER

shell:roles="admin" , M T~F7R ,



= Cisco ISE Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Reports Settings
Name
Gonditions 4 UCSM PROFILE ADMIN
Network Conditions *>
Results - Descriplion

Allowed Protocels

TACACS Command Sets v
TACACS Profiles
Task Attribute View Raw View
—
Common Tasks
Comman Task Type Shell ~
O Default Privilage ~ (Select Qe 15)
Ol Maximum Privilage v (Setect O to 15)
Ol Access Contral List »
O Auto Command w
T Mo Escape «  (Select true or false)
Ol Timeout i ) Minutes (0-9999)
Ol 1die Time v Minutes (0-9999)
Custom Attributes
Add Trash
0 Type Name Value
O MANDATORY cisco-av-pair shell:rales=" admin® 2

cancal “

ER—FKESP , MREHNTACACSEE X HiEFERaw View , W A LUK IF BT ISE & 1A K& M A M8 B2
BB,

= Cisco ISE Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Metwork Resources Policy Elements Device Admin Policy Sets Reports Settings

TACACS Profilas » UCSM PROFILE ADMIN

Conditions >
TACACS Profile
Natwork Conditions >
Name
Results ~ UCSM PROFILE ADMIN
Allowad Protocols
TACACS Command Sats
Description
TACACS Profiles I
A
Task Attribute View Raw View

Profile Attributes

cisco-av-pair=shell:roles=" admin®

Cancel
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B3F. BRHREERE,

4% . 812 FUCSMHIDevice Admin Policy Set , Sfin¥ ¥ Work Centers > Device
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5185 1E [6] Create TACACS+ Provider S A HI ASE XS E S,

« EHostname=ZE/d , @ ATACACS+REE8EMIIPHEIE R EN B,
« EOrder=ZEm | Cisco UCSTER IRt A X A P # 1T & AR IEA I F .

AN TIM6ZANELY , FEMATARKPHR0 (F) (WREFLCisco UCSRIEILL
Cisco UCSEAIFEXWEMBHREIE T — N AHITE ).

« HEKeyFERH , ABIEERNSSLINBE R,

« fEConfirm KeyFE&H , HIHIAB W EEWSSLINZE R4,
« TEPort=FE&H |, Cisco UCSETACACS+EIERE ( s 0498 TAI% O ) BEMIK O,

« ETimeoutFERH , REEBI 2B Z AR RTACACS+HIREFTIL RAVATHE ( AR N8
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Create TACACS+ Provider

Hostname/FODN (or IP Address) :

Order :
Key

Confirm Key

Fort

Timeout

HIR6EFHEE,

EE  MREAEHBEMAZIPHbiE | M AHFECisco UCS Managerd B EDNS RS &5 o

BIEZTACAC+HREEFA

BRI B Navigation & |, IEFBIE T AdminT o

FHIR2 kD AdminT £, BFFAI> User Management > TACACS+o
STIEBwWorkiEF | EFEiE D cenera T,

L4 TEXActionstF A, 1% Create TACACS+ Provider iR Group,
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5855  EEIRTACACS+RHEEFAXEES , MAFRNER.

- EEMFERD , MALANHE—F,
« FETACACS+ Providers®kH , B BT EEHPNEHER,
o EERE>>IRANEMEFANEISENREERFEK.

Create TACACS+ Provider Group

I MName : TACACSGr I

TACACS+ Providers

Hostname Order

10.31.123.57 Mo data available

HIR6.IEFEWE,



B 5 BRI

HIR1AE B Navigationf&H | R IE T Admin R,

HRR2 FEEDFAdmin k£, BFF All > User Management > Authentication
ST EBWorkIEF | EFRE D Genera o
HPRA T XactionstHl ', 1%E$¥createa Domain.

L Rl Provicer Giod Wt S Rifrih Paviad

Wy S en T

e e

S IR5.1ECreate DomainFiiFES , WABERNWEE,

- EEMFERD , AN B,
« fERealm™ , #%&#ETacacsitUl,

* MProvider Group FHRIFIZRA |, EF LB QIZHTACACSHEMRRFAH , AFEFEOK

Create a Domain

MName I TACACS
Web Session Refresh Period (sec) @ | 600

Web Session Timeout (sec) : 7200

Realm : | " Local ()

Provider Group .

Two Factor Authentication : D
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UCSM ERE LTACACS+[a] &

- BHRBRRNFFELER
. i A4EIR.
- BT ARBRAREAN , TEERHEEES.
« FSMA=Z100%.
IIFUCSM TACACS+ELE :
BXFRRUCSMEXEREERE , BRRSV(FSMBVRTE RN 100% T K.

MUCSM@ T RIER B

<ffroot>
UCS-A#

scope security

UCS-A /security #

scope tacacs

UCS-A /security/tacacs #

show confi guration

UCS-AS-MXC-P25-02-A# scope security
UCS-AS-MXC-P25-82-A /security # scope tacacs
UCS-AS-MXC-P25-82-A /security/tacacs # show configuration
scope tacacs
enter auth-server-group TACACSGr
enter server-ref 10.31.123.57

set order 1
exit

exit

enter server 10.31.123.57
set order 1
set port 49
set timeout 5
set key

exit

set timeout 5

exit

<tfroot>

UCS-A /security/tacacs #



show fsm st at us

[UCS-AS-MXC-P25-02-A /security/tacacs # show fsm status

FSM 1:
Status: Nop

Previous Status: Update Ep Success
Timestamp: 2023-06-24T20:54:085.021
Try: @

Progress (%): 100

Current Task:

MNXOSHK:iFTacacsE & :

<#froot>
UCS-A#

connect nxos

UCS-A(nx-0s)#

show t acacs- server

UCS-A(nx-0s)#

show t acacs-server groups



UCS5-AS-MXC-P25-82-A# connect nxos

Cisco Nexus Operating System (NX-05) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certaim works contained im this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitmess for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) version 2.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http:/fopensource.orgflicenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
UCS—AS-MXC—-P25—-82-A(nx—os)# show tacacs—server

timeout value:5

deadtime value:@

source interface:any available

Global Test Username:test

Global Test Password:sekicksksk®

total number of servers:1

following TACACS+ servers are configured:
18.31.123.57:
available on port:&49
TACACS+ shared secret:sseskskkskskk
timeout:5
UCS—AS-MXC-P25-82-A(nx—os)# show tacacs—server groups
total number of groups:2

following TACACS+ server groups are configured:

group tacacs:
gserver 18.31.123.57 on port 49
deadtime is @
vef is management

group TACACSGr:
gserver 18.31.123.57 on port 49
deadtime is @
vef is management

E N>k ENX-OSH H A IE |, F 6 Atet anafin © ( UEATNXOS ) o

WIFRSARELE

<#root>
UCS-A(nx-0s)#
test aaa server tacacs+

<TACACS+-server-IP-address or FQDN> <username> <password>



UCS5—-AS-MXC—-P25-82—-A# connect nxos

Cisco Nexus Operating system (NA—-US) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco andfor its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licemses, such as open source. This software is provided "as is," amd unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitmess for a particular purpose.
Certain components of this software are licemsed under

the GNU General Public License (GPL) version 2.8 or

GNU General Public License (GPL) version 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/nld-licenzes/lihrarv. tut.
UCS—AS-MXC—-P26—@2-A(nx—os)# test aasa server tacacs+ 18.31.123.57 operator Cisc@l123

UCSM® #

AR MR E

<tfroot>

UCS-A#

connect | ocal - mgnt

UCS-A(local-mgmt)#
pi ng

<TACACS+-server-IP-address or FQDN>

UCS—AS-MXC—P25-82—-A# connect local-mgmt

pCisco Mexus Operating System (NX—-05) Software

TAC support: http://www.cisco.com/tac

Copyright (ec) 2889, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained im this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public Licemse (GPL) versiom 2.8 or the GNU
Lesser General Public License (LGPL) Versiom 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://www.opensource.org/licenses/lgpl-2.1.php

UCS—AS-MXC-P25—02-A(local-mgmt)# pina 1€.31.123.57

PING 18.31.123.57 (18.31.123.57) from 18.31.123.B : 6&6(B4) bytes of data.
64 bytes from 18.31.123.57: icmp_seq=1 ttl=64 time=8.347 ms

64 bytes from 16.31.123.57: icmp _seq=2 ttl=64 time=08.309 ms

i O 3 E



<tfroot>
UCS-A#

connect | ocal - ngnt

UCS-A(local-mgmt)#
t el net

<TACACS+-server-IP-address or FQDN> <Port>

UCS—-AS-MXC—-P25-82—-A# connect local-mgmt

Cisco Nexus Operatimg System (NX-0S5) Software

TAC support: http:f//www.cisco.com/tac

Copyright (c) 2889, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certaim components of this software are licensed unmder
the GNU General Public Licemse (GPL) versionm 2.8 or the GNU
Lesser General Public License (LGPL) Versionm 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://www.opensource.org/licenses/lgpl-2.1.php

UCS—AS-MXC—P25-82-A(local-mgmt)# telnet 18.31.123.57 49
Trying 18.31.123.57...

Connected to 18.31.123.57.

Escape character is '*]".

EEHRNRARGTERBANXOSHR , BItEHE KLU SHEFHERNA, EENE

wRHE.

« FIHAEFEIUCSMHISSHLE , FAEEEBANRNEMENAFR (RF—2RAHAF ) 2%
, BERINX-OS CLIE T X H B3R imiaTE,

<tfroot>

UCS-A#

connect nxos

UCS-A(nx-0s)#

term nal nonitor

- BRABERE , ARIER A EXHHSSHEE R H,

<#root>
UCS-A(nx-0s)#

debug aaa al

UCS-A(nx-0s)#



debug aaa aaa-request

UCS-A(nx-0s)#

debug tacacs+ aaa-request

UCS-A(nx-0s)#

debug tacacs+ aaa-request-1ow evel

UCS-A(nx-0s)#

debug tacacs+ al

UCS—-AS—MXC-P25-082-A# connect nxos

Cisco Nexus Operating System (NX—0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2882-2823, Cisco andfor its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licemses, such as open source. This software is provided "as is," anmd unless
otherwise stated, there is no warranty, express or implied, including but not
limited te warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licemsed under

the GNU General Public License (GPL) version 2.8 or

GNU General Publie License (GPL) versien 3.8 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.8.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.8.php and
http://opensource.org/licenses/gpl-3.8.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
UCS—-AS-MXC-P25—02-Alnx—os)# terminal monitor

UCS—AS-MXC—-P25—82-A(nx—os)# debug tacacs+ all

2823 Jun 26 B4:42:22.10428B6 tacacs: event_loop(): calling process_rd_fd_set
2823 Jun 26 @4:42:22.104311 tacacs: process_rd_fd_set: callimg callback for fd &
2823 Jun 26 B4:42:22.104341 tacacs: fsrv didmt consume 182 opcode

2823 Jun 26 B@4:42:22.104994 tacacs: mts_message_handler: sdwrap_process_msg
2823 Jun 26 @4:42:22.1085@11 tarare: nracescs rd _Td_set: callback returned for fd &
UCS—AS-MXC—P25-82-A(mx—0s)# debug aaa all

- MAEITFHAGUITECLISE , HZHUZEAF (TACACSH H & %,
- REBFRABEER , BXRAXALEREALGTSHAER,

UCS-A(nx-o0s)# undebug all

ISE L E R TACACIH

EISEAR , 2 FEUCSMA BEEE R SEMEMACHENACBFIENE 4 P E Etacacshl
EXHE , 2ERITH , BRE (save)iBH LikiF | HERITH :



Error

You have entered an invalid character

It £81% 2 f1 LL T Bug https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc91917 5|2 #Y |, iEH R
REERRILRBHONE,

ISE®#

SRR ETACACS+AEFHRBIEEEIT , TAFEREA !

« GU:EFZE R A B Administration > System > Deployments 3l tH fR & DEVICE ADMIN#Y ¥

 CLI : BT S show ports | include 49LAHIATCPI% A R 178 T TACACS+HVIE 2

<#root>
ise32/admin#

show ports | include 49

tcp: 169.254.4.1:49, 169.254.2.1:49, 169.254.4.1:49, 10.31.123.57:49

FR2 AR EFEEBRTACACS+E M RIEZ AT BHE : AJLATEOperations > TACACS > Live
logsXEHFHITRE,

RESERR S EREENFEREERRE,

= Cisco I5E Oparations - TACACS & teatmuenwom O O @ {

Live Logs

o 25, 3000 13016 o & [ Aathantic . Daluet 53 Datalt ez} uscu wanins Device TypalAl . LocasonsAl Loc 3058 Subimctact toeed e s HLIELA

SEWIMBEFEFIE AR AR , BHREHRBIES , FMEIF E Operations > Troubleshoot >
Diagnostic Tools > General Tools > TCP Dump , #%$%on add


https://tools.cisco.com/bugsearch/bug/CSCwc91917

= Clsco |SE Oporatiens - Troubleshoot

Clagnestic Tools  DownloadLogs  Debug Wicard

TCP Dump

The TGP Demp wtilty Bage 18 10 maniin he Conterss of GACts on 8 NIEWOTK Inlerlace and treubleshogt Bratiems on the NITWSTS 35 Bey IEERIr

Hatmork inter Toce Fiiter File Harma Reposio_.  File S Mumberof_.  TimsLimit  Promiscwsus M_. Stwius

FreaiBes Tesls

ERUCSMMHR XE S RIEMNREERS TR , REETIREFPLER Aip host X XXX ( EMF
REFHBIEMNUCSMMIPXIRL ) , e B HRHA B TRIURE , BETHRHAMNUCSMEZR,

= Cisco ISE Operations - Troubleshoot aQ & B 8
Diagnestie Taols Download Logs Debug Wizard
Banaral Tosls ~ Dump > Hew

RADIUS Austhentication Troubl...
Add TCP Dump
Exscute Network Device Com.

Add TCP Dump packat for moniteing on & relwork inedsce and roubleshoot prablams 6n the Aetwork as the paar
Eimbuata Coafiguration Validat, dd TCP Dump packet for monitering on & network interface snd troubleshoot problams: on the AEIWOrk a3 they Sppes

Posturs Troublsshoating Hast Name®

Ageatiess Possurs Troublesha, se32

EndPoint Bebug

TCP Dump

Sossion Trace Tests hernet O [Up, Running]

TrusiSes Tooks »

ip host 10.31.123.7

E.g: ip host 10.72.122.123 and not
? 1y
ap
Reposito
0
Wi
File{s]
5
Minute{s]

[ Promascucus Mode

et -

88425 : f£Operations > Troubleshoot > Debug Wizard > Debug log configuration 1T & 3 10 iE #9
PSNA BYdebug™ /8 FI4H #rruntime-AAA |, iEEPSNTT R , ARFiEFeditiz 4l F Hnext,



= Cisco ISE Operations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration

Debug Log Configuration N 0 d e L i St

€= Resat to Default

Node Name - Replication Role

)] isa32 STANDALONE

BEHRE Hruntime-AAAFRER BIE ki Ndebug , RAEBXEIRRE , REHESHTAF.

= Cisco ISE Operations - Troubleshoot

Diagnostic Tools Download Logs Debug Wizard

Debug Profile Configuration
Node List ised2.example.com
Debug Log Configuration

Debug Level Configuration

Component Name ~  Log Level Description Log file Name
runtime=-AAa %
O runtime-AAA DEBUG AAA runtime messages (prrt) prrt-server.log

EE  BXIEFMEER |, 3 Cisco Youtube#I$iiEHow to Enable Debugs on ISE 3.x
Versions https://www.youtube.com/watch?v=E3USz8B76c8 # iy ¥ §1

EESEYS

Cisco UCS Managerg ¥ 15mE

Cisco UCS CIMCE E# B TACACS+
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https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Admin-Management/4-2/b_Cisco_UCS_Admin_Mgmt_Guide_4-2/m_remote_authentication_configuration.html
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/c/sw/gui/config/guide/4_1/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41/b_Cisco_UCS_C-series_GUI_Configuration_Guide_41_chapter_01000.html#Cisco_Concept.dita_509725c1-1b76-458b-ad63-2fb5d583c8de
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