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551D Association o - DRLH er Role assignment o

ole mame = 5510 name
Accesi-Hequest MADB o "

Access-Accept
. Aruba-User-Role=User Role with Captive Portal o

A o User Bole assignment
o my HTTP request = . Role name = Assigned by ISE

o HTTE 302 Page roved o
Ta ISE guest portal URL

- e S5L 1o ISE Euest__pnrt.al pnrt Bd43
Guest Authentication

COA disconnect request o
-
ol

. Accounting Stop @ . TR Session Stitching
Reqguest/Response timer started
COA disconnect N
a acknowledgement
a Access-Reguest MABR .

Access-Accept
o Hruba-LUser-Role=User Role with Full Access @

G Uzer Role assignment
Role name = Assigned by ISE
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Metwork Devices List = aruba

Network Devices

* Mame |aru|:|a

| a.
Description | |
*|FP Address: | 10.62.148.118 Il 32 | b.
* Device Profile ArubaWireless |« | 3 C.
Model Name | r|
Software Version | r|
* Metwork Device Group
Location |a|l Locations | | Set To Defautt
Device Type ||l Davice Types | | Set To Default
» RADIUS Authentication Settings
Enable Authentication Settings
Protocol RADIUS
* Shared Secret [ ceese [ Show d
Enable KeyWrap []
* Key Encryption Key Sha
* Message Authenticator Code Key Shio
ey Input Format = ASCI HEXADECIMAL
CoAPort [ 3709 | Set To Default | o

1. BEMEZZARERE)E N
2. EEMZIPHLL,

3. EEMBZRZFEEN M. X THEEBWLCHERLAERMNEREE X HArubaWireless,
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Autharization Profiles = ArubaGuestCWA1L
Authorization Profile

* Mame | ArubaGuestCiWal

Description
*Access Type | ACCESS_ACCEPT v a.
Metwork Device Profile ArubaWireless |« | &3 b.

* Common Tasks

Web Redirection (CWA, MDM, NSF, CFP) .

Centralized Web Auth v Value | Sponsored Guest Portal (defa r| d.

The network device profile selected above requires the following redirect URL to be configured manually an

https: [ /iseHost: 8443/ portal/ g? p=0qgeq0qv}7RZWoiKeb1lgd¥YgZog e,

* Advanced Attributes Settings

| Aruba:Aruba-User-Role | = |5ku chere_cwal | f.

Note: MINER TATERNEENHEMBRZFREREMSEEN, IRNEHEERN
ArubaWireless , # ERNEBEXHNECRBZRZREQE , WEEXHHHIREMRTE

[¢]

1. E X ih A2 B £ 7 Access-Accept.

2. £ M & 1% % B0 I M4 il % R ArubaWireless.

3. EEBEM TaskZBD , 55 AWebHE E [IL 1,
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Authorization Profiles = ArubaAccess-Accept

Authorization Profile

*Mame | Arubafccess-Accept |

Cescription

* Access Type

|AccESS_ACCEPT

Metwork Device Profile

ArubaWireless

T
w | E3d

+ Common Tasks

ACL

WLAM

* Advanced Attributes Settings

|Aruba:AruI:ua—Ll5er—RuIe | = |

permit_all

1. E X HRIZEE £ ) Access-Accept.
2. EMBRZ AW ik iEFArubaWireless.
L EAENEBMEES s EENNECEAFACEMLE. e FREEMEEWLCH At A~

AeE5RE—EH.
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- Wireless_MAB (a.)#

- MEF RIS R A F (b.) B AuthenticationStatus & T #

- F& B ME EEssid NAMEMZE5&M 15 B SSIDEFR(C.)o
NFLERe  FhRESEERANENEEXHFEHEITFERD.)

| Wireless_MAB]
a. UnknownUser

Metwork Access: Aut

[Aruba:Aruba-Essid-|

henticationStatus EQUALS | b.
ame EQUALS C

skuchere_guest

[ArubaGuestCWA1|
dl




BECDENERNZAREAFPRMGRERIENAGEDTF, ERBEREXFEREAFRREA
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IGuestType_Cﬂntracmr {defau Hé Wireless_MAB ArubaAccess-Accept
y - 3 skuchere_guest

MEELRBBEBRTMARRERFENSFTEN TS ERAET . BRIAMBERT , ISER2.04%
B EIIF AN EDHRFRE S EMEE (T FIRZEGuest_Endpoints R imtriRA R Bt L &),
LA TTAERERER -

|GuestEnd Eintsl Wireless_MAB ArubaAruba-Essid-Mame ArubaAccess-Accept
EQUALS skuchere_guest

BRNRRE R EBIRF

GuestEndpoints Wireless_MAB ArubaAruba-Essid-Mame ArubaAccess-Accept
ECQILALS skuchere_guest
Wireless_MARB Metwaork Access:AuthenticationStatus EQUALS ArubaGuestCWAT

Lnknownlser ArubaAruba-Essid-Mame EQLUALS
skuchere_guest
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Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewal

Mew Authentication Server

a. (O Lpap ) TACACS ] CoA only
MName: |skuchere-ise20-1

IP address: |10.48.17.252 b.
Auth port: [1812

Accounting port: |1813

Shared key: |-uuu-

Retype key: |-uuu- C
Timeout: |5 sec.
Retry count: |3

RFC 3576 |Enabled ||

Air Group CoA port: |3?5|9 d.

MNAS IP address: | |1EI.EE.14EI.11EI | e

MAS identifier:

Cread time: 5 min.

|
|
DRP IP: |
|
|
|

DRF Mask:
DRP VLAN:
DRP Gateway:

QK | Cancel
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4. BARFC 3576 H# BEE X COAl% O,
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{Ez? 7 Networks

Mame — Clients

ArubafAhb, 0
mgarcarz_aruba
mgarcarz_aruba_guest
mgarcarz_aruba_tls
skuchere_dotlx
zskuchere_guest

wcecot BYOD _aruba
Mew

s I o o O s Y s o

FSTR1.ENSSIDEMFIESSIDEE, XE , SSIDFEAXRBER T, LSSIDEREEE Spermithy ER
NBELBNEEFNT. F8 , CRERRETE, EXHARPENZESSIDE B E XF
BIIFRE,

New WLAN

1 WILAN Settings

WLAN Settings

MName & Usage

Mame (SSID): skuchere_guest
Frimary usage: @ Employee

i Vaice

(7 Guest

B2 VLANMIPH# i 9B, XEB , BBRFE R , REHEE TIERBRIA.



L WLAN Settings [P

Client IP & VLAN Assignment

Client IP assignment: (71 Wirtual Controller managed

@ Metwork assigned

Client WVLAN assignment: @ Default
() Static

) Dynamic
PEILZERIRE, N TIHESSIDEBERFEFTAIMIA. PAERPREAHHH.

L WLAN Settings [0 3

Security Level

More Key management: | WPA-2 Perzonal IE‘ d.
Secure
Passphrase format: | 8-63 chars IE‘
Faszphraze: |uuumu.
Enterprise b.
Retype ||||llllll
- Personal MAC authentication: | Enabled E C.
Celimiter character:
COpen
Uppercase support: | Disabled |E|
Authentication server 1 |5I-c:u1:here-i5&2[l IE‘ Edit d.
L: .
=== Authentication server 2 | -- Select Server -- IE‘
Secure
Reauth interval; 0 | hrs. |:|
Accounting: | Use authentication servers E e,
Accounting interval: |1 min.
Blacklisting: | Disabled 2

Fast Roaming

802.11r: [
802.11k: M
802.11v: [l

1. IEBERHEENH,

2. EXTERERR,

3. FIAISERIEAFFEATIEEENMAB MACE Ao
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Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall

Mew

Name: |5|-c:un:here_gue5t d.
Type: | Radius Authenticatinrlzl

IP or hostname: |3re—i5e2ﬂ—l.example.cnm b.
URL: |fpnrta|fg?p=Qqququ?F C.
Port: 3443 d.
Use https: |Enabled

=]
Captive Portal failure: | Deny internet |E|
=]

Automatic URL Whitelisting: | Disabled

Redirect URL: |

oK | Cancel

FRIBEERB P &AW

Steo 2. EX T EHIISE FQDNZIP#biit, INREAIPHU |, FRIEEHFITFIEPHBEHNNRE
Name(SAN)ZF B E LK LEIP,

Note: & B ¥ E AT EPSNERS 2% , BERAF N ZEAREE@EFMABREN RS /. BEEL
I E X 1ESSIDEL ERADIUS RSS2 FYFQDN,
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SHRIERAFAG,
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Authentication Servers

Uzers for Internal Server | Roles | Blacklisting

Firewall Settings

Inbound Firewall

Roles

mgarcarz_aruba

mgarcarz_aruba_tls

ckuchere_dotlx
permit_all

zlkuchere_guest

zkuchere_cwal

zlcuchere_cpp

e

mgarcarz_aruba_guest

Access Rules for skuchere _guest

| | ® Allow any to all destinations

m

Mew

WEEFMETR , FEIREEANFTASAGF ARNE2RE,

skuchere_cwal

skuchere_cpp

Mew Delete

Mew

HNTFE-—RFGFEEEN :

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall | walled

New Rule

Rule type:

Splash page type:

Captive portal

External E|

b.

Captive portal profile:

skuchere_guest

[~

Edit

=

NTEZRBEFEE N :

Authentication Servers | Users for Internal Server  Roles | Blacklisting | Firewall Settings | Inbound Firewall

Edit Rule Allow any on server 10.43.17.251
Rule typa: Service: Action:
Access control E| 2 Nebwork any |E| Allow
Application

al

Application category
Web category

Web reputation

‘Walled Garden External Captive Pc

Diastination:

to a parbcular server

[]

IF:
10.48.17.251

‘:I

b.
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Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall

Roles Access Rules for skuchere_cwal

*

mgarcarz_aruba = Enforce captive portal
mgarcarz_aruba_tls ® allow any on server 10.458.17.251
mgarcarz_aruba_guest

slkuchere_dotlx

permit_all

m

slkuchere_guest
skuchere_cwal

zsluchere_cpp -

Mew = Delete Mew

WU

&R~ 7EISE#R4E> Radius Liveloghy,

Add or Remove Columns % Refresh @ Reset Repeat Counts Refresh Show
Status Detals |Repeat Count Identity © Endpoint D Endpoint Profile © Authentication Policy ' Authorization Policy Authorization Profiles © Network Device
| | | | | |

o a 0 guest 02:07:A5:98:03:F9  Windows7-Workst... Default >> MAB Default == ArubaCWA2 ArubaAccess-Accept

a guest 02:07:A5:98:03:F9  Windows7-Workst... Default => MAB | Default >> ArubaC\WA2 ArubaAccess-Accept | aruba d.

a guest 02:07:A5:08:03:F0 | b.

Q 02:07:A5:98:03:F 02:07:A5:08:03:F2 Default == MAB >> D... Default >> ArubaCiWAl |.-5.rubaGuestC‘.p'-.".-5.1 aruba | a.
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AP E&EFERKR/AVISE URLANGZBRFTE R , BERISETURBETR ,

&, Problern loading page ® =

* [ I 1 ewamgle.com:3443 'paort

(O The connection has timed out

The server at skuchere-ise2l-lexample.com is taking too lang to respond.
= The site could be temporarily unavailable or too busy. Iry @again in a few
morments.

= [f you are unable to load any pages, check your Computers network
conmection.
# [f your computer or network is protected by a firewall or proxy, make sure

that Firefox is permitted to access the Web

Try Again

£ A P w5 R IE 7 LR Sh it 8 )R ISE FQDNE IEIP, EMEEZEHREISE URLEREFRENR
EFfAtENFERFRFAEATFNISERRRE ., HBEKREESSIDHMISE PSNHYRADIUSHRS 28
ERENFRERA —MER. NNEWAEBERETCPIR H8443M\AF 9 & A EIISE,

ERAFYR RN AEECURLEE

ERAFER , ERBMHTTPIERMEEWLCEIAHTTPAIE302: %3 5ISE URL , HRIL.

164 21:08:35.142878000 10.62.148.77 173.37.145.84  HTTP 982 GET / HTTP/1.1
176 21:08:35.206718000 173.37.145.84 10.62.148.77 HTTP
238 21:08:38.021507000 10.62.148.77 239.255.255.250 S50P 175 M-SEARCH * ATTP/1.1
243 21:08:41. 022968000 10.62.148.77 239.255.255.250 SSOP 175 M-SEARCH * HTTP/1.1

i »

3 Internet Protocol version 4, src: 173.37.145.84 (173.37.145.84), Dst: 10.62.148.77 (10.62.148.77)
# Transmission control Protocol, Src Port: 80 (80), Dst Port: 52155 (52155), sSeq: 1, ack: 929, Len: 451
- Hypertext Transfer Protocol
+ HTTP/1.1 302\r\n
server:\rin
pDate: Fri, 02 Jan 1970 01:47:49 GMT\r'n
cache-control: no-cache,no-store,must-revalidate,post-check=0,pre-check=0\rn
[truncated]Location: https://skuchere-ise20-1.example.com:8443/portal/g?p=Qqeqoqva7RZWoiKeblgdygZog&emd=10g1in&mac=02:07:a5:98:03:Ff9&essid=skuchere_guest
m:‘hcn: close\ryn

R 2 IERRY T 8]

LR BHEAEREAFEERENTEIIIFNE IR, EXERT , EE ZIERIAE B XHH
COAECWABJG , i ISE Radius LivelogE R iZE R, EMEEMN , EREXGRAFAGER
BTEREFWRTET

LERIEN —R R REFREALIKEISENETRENRBRERERINLERIENE.
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