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a.ﬁalﬁtrustpoint , LXT?{%E%EHEEIIE:BO il—l::ﬁﬁﬁ ?X‘HE%‘T)ﬁﬁﬁ'Eﬁgﬁiﬁo

crypto pki trustpoint FlexVPNCA
enrollment url http://10.10.10.10:80

subject-name cn=FlexvpnServer, o=Cisco, OU=IT_GROUP
revocation-check cril

b.EEIEcertificatemapo ,H\EEl’ﬂ%*Eﬁcertificaﬁemap#é'iﬂ’ﬂglﬁi/':l%']*u EEEHE% , L;{{Eﬁg‘ﬁﬂggﬁﬁg/l\lﬁ%

o

crypto pki certificate map CERT_MAP 5
issuer-name co ca-server.cisco.com

c.ER B RrADIUS sever LB B F T HRINF ISR EY -


http://150.19.30.200:80

aaa new-model

!

aaa authorization network FLEX group ISE

aaa accounting network FLEX start-stop group ISE

d.ARADIUSRADIUS server group i B E X HIPH#it, BEiwO.

radius server ISE25
address ipv4 192.168.0.5 auth-port 1645 acct-port 1646
key ciscol234

aaa group server radius ISE
server name ISE25
ip radius source-interface g2

e.EEIEIoopbackinterfaceso 4§I00pbackinterfac%ﬁﬁﬂzﬁgﬁﬂgjﬁﬁﬁ ) #ﬂﬁﬁﬁﬁﬁﬂﬁéﬂi&ﬁﬁ]?&’

interface Loopbackl00

description RED TUNNEL SOURCE

ip address 10.100.100.1 255.255.255.255
I

interface Loopback200

description BLUE TUNNEL SOURCE

ip address 10.200.200.1 255.255.255.255

fjﬂg/l\éﬂlP local pooIE}\(_/I\o

ip local pool RED_POOL 172.16.10.10 172.16.10.254
ip local pool BLUE_POOL 172.16.0.10 172.16.0.254

o.EBEIGRPHBEHEMNAKME,

router eigrp Flexvpn

address-family ipv4 unicast autonomous-system 10
topology base

exit-af-topology

network 10.100.100.0 0.0.0.255

network 10.10.1.0 0.0.0.255

network 10.200.200.0 0.0.0.255

network 10.10.2.0 0.0.0.255

network 172.16.0.0

HEZRHAMEFEZED

a

[



EE : FlexVPNX Bz AR BB , Hla0VPNEZE EROSPF., EIGRPHIBGP, AigrmEH
EIGRP,

h.BE Ecryptoikev2 namemanglero  FAIKEV2 name mangler TIRENIKEV2RINWA P B, EXMBERT , CBE
NEAS X LIEPHHNEALE TERENRRBNAF A,

crypto ikev2 name-mangler NM
dn organization-unit

i.BLEIKEV2 profiles  TE certificate mapl KEVAAA server group2 B i X4 A 5| A name mangler. o
EhBFEEZED , NibFlimra-scESHRIERERN.

L%?ﬁﬁtﬁ“@z'xiﬁﬁﬁFmﬁFRADIUSserver,EFHF'%Eﬁﬁgﬁgorganization-unit(ﬂﬂTEE’Q@EEEPFE?E’E
Cisco1234) PE L,



crypto ikev2 profile Flex_PROFILE

match certificate CERT_MAP

identity local dn

authentication remote rsa-sig

authentication local rsa-sig

pki trustpoint FlexVPNCA

dpd 10 2 periodic

aaa authorization group cert Tist FLEX name-mangler NM password Ciscol234
aaa accounting cert FLEX

virtual-template 1 mode auto

j.BLE IPsec profile , S IKEV2 profile® o

crypto ipsec profile IPSEC_FTexPROFILE
set ikev2-profile Flex_PROFILE

k.82 virtual-templates & Fl T 8% H 8% virtual-access interface$Z FT 8 2 1 Psec profilef¥ o

'&E%virtual-templatdpﬂﬂi.ltﬁ’g ) IZI jﬂ E%EH ﬁJ\ﬂEE’gRADIUSservero

interface Virtual-Template2 type tunnel

no ip address

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel protection ipsec profile IPSEC_F1exPROFILE

mlﬁﬁloopbacks , J*Juﬁw W SntB ™ éﬁ'o

interface Loopbackl1010

ip address 10.10.1.10 255.255.255.255
|

interface Loopbackl1020
ip address 10.10.2.10 255.255.255.255

|2 oXBEE

a. B Etrustpoint , SATF i 70 < R FHER AV IE o

crypto pki trustpoint FlexVPNSpoke
enrollment url http://10.10.10.10:80


http://150.19.30.200:80

subject-name cn=FlexVPNSpoke, o=Cisco, OU=RED_GROUP
revocation-check crl

b.mlﬁcertificatemapo ,H\E El’g%*Eﬁcertificatemap?E'EE’f”%E\iF\%U*ﬂ EEEHE:B ) LX@E%EE%%?Z%%ﬁﬁE%

o

crypto pki certificate map CERT_MAP 5
issuer-name co ca-server.cisco.com

C. B BEAAAR # AN M 45

aaa authorization networkis A FRINENERSHERNIHEIER,. cBERIAFEZXISHE
EEREENARERNERS.

aaa new-model
aaa authorization network FLEX Tocal

d.BL & IKEv2 profile FP certificate map5 | F FIAAAZR 3b 3R 1K EV2 profilet) o

A FiZEH M RIULAE N rRA-SIG.

crypto ikev2 profile Flex_PROFILE

match certificate CERT_MAP

identity local dn

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint FlexVPNSpoke

dpd 10 2 on-demand

aaa authorization group cert Tist FLEX default

e.EEIEIPseCprofile, ;F’}% IKEV2 profile.

crypto ipsec profile IPSEC_FTexPROFILE
set ikev2-profile Flex_PROFILE

f.BL & tunnel interfaceo  BIL I tunnel interface Y IR IBIRIN G RN E L 25 B B E P,

interface TunnelO



ip address negotiated

tunnel source GigabitEthernetl

tunnel destination 192.168.10.10

tunnel protection ipsec profile IPSEC_F1exPROFILE

9.BLEEIGRP , & 5 X MAY A ith Mtunnel interface?&

router eigrp 10
network 10.20.1.0 0.0.0.255
network 172.16.0.0

BiL B loopback , AR RBP4

interface Loopback2010
ip address 10.20.1.10 255.255.255.255

S 3 ISE i@
E315 BIRAP., AXFMNERE

a.%i|SEﬂﬁ%§§#%ﬂﬁ§Adminisraﬁon > Network Resour ces > Network Deviceso

# Cisco ISE

Dashboard

Policy Administration

Recent Pages
Natwork Rasources puGrid Services

Feed Service

Device Portal Managamant Threat Contric NAC

Identity Management

EE — MERF — MERE

b. RdTAddASFFlexVPNH OB B HAAAR F i,



Network Devices

mport Ty Export

IP/Mask Profile Name Location

&% Cisco (3) All Locations

FFFlexVPNEE B 85 R 1N AAAR F i

Delete

Selected 0 Total 1

flax
Type Description

All Device Types

RADIUS Authentication Settings C. 51 A ERZ B IMMIPHIEFER | REEFEIEAE , RE R Mshared
Secret.“ HERA BB A EFlexVPNF O L SIZRADIUSIRS S5 AR FERNZBHEE". BE. sawe

Newwaork Devices List

FlexWPM_Hub

Network Devices

Name FlexVPN_Hub
Description
IP Address *IP: I 32 b3

M 4& 1% % P ik
~ RADIUS Authentication Settings

RADIUS UDP Settings
Protecol RADIUS
Shared Secret Show
[] Use Second Shared Secret (1)

networkDevices secondSharedSecret

CoA Port 1700

M Fig & L Z R

d.%ﬁﬁAdministration > | dentity Management > Identitieﬁ':lzl o

Show

Set To Default



#| Cisco ISE

Dashboard

Policy Administration

Recent Pages
System Metwork Resources pxGrid Services

Feed Service

Threat Centric NAG

Device Portal Management

Identity Managamant

Identities

Administration-ldentify Management-ldentify

e B fiadd , MEERSSBAIHIBEEFRCIEFTH,,

%1 A FusernameL ogin Passworde I B SAE P EIE$ £ Morganization-unitiE LB #EE , BERBRE
MHAEIKev2EL B X418 EN Z B,

ia-:lo Save

Network Access Users

Selected 0 Towl2 [ {5
«* Change Status Import T, Export | Delete Group
Status Username Description First Name Last Name Email Address User ldentity G... Admin
l_' Enabled § BLUE_GROUP
l_' Enabled RED_GROUP

Administration-ldentify Management-ldentify



~ Network Access User

* Username | RED_GROUR

Status Enabled ~

Email

~ Passwords

Password Type: Internal Users v
Password Re-Enter Password
— —
* Login Password ~ »===+== I} | Generate Password (i)
Enable Password | Generate Password

BIRHIE SR {0 EARR
£32%5  BMERKE

a. 51 Erolicy > Policy SetsHH o

X Cisco ISE Qi What pag looking for?

Dashboard

Recent Pages
Policy Sets Profiling

Posture Client Provisioning

Palicy Elements

b. B RERRE AN AL R RRIARIURR



Policy Sets

+) Statwus Policy Set Name Description Conditions

@ Detauit Default policy set
REBRIAKRE

Reset Policyset Hitcounts

Allowed Protocols | Server Sequence  Hits

Defaull Network Access 73

c. R EiH MY T LK 8 87 Sk Authentication Policy , BT Bo ARF , Riiadd () EFREURINFTHN,

- Authentication Palicy (2)
D Status  Rule Nama

Conditions

N0 B 47 56 1IE SR AR

d.BAMMKN A , REEFMFad )5 TEFER,

v Authentication Policy (2)

(+) Status Rule Name GConditions

(] FloxvPN_Routad

k=g Eoan

Internal Users &

* Options

e.B HhAttribute Editor X ANE H 2 T BINAS IP-AddressBR o 5l AFlexVPNEE 4k 28 1Y 1P 3 31

(192.168.0.10),

Conditions Studio

Library Editor

Radius:MAS-IP-Address

FElERFER

ale

tlolels]

Equals w

Catalyst_Switch_Local_Web_Aut
hentication

Set to 'ls not

EAP-MSCHAPvZ

Authenticate FlexVPN Hub

NEW AND OR

Actions  View

Hits  Actions

Hits Actions




« Authentication Policy (3)

(&) Status  Rule Name Conditions Use Hits  Actions

Internal Users ]

(] FloxVPN 9 RadiusNAS-IP-Address EQUALS 12 {é}
7 Options

36 SR B
£ 335 MERNER

a. R EB B T B3 & B Authorization Policy K EE T, RE , Rifadd ¢EFREURIIFTHN

I s Muthorization Policy (13) I
Rasults
Status  Rule Name Conditlons Profiles Securlty Groups Hits  Actions
Q
B R R R S
b AMNIMBZF , FH1EConditionsadd (1 ¥ FiEFEFx.
« Authorization Palicy (3)
Results
\“ Status  Rule Name Conditions Profiles Security Groups Hits  Actions

° D Select from list Select from list - @
ek 2y Ay

CREI'EBMEREIRNAE , RS E B subjecthRo IEFEENetwork Access- UserNametso

Library Editor

Search by Name

I Network Access-UserName I

(o|m[o]s|e|2]ap|=]z|z]c]s]e]t]s
Select attribute for condition X
BYOD._is_Registered o[=]o[s]e|a]=F|=]a g|@ﬁ¢\k BE:
Catalyst_Switch_Local_Web_Aut Dictionary Attribute D Info
hentication
All Dictionaries hd Attribute 1D
5] Compliance_Unknown_Devices a WELWUIR ALLESS AUSUBE LRS- OuIan -~
- J_ Metwork Access AD-User-Join-Paint
| Compliant_Devices
.L Network Access UserMame
EAP-MSCHAPv2
1 PassivelD PassivelD_Username
EAP-TLS
1 Radius User-Name 1




& Network Access - UserName

d. & contains , ERNZERF , AR INEF B Organization-Unit{E.

Conditions Studio

Library Editor

Search by Name

Network Access-UserName

=

DB NEER

glclslo/u]s]

p 3 |Contains vl

RED_GROUP

%[5 BYOD_is_Registered

. = Catalyst_Switch_Local_Web_Aut
" hentication

7 IN4E & #R

Set to 'Is not'

NEW AND | OR

e.fEProfiles¥) & | M5B FRadd (+) , FRIGIECreateaNew Authorization Profilel® o

v Authorization Policy (3)

(7) Status Rule Name Conditions

Q searct

e RED-GROUP L Network Access UserName CONTAINS RED_GROUP

R DN RAR B B 34
f. 51 A profileNameo

Authorization Profile

| FlexVPN_RED| I

* Name

Description

* Access Type
ACCESS_ACCEPT ~

Metwork Device Profile % Cisco  ~ @

Service Template O
Track Movement O @
Agentless Posture O®

Passive Identity Tracking [ (7)

R ENEEX Y

Results

Profiles Security Groups

Belect from list D Select from list

a
Profiles
[ ]

| Duplicate

Hits

122

Actions



g.%ﬂﬁgAdvanced Attribut%Settings':Fo ?)Uﬁ ) »\EmmTiﬁﬁiq:ﬁ?%cisco-av-pairEﬁ ) #*Eﬁéﬂ%@ﬂﬂﬁ
B4AFlexVPND X HIE Mo

BRI RESENEESE

- HH®EEOZENIR.
« BEERFMNPIREUPHE HEAY M,

*ﬂromeacceptanyﬁroutesetinterfaceﬁ%ﬂ?%ﬂ'ﬂ ) HR&EEl] ) RHENLEERBEE S X,

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:interface-config=ip unnumbered Toopbackl00
cisco-av-pair = ipsec:addr-pool=RED_POOL

cisco-av-pair = ipsec:route-accept=any

cisco-av-pair = ipsec:route-set=interface

~ Advanced Attributes Settings

Cisco:cisco-av-pair w - ipiinterface-config=ip unnumb
Cisco:cisco-av-pair v *  ipsec:addr-pool=RED_POOL ~
Cisco:cisco-av-pair v - ipseciroute-accept=any b
Cisco:cisco-av pair \/ - ipsec route-set=interface ~

v Attributes Details
Access Type = ACCESS_ACCEPT
Cisco-av-pair = ipcinterface-config=ip unnumbered loopback100
isto-av-pair = ipsec:addr-paal=RED_POOL
€isco-av-pair = ipseciroute-accept=any

Cisco-av-pair = ipsec:route-set=interface

BREMHIRE



AR BXRBMAE (B, X, WA, RFIF) , 55 HFlexVPN RADIUSE M E &

B

FlexVPN#lInternetZ$A X IR A 2B &5 . Cisco 10S XE Gibraltar 16.12.x

h.7E Bt i& authorization profile 3 4 51 1 5 Bt o

Authorization Policy (11)

i.iju_ﬁSaveo

rofiles Security Groups Hits Actions

FlexWVPN_RED Select from list Frioy


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-16-12/sec-flex-vpn-xe-16-12-book/sec-apx-flex-rad.html
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I uF
o fEMfishowipinterfacebrit T EBRZE., REEVEAMRME L7 BPRTS

HELRL  ELERESEENup/down’RES , FENEELHBEMEEFERTF/upRENE
N XBIE T BT,

<#root>

FTexVPN_HUB#show ip interface brief

Interface IP-Address OK? Method  Status Protocol
GigabitEthernetl 192.168.10.10 YES NVRAM up up
GigabitEthernet2 192.168.0.10 YES manual up up
Loopback100 10.100.100.1 YES manual up up
Loopback200 10.200.200.1 YES manual up up
Loopback1010 10.10.1.10 YES manual up up
Loopback1020 10.10.2.1 YES manual up up
Vi rtual - Accessl 10. 100. 100. 1 YES unset up up
Vi rtual - Tenpl at e2 unassi gned YES unset up dow

HoX Lt BEEn Mo B LA ER KR IPHE U 3 & RITFF AT THRES

<#root>

FTexVPN_RED_SPOKE#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.10.20 YES NVRAM up up
Loopback? 10.20.1.10 YES manual up up
Tunnel O 172. 16. 10. 107 YES nanual up up

A . .
. ﬁﬁﬁ np ‘%.show interfaces virtual-access

configuration

FTexVPN_HUB#show interfaces virtual-access 1 configuration
Virtual-Accessl is in use, but purpose is unknown
Derived configuration : 232 bytes
I
interface Virtual-Accessl
ip unnumbered Loopbackl00
tunnel source GigabitEthernetl
tunnel mode ipsec ipv4
tunnel destination dynamic
tunnel protection ipsec profile IPSEC_F1exPROFILE



no tunnel protection ipsec initiate
end

o S showcryptosession BIA HEFZ A BRI LT 2IERE,

F1exVPN_HUB#show crypto session
Crypto session current status
Interface: Virtual-Accessl
Profile: Flex_PROFILE
Session status: UP-ACTIVE
Peer: 192.168.10.20 port 500
Session ID: 306
IKEv2 SA: local 192.168.10.10/500 remote 192.168.10.20/500 Active
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map

« {5 F A5 show ip eigrp neighbors , TAIAE S E bk S 3 T EIGRP4R#EX R,

FTexVPN_HUB#show ip eigrp neighbors
EIGRP-IPv4 VR(Flexvpn) Address-Family Neighbors for AS(10)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num
0 172.16.10.107 Vil 10 00:14:00 8 1494 0 31

* ﬁﬁﬁﬁ%mowiproute ) *ﬁ%%ﬁ%éaﬁﬁﬂﬁio
2% £10.20.1.103F B O A EX A E RS L 2R BI EIGRPIRER |, H A& RE #4175 ) 15 ()

<tfroot>

FTexVPN_HUB#show ip route
<<<<< Output Ommitted >>>>>

Gateway of Tast resort is 192.168.10.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.10.1
10.0.0.0/32 1is subnetted, 5 subnets

C 10.10.1.10 1is directly connected, Loopbackl010
C 10.10.2.10 1is directly connected, Loopbackl020
D 10.20. 1. 10 [ 90/ 79360000] via 172.16.10.107, 00:24:42, Virtual-Accessl
C 10.100.100.1 1is directly connected, Loopbackl00
C 10.200.200.1 1is directly connected, Loopback200
172.16.0.0/32 is subnetted, 1 subnets
S 172.16.10.107 1is directly connected, Virtual-Accessl
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.0.0/24 1is directly connected, GigabitEthernet2
L 192.168.0.10/32 is directly connected, GigabitEthernet2

C 192.168.10.0/24 1is directly connected, GigabitEthernetl



L 192.168.10.10/32 is directly connected, GigabitEthernetl

+ 10.10.1.105110.10.2.10Ky B A R B EIGRPIREXHY , AiBIXRED_GROUPHYR
IP(10.100.100.1)%3% , RED_GROUPHYRIP A& Tunnel0i% 7]

<ffroot>

F1exVPN_RED_SPOKE#sh ip route
<<<<< Output Ommitted >>>>>

Gateway of Tast resort is 192.168.10.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.10.1
10.0.0.0/32 is subnetted, 5 subnets
D 10.10.1. 10 [90/26880032] via 10.100.100.1, 00:00: 00
D 10.10. 2. 10 [90/26880032] via 10.100.100.1, 00:00: 00
C 10.20.1.10 is directly connected, Loopback?2
S 10.100.100.1 is directly connected, TunnelO
D 10. 200. 200. 1 [90/26880032] via 10.100.100.1, 00:00: 00

172.16.0.0/32 is subnetted, 1 subnets

C 172.16.10.107 1is directly connected, TunnelO
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.10.0/24 is directly connected, GigabitEthernetl

L 192.168.10.20/32 is directly connected, GigabitEthernetl

HUEHEER

AFRAETATHUBERERTHERRNER. EAATHTHEHBEDEIRE !

debug crypto interface

debug crypto ikev2

debug crypto ikev2 client flexvpn
debug crypto ikev2 error

debug crypto ikev2 internal
debug crypto ikev2 packet

debug crypto ipsec

debug crypto ipsec error
debug crypto ipsec message
debug crypto ipsec states



AAAFIRADIUS R B B T 2 T RIS BE HEBR o

debug aaa authentication
debug aaa authorization
debug aaa protocol radius
debug radius authentication

Working Scenario

I HSERRNIRMSHNIEE,

<#root>

RADIUS (000001A7): Received from id 1645/106
AAA/BIND(000001A8): Bind 1i/f

AAA/AUTHOR (0x1A8): Pick method 1list 'FLEX'
RADIUS/ENCODE (000001A8) :0Orig. component type = VPN IPSEC

RADI US( 000001A8) : Config NAS | P: 192.168.0.10

vrfid: [65535] 1ipv6 tableid : [0]

idb is NULL

RADIUS (000001A8): Config NAS IPv6:

RADIUS/ENCODE (000001A8): acct_session_id: 4414

RADIUS(000001A8): sending

RADIUS(000001A8): Send Access-Request to 192.168.0.5:1645 id 1645/107, len 138
RADIUS: authenticator 7A B5 97 50 F2 6E FO 09 - 3D BO 54 B4 1A DB BA BA

RADI US:  User - Nane

RADI US: User - Passwor d




Calling-Station-1d [31] 14 "192.168.10.20"

Vendor, Cisco

Ci sco AVpai r 57 "audit-session-id=L2L496130A2ZP2L496130A21Z| 1F401F4ZML34"

Servi ce- Type Cut bound

NAS- | P- Addr ess 192.168.0.10

RADI US( 000001A8) : Sendi ng a | Pv4 Radi us Packet




Received fromid 1645/107 192. 168. 0. 5: 1645, Access-Accept, |len 248

authenticator BE F4 FC FF 7C 41 97 A7 - 3F 02 A7 A3 Al 96 91 38
User-Name [1] 11 "RED_GROUP"
Class [25] 69
43 41 43 53 3A 4C 32 4C 34 39 36 31 33 30 41 32 [CACS:L2L496130A2]
5A 50 32 4C 34 39 36 31 33 30 41 32 31 5A 49 31 [ZP2L496130A21711]
46 34 30 31 46 34 S5A 4D 31 33 34 3A 49 53 45 42 [F401F4ZM134:ISEB]
75 72 67 6F 73 2F 35 33 34 36 34 30 33 32 39 2F [urgos/534640329/]
32 39 31 [ 291]

Ci sco AVpair "i p:interface-config=ip unnunbered | oopbackl100"

Vendor, Cisco

Ci sco AVpair "I psec: addr - pool =RED POOL"

Vendor, Cisco




RADI US: Ci sco AVpair [1] 27 "ipsec:route-set=interface"

RADI US:  Vendor, Ci sco

RADI US: Ci sco AVpair [1] 24 "ipsec:route-accept=any"

RADIUS(000001A8): Received from id 1645/107

%LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Accessl, changed state to down
%SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console
AAA/BIND(000001A9): Bind i/f

INFO: AAA/AUTHOR: Processing PerUser AV interface-config

%SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console
AAA/BIND (000001AA): Bind i/f

INFO: AAA/AUTHOR: Processing PerUser AV interface-config

%SYS-5-CONFIG_P: Configured programmatically by process Crypto INT from console as console

%41 NEPROTO- 5- UPDOWN:  Li ne protocol on Interface Virtual -Accessl, changed state to up

AAA/BIND(000001AB) : Bind i/f

RADIUS/ENCODE (000001AB) :0Orig. component type = VPN IPSEC

RADIUS (000001AB): Config NAS IP: 192.168.0.10

vrfid: [65535] 1ipv6 tableid : [0]

idb is NULL

RADIUS (000001AB): Config NAS IPv6:

RADIUS(000001AB): Sending a IPv4 Radius Packet

RADIUS(000001AB): Started 5 sec timeout

RADIUS: Received from id 1646/23 192.168.0.5:1646, Accounting-response, len 20




ODUAL - 5- NBRCHANGE: ElI GRP-1Pv4 10: Nei ghbor 172.16.10.109 (Virtual - Accessl) is up: new adj acency
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