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a.EMIKEV2E W F K AL,
1B 250 H 5 A Pre-Shared Key i T X4 483 1T B 0 RUERY .
c. Bl ikev2 profile#i‘l\mkeyringo

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

!

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 192.168.0.20

pre-shared-key local ciscol23
pre-shared-key remote ciscol23

!

crypto ikev2 profile FLEXVPN_PROFILE
match identity remote address 192.168.0.20
authentication remote pre-share
authentication local pre-share
keyring Tocal FLEXVPN_KEYRING
Tifetime 86400

dpd 10 2 on-demand
|



2R 1 iZINIKEv2 Smart DefaultsHE BT B E RPN A ZHEARFRBEAREMHBAIERE, &
Al LA 4% 1K Ev2 smart Defaults EE I RGBT EEN , EERTEIEAH L KRE,

d. 812 H ransport et TE X TR AP SR B IR M BB E 0%

e.ﬁ'JEIPsec profileo

!
crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac

mode tunnel
|

crypto ipsec profile FLEXVPN_PROFILE
set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
|



fEERERED,

|

interface TunnelO

ip address 10.1.120.10 255.255.255.0

tunnel source GigabitEthernetl

tunnel destination 192.168.0.20

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.10 255.255.255.0
!

o RENSEHRABERERERN. 2f , EANBELIESRREN ML,

router eigrp 100
no auto-summary
network 10.1.120.0 0.0.0.255

SR 2 XM BEE

a.FE MIKEV2E I MK,
b. B & Hkeyring%al A Fl T Pre-shared Key 3 lE Xt S48 B 19 HY o

C.ﬁUEIKEvZ profile#ﬁj\ﬁﬂkeyringo

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

I

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL

I

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 192.168.0.10

pre-shared-key local ciscol23
pre-shared-key remote ciscol23

!

crypto ikev2 profile FLEXVPN_PROFILE
match identity remote address 192.168.0.10
authentication remote pre-share
authentication local pre-share
keyring Tocal FLEXVPN_KEYRING
Tifetime 86400



dpd 10 2 on-demand
!

d. 82 H Transport setiE X T RIP BRIV INZ F BN E S
e. Bl H 7' 1Psec profileit 75 B B 2 #Y IKEV2EL B X MR &£

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

f.BC & Tunnel interfaceo

interface TunnelO

ip address 10.1.120.20 255.255.255.0
tunnel source GigabitEthernetl
tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

o.BREFNKANBERERED. 2F , ETUNBELIBEBEN =AML,

router eigrp 100
no auto-summary
network 10.1.120.0 0.0.0.255

I E
« fEMshow ip interface briefis & & & PRiE # QRS H BIEFRE R B4 Fup/upRES.
<#root>

RouterB#

show ip interface brief



Interface IP-Address 0K? Method Status Protocol

GigabitEthernetl 192.168.0.20 YES  NVRAM up up
Tunnel0 10.1.120.11 YES  manual
up

up

1. f Fshow crypto ikev2 safr T HIARHEBRZ B ERI R LIERE,

<#root>
RouterB#

show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
2 192.168.0.20/500 192.168.0.10/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK

Life/ Active Tine: 86400/3139 sec

IPv6 Crypto IKEv2 SA

- f£Mshow crypto ipsec satn THIARECMEHBIRZE , FERRIIHRMERITHRSEIZ
AIETE®IE,

<tfroot>
RouterB#

show crypto ipsec sa

interface: Tunnel0
Crypto map tag: TunnelO-head-0, local addr 192.168.0.20

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.0.20/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.0.10/255.255.255.255/47/0)
current_peer 192.168.0.10 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 669, #pkts encrypt: 669, #pkts digest: 669



#pkts decaps: 668, #pkts decrypt: 668, #pkts verify: 668

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
Tocal crypto endpt.: 192.168.0.20, remote crypto endpt.: 192.168.0.10
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x93DCB8AE(2480715950)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox89Cl41EB(2311143915)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5578, flow_id: CSR:3578, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0

sa timng: remaining key lifetime (k/sec): (4607913/520)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: Ox93DCBSAE( 2480715950)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5577, flow_id: CSR:3577, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0

sa timng: remaining key lifetime (k/sec): (4607991/3137)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

outbound ah sas:



outbound pcp sas:

- M show ip eigrp neighborsir THIAE S H it S L TEIGRP&FEX R,

RouterB#show ip eigrp neighbors
EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq

(sec) (ms) Cnt Num
0 10.1.120.10 TuO 13 00:51:26 3 1470 0 2
£ ERFlexVPN
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SE91ER. EFlexVPNAR | AIBIEEZSREERSEFERE, F/O0EHIKEV2E B FIRHA D RE
DXEMHEE  BRTEEE, UERAR, BRERATHORNMD XK ZEANVPNEE , LEHP LK

NMAREBENSZN D XBINSEEHEBRRINES S X,
hy
WSWHE A

@igabitEthernstl
192.168.8. 20

GigabitEthernstl

192.1658.0.10

“-'
w Spoke B

@igabitEthernstl
192.165.8.38

Hub_and_Spoke_Diagram
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crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

!

crypto ikev2 policy FLEXVPN_POLICY

proposal FLEXVPN_PROPOSAL
1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

c.HEA UM LB AAAARS , REEXL—NENHNMERNIIRAauh , ZHNRMA 1 IREE
B E R

aaa new-model

aaa authorization network FlexAuth Tocal
!

d.7E X — NP address pool i B FlexPool , L@ & #31E10.1.1.2%010.1.1.254, AT B3R 2 ZHBRE
BEOoE P,

ip local pool FlexPool 10.1.1.2 10.1.1.254
!

e. B X — N Nrextrafic, SLFMEE10.10.1.0/24 985 A IPIG R FIR . LACLE M H#EIE FIFlexVPNZ
X LUE S BEE Bk e AR P £,

!
ip access-1ist standard FlexTraffic

permit 10.10.1.0 0.0.0.255
!

5| B T 58 5 R FNIP#b 3k i K Ev2 Authorization Policyo

crypto ikev2 authorization policy HUBPolicy
pool FlexPool



route set interface

route set access-list FlexTraffic
|

fRIE | IKev2 profile? BE MkeyringAAAIR I A .

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth HUBPolicy
virtual-template 1

gﬁ'JE , Transport SetiE X Al T RIPBIRA I Z NS HBE %,

hﬁ“ﬁ , IPsec profile’]J\EE*ulKEvz profilef’E,Transport Setﬁﬁﬁ']i%o

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

i.ﬁﬂlﬁvirtual-taﬂplate1astypetunnelo Fﬂ%l:l §|Fﬁﬁ9IPunnumbered address #mﬁﬁ I Psec profile

!
interface virtual-template 1 type tunnel
ip unnumbered loopbackl

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface Loopbackl

ip address 10.1.1.1 255.255.255.255
!

FE]2: 7RBE

a.E N IKEV2E W KR,



b.EEZARFMARTARLF[HITEHRIENTIHEZRA,

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-cbc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

1

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

c.ERUEHEEELBRAAARS , RARENL—NBANMERNIRK | FeauthiZF RN 17 % B
EIEERE, HTX , Bl E&ENEE R LUSIPHiE 1B B #EE BFlexVPN D o

|
aaa new-model

aaa authorization network FlexAuth Tocal
|

d.E X 5B H Fo M & FiexTraffic10.20.2.0/24. BIFREIPIFEIFIRIACLE LI D X HEWMLE |, LUE
BiZBRE,

!
ip access-1ist standard FlexTraffic

permit 10.20.2.0 0.0.0.255
!

£ 2 B 17 [7] 511k Ev2 Authorization PolicyR o

|
crypto ikev2 authorization policy SpokePoTlicy
route set interface

route set access-1list FlexTraffic
!

e. B2 | ikev2 profile? B FkeyringAAAR I A .



crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy

f.el2 & mEHE LA TR B\ NBENBSIEE,
9.6 ZIPsecBlEXH , 2Bzl 62K IKEV2E B X MEm &,

!

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

hERABERNIPHELEMEEEREZD  ZEMERMBEZEOERLSR LEENBHPREN,

I
interface tunnel 0

ip address negotiated

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
I

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
|

¥ uE

£ Fshow ip interface briefan T EEFZE. R ORI E LG EPRA -

- HELEHL  ERERLA T ERup/downikS. RESHNEN D XOZENHHE |, X

OB EREA S RITFATIFRES
- BoX Lt , BEEOERRIPHE U H B RITFFATIFIRE,

<#root>

F1exVPN_HUB#



show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.10 YES NVRAM up up
GigabitEthernet2 10.10.1.10 YES manual up up
Loopbackl 10.1.1.1 YES manual up up
Virtual - Accessl 10.1.1.1 YES unset up up

<<<<<<< This Virtual-Access has been created and is up/up
Virtual-Templatel 10.1.1.1 YES unset up

F1exVPN_Spoke#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.20 YES NVRAM  up up
GigabitEthernet2 10.20.2.20 YES manual up up
Tunnel O 10.1.1.8 YES manual up up <<<<<<

The tunnel interface received an IP address from pool defined

- f#MAshow crypto ikev2 sais THRINR LR MDA 2B BRI ZEEE,

<#root>
FTexVPN_HUB#
show crypto ikev2 sa

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 192.168.0.10/500 192.168.0.20/500 none/none
READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/587 sec

IPv6 Crypto IKEv2 SA

« {#Ashow crypto ipsec satp THIANRECMEZEHELFZE , FEZRRIIFREMFRITHER
RIEEIEIE,

<tfroot>



F1exVPN_HUB#

show crypto ipsec sa

interface: Virtual - Accessl

Crypto map tag: Virtual - Accessl-head-0, |ocal addr 192.168.0.10

protected vrf: (none)
local ident (addr/mask/prot/port): (192.168.0.10/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (192.168.0.20/255.255.255.255/47/0)
current_peer 192.168.0.20 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0
Tocal crypto endpt.: 192.168.0.10, remote crypto endpt.: 192.168.0.20
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxAFC2F841(2948790337)
PFS (Y/N): N, DH group: none

inbound esp sas:

spi: Ox7E780336(2121794358)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5581, flow_id: CSR:3581, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-h

sa timng: remaining key lifetime (k/sec): (4607998/3010)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:



spi: OXAFC2F841(2948790337)

transform: esp-256-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn 1id: 5582, flow_id: CSR:3582, sibling_flags FFFFFFFF80000048, crypto map: Virtual-Accessl-

sa timng: remaining key lifetime (k/sec): (4607998/3010)

IV size: 16 bytes
replay detection support: Y

Status: ACTI VE( ACTI VE)

outbound ah sas:

outbound pcp sas:

 f£EMshow ip routein TR HRBRCOHIEE P X -
- HFHUBEL & F Hroute set interfaceida , 10.1.1.1/32M 38 =BT IKEV2EL & fa £ 3
EW,
- BTFHUBHEL & B iroute set access-list FlexTrafficiEa , B IKEV2EL B A X T
10.10.1.0/24K9 & H

<{froot>

F1exVPN_Spoke#show ip route
<<< Omitted >>>

Gateway of Tast resort is 192.168.0.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.1
10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

S 10.1.1.1/32 is directly connected, Tunnel O <<

C 10.1.1.8/32 is directly connected, TunnelO

S 10.10.1.0/24 is directly connected, Tunnel0 <<<<<<<

C 10.20.2.20/32 1is directly connected, GigabitEthernet2
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, GigabitEthernetl

L 192.168.0.20/32 is directly connected, GigabitEthernetl



s FEApingT TR SEE M EHEE,

<#root>
F1exVPN_HUB#
pi ng 10.20. 2. 20

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.2.20, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

F1exVPN_Spoke#

ping 10.10.1.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.10.1.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms

2% B4 X FlexVPN

ROES AP RS X9 XEENFIexVPNASEHMZA, A BEELX2HVPNES, £458
RAEEFEFS , EFANHRPATEXEHEL SN HMERPL  NMEAEZEERIER
IPsechgi& , LASSE & R0EE HBRRLER,

HE&RL, aTATEANBRRTAEERTEFIBRERS , \NMBIEIELRHTHIETE
/Jll.E;Eﬁi'ﬂﬂuu,Elpnhrpredlrecto T:I_:ZFEI%‘T/“\J: 'L,<u|:||pnhrpshortcut%ﬁ‘,'LLF bﬂ]E”&E‘J;’Eﬁ%Qf%E’JEEH
B, GRMBENAITBEILEERE, ZESIAHUEHREREFNAZHNRE , UREFRERE
H R RN EE,



.

GigabitEthernstl

192 .168.8. 26
Hub
o
@igabitEthernstl
192.163.0.10
.~
Spoke B
GigabitEthernsetl
192.168.8.36

Spoke_to_Spoke_Diagram
S AOEE

a. & XIKEv2 3K B M B & X4
b.BL & Hkeyring%al A Fi T Pre-Shared Key XY & 51 R 1T B3 I IE MY o

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

|

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

c.ERLEHEE LEBRAARS , RARENL—NMNEBANRERNIRK , ZIRNEBIEZHREIEE
K ADEERINEERE |, 5Pt R B # X BIFlexVPN % X FlexAutho

!
aaa new-model



aaa authorization network FlexAuth Tocal
!

d.7E 2. — NP address pool 85 % FlexPool, , X B FVEE #b1E10.1.1.25]10.1.1.254, A THIPHEiE B3
PELERENRREREO,

ip local pool FlexPool 10.1.1.2 10.1.1.254
!

e.E X —NE NrAeTratfic, SLIFMLE10.0.0.0/89 R AEIPIARIFIER ., LLACLE X #EiX BIFlexVPNZD X HY
M  SIR/EFINELB[OEHMBD THNE | FibX Lo X AEE BT EL R RRIX LML,

ip access-1ist standard FlexTraffic

permit 10.0.0.0 0.255.255.255
|

17}7 8] 1| 2% F1P address pooIT:I_: FR 3 1T 79 K Ev2 Authorization Policyﬁﬂo

crypto ikev2 authorization policy HUBPolicy
pool FlexPool
route set interface

route set access-list FlexTraffic
|

fRIZ | IKev2 profile? BE MkeyringAAAIR I A,

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth HUBPoTlicy
virtual-template 1

g. B2 Hrransport st TE XA FRIF BB B MBS E o



h. 812 | 1Psec profiled Bt FiK Ev2 profileZC Transport Set Bl Bl 22 .

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

i. B Evirtual-template 1 astypetunnelo 4% 0 5| FJ 1P unnumber ed address 9 7 BI1Psec profilef
Do

2 opip nhrp redirect'%’ﬁ:ﬁ*&*ﬁ*ﬁtﬁﬂlﬁ ) J*Xi%iuzfggﬁ'—_._}ﬁfmzﬁ%@ﬁEEEEQLEU%EWJ g%o

|

interface virtual-template 1 type tunnel

ip unnumbered loopbackl

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface Loopbackl

ip address 10.1.1.1 255.255.255.255
!

SR 2 WRAERE

a.7E MIKEv2 3 BE F Bl & X4
b. B & Hkeyring%al A Fl T Pre-Shared Key XY 58 51 R 1T B3 I E MY o

crypto ikev2 proposal FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

1

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING
peer FLEVPNPeers

address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!



c.EFLEHAREBSHAAARS , ARENL— N B RAHMERNIIEK | FeauthiZ FI RN 118 R B
BIEERK, TR, BEEENEE RO P i F i B # X EIFlexVPND X,

|
aaa new-model

aaa authorization network FlexAuth Tocal
|

d.EMX—Np B H A FME10.20.2.0/24 I FRAEIP A 7] Bl FiexTraffico MEACLE X b0 X HERI ML LL
BIRRE,

!
ip access-1ist standard FlexTraffic

permit 10.20.2.0 0.0.0.255
!

1 18] 5| R AE 1KEv2 Authorization Policy.

!
crypto ikev2 authorization policy SpokePolicy
route set interface

route set access-list FlexTraffic
|

eﬁHE , IKEv2 profileﬁJ\EEﬂlkeyri ngAAAﬁ*Xéﬂo

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring Tocal FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy
virtual-template 1

f. 812 F Transport setTE A TR BUIR R N2 M FIE %o
g.6ZIPsecBlEX M , 28 2 5l 62K IKEV2E B X MEm &,



crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

h. B & B& & 3 O FE BAvirtual-Templatel iR, 36 TE 7 XM BIZBINHRP shortcutsdVTlo Bk, tunneo EHY
*gﬁ%i&ﬂt‘miﬁIﬁﬂgvirtual-templateo

W RipnhrpshorteutED X LEE , e/ BBERBELSENNHRPEECH EIANEL I Eib o
SZHEERRE.

interface tunnel 0

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface virtual-template 1 type tunnel

ip unnumbered tunnelO

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel protection ipsec profile FLEXVPN_PROFILE
|

interface GigabitEthernetl

ip address 192.168.0.20 255.255.255.0
!

SR 3 D XBEE

a.7E MIKEv2 3 BE F Bl & X4
b. B & Hkeyring%al A Fl T Pre-Shared Key XY 58 51 1T B3 I E MY o

crypto ikev2 proposa FLEXVPN_PROPOSAL
encryption aes-chc-256

integrity sha256

group 14

!

crypto ikev2 policy FLEXVPN_POLICY
proposal FLEXVPN_PROPOSAL

|

crypto ikev2 keyring FLEXVPN_KEYRING



peer FLEVPNPeers
address 0.0.0.0 0.0.0.0
pre-shared-key local ciscol23

pre-shared-key remote ciscol23
!

cEFLEHARLEBSHAAARS , ABREL—NMNEBANMERNIIER , ZHIRMNETBRREERTE
KRS, AR EEED BRSO IP 1t A B8 A #E X BIFlexVPN 2 X Flexautho

aaa hew-model

aaa authorization network FlexAuth Tocal
|

d.EX B H LML riexTrafic10.30.3.0/24. BIFRAEIPIFRIZIREACLE NN W D X HEMMLE |, LUE
BERRE,

ip access-1ist standard FlexTraffic

permit 10.30.3.0 0.0.0.255
!

SN

R FIFREA 5| 1Kev2 Authorization Policy.

crypto ikev2 authorization policy SpokePolicy
route set interface

route set access-list FlexTraffic
|

eﬁHE , IKEV2 profileﬁJ\EEﬂlkeyringAAAﬁ*Xéﬂo

crypto ikev2 profile FLEXVPN_PROFILE

match identity remote address 0.0.0.0

authentication remote pre-share

authentication local pre-share

keyring local FLEXVPN_KEYRING

aaa authorization group psk Tist FlexAuth SpokePolicy
virtual-template 1



f. 812 H Transport setTE X T R4 SR B 1022 M BB & 0%

g.ﬁ“E\ IPsec profileZd” Bt FIK Ev2 profile St Transport setBY Bl 28

crypto ipsec transform-set FLEXVPN_TRANSFORM esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile FLEXVPN_PROFILE

set transform-set FLEXVPN_TRANSFORM

set ikev2-profile FLEXVPN_PROFILE
!

h.BE i tunnd interfaceMvirtual templates 38 Virtual-Templatel 7E 9 32 335 1 B 2 AYNHRP shorteutsdVT 1o B | tunnelo &
B R 4R & bt 1% IEjU virtual-templateo

W WipnhrpshorteutED X EBE , FEMEBRERBELB[HNHRPEEREEIDELEHib s
XK EERIE.

interface tunnel 0

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel destination 192.168.0.10

tunnel protection ipsec profile FLEXVPN_PROFILE
1
interface virtual-template 1 type tunnel

ip unnumbered tunnel0

ip nhrp network-id 1

ip nhrp shortcut virtual-template 1

tunnel source GigabitEthernetl

tunnel protection ipsec profile FLEXVPN_PROFILE
1
interface GigabitEthernetl

ip address 192.168.0.30 255.255.255.0
!

¥ ur

£ Ashow ip interface briefin T EERRE., ERUERME NGRS, NE , ERDPXESPINE
Bk

- BESRLE , EEUERL T ERup/downiR7S. AAL T up/upiRZSHYEER 02 RE #0175 )

<#root>



F1exVPN_Spoke#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.0.30 YES NVRAM up up
GigabitEthernet2 10.20.2.20 YES manual up up
Tunnel O 10.1.1.12 YES nmanual up up

Vi rtual - Accessl 10.1.1.12 YES unset up up
Virtual-Templatel 10.1.1.12 YES unset up down

£ Fshow crypto ikev2 safn THRIAE A IREFZ R EE U R LIEE,
fF Fshow crypto ipsec saf T HRINAREC MR H ELEPRE , FERRITHEMTE
ABIEFEIEIE,
« fEfAshow ip nhrp@ P RIED X2 ARENEEM,
<#root>

FTexVPN_Spoke#

show i p nhrp

10.1.1.10/32 via 10.1.1.10
Virtual-Accessl created 00:00:13, expire 00:09:46

Type:
dynami c

, Flags: router nhop rib nho
NBMA address: 192.168.0.30

10.30.3.0/24 via 10.1.1.10

Virtual-Accessl created 00:00:13, expire 00:09:46
Type:

dynami c

, Flags: router rib nho
NBMA address: 192.168.0.30

£ Fshow ip routeiP T HMIFE AR R EHIEE P X -

XF AN B 5 Virtual-Access 132 O MK Bk , ¥ HY , FENHRPIRE S X<,
s BFERRRTF—HREBEE

<{froot>

FTexVPN_Spoke#sh ip route
<<<< Omitted >>>>

TR R



Gateway of last resort is 192.168.0.1 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 192.168.0.1
10.0.0.0/8 is variably subnetted, 6 subnets, 3 masks
S 10.0.0.0/8 is directly connected, TunnelO
S 10.1.1.1/32 is directly connected, TunnelO
S % 10.1.1.10/32 is directly connected, Virtual-Accessl
C 10.1.1.12/32 1is directly connected, TunnelO
C 10.20.2.20/32 1is directly connected, GigabitEthernet2
S % 10.30.3.0/24 is directly connected, Virtual-Accessl

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, GigabitEthernetl

L 192.168.0.30/32 1is directly connected, GigabitEthernetl
« B Mpingt S KE 518 M 1L,

<#root>

F1exVPN_Spoke#
pi ng 10.30. 3. 30

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.30.3.30, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

R HEER

Ao RENEETHTNEEHR THEDH R, FAUTHSERBEDEIRE

debug crypto interface

debug crypto ikev2

debug crypto ikev2 client flexvpn
debug crypto ikev2 error

debug crypto ikev2 internal
debug crypto ikev2 packet

debug crypto ipsec

debug crypto ipsec error
debug crypto ipsec message
debug crypto ipsec states



NHRPIRH B T HEBR 2 X B 0 IE KR

debug nhrp

debug nhrp detail
debug nhrp event
debug nhrp error
debug nhrp packet
debug nhrp routing
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