{# FISE A AnyConnect FlexVPNEL & 1 20 HEER
H %

P
RREH
EXR
R %
EE
RER
BE
HBHERE
515 R% B E(SE)RE
B HEBR
>E

[\)1&

BT

=

AR 4B A ISE R SCisco I0S® XEE HESHIIKEV2 AnyConnectiE # B Esplit-exclude Vi3 2,

FERFRAM
=R

Cisco BB THLUTEE :

- £ HE5 EEEAnyConnect IPsecti R
- BRI BMERSSIZ(ISE)EE

. BERIRLEF#(CSC)

« RADIUSTMY

fE AL
XA BET U T R B RRA -

+ Cisco Catalyst 8000V(C8000V)- 17.12.04
- BRZ2E iR — 5.0.02075

« BRISE-3.2.0

* Windows 10

AXHEPNEEHRETREXRENEFNREZEFEEN, AXEFEANAAERZRNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHBELE,



BoE

P % &
- B
g3 = =l
T
Cisco Router ISE Server
VPN User
M & &
[T

BExREE , FERUATHD.
PR ELE

1.7518 % LB ERADIUSHRSS 233 1T B 0 I UE F AN 3 AN -

radius server ISE

address ipv4 10.127.197.105 auth-port 1812 acct-port 1813
timeout 120

key ciscol23

aaa new-model
aaa group server radius FlexVPN_auth_server
server name ISE

aaa authentication login FlexVPN_auth group FlexVPN_auth_server
aaa authorization network a-eap-author-grp local

2EEGEERUREEHS[IERL, ATHRASNA S HRIERFNRSA , A ERERRSIFZE
BB BE#HITEHRIE,. EXIIEBANENFMAEE , BSHEPK -189FHFEMAPKI 209 B F
i

crypto pki trustpoint flex

enrollment terminal

ip-address none

subject-name CN=flexserver.cisco.com
revocation-check none

rsakeypair flexl

hash sha256


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

3. EMIPA M , LAEFEAnyConnectiE # B 2Bt AnyConnect VPN F s 73 Bt st 31t

ip local pool ACPOOL 172.16.10.5 172.16.10.30

4 BIEIKEV2ZS i KBS -
WEBBPEVHEMEURMRadius RSB HENEMSNATA,

crypto ikev2 authorization policy ikev2-auth-policy
pool ACPOOL
dns 8.8.8.8

AR MRREEEENLIKEV2ERKE |, N EA R Ndefault IR DR BB TRN. &



IKEV2EBREM TIEENE 4t T LUETRADIUSIRS 5t i% . REEMRADIUSIRS 2a#
Esplit-exclude/& %,

5( ANk ). BIEBIKEV2ZEWMER (MRKEE , WEAEERINME )

crypto ikev2 proposal IKEv2-propl
encryption aes-cbc-256

integrity sha256

group 19

crypto ikev2 policy IKEv2-pol
proposal IKEv2-propl

6(mE), BRMEXRRSE (NRREE , NEAEEMRINE)

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

TEARLEENPHURERDEO, EALREANCERIPHIL

interface Loopbackl00
ip address 10.0.0.1 255.255.255.255

8.HC B M 7 Te B BE #0015 B 458 O A RE HOUAE AR

interface Virtual-TemplatelO0 type tunnel
ip unnumbered Loopbackl00
ip mtu 1400

9.fFAnyConnect® F i Bt i& X #F L 1% EIBE 2R MbootflashH E X ELEXH , M AR :

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

10.B BB ST AEZEMEXERNIKEV2E B XX+ :



crypto ikev2 profile profl

match identity remote key-id *$AnyConnectClient$*

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint flex

aaa authentication eap FlexVPN_auth

aaa authorization group eap Tist a-eap-author-grp ikev2-auth-policy
aaa authorization user eap cached

virtual-template 100

anyconnect profile acvpn

UTHRBERTIKEV2ELE X 9 :

+ match identity remote key-id *$AnyConnectClient$$* — & Fiw# & 13, AnyConnectfE
*$AnyConnectClient$*¥E 7 H K F Hkey-idHIBRINIKES 17, B2 , ATLAFEAnyConnectE & XX
HHRFHERRFHBUHERREEZ R,

« authentication remote — £ REAPIHMUMATA FEF x5 BRI,

« authentication local — 2 R 240 i F i P 3t 1T 245 3t B Al

- aaa authentication eap — ZEEAP &35 #jE] , £ AARADIUSAR S 85 FlexVPN_auth,

- aaa authorization group eap list — ERNTRH , MK F|FKa-eap-author-grpSauthorization
policyikev2-auth-policy—#2fF F

« aaa authorization user eap cached — /g A= A 7 #1%,

« virtual-template 100 -7E L E 5 &Y RE AR AR

- anyconnect profile acvpn — 9L HE XN E FimELE X 4. NMATIIKEV2E & X4,

1. B EIPsecBli& XX :

crypto ipsec profile AnyConnect-EAP
set transform-set TS
set ikev2-profile profl

12 4% IPseclit & XA INEIE LEHR -

interface Virtual-TemplatelO0O0 type tunnel
tunnel mode ipsec ipv4d
tunnel protection ipsec profile AnyConnect-EAP

13. 2R L ERAETHTTP-URLMIEREXRMHTTPIRS 25 :

no crypto ikev2 http-url cert
no ip http server
no ip http secure-server



14 BLESSLER M HH 28 SR AYWAN IPFEE N T 8B E YA it 3t o

crypto ss1 policy ssl-server
pki trustpoint flex sign
ip address local 10.106.67.33 port 443

crypto ss1 profile ssl_prof
match policy ssl-server

AnyConnect® FIRELiE 4 ( XMLELE X 4 ) BARAIDER -

1£Cisco |I0S XE 16.9.1fRAZ 8] , FREEMNXIHEHZ THEE X4, 7£16.9.12/F , AT AMKIH T
[

<#froot>

<?xml version="1.0" encoding="UTF-8"7>

<AnyConnectProfile xmlns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema
<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">false</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="true">false</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al1</CertificateStoreMac>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<ATTowLocalProxyConnections>true</AllowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>

<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>

<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

<AutoUpdate UserControllable="false">true</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SinglelLocallLogon</WindowsLogonEnforcement>
<WindowsVPNEstab1ishment>AlTlowRemoteUsers</WindowsVPNEstablishment>
<AutomaticVPNPolicy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">Disable

<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>

<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnLogoff>false

</RetainVpnOnLogoff>

<ATTowManualHostInput>true</AllowManualHostInput>

</ClientInitialization>

<ServerList>



<HostEntry>
<HostName>
Fl ex

</HostName>
<HostAddress>

fl exserver. ci sco.com

</HostAddress>

<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>

EAP- MD5

</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>

</HostEntry>
</ServerList>

</AnyConnectProfile>

B RS 5IZ(SE)EE

1. HIDEMAISELNBERMEZREHBEERADIUSHREREA. At , BSMEIEE>MEE

B>M iR, AR HREENAAAT IR

Metwork Devices

Notwork Devices

Dedault Device

Duvice Security Settings

AN R %

Network Device Groups

Matwaork Davice Profiles

Name giy-33

Dascription

1P Address e 10.106.67.33

Device Profile
Model Name

Caodov

Software Version 17,124

Metwork Device Group

Location All Lacations

IPSEC Ne

Device Type All Device Types

RADIUS Authentication Settings

RADIUS UDP Settings
Pratacal RADIUS

Shared Secret

Use Second Shared Secrat

Second Shared
Secrat

Cod Pon 1700

External RADIUS Sarvers RADIUS Server Sequances MAC Managers

2

External MDM

pxGrid Direct Connectors

L



2812504

EMFME , UXBKREGHMSEARLEZECUNBRHOAF., XEFEEESRPER, KRSH
BEE (Administration)> & 17 & (Identity Management)> 48 (Groups)>F F* & 1342 (User Identity
Groups) , RJa [EH R I(Add):

es Groups External Identity Sources Identity Source Sequences Settings
AC_Split_tast
Identity Groups
= Identity Group

* Name AG_Split
Endpaoint |dentity Groups 5

User ldentity Groups

k= 2-gvi |

SFHAFEEMERE
FRAPXRKIEBENSHA. SMIAEE-50EE > SO/,

B Enabled testuser () AC_Split
testuser

FAPRNE B HE
4. BIERREE -
EMHFNEBEHENERBERNEE, E4060F  EXEZXETAFMAEREER, Akt , B

S EIPolicy>Policy sets:

Policy Sets Reset Policyset Hitcounts
Status  Policy Sat Name Description Conditions Allowad Protocols [ Server Sequence Hits  Actions  View
o AnyCannect_CB00Ov_Policy & DEVICE-Device Type EQUALS ANl Davice Typés 4 {{“} >
o
DI REESE

5.8 B RAUKHE
TE SRR SRR I LA R T B SRS VPR | S fF . RS BR2H BN B AENRHEEER,



[ AnyConnect_CEN0OV_Policy &  DEVICE-Device Type EQUALS All Device Types 1 Networ 4

» Authentication Policy (1)
» Authorization Policy - Local Exceptions
» Autherization Policy - Glabal Exceptions

v Autherization Palicy (2)

Results

Status  Rule Name Conditions Profiles Security Groups Hitz  Actions

F  DEVIGEDevice Type EQUALS All Dovice Types
] AC_Spi1_Upars AND Salect from list . t a {§;>
IdenityGroup-Name EQUALS User ientity Groups-AC_Spdit

(] Default danyh 0 @

DI R BE

Library Editor
=(E)
DEVICE -Device Type
@0« e QR F 230 ClLOE ¥ =
Equals w All Device Types
5G
IdentityGroup-Name
BYOD_is_Registered AND &-
Equals - User ldantity Groups:AC_Split « o
Catalyst_Switch_Local_Web_Authentication
Compliance_Unknown_Devices + NEW AND OR

Compliant_Devices .
Set to ‘Is not Duplicate m

EAP-MSCHAPv2
EAR-TLS
Guest_Flow
MAC_in_SAN

Network_Access_Authentication_Passed

S35 B AR SE W o O S A
6. Bl RANEE X/
BRREE X SR R RNUREEMITHERE, CIRFMHRNEENXS , ERERUATES

iF B3 H = ACCESS_ACCEPT
cisco-av-pair = ipsec:split-exclude= ipv4 <ip_network>/<subnet_mask>



Results

@ Status  Rule Name Conditions Profiles

: B _ P _

Create a New Authorization Profile I

@  petaur

BIZHM A RNEE X

Authorization Profile

* Name AC_Router_Split

Description Split exclude for AC users

* Access Type
ACCESS_ACCEPT v

Network Device Profile &% Cisco &

Service Template O
Track Movement O ®
Agentless Posture 0O®

Passive Identity Tracking O (i)

BEREEXHEE

v Advanced Attributes Settings

Cisco:cisco-av-pair ~ ipsec:split-exclude= ipv4 ... v

Cisco:cisco-av-pair v ipsec:split-exclude= ipv4 ...

ipsec:split-exclude= ipv4
192.168.2.0/255.255.255.0

v Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsec:split-exclude= ipv4 192.168.1.0/255.255.255.0
cisco-av-pair = ipsec:split-exclude= ipv4 192.168.2.0/255.255.255.0

EERNEEXHHHELE

TRERNBEEXHEE.

Security Groups

Select from list

Select fram list



Dictionaries Conditions Results

AC_Fouter_Salit

Authantication

Authorization Profile

Authorization e
hosization Proflies "
I Hamea AC_Router_Split
Downloadabie ACLs
Description Split exclude for AC users
#
Prafiling y = Acoess Type
s ACCESS_ACCERT v

Posture
Metwark Device Profile

Client Provisisning
Service Template

Track Movement
Agentless Posture

Passive ldentity Tracking

e

Common Tasks

~ Advanced Attributes Settings

Ciseo:eiseo-av-pair w7 ipsecssplit-excludes ipvd .

<

Clscoicisco-av-pair ~  ipseccsplit-excludes Ipvd ...

4

Attributes Details

Acress Type = ACCESS_ACCEPT
Cisoo-d-pair = ipsec: spit-exclude= ipvd 192.168.1.0/255.255.255.0
Cisco-awpair = ippec:spit-excludes ipvd 192.168.2 07255 255 255.0

RERNEEXHEE

BHELEMENEENHE , FRKEBEEEPHRIRE

] AnyConnoct CBOBIV_Palicy 5 DEVICE-Device Type EQUALS All Device Types

» Authentication Policy (1)
» Authorization Policy - Local Exceptions
» Authorization Palicy - Global Exceptions

“ Authorization Policy (2)

Results

Status  Rule Name Conditions Profiles Security Groups

0 DEVICEDevice Type EQUALS All Devico Types
e AC_Split_Usars AND
A identityGroup-Name EQUALS User Identity Groups:ac_Split

-] Default JanyACCaS: eet fr

RARNKBEE

HUWEERFIF | BT LAREE R AT 8 & 0 A SRR E T ISERE B&EE VPNHY M 45,

Hits

Actions




EE  HEAMCisco 10S XEXIm# TRA VPNEREE , REER —MNMF 2 BEBR F XS &
wPC, XANE]& 2 HCisco Bug ID CSCwj38106f#:% , 3 B AT MARA17.12. 4 HEIX B ZNF
DHEBRT M. BXREEREANESHARES , HZHBug.

oAl

1.8 TR B HRIE |, iH@EAnyConnect)\ A P BIPCIE#2EIC8000V H 5 A ik,


https://tools.cisco.com/bugsearch/bug/CSCwj38106

@ Cisco Secure Client

AnyConnect VPN:
Please enter your username and password.,

':|E:{ Connect

(3 Cisco Secure Client | Flex

6 Please enter your username and password.,

Username: ||ftestuser

Password: | ssssss==s]

Ok !| Cancel

& FAnyConnect

2BIMERERE , B HNRENR (ETA ) HFSMEIAnyConnectVPN > S&iHE 8. #iATunnel Mode
to be Split Exclude,



€ Cisco Secure Client

Status Overview

AnyConnect VPN

ISE Posture

Collect diagnostic information for all
installed components.

Diagnostics

BIESKIHER

€ Cisco Secure Client

Status Overview

AnyConnect VPN

NIIr ;
asco  Oecure Client

NIIr ;
asco  Oecure Client

- X
Virtual Private Network (VPN)
Preferences Statistics Route Details Firewall Message History
el
Connection Information
State: Connected
Tunnel Mode (IPv4): Split Exdude
Tunnel Mode (IPv6): Drop All Traffic
Dynamic Tunnel Exdusion: Mone
Dynamic Tunnel Indusion: b Mone
Duration: 00:00:44
Session Disconnect: MNone
Management Connection State: Disconnected (user tunnel active)
__Address Information
Client (IPv4): 172.16.10.9
Client (IPvE): Mot Available
Server: 10.106.67.33
[= o
£ >
S M ZElAnyConnectVPN > Route details , #AIAE RN EESXRLAMIELT LB Mo
- X
Virtual Private Network (VPN)
Preferences Statistics Ronﬁ Details Firewall Message History
Non-Secured Routes (IPvd) "

ISE Posture

Collect diagnostic information for all
installed components.

Diagnostics

192.168.1.0/24
192.168.2.0/24

Secured Routes (IPv4)
0.0.0.0/0




iERE R iF IS 8
258 I LU VPN L i EREFAES.

1. IKEv2 parameters

<tfroot>
8kv#

show crypto ikev2 sa detai

I Pv4 Crypto | KEv2 SA

Tunnel -id Local Renote fvrf/ivrf Status

1 10.106.67.33/4500 10. 106. 50. 91/55811 none/ none READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:19, Auth sign: RSA, Auth verify: EAP

Lifel/ Active Tinme: 86400/ 22 sec

CE id: 1012, Session-id: 6

Local spi: E8S8C6CS5EEFOFOEF72 Renote spi: 7827644A7CA8F1A5

St atus Description: Negotiation done

Local id: 10.106.67.33

Renmote id: *$AnyConnect d i ent $*

Renote EAP id: testuser

Local req nsg id: O Renote req nmsg id: 6

Local next nmsg id: O Renote next msg id: 6



Local req queued: 0 Renpte req queued:

Local wi ndow. 5 Renote wi ndow. 1

DPD configured for 0 seconds, retry O

Fragnent ati on not configured.

Dynani ¢ Route Update: disabled

Ext ended Aut henti cation configured.

NAT-T is detected outside

Cisco Trust Security SGT is disabled

Assigned host addr: 172.16.10. 10

Initiator of SA: No

Post NATed Address : 10.106.67. 33

PEER TYPE: O her

IPv6 Crypto | KEv2 SA

2.Thisisthe crypto session detail for the VPN session:

<ffroot>
8kv#

show crypto session detail

Crypto session current status

6



Code: C - IKE Configuration node, D - Dead Peer Detection

K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation

X - I KE Extended Authentication, F - |KE Fragnmentation

R - I KE Auto Reconnect, U - |IKE Dynanic Route Update

S - SIP VPN

Interface: Virtual - Accessl

Profile: profl

Uptime: 00: 00: 44

Sessi on status: UP-ACTI VE

Peer: 10.106.50.91 port 55811 fvrf: (none) ivrf: (none)

Phasel_i d: *$AnyConnect d i ent $*

Desc: (none)

Session ID: 16

I KEv2 SA: local 10.106.67.33/4500 renote 10.106.50.91/55811 Active

Capabilities:NX connid:1 lifetine:23:59: 16

| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 host 172.16.10. 10

Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 114 drop O life (KB/ Sec) 4607987/ 3556



Qut bound: #pkts enc'ed 96 drop O life (KB/ Sec) 4608000/ 3556

3. Verify on ISE live logs.

U HEER

1ECiscolgHas L
1. FEAIKEV2HIPseclif R iF LB F&E i Z A hE.

debug
debug
debug
debug
debug
debug
debug

crypto condition peer ipv4 <public_ip>
crypto ikev2

crypto ikev2 packet

crypto ikev2 error

crypto ikev2 internal

crypto ipsec

crypto ipsec error

. FERAAAATF IS UE 7S 3t F/SOm A2 B Y 0 B

debug aaa authorization
debug aaa authentication
debug radius authentication

ZEISEL :

&M FOperations > Live logs A fiE FIRADIUSERY H &,

TR

XA EENEE

<ffroot>

*0ct
*0ct
*0ct
*0ct
*0ct
*0ct
*0ct
*0ct
*0ct
*0ct
*0ct

13 10:
13 10:
13 10:
13 10:
13 10:
13 10:
13 10:
13 10:
13 10:
13 10:
13 10:

01:25.928:
01:25.929:
01:25.929:
01:25.929:
01:25.929:
01:25.929:
01:25.929:
01:25.929:
01:25.929:
01:25.929:
01:25.929:

RADIUS/ENCODE (0000012D) :Orig. component type = VPN IPSEC

RADIUS/ENCODE (0000012D): dropping service type, "radius-server attribute 6 on-for
RADIUS(0000012D): Config NAS IP: 0.0.0.0

vrfid: [65535] ipv6 tableid : [0]

idb is NULL

RADIUS(0000012D): Config NAS IPv6:

RADIUS/ENCODE (0000012D): acct_session_id: 4291

RADIUS(0000012D): sending

RADIUS/ENCODE: Best Local IP-Address 10.106.67.33 for Radius-Server 10.127.197.10
RADIUS: Message Authenticator encoded

RADIUS(0000012D) : Send Access-Request to 10.127.197.105:1812 id 1645/24, len 344



RADIUS:
*Oct 13
*Oct 13
*Oct 13
*Oct 13

*Cct 13

13
13
13
13
13

*0ct
*0ct
*0ct
*0ct
*0ct
*0ct 13
*0ct 13
RADIUS:
*0ct 13
RADIUS:
*0ct 13
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
*0ct 13
*0ct 13
*0ct 13

02

54

35
32
30
35
49
35

*Cct 13

RADIUS:
*Oct 13
*Oct 13
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
*Oct 13
RADIUS:
*Oct 13
RADIUS:

43
31
31
2D
38

03

F9

*Oct 13 10:

*Cct 13

*Oct 13 10:

*Cct 13

*Oct 13 10:
RADIUS/DECODE:

8kv#

10:
10:
10:
10:

10:

10:
10:
10:
10:
10:
10:
10:

10:

10:

10:
10:
10:

10:

10:
10:

10:

10:

10:

10:

01:

01:
01:
01:
01:
01:
01:
01:

8E

01:

85

01:

32
4C
41
38
44
39

01:
01:
01:

01:

01
01
41
5A
31
70

authenticator
01:
01:
01:
01:

25.
25.
25.
25.

25.

25.
25.
25.
25.
25.
25.
25.
00
25.
1B
25.
43
34
36
5A
3D
30
25.
25.
25.

25.

authenticator

:25.

:25.
43
4F
39
73

[ 8]

01:

8E

01:

61

01:

01:

01:

01:

01

25.
00
25.
C1
25.

25.

25.

25.

929:
929:
929:
929:

929:

929:
929:
929:
929:
929:
929:
929:
16 04 10 8A

929: RADIUS:

AC BE A8 DA

929: RADIUS:

50 4D 53 65
30 41 36 41
41 33 32 35
4E 31 32 3B
69 73 65 2D
30 2F 33 38
929:
929:
929:

998:

998: RADIUS:

53 3A 4C 32
32 4C 34 30
34 43 43 35

998: RADIUS:

04

998: RADIUS:

998: RADIUS:

998: RADI US:

998: RADIUS:

998: RADIUS: Cisco AVpair [1] 53 "ipsec:split-exclude= ipv4 192.168. 2.0/ 255. 255. 255. 0"

RADIUS:
RADIUS:
RADIUS:

RADI US:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS(0000012D): Sending a IPv4 Radius Packet
RADIUS(0000012D): Started 120 sec timeout

85 AC BF 77 BF 42 OB C7 - DE 85 A3 9A AF 40 E5 DC
RADIUS:

Service-Type [6] 6 Login [1]

Vendor, Cisco [26] 26

Cisco AVpair [1] 20 "service-type=Login"
Vendor, Cisco [26] 45

Cisco AVpair [1] 39 "isaknp-phasel-id=*$AnyConnectd i ent $*"

Calling-Station-Id [31] 14 "10.106.50.91"
Vendor, Cisco [26] 64

Cisco AVpair [1] 58 "audit-session-id=L2L40A6A4321702L40A6A325BZH1194CC58.

User-Name [1] 10 "testuser"

Vendor, Cisco [26] 21

Cisco AVpair [1] 15 "coa-push=true"
EAP-Message [79] 24
09 BB OD 4B A9 D6 2B 59 1C C8 FE 1C 90 56 F5 [ K+YV]
Message-Authenticato[80] 18

EF 24 AE 4D
State [24]
73 73 69 6F
34 33 32 31
42 5A 48 31
33 30 53 65
70 73 6E 2F

28
90
6E 49
5A 4F
31 39
73 73
35 31

46

3B [ 5900/38;]
NAS-IP-Address [4] 6 10.106.67.33

32

44
32
34
69
37

8C 48 [ T$M(F2H]

3D 4C [52CPMSessionID=L]
4C 34 [2L40A6A4321702L4]
43 43 [0A6A325BZH1194C(C]
6F 6E [58ZN12;30Session]
31 33 [ID=ise-psn/51713]

RADI US: Received fromid 1645/24 10.127.197.105: 1812,

BC 19 F2 EE 10 67 80 C5 - 9F D9 30 9A EA 7E 5E D3
998: RADIUS:

User-Name [1] 10 "testuser"

Class [25]

67

4C 34 30 41 36 41 34 33 32 [CACS:L2L40A6A432]
41 36 41 33 32 35 42 5A 48 [1Z02L40A6A325BZH]
38 5A 4E 31 32 3A 69 73 65 [1194CC58ZN12:1ise]
6E 2F 35 31 37 31 33 35 39 30 30 2F 33 [-psn/517135900/3]

EAP-Message [79] 6

Message-Authenticato[80] 18
FD 6D 26 31 A2 89 04 72 BC DD 32 A9 29 [ am&lr2)]
Vendor, Cisco [26] 59

Cisco AVpair [1] 53 "ipsec:split-exclude= ipv4 192.168. 1. 0/255. 255. 255. 0"

Vendor, Cisco [26] 59

:25.998: RADIUS(0000012D): Received from id 1645/24

EAP-Message fragments, 4, total 4 bytes

Access- Accept,

| en 239



o {FAZH A BUEE N IKEV2IEIE I A FL & Flex VPN B i
- BLEXHEAPFIDUO S 3% iiF B4 AnyConnect Flexvpn
« {FHAEAP-MD5FLEAnyConnect IKEV2IEFE i/ [A]



https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/200555-FlexVPN-AnyConnect-IKEv2-Remote-Access.html#toc-hId-2088408033
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/220536-configure-anyconnect-flexvpn-with-eap-an.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
https://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html
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IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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