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radius server rad_server

address ipv4 10.197.243.97 auth-port 1812 acct-port 1813
timeout 120

key cisco

2 ffRADIUSHRSS BR LB N AN it & e , FRNEE N A H 13,

aaa new-model

aaa group server radius FlexVPN_auth_server

server name rad_server

aaa authentication login FlexVPN_auth group FlexVPN_auth_server
aaa authorization network FlexVPN_authz Tocal

SHEBEEERURESHIER (MNMBEXBENRIEIPFREFEESHRIER ). BEXIEPIENEFEAEE
 BESFEPKIBYE B E M.

crypto pki trustpoint TP_AnyConnect

enrolIlment url http://x.x.x.x:80/certsrv/mscep/mscep.dl]
usage ike

serial-number none

fqdn flexvpn-C8000V.cisco.com

ip-address none

subject-name cn=flexvpn-C8000V.cisco.com
revocation-check none

rsakeypair AnyConnect
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https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

ip access-1list standard split-tunnel-acl
10 permit 192.168.11.0 0.0.0.255
20 permit 192.168.12.0 0.0.0.255

5. 0022 1Pv4 it 31k th,

ip local pool SSLVPN_POOL 192.168.13.1 192.168.13.10

FEAnyConnectiEZ A ThHAE] , RIERIIPHbEth S 9 AnyConnect® F i 20 B IPv4tth it ,
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crypto ikev2 authorization policy ikev2-authz-policy
pool SSLVPN_POOL

dns 10.106.60.12

route set access-list split-tunnel-acl
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crypto ikev2 proposal FlexVPN_IKEv2_Proposal
encryption aes-cbc-128

integrity sha384

group 19

crypto ikev2 policy FlexVPN_IKEv2_PoTlicy

match fvrf any
proposal FlexVPN_IKEv2_Proposal

8.fFAnyConnect® F i Bt i& X 4 L 1% EIBE A 2R MbootflashHE X ELEXH , M AR :



crypto vpn anyconnect profile Client_Profile bootflash:/Client_Profile.xml
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no ip http secure-server

10.7C B SSLKR M H R B8 AR AYWAN IPHETE J9 T $BL B SXAFAY 25 3 3t ok

crypto ss1 policy ssl-server
pki trustpoint TP_AnyConnect sign
ip address local

port 443

1M.EE - MELER , BRI RIints fEEE O

interface Virtual-Template20 type tunnel
ip unnumbered GigabitEthernetl

unnumbered@s & MELE AV O (GigabitEthernet1)3REXP e 41k

13.REETEAMEEREXRNIKEV2E E X HedER.

crypto ikev2 profile Flexvpn_ikev2_Profile
match identity remote any

authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint TP_AnyConnect

dpd 60 2 on-demand

aaa authentication eap FlexVPN_auth

aaa authorization group eap Tist FlexVPN_authz ikev2-authz-policy
aaa authorization user eap cached
virtual-template 20 mode auto

anyconnect profile Client_Profile

LTHRARTIKEV2E B4 -



match identity remoteany — RAEBEFPImIFRR, B E T“any” , LXEE%IEEﬁﬁ.iEE’M{ﬁgF
i B A LUE 2

authentication remote — 12 R EAPTM A B A T & F i & 1750 iE

authentication local — FE R IIE 5 A A :_FZIXin%ﬁBﬁiE

asaauthenticationesp — TEEAP B I UEHAE] , {# FIRADIUSFexvPN_authfRSS 25

aaa authorization group eap list — ERNIEF ) M 4% 5| 5% FIEXVPN_auchEE*X%H%_EEFﬁ ikev2-authz-
policy

aaa authorization user eap cached — E H ﬁ%ﬁﬁﬁ F' ﬁ*ﬂ

virtual-template 20 modeauto  — ESLE;@F&E’JE?&E*&

anyconnect profile Client_Profile — 58825 A TE X MV & F Um Bc i& 3044 N A T b IKEV2EL & XX 45

14. BB EMIPSeckt & X,

crypto ipsec transform-set TS esp-gcm 256

mode tunnel

crypto ipsec profile Flexvpn_IPsec_Profile

set transform-set TS
set ikev2-profile Flexvpn_ikev2_Profile

15.4%F1PSec B 34 78 1 2 E LR AR o

interface Virtual-Template20 type tunnel

tunnel mode ipsec ipv4
tunnel protection ipsec profile Flexvpn_IPsec_Profile

EF PR IE XA A B ( XMLECIE XA )
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ReconnectAfterResume
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Automatic

SingleLocalLogon
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AllowRemoteUsers
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false
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<ServerList>

<HostEntry>
<HostName>F1exVPN</HostName>
<HostAddress>

fl exvpn-csr.ci sco.com

</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>

EAP

VD5

</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>

</HostEntry>

</ServerList>
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https://dl.duosecurity.com/duoauthproxy-latest.exe%20

[radius_client]
host=10.197.243.116
secret=cisco
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File Action View Help
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.. Services (Local) :{:‘ Services (Local)

Duo Security Authentication Proxy
Service

Stop the service
Restart the service

.

Name

{,‘J Device Install Service

'-.‘:;’; Device Management Enroll...

‘G Device Setup Manager
i€} DevicesFlow_2b26af07

'€}, DevQuery Background Disc...

‘G DHCP Client

&? Diagnostic Policy Service
{_\} Diagnostic Service Host
-.‘;-’ Diagnostic System Host

'} Distributed Link Tracking Cl...
».C‘J Distributed Transaction Coo...

.:'.}5 dmwappushsvc
£, DN Client
£l Downloaded Maps Manager

&, Embedded Mode
o'} Encrypting File System (EFS)

{;J Enterprise App Managemen...
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‘*1Duo Security Authenticatio...

Description

Enables a ...

Performs D...

Enables the ...
Device Disc...
Enables app...
Registers an...
The Diagno...
The Diagno...
The Diagno...
Maintains li...
Coordinates...
WAP Push ...

The DNS Cli...
Windows se...

The Embed...
Provides th...

Enables ent...
Tha Evtanri

Status Startup Type  *

Manual (Trig...
Manual

Start
Stop
Pause
Resume

Restart

All Tasks >
Refresh

Properties

Help
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Manual (Trig...
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Identity Services Engine Home » Confext Visibility » Oporations » Policy » Work Centers

v System  » Idenbity Management = Network Resources  » Davice Portal Management  puGnd Services  » Feed Service  » Threat Cendric NAC

= Notwork Devices.  Network Device Groups  Network Device Profies  External RADIUS Servers  RADIUS Server Sequences  NAC Manapers  Eximal MDM  » Location Services
—
@ Network Devvces List > Sadhnas_Duo_Proxy
Network Devices
Network Devices
* Name

Dedault Device [ sacnana_puo_proxy |

Descripion
Device Sacurity Sattings

Paddess  v| *IP: [xicux NE

* Device Profile 2z Cisco | » &

E E—
kel —
* Network Device Geoup
Locason Al Locations © | [ SetToDefauk
IPSEC N0 ] Set To Defaull

DeviceType [aDevice Types _ © | [ SetToDefaus
ISE — Mg &

IR 2. 3% BR H Shared Secret FIT I8 BiE  authproxy.cfgsecret:

+ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

* Shared Secret

— | [ Show |

Use Second Shared Secret [] i

[ Show |
CoAPort [ 1700 | [ Set To Defautt |
RADIUS DTLS Settings

DTLS Required [] i
Shared Secret |radius/dtis i

CoAPort | 2083 | [ set To Default |

Issuer CA of ISE Certificates for CoA [ Select if required (optional) ]
DNS Name | |

General Settings

Enable KeyWrap [] i
* Key Encryption Key Show

* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL



il Identity Services Engine Home  » ContextVisiblity  » Operations  » Poley BRI G  work Centers
» System - ldentity Management  » Metwork Resources  » Device Porial Management  pxGrid Services  » Feed Service  » Threat Centric NAG
~Identiies Groups  Extemnal Identity Sources  Ideniity Source Sequences  » Setlings

L]
Network Access Users List > sadis
* Network Access User

Users

Latest Maniual Nebwork Scan Results

*Name [ sadks

Status u Enabled -
Email |
+ Passwords

Password Type Internal Users

Password Re-Enter Password

* Login Password [— | | ..... - 1 [ Generate Password
|

Enable Password | [ | [ Generste Password
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Dashboard

Dashboard ¥ Applicatioes 3 Protect an Applcation
Palicies . .

Protect an Application
Applications

radius|

Protect an Application
Users

Application Protection Type
Groups
2FA Devices o \cla Clsco ISE RADIUS 2FA Documentation [ Protect
Administrators
Reports

s L'{" Cilzco RADIUS VPN 2FA Documentation [ Protect
Settings
Billing

.'E‘ FS BIG-IP APM RADIUS 2FA Documentation [ Protect

Need Help?
Vegrade your plan for support,
Veraloning g s -
T T Meraki RADIUS VPN 2FA Documentation 3 Protect
231
Admin Panet:
023340 RADIUS 2FA Documentation 5 Protéct
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Dashboard > Applications > RADIUS

RADIUS

See the RADIUS documentation [ to integrate Duo into your RADIUS-enabled platform.

Details
integration key |
Secretkey =0 | sesssssssssssses vizs
Don't write down your secret key or share It with anyone.
API hostname —

N — RADIUS

Copy

Gopy

Gopy

Authentication Log | [&] Remove Application

Reset Secret Key

EHXEEHSMEIDUOE HRRIEARE , REFFF athproxy.cigFHFMNEE , MR :

E K E A= ikey
secret key = skey

APIZEA#1%E = api_host

[radius_server_auto]
ikey=xxxxxxxx
skey=xxxxxxxv1zG
api_host=xxxxXxxxx
radius_ip_1=10.106.54.143
radius_secret_l=cisco
failmode=safe
client=radius_client
port=1812

S
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iﬁo Add Userﬁ']E)E , T:I_:Phones-F ) iﬁAdd Phone , ?ﬁﬁl Eﬁiﬁ%ﬁﬁ s %)ﬁifﬁAdd Phoneo

Dashboard > Usears > t > Add Phone

Add Phone

Policies

Applications

u
et Learn more about Activating Duo Mobile C5.

Add User
Pending Enrollments

Bulk Enroll Users

Type ® Phone
e Tablet
Directory Sync
Bypass Codes
Groups Phone number N - Show extension field
2FA Devices Optional. Example: "+1 201-555-5555"
Administrators
Reports Add Phone

DUO — iFineEiE

RS DRIERE,

Device Info
Learn more about Activating Duo Mobile 4.

0s
Generic Smartphone

Not using Duo Mobile Model
Activate Duo Mobile Unknown

DUO — #&ELR

ﬁ?¥ o Generate Duo Mobile Activation Code

Dashboard
Oasnooary N -tvato Duo Mobie
Policies a =
Activate Duo Mobile
Applications
Users This form allows you to genarate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user 10 generate passcodes on their
moblie device or authenticate via Duo Fush.
Groups
Note: Ganarating an activation code will invalidate any existing Dus Mobile cradentials far this device until it is activated with the new activation code,
2FA Davices
Phaones
Phone |
Hardwars
WebAuthn & U2F
Administrators. Expiration 24 hours ~| after generation
Reports
Settings Generate Duo Mobile Activation Code

Billing

Hoed Help?
Upgrade your plan for support.




DUO — BBiFHUE

1E$F send Instructions by SMS.

pasnboard I -ctivate Ouc Mabile
Activate Duo Mobile

Applications
Usars This farm allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user 1o generale passcoces on Iheir
mobile device or authenticate via Duo Push.
Groups
Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code,
2FA Devices
Phanes Phone |
Hardware Tokens
WebAuthn & L
Administrators Send links via @ sMS
Email

Raports

Settings

Bl Imsiallation instructions Send installation insructions via SMS
illing

Noed Help?
Upgrage your plan for support,
Vorslaning

Gore Authenticatio
Activation instructions Send activation instruetions via SMS

Send Instructions by SMS

Skip this step

DUO — X 3i%ASMS

BHREDBIEAERE  DUOK RSB 2 P AV A P 1K P Deviceinfo , ZNEIFR7R :

Dashboard * Phones

Poli
=
Applications Send SMS Passcodes... | [3] Delate Phona
Users
sadks Attach a user
e I

2FA Devices

Pho
Hargware Tokons
febAuthn & LI2F
Device Info

Administrators
Laarn mon about Activating Duo Maobile £,

Reports
Naot using Duo Mobile

Settings New activation pending

Activate Duo Mobile

Billing

Last seen
13 howrs ago
Newd Help?

UIpend your pam for

suppon. Settings
Vorsioning

Cora Authen

Number == ] Show extension settings

Device name
Fienc Rolease Mob

Optional, Examples: "Work phona®, "Old IPod tauch®
Account ID

414053

Type Mobile i

DUO — R& B8k
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’_ﬁn’ Cisco AnyConnect | FlexVPN

% Please provide your credentials
]

Username: | sadks

Password: | ==*=====

VPN:
Please provide your credentials

FlexVPN

AnyConnectiZ

RIE , EZDUOKB I HBIE,
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Are you logging in to RADIUS ?
@ cisco syYSTEMS
© san Jose, CA, US

(O 7:54pmisT

2 sadks

Deny Approve

1l O <

DUO Push
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<{froot>

R1l#sh crypto ikev2 sa detailed
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf
1 10.106.54.143/4500 10.197.243.98/54198 none/none
READY

Status

Encr: AES-CBC, keysize: 256, PRF: SHA384, Hash: SHA384, DH Grp:19, Auth sign: RSA, Auth verify: F1

Life/Active Time: 86400/147 sec

CE id: 1108, Session-id: 15

Status Description: Negotiation done

Local spi: 81094D322A295C92 Remote spi: 802F3CC9E1C33C2F
Local id: 10.106.54.143

Remote id: cisco.com

Remote EAP id:

sadks

AnyConnect user name

Local req msg id: © Remote req msg id: 10
Local next msg id: © Remote next msg id: 10
Local req queued: © Remote req queued: 10
Local window: 5 Remote window: 1

DPD configured for 60 seconds, retry 2
Fragmentation not configured.

Dynamic Route Update: disabled

Extended Authentication not configured.
NAT-T 1is detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 192.168.13.5

Initiator of SA : No

2. Crypto session detail for the vpn session

<ffroot>

R1l#sh crypto session detail

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

//

/1 Assigned I P address fromt



R - IKE Auto Reconnect, U - IKE Dynamic Route Update
S - SIP VPN

Interface: Virtual-Access?2
Profile:

FI exVPN

i kev2 _Profile

Upti me: 00:01: 07

Session status: UP-ACTIVE
Peer: 10.197.243.97 port 54198 fvrf: (none) ivrf: (none)
Phasel_id: cisco.com
Desc: (none)
Session ID: 114
IKEv2 SA: local 10.106.54.143/4500 remote 10.197.243.98/54198 Active
Capabilities:DN connid:1 lifetime:23:58:53
IPSEC FLOW: permit ip ©.0.0.0/0.0.0.0 host

192.168.13.5

Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 3 drop @ life (KB/Sec) 4607998/3532
Outbound: #pkts enc'ed @ drop © life (KB/Sec) 4608000/3532

3.Verification on ISE live logs

EISER S fin Eoperaions > LiveLogse RAILLEEFEGHRIEN B HRIEIRS,



abulv |dentity Services Engine

cisco

Overview
Event 5200 Authentication succeeded
Username sadks
Endpoint Id 10.197.243.97 &
Endpoint Profile
Authentication Policy Default >> Default
Authorization Policy Default >> Basic_Authenticated_Access
Authorization Result VPN_AuthZ_Prof

Authentication Details

Source Timestamp 2022-02-08 23:46:28.957
Received Timestamp 2022-02-08 23:46:28.957
Policy Server isecube-b

Event 53200 Authentication succeeded
Username sadks

User Type User

Endpoint Id 10.197.243.97

Calling Station Id 10.197.243.97

ISE — =R HE

4. Verification on DUO authentication proxy
S ZDUO Authentication Proxy LB ; c:\Program Files\Duo Security Authentication Proxy\log

<#root>

2022-02-08T23:24:50.080854+0530 [duoauthproxy.Tlib.log#info]
Sendi ng request from 10. 106. 54. 143
to radius_server_auto

/110. 106. ¢



2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.log#info] Received new request id 163 from ('10.106.5
2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163):

login attenpt for usernane 'sadks'

2022-02-08T23:24:50.080854+0530 [duoauthproxy.lib.Tlog#info]

Sendi ng request for user 'sadks' to ('10.197.243.116', 1812)

with id 191 [/ Primary auth sent t

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.Tlog#info]

Got response for id 191 from (' 10.197.243.116', 1812); code 2

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.log#info] http POST to
https:// api

xxxX[ .]duosecurity[.]com 443/ rest/vl/ preauth

2022-02-08T23:24:50.174606+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_D
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163): Got
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.Tlog#info]

http POST to
https://api

xxxX[.] duosecurity[.]com 443/ rest/vl/ auth

2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_D
2022-02-08T23:24:51.753590+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_D
2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 163):

Duo aut hentication returned 'allow : 'Success. Logging you in...

2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.log#info]l (('10.106.54.143", 1645), sadks, 163):

Ret urni ng response code 2: AccessAccept

2022-02-08T23:24:59.357413+0530 [duoauthproxy.Tlib.log#info] (('10.106.54.143', 1645), sadks, 163): Send
2022-02-08T23:24:59.357413+0530 [duoauthproxy.lib.http._DuoHTTPClientFactory#info] Stopping factory <_D

HUEHEER

1. C8000V LRy,

X FIKEv2:



® debug crypto ikev2

* debug crypto ikev2 client flexvpn
* debug crypto ikev2 internal

* debug crypto ikev2 packet

* debug crypto ikev2 error

X FIPSec:

* debug crypto ipsec
* debug crypto ipsec error

23 FDUOEHRIERE , BRESKEM<H BEXH, () ()c\Program Files\Duo Security Authentication
Proxy\log

S RISEELFTEFHNRIFAHIR B SNBE

<#root>
2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info]

Sendi ng proxi ed request

for id 26 to ('10.197.243.116', 1812) with id 18
2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info]

Cot response

for id 18 from ('10.197.243.116', 1812); code 3
2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 26):

Primary credentials rejected - No reply nessage i n packet

2022-02-07T13:01:39.589679+0530 [duoauthproxy.lib.log#info] (('10.106.54.143', 1645), sadks, 26): Retur

AccessRej ect
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