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Tunnel All

Split-Tunneling
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192.168.18.219
i VPN 1
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After SDRA

SD-WAN Remote-Access

Before SDRA

Traditional Remote-Access VPN design
with SDWAN

1aa$ - Cloud DE . On-prem DC
e

laa$ - Cloud DE . On-prem DC
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SD-WAN Controllers

SD-WAN RA Headend

CA Server

10.11.14.26 T )
10.11.14.27 : , {]i "

cEc'ge Headend

192.168.10.219
i - S J
16.11.14.

tESD-WAN RAZ K7 R EBRE T HAA 4

- FEACARSBREBAER THIEMCisco IOS® XE,
- AT S MRIE, #IXMICHKAISE/Radiushi$ 25,

- Windows PC A& WAN#Z O 17 8] cEdge,
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https://www.cisco.com/c/zh_cn/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access/m-sdwan-remote-access1.html

£ fin ZAdministration > Network Devices , 3 A IIRA Headend(cEdge)IPi#: it 17718 , B1EFIRo

e Identity Services Engine Home ¥ Conte lity » Operations » Policy » Adminisiration

» System  » Identity Management  ~Metwork Resources | » Device Portal Management  pxGrid Sendces  » Feed Senice  » Threat Centric NAC
=Metwark Devices  Mebwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDIM » Location Senvices
—
]
Metwork Dievices List > SDWAN-RA-LAB
Network Devices

Network Devicas

Default Device
* Name [SDWANRALAH |

Description [ sowaN-RA-LAB

Devics Security Settings

[1p address =] *IP: [192.168.10.218 i 32

* Device Profile &% Cisco|» &

SofwareVersion [ ]

* Network Devies Group

Location [af | gcations (v Set To Default
IPSEC [no o Set To Default
Device Trpe Al Device Types o Set To Default

¥ |+ RADIUS Authentication Settings

RADIUS UDP Settings
Protocol  RADIUS

*Shared Secre! | genessss I [ Show
5] oF — N
WA TR A INE PR 1R &
Network Devices
JEdt dbadd [fyDupkcate | olmport @oExport » {EGeneratz PAC | Y Delete +
Mame IP/Mask Profie Name ~ | Location Tipe Description
[0 sSDWAN-RA-LAB 192.168.10.218/32 &5 Cisco @ All Locations Al Device Types SDWAN-RA-LAB

FERADIUSHRS 28H , FEEE BAnyConnectF RRIEMAF ENEB , WBMR. SMEEE>S
7



::In'u':!; Identity Services Engine Home » Context Visibility » Operations » Policy + Adminis tration » Work Centers

» Systemn | ~ldentity Management » Metwork Resources  » Device Portal Management  pxGrid Senvices b Feed Senice » Threat Cenfric MAC
= |dentities  Groups External |dentity Sources Identity Source Sequences k Settings
I
<]
Usars letwork Access Users List » anavazar@dsco.com
* Network Access User
Latest Manual Metwork Scan Res._ .

* Name | anavazan@cisco.com

Status Enabled -

Emall |

» Passwords

Password Type: Internal Users -
Password Re-Enter Password
] | Generate Password

* Login Password | LTI | [wnoo-ui
| |

Enable Password | | | Generate Password | i

» User Information
» Account Options

» Account Disable Policy

b User Groups

FEUNBREALERFMMNRKE  MERAR, EXHERT , BERAMEREREZM4 , XEK
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Policy Sels

+ Status Policy Set Name Descrpton Condsors Alcwed Prolocols / Server Sequence Mts Artons View
=] e o o »
e o »
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Resutts
+
Slahs  Rule hame Condtions Profies Security Geoups e —
=] i
AND . * + N
- AR
+ + &
(=] e
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- AP AT LA R 89 F X

T . IP vrf forwarding@ ¥ 281 FIP unnumbered a2 8. R M EE BUE R 52 B R #A 15
F#EEO , ARERAIP vrf forwardingas & , < M EE #L17 [713% O il BRAEAIIPEL i

identity Services Engine Home » Confend Visibility » Administration » Work Centers

» Operalions

afisiflia I
(7]

Policy Sels  Profiling  Posture  Client Provigioning  ~Policy Elamants
Dicionaries  » Condiions  ~Results
]
- Authonzation Profiles > RA_SDWAN_POLT_ANAVAZAR
A — Authorization Profile
= Anthorization *Name | RA_SDWAN_POLI_ANAVAZAR |

Description -1."FtF + POOL +SUBHETS + 5GT A

Authorization Profiles

Downloadable ACLs " Access Type |aCCESS_ACCEPT -]

+ Profiling Metwark Device Profile b Cison | w B

¥ Posture Sendce Tempiste [

+ Client Pr ng Track Movement i

Passive Identity Tracking [

» Advanced Attributes Settings

| Cisco:cisco-av-pair &| = |ipiinterface-config=vrf forwardi... |
|C|scﬂ:cr5cn-av-parr U| = [:-nﬂg= ip unnumbered Loopbackl u]
| Cisco:cisco-av-pair &| = |ipsec:addr-pool=RA-POOL S|

- [ciscozcisco-av-pair = |ipsec:route-set=prefix 10.11.1... 3|

~]|

= Attributes Details

Access Type = ACCESS_ACCEPT

cisco-av-pair = ip:interface-config=wrf forwarding 1
cisco-av-pair = ip:interface-config=ip unnumbered Loopbackl
cisco-av-pair = ipsec:addr-pool=RA-POOL

cisco-av-pair = ipseciroute-set=prefix 10.11.14.0/24

L
[
]

AFEMX :

Access Type =
cisco-av-pair
cisco-av-pair
cisco-av-pair
cisco-av-pair
cisco-av-pair

ACCESS_ACCEPT

= ip:interface-config=vrf forwarding 1

= ip:interface-config=ip unnumbered Loopbackl
= ipsec:addr-pool=RA-POOL

= ipsec:route-set=prefix 10.11.15.0/24

= ipsec:route-set=prefix 10.11.16.0/24



AnyConnect® i P i 2 BIRSE 52 F8E

FEAnyConnect® P i Bl Mipsec:route-set=prefix/& t B AT R R %%

Split-Tunneling Tunnel All
& Cises AnyConnect Secure Mability Client - b & Cisco AnyConnect Secure Mobdity Chent - x
atfren ] - . ® ], - ) ®
cisco AnyConnect Secure Mobility Client cisco AnyConnect Secure Mobility Client

Virtual Private Network (VPN) Diagrostics. .. Virtual Private Network (VPN)

Dragriostics.
Preferences Staistics RouteDetals Frewal Message Hstory Prefererces Statsbes FouteDetals Frewal Message Hstory
Non-Secured Rouwtes (IPvw] - Secured Routes (1P ~
0.0.0.0/0 0.0.0.08
Secured Routes IPvd) ~
10.11.14.0/24
cisco-av-pair = ipsec:route-set=prefix 10.11.15.8/24 ; SR .
. pat tp P . it / NO prefix specified is 0.0.0.0/0
cisco-av-pair = ipsec:route-set=prefix 10.11.16.8/24

Cisco I0S® XERHICARRSS BBl it

CARRS S FIEBAAE FICisco IOS® XE SD-WANiIEE , HFRALIHEEB BRAR FIHKIIE &,

CEDGETRAERCABRSE 28 , F A Cisco IOS® XE SD-WANTR XX crypto PKIFREZ 8565 o

- £ B RSAZ A
- ACARF B LIBPKIEER FAZ I ERMWKEY-CARL Ersakeypairo

AX : PKIRSS SR MPKIEE S L E A ER B R

- BIBCAMRSS 2% NCARRS 2R ELEMA & B FE M “No shutdown” BUECARRS 25

crypto key generate rsa modulus 2048 label KEY-CA
!

crypto pki trustpoint CA
revocation-check none
rsakeypair KEY-CA

auto-enroll

!
crypto pki server CA

no database archive
issuer-name CN=CSR1Kv_SDWAN RA
grant auto

hash shal

lifetime certificate 3600



lifetime ca-certificate 3650
auto-rollover
no shutdown

BFCARSEEEDEA.

CA-Server-CSRv#show crypto pki server CA
Certificate Server CA:
Status: enabled
State: enabled
Server's configuration is locked (enter "shut" to unlock it)
Issuer name: CN=CSR1Kv_SDWAN_RA
CA cert fingerprint: 10DA27AD EF54A3F8 12925750 CE2E27EB
Granting mode is: auto
Last certificate issued serial number (hex): 3
CA certificate expiration timer: 23:15:33 UTC Jan 17 2032
CRL NextUpdate timer: 05:12:12 UTC Jan 22 2022
Current primary storage dir: nvram:
Database Level: Minimum - no cert data written to storage
Auto-Rollover configured, overlap period 30 days
Autorollover timer: 23:15:37 UTC Dec 18 2031

RIERABLE T CARSSRIEH,

CA-Server-CSRv#show crypto pki certificates verbose CA
CA Certificate

Status: Available

Version: 3

Certificate Serial Number (hex): 01

Certificate Usage: Signature

Issuer:

cn=CSR1Kv_SDWAN_RA

Subject:

cn=CSR1Kv_SDWAN_ RA

Validity Date:

start date: 23:15:33 UTC Jan 19 2022

end date: 23:15:33 UTC Jan 17 2032

Subject Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit)

Signature Algorithm: SHA1l with RSA Encryption
Fingerprint MD5: 10DA27AD EF54A3F8 12925750 CE2E27EB
Fingerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A
X509v3 extensions:

X509v3 Key Usage: 86000000

Digital Signature

Key Cert Sign

CRL Signature

X509v3 Subject Key ID: 92F7CD72 355AA85F 672867D4 EC0C10C5 0B177C38
X509v3 Basic Constraints:

CA: TRUE

X509v3 Authority Key ID: 92F7CD72 355AA85F 672867D4 ECOC1l0C5 0B177C38
Authority Info Access:

Cert install time: 23:44:35 UTC Mar 13 2022
Associated Trustpoints: -RA-truspoint CA

Storage: nvram:CSR1Kv_SDWAN#1CA.cer

Sk ECAIEHRIIELISHA 17EcEdge R 28 ( RAkES ) WNBpkifSE R LEAZRHREE.



Fingerprint SHAl: 44E256C3 4FA45C5D F0398630 9D88B75E 5026CE4A

SD-WAN RAFEC &

ERE . AT RBIRFIBEMCEdgelISD-WAN B EME 2, RIRSD-WANZ R B S
BERLIEE I,

nFPKIE &

. BIEPKISE S

- BEECARS ERHYURL,

- MCABRS BRIE P E HlEKsha 1,
-BEERSMEPNEAEEHNZEAEN,
. 2 B £ RBVKEY-IDEL B rsakeypar.

crypto pki trustpoint RA-TRUSTPOINT

subject-name CN=cEdge-SDWAN-1.crv

enrollment url http://10.11.14.226:80

fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subject-name CN=cEdge-SDWAN-1.crv

vrf 1

rsakeypair KEY-NEW

revocation-check none

ERCAIEH 1T HHRWIE :

crypto pki authenticate RA-TRUSTPOINT

H£MCSR , ZIAFICARRS 27 , FEWHH S ML :

Crypto pki enroll RA-TRUSTPOINT

K UFCAUEF FcEdgeiE $ :

cEdge-207#show crypto pki certificates RA-TRUSTPOINT
Certificate
Status: Available
Certificate Serial Number (hex): 04
Certificate Usage: General Purpose
Issuer:
cn=CSR1Kv_SDWAN_RA
Subject:
Name: cEdge-207
hostname=cEdge-207
cn=cEdge-SDWAN-1.crv
Validity Date:
start date: 03:25:40 UTC Jan 24 2022
end date: 03:25:40 UTC Dec 3 2031
Associated Trustpoints: RA-TRUSTPOINT
Storage: nvram:CSR1Kv_SDWAN#4.cer
CA Certificate
Status: Available
Certificate Serial Number (hex): 01



Certificate Usage: Signature
Issuer:
cn=CSR1Kv_SDWAN_RA
Subject:
cn=CSR1Kv_SDWAN_RA
Validity Date:
start date: 23:15:33 UTC Jan 19 2022
end date: 23:15:33 UTC Jan 17 2032
Associated Trustpoints: RA-TRUSTPOINT
Storage: nvram:CSR1Kv_SDWAN#1CA.cer

AAARS B

aaa new-model
!
aaa group server radius ISE-RA-Group
server-private 10.11.14.225 key Cisc0123
ip radius source-interface GigabitEthernet2
!
aaa authentication login ISE-RA-Authentication group ISE-RA-Group
aaa authorization network ISE-RA-Authorization group ISE-RA-Group
aaa accounting network ISE-RA-Accounting start-stop group ISE-RA-Group

FlexVPNE &

B EIPH

ip local pool RA-POOL 10.20.14.1 10.20.14.100

BLEIKEV21RIL ( ZFBMSE ) MK

crypto ikev2 proposal IKEV2-RA-PROP
encryption aes-cbc-256

integrity sha256

group 19

prf sha256

crypto ikev2 policy IKEV2-RA-POLICY
proposal IKEV2-RA-PROP

it B IKEV2EL & XX & ¥ — mangler:

crypto ikev2 name-mangler IKEV2-RA-MANGLER
eap suffix delimiter @

XX : name-mangler \EAPE 17 ( IF & ) FIREMNBIZR (EAPE BRI BIIRFER ) K
B

B EIPsecR :

crypto ipsec transform-set IKEV2-RA-TRANSFORM-SET esp-aes 256 esp-sha-hmac
mode tunnel

it B hN 2R KEV2HEL & 324 -



crypto ikev2 profile RA-SDWAN-IKEV2-PROFILE

match identity remote any

identity local address 192.168.10.218

authentication local rsa-sig

authentication remote anyconnect-eap aggregate

pki trustpoint RA-TRUSTPOINT

aaa authentication anyconnect-eap ISE-RA-Authentication

aaa authorization group anyconnect-eap list ISE-RA-Authorization name-mangler IKEV2-RA-MANGLER
password Cisc0123456

aaa authorization user anyconnect-eap list ISE-RA-Authorization USER-SDWAN password Us3rl123456
aaa accounting anyconnect-eap ISE-RA-Accounting

Fic B hn & IPSECH & M #

crypto ipsec profile IKEV2-RA-PROFILE
set transform-set IKEV2-RA-TRANSFORM-SET
set ikev2-profile RA-SDWAN-IKEV2-PROFILE

BB ELMEREED

1

interface Virtual-Templatel0Ol type tunnel

vrf forwarding 1

tunnel mode ipsec ipv4

tunnel protection ipsec profile IKEV2-RA-PROFILE

£ N2 IKE V28D & 34 B i A2 AR AR

crypto ikev2 profile RA-SDWAN-IKEV2-PROFILE
virtual-template 101

SD-WAN RAE B =6l

aaa new-model
!
aaa group server radius ISE-RA-Group
server-private 10.11.14.225 key Cisc0123
!
aaa authentication login ISE-RA-Authentication group ISE-RA-Group
aaa authorization network ISE-RA-Authorization group ISE-RA-Group
aaa accounting network ISE-RA-Accounting start-stop group ISE-RA-Group
!
crypto pki trustpoint RA-TRUSTPOINT
subject-name CN=cEdge-SDWAN-1.crv
enrollment url http://10.11.14.226:80
fingerprint 44E256C34FA45C5DF03986309D88B75E5026CE4A
subject-name CN=cEdge-SDWAN-1.crv
vrf 1
rsakeypair KEY-NEW
revocation-check none
!
ip local pool RA-POOL 10.20.14.1 10.20.14.100
!
crypto ikev2 name-mangler IKEV2-RA-MANGLER
eap suffix delimiter @

crypto ikev2 proposal IKEV2-RA-PROP



encryption aes-cbc-256
integrity sha256

group 19

prf sha256

!
crypto ikev2 policy IKEV2-RA-POLICY

proposal IKEV2-RA-PROP

!
crypto ipsec transform-set IKEV2-RA-TRANSFORM-SET esp-aes 256 esp-sha-hmac
mode tunnel

!
crypto ikev2 profile RA-SDWAN-IKEV2-PROFILE

match identity remote any

identity local address 192.168.10.218

authentication local rsa-sig

authentication remote anyconnect-eap aggregate

pki trustpoint RA-TRUSTPOINT

aaa authentication anyconnect-eap ISE-RA-Authentication
aaa authorization group anyconnect-eap list ISE-RA-Authorization name-mangler IKEV2-RA-MANGLER
password Cisc0123456

aaa authorization user anyconnect-eap list ISE-RA-Authorization USER-SDWAN password Us3rl123456
aaa accounting anyconnect-eap ISE-RA-Accounting

!

crypto ipsec profile IKEV2-RA-PROFILE

set transform-set IKEV2-RA-TRANSFORM-SET

set ikev2-profile RA-SDWAN-IKEV2-PROFILE

!

interface Virtual-TemplatelOl type tunnel

vrf forwarding 1

tunnel mode ipsec ipv4

tunnel protection ipsec profile IKEV2-RA-PROFILE

!

crypto ikev2 profile RA-SDWAN-IKEV2-PROFILE
virtual-template 101

AnyConnectZ F i it i

AnyConnect®E P isfE FISSLE N BREE M VB IATHIL , SD-WAN RA ( BB E ) T RIF i,
RAfERAFIlexVPN , KILIPSECREANMIIN , XMERE , XRBEBIXMLE & XA R

A P A LAFEAnyConnect® Fim Y it it 1= A F 2 i AVPNRIXHFQDN, X 2SS MXHISSLERE

o

’ﬁ» Cisco AnyConnect Secure Mobility Client = X

VPN:
[(@1 Ready to connect.

[ 192.168.10.218

& @ st

EE i'c Reat;'.rlocomect.
|—> === [soRatPseCiaB v] Connect

Bl iAnyConnectic I 3 #F 4w 8 28



- SMERFERIIR , RAEEHFM,

. & IPsectER “Primary Protocol”s

- BUHIE PASAFXIE T,

. 1%&$REAP-AnyConnect{E 73 “IKE T & Hi 18] B9 & 13 WAE £

- Display/Name ( 2% ) M F#AnyConnect®F P it FRIZULERE B o
. FQDNRIP#isit 47 ScEdge ( A ) IPHbiE—iIH4%,

- REEEXH,

VPN

53} Freferences (Part 1)
| Preferences (Part 2) Server Load Balancing Servers SCEP Mobie Certificate Pinning
Badwp Servers
18 Certificate 9 Primary Server Connection Information

[ Certificate Ma tching

L5
= Certificate Envoliment D'sci+NM‘c(rm:ud) SORA-IPSEC-LAB IVrna{\r Pratocol
£8 Mobile Policy

Server List

FQDN or IP Address Usar Group [[] Asa gateway
I 192.1568.10.218 ' Auth Method During IKE Negatiation EAP-AnyConnect -

IKE Identity (IOS gateway only)

Group URL

192.168.10,218 Windows-PC-5DRA

Badwp Servers

Host Address Add

) Help

R ¥ AnyConnectlit il 3L (XML)
XMLELEXH AT Foh AR R :

For Windows:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile

For MAC OS:
/opt/cisco/anyconnect/profile

EEEWSIAnyConnectE i , AFEREXHEGUIR AL, B3 A% L HEWindowsiEEFHY
AnyConnect@ R HIEF R E"ED , AIAERBHE



/ Open AnyConnect
»  Show Connection Notices A

Disconnect

Ready to connect.
About [ ] ¥
e * E—

[ SDRA-IPSEC-LAB | Connect

# B AnyConnect TR/
ERIAER T , AnyConnect® iR 7E i Th & R EE WM ITXMLEL B 34 T 8o

MREEXHAFTA , MWEERW. BRTER  AUEAFFRAS EHAnyConnectBl EX# T
#;IRE,

Windows :

C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\AnyConnectLocalPolicy.xml

*FMAC OS:

/opt/cisco/anyconnect/AnyConnectLocalPolicy.xml

“BypassDownloader" & I i% & 73 “true” :

<?xml version="1.0" encoding="UTF-8"?>

<AnyConnectLocalPolicy xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://schemas.xmlsoap.org/encoding/ AnyConnectLocalPolicy.xsd"
acversion="4.9.04043">

<BypassDownloader>true</BypassDownloader>

<EnableCRLCheck>false</EnableCRLCheck>
<ExcludeFirefoxNSSCertStore>false</ExcludeFirefoxNSSCertStore>
<ExcludeMacNativeCertStore>false</ExcludeMacNativeCertStore>
<ExcludePemFileCertStore>false</ExcludePemFileCertStore>
<ExcludeWinNativeCertStore>false</ExcludeWinNativeCertStore>

<FipsMode>false</FipsMode>

<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictServerCertStore>false</RestrictServerCertStore>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>

<UpdatePolicy>
<AllowComplianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
<AllowISEProfileUpdatesFromAnyServer>true</AllowISEProfileUpdatesFromAnyServer>
<AllowManagementVPNProfileUpdatesFromAnyServer>true</AllowManagementVPNProfileUpdatesFromAnyServ
er>

<AllowServiceProfileUpdatesFromAnyServer>true</AllowServiceProfileUpdatesFromAnyServer>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServer>
<AllowVPNProfileUpdatesFromAnyServer>true</AllowVPNProfileUpdatesFromAnyServer></UpdatePolicy>
</AnyConnectLocalPolicy>
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& Cisco AnyConnect Secure Mobility Client = X

AnyConnect cannot verify server: 192.168.10.218

Certificate does not match the server name. p— Please provide your credentials

Certificate is from an untrusted source.

username: ||

Connecting to this server may resultin a severe security compromise! E
Security Risks Explaned Pasgword:
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cEdge-207#show ip int brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl unassigned YES unset up up
GigabitEthernet?2 192.168.10.218 YES other up up
GigabitEthernet3 10.11.14.227 YES other wup up
Sdwan-system-intf 10.1.1.18 YES unset up up
Loopbackl 192.168.50.1 YES other wup up
Loopback65528 192.168.1.1 YES other wup up
NVIO unassigned YES unset up up
Tunnel2 192.168.10.218 YES TFTP up up
Virtual-Accessl 192.168.50.1 YES unset up up
Virtual-TemplatelOl unassigned YES unset up down

{# Fshow derived-config interface virtual-access <number>4& & 5 i T 52 /= i < Bk i BB 30 15 8] 42
ml:vENCH

cEdge-207#show derived-config interface virtual-access 1
Building configuration...
Derived configuration : 252 bytes

!

interface Virtual-Accessl

vrf forwarding 1

ip unnumbered Loopbackl

tunnel source 192.168.10.218

tunnel mode ipsec ipv4

tunnel destination 192.168.10.219

tunnel protection ipsec profile IKEV2-RA-PROFILE



no tunnel protection ipsec initiate
end

{# Fshow crypto ipsec sa peer <AnyConnect Public IP >& ZAnyConnect® Py IPsecE £ < B
(SA)o

cEdge-207#show crypto ipsec sa peer 192.168.10.219
interface: Virtual-Access?2
Crypto map tag: Virtual-Access2-head-0, local addr 192.168.10.218
protected vrf: 1
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.20.14.13/255.255.255.255/0/0)
current_peer 192.168.10.219 port 50787
PERMIT, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
outbound pcp sas:
. Output Omitted...

&E%iﬁ APEZMN2ENIPHIKEV2 SASH,
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cEdge-207#sh crypto ikev2 session detail
IPv4 Crypto IKEv2 Session
Session-id:21, Status:UP-ACTIVE, IKE count:1, CHILD count:1
Tunnel-id Local Remote fvrf/ivrf Status
1 192.168.10.218/4500 192.168.10.219/62654 none/1l READY
Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:19, Auth sign: RSA, Auth
verify: AnyConnect-EAP
Life/Active Time: 86400/532 sec
CE id: 1090, Session-id: 21
Local spi: DDBO3CE8B791DCF7 Remote spi: 60052513A60C622B
Status Description: Negotiation done
Local id: 192.168.10.218
Remote id: *$AnyConnectClient$*
Remote EAP id: anavazar@cisco.com

Local reqg msg id: O Remote req msg id: 23
Local next msg id: 0 Remote next msg id: 23
Local req queued: O Remote req queued: 23
Local window: 5 Remote window: 1

DPD configured for 45 seconds, retry 2
Fragmentation not configured.
Dynamic Route Update: disabled
Extended Authentication not configured.
NAT-T is detected outside
Cisco Trust Security SGT is disabl
Assigned host addr: 10.20.14.19
Initiator of SA : No
Child sa: local selector 0.0.0.0/0 - 255.255.255.255/65535
remote selector 10.20.14.19/0 - 10.20.14.19/65535
ESP spi in/out: 0x43FD5AD3/0xC8349D4F
AH spi in/out: 0x0/0x0
CPI in/out: 0x0/0x0
Encr: AES-CBC, keysize: 256, esp_hmac: SHA96
ah_hmac: None, comp: IPCOMP_NONE, mode tunnel
IPv6 Crypto IKEv2 Session



cEdge-207#show crypto session detail
Crypto session current status
Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation
R - IKE Auto Reconnect, U - IKE Dynamic Route Update
S - SIP VPN
Interface: Virtual-Accessl
Profile: RA-SDWAN-IKEV2-PROFILE
Uptime: 00:17:07
Session status: UP-ACTIVE
Peer: 192.168.10.219 port 62654 fvrf: (none) ivrf: 1
Phasel_id: *$AnyConnectClient$*
Desc: (none)
Session ID: 94
IKEv2 SA: local 192.168.10.218/4500 remote 192.168.10.219/62654 Active
Capabilities:DN connid:1 lifetime:23:42:53
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 10.20.14.19
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 89 drop 0 life (KB/Sec) 4607976/2573
Outbound: #pkts enc'ed 0 drop 0 life (KB/Sec) 4608000/2573
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https://www.cisco.com/c/zh_cn/td/docs/routers/sdwan/configuration/sdwan-ra/cisco-sd-wan-remote-access/m-sdwan-remote-access1.html  
https://www.cisco.com/c/zh_cn/td/docs/ios-xml/ios/sec_conn_ike2vpn/configuration/xe-17/sec-flex-vpn-xe-17-book/sec-cfg-flex-serv.html
https://software.cisco.com/download/home/286281283/type/282364313/release/4.10.04071?catid=268438162
https://www.cisco.com/c/zh_cn/support/index.html
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