SFRERHNEEEVPNIEEMN R BLANI R

IP_Address

VPNAINAT

FiL & 7R
XK BN ZHHXiTie

fasr

EMINREAESHN RS EEEPREHEEENWANERES . BRIASA FirepowerE A1 HIFENS —H
B ERINAEREER(LIRS . ASA FirepoweriR & ZHEEE WM IZOERETLANIR R | AW
EE—NEBEZEOALANRZSIBRELANREZEN —MNEX R,

RNRME AT EEERBRASA Firepowerfy — R 5 R(SFR)EHR , TEEZTILANRZHE A MR
SEEMLEZRENE-NEO,

FERZA
SRR

. BFirepower (SFR)IRFHIASA 5500-XRFIFE A,
. HEHEASARIFirepowert& R 2 B Y EE#EE O,

BREW
B3R

- BEANEREBRMIGEBERMIRSIEZEE 151X E EIASA Firepower,
CNEBEONTRIEZESEN T ESUEDRBE,

- ASAREBEONZBERN T EEFirepowertE iR,

- BEEE  NREFHFLANEE , FNZEX,

- BEEAREWNZRSRE/Z 0T BB ETR,



R

AEE NN
= = = == VPN Connectivity _:_':]_ H -

"

Physical Connectivity _ -~

o = -

/‘ T <

SP NOC

\.

SP Core Network

ERRLT

WAN Connection / \

Gi1/1

\ SP Edge Device /

Connection to
fo———\ LAN Bring up MGMT
. 1/1 port

Customer L2/
L3 Switch

BRI R
A TFEREN AT ETREBEVPNGSFRIER | FREMLANEEAERN 312,
S

- ERLAMBS | EEEEEO1/1%GigabitEthernet1/8## 0,

Note:ASA Firepowert& R A EREE1/x (1/0R1/1)BOXEZMRIEEHER. BAER
1IXEBEOFERREER , SEEYENEFEEEZEOIS —MANEZR TEIREEZRFE
HHIASA,

FERAUAMBLE  EA— R FRBRERNIT S , BHEZEEEEO1/1XGigabitEthernet1/8%
0o



IP Address

- FEKEAKAM1/88EN : 192.168.10.1/24

. SFRE®E#N : 192.168.10.2/24

. SFRM% : 192.168.10.1

CEEMED  EEEDYARENEMPHY, shoulditHERMGMT)EWEE.
K B REEUT M :

- At REEEE FR192.168.10.0/24,
- mRERETE192.168.11.0/24 F M,

VPNFINAT

* ESLVPN%%O
-natif TN ZEESRHEMNABEL D ZROCAKRAERMAREAEENZEOEnatii T,

[ -BRt

managenent - access MaMI
|

nterface G gabitEthernetl/1

namei f outside

security-level 0O

i p address 10. 106.223.1 255. 255.255.0

nterface G gabitEthernetl/8

nanei f MaMT

security-level 90

i p address 192.168. 10. 1 255. 255. 255. 252

nterface Managenentl1/1
managenent - onl y

no nanei f

no security-Ieve

no i p address

obj ect network obj _any

subnet 0.0.0.0 0.0.0.0

obj ect-group network LOCAL-LAN

net wor k- obj ect 192. 168. 10. 0 255. 255. 255.0

obj ect - group network REMOTE- LAN

net wor k- obj ect 192.168.11. 0 255. 255. 255.0

access-1ist | NTREST- TRAFFI C extended permit ip 192.168.10.0 255.255.255.0 192.168.11.0
255.255.255.0

access-|ist TEST extended pernmit tcp any any eq www

access-|ist TEST extended pernit tcp any any eq https

nat (MGMT, out side) source static LOCAL-LAN LOCAL-LAN destination static REMOTE- LAN REMOTE- LAN
rout e- | ookup

obj ect network obj _any
nat (any,outside) dynam c interface



route outside 0.0.0.0 0.0.0.0 10.106.223.2 1

crypto i psec ikevl transformset TRANS- SET esp-3des esp-nd5- hmac
crypto i psec security-association pntu-aging infinite

crypto map CVAP 10 mat ch address | NTREST- TRAFFI C

crypto map CVAP 10 set peer 10.106.223.2

crypto map CVAP 10 set ikevl transform set TRANS- SET

crypto map CVAP interface outside

crypto i kevl enabl e outside

crypto i kevl policy 10

aut hentication pre-share

encryption 3des

hash nd5

group 2

lifetine 86400

1
tunnel - group 10. 106.223.1 type ipsec-|2I
tunnel - group 10. 106.223.1 ipsec-attributes

i kevl pre-shared-key *****
|

cl ass-map TEST
mat ch access-|ist TEST

policy-map gl obal policy
cl ass TEST

sfr fail-close
1
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