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LA ERRA R H B o] ARV RFARA. FTBACS 5. XMRAFIFMC 5.xhR 435 b Th &

AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREEANREIME  FRARKELTHMEG THREERN,

[
ACS 5.xEl &
e e S e

- MACS GUIH , &M EIMBZREE , RHRBREAVRKRZEA, ETEHNRFRSEEF
, EBBIRZREFireSighto MHIRFREFERESRNENRBEANELHEIMH. Click

Save.
4 @ My Workspace Network Resources > Network Device Groups > Device Type > Edit: "Device Type:All Device Types:FireSight"
v [}ﬂ
Device Group - General
+ Network Device Groups T & —
e : FireSight
Description:
Network Devices and AAA Clients v+ Parent: All Device Types Select
Default Network Device S ) )
# = Required fields
External Proxy Servers
OCSP Services

» ﬁ Users and Identity Stores

» € Policy Elements

> Access Policies

» Monitoring and Reports

» &2 System Administration

« EACSGUIH , EMEMBREE , REMBRBNAAAT Pin , ARBMRE. REER
MEMAIRZIPHY, FireSIGHTEEHROEULT ROIPFHITE L,



—
» & My Workspace

- 05

+ Network Device Groups
Location
Device Type

Default Network Device
External Proxy Servers
OCSP Services

» &8 Users and Identity Stores

v

(\‘ﬁ}v Policy Elements

» L5 Access Policies

v

Monitoring and Reports

» &7 System Administration

Name: FireSight Management Center
Description:

Network Device Groups
Location All Locations

Device Type All Device Types:FireSight

IP Address

o Single IP Address IP Subnets IP Range(s)

IP: 10.150.176.224

= Required fields

Submit Cancel

Network Resources > Network Devices and AAA Clients > Edit: "FireSight Management Center"

Select

Select

Authentication Options
»

v

Shared Secret:

CoA port: 1700
Enable KeyWrap
Key Encryption Key:

Message Authenticator
Code Key:

Key Input Format
ASCII HEXADECIMAL

- ERGEEAT  BESE—5holRng g amEnigsss,

« % Authentication Options3Z I BI4E , £ FRADIUSEEIE , AEH ASA FLNADMHE
., EEE , BEEFireSIGHTEEF 4 LB ERADIUSIRS 88T , HBXREAHERNHAE

Ho EEFANAKEME , FEEHFShowikfl, HEFH“Submit’s

o NWEERADIUSAF B W IE/ER U TGUIR/ZH N FH B B AT EFireSIGHTE B R OF 2
BREEE LIRS E,

EACSHIRINE A

- SMEIAFMEHE K BESHAH. EATRHEYF , Q2K S D4R FireSight
LR RIS T S RPE LN RNE B X

Administrator”,

TACACS+
RADIUS

® ry



lI'BSlth Adm:gghawr" |

- ; General
“'l Users and Identity Stores = Name:  FireSight Administrator |
Identity Groups Description: ‘ - |
s Parent: All Groups @

# = Required fields

FA e A PR INEIACS

- SMERAFNEOE  EARSOESSTEERS. WACELIHRASMENGEE , BRE
L—ShalENEHAE , RERTREXR.

= S General
Users and ldentity Stores # Name: ltest | Status: Enabled [ ©
Description: \
# |dentity Group: All Groups:FireSight Administrator Select
Email ‘ ‘
Address:

Account Disable
|| Disable Account if Date Exceeds: 2015-Nov-01 [ (yyyy-Mmm-dd)

| Disable account after E successive failed attempts

Password Hash

Applicable only for Internal Users to store password as hash.
| Enable Password Hash Authentication types CHAP/MSCHAP will not work if this option is enabled.
While disabling the hash, ensure that password is reconfigured using change password option.

Password Lifetime
Password Never Expired/Disabled: Overwrites user account blocking in case password expired/disabled
User Information
There are no additional identity attributes defined for user

records

Creation/Modification Information

Date AR

Created: Wed Sep 02 13:15:56 UTC 2015
Date o

Modified: Wed Sep 02 23:12:39 UTC 2015
Date AR

Enabled: Wed Sep 02 13:15:56 UTC 2015

# = Required fields

 Submit | Cancel |



FLEACSXKRE

« F£ACS GUIH , & EIPolicy Elements > Authorization and Permissions > Network Access >
Authorization Profiles, AR MEZEHRIEFTHNENEEN 4. ETENREF |, QIEHE
& 2 FireSightEE &,

General = Common Tasks = RADIUS Attributes

# Name: | FireSight Administrator ‘

S Policy Elements
: Description: |

# = Required fields

Authorization Profiles

+ ERADIUS attributesi®TF/ , RMA T AU LAIZN S HAHRTRNNNVFESDEN , AL
& Submit

indenemislstamnandaskanl RADIUS Atributes
- - Common Tasks Attributes
/. Policy Elements Attribute Type VETE
Authorization Profiles
Manually Entered
Attribute Type Value
Class String Groups:FireSight Administrator
. AddA  EditV | ReplaceA = Delete |
Dictionary Type: ~ RADIUS-IETF
# RADIUS Attribute:  Class Select
# Attribute Type: String
Attribute Value:  Static
£ ‘Grou ps:FireSight Administrator ‘

# = Required fields



o SHEVGRKE>TRBRS>MIAMETEE>RR , RS AFireSightEE PO EE X EBERTH

BINER, LUITRHEIERANDG : Device Type & Identity Group s Il £ — & i B AYi%

BREMHMHA,

- WRIEHE/R S LEE EMFireSightEE A RNEENHREKENER, H&"Submit’s

» &4 My Workspace Access Policies > Access Services > Default Network Access > Authorization

» (153 Network Resources
Standard Policy| Exception Policy

» &3 Users and Identity Stores

Hit Count

Network A Authorization Policy

» € Policy Elements
Filter: ~Status k4 Match if: Equals k) Enabled Ed ClearFiter Go w

» 5

5 Conditions Results
v Access Services Status Name . } o
=1 Service Selection Rules NDG:Device Type Identity Group Authorization Profiles
» O Default Device Admin 1 2] Rule-1  in All Device Types:FireSight  in All Groups:FireSight Administrator ~ FireSight Administrator 7

+ (O Default Network Access
Identity

» Max User Session Policy
Max Session User Settings
Max Session Group Settings

» Max Login Failed Attempts Policy
Max Login Failed Attempts Group Setij

» Monitoring and Reports

» &2 System Administration

FireSightE 2 OB B

FireSight B8R RA KRB E

« B %FireSIGHT MCH S 2|System > Local > User Management, #8573 IE % I
+. i+ Create Authentication ObjectiZHI R INFTAIRADIUS IR 585 A 1T A F & 2 1R

R

+ J9Authentication Methodi&#RADIUS, #i ARADIUSHRSZ SR M BTF, % AHost

Name/IP AddressFIRADIUS Secret Key, ZHANELABIEACS LEIENZAMETHE ., A

B AZPACSIRS 23R ENA/IPH A ( MREFE ) -

Overview Analysis Policies Devices Objects | AMP
Local » User Management Updates

Users User Roles External Authentication

UNGEEGE System

Licenses

Mor

External Authentication Object
Authentication Method RADIUS &)
Name * ACs

Description

Primary Server

Host Name/IP Address * 172.18.75.172 ex. IP or hostname
Port * 1812
RADIUS SecretKey ~ |seses

Backup Server (Optional)

Host Name/IP Address ex. IP or hostname
Port 1812
RADIUS Secret Key

« EARRHIF | FERADIUS-Specific Parameters#f4 T~ , Class=Groups : FireSight

Administrator{E B § EIFireSight EE R4, XEACSYENACCESS-ACCEPTH —Ef4 iR [H



HfE. BEEHSaveRFEE , HEFIF I THEHAV KIS 2 NI BETACSH & B KIE.

RADIUS-Specific Parameters
Timeout (Seconds) 30

Retries 3

Access Admin

Class=Groups:FireSight
Administrator Administrator

+ 7EShell Access Filter & , i ALLES 2 FR Y A F 5 R AR #IShel/SSH& F,

Shell Access Filter

Administrator Shell Access  |userl, userl, user3
User List

B RS G RIE
&G, TRATSRUELEFMC LG RN S DRAE

1. &M EISystem > Local > System Policy,
2. EE B kB External Authentication,
3. FfStatusEX NEnabled ( RIANER ) o
4. BENMKACS RADIUSARS 85

5. RERBHATREZ LEHNNAEKE,

7::RAN
« BEHWACSHRAF BHRIE |, Em T R3IE|Additional Test Parameters 2849 , A

ACSHAFMAFREMOS, BHMHA, AINRFSHENEEE OMIBE Rgreen
Success : Test Complete’Ei &,


/content/dam/en/us/support/docs/security/firesight-management-center/118541-configure-firesight-13.png

Additional Test Parameters
User Name test

Password shdsaaas

© Success LS
Test Complete.

- EEENRSORIEINER  BREINRGETY , AR HETFEAEEZLNREE:L,
ETEHMNRIIRESRE , = radiusauth - response : MACSIZULHY
|Class=Groups : FireSight Administrator|"{B. XN iZ5 LHE#EFireSIGHT MC LBt & # A ith
FireSightA #8<BXf9ClassfEPLHL, Click Save.

Test Output

Show Details v

check_auth_radius: szUser: test

RADIUS config file: /var/tmp/_bcEn4h_wF/radiusclient_0.conf
radiusauth - response: |User-Name=test|

radiusauth - response: |Class=Groups:FireSight Administrator|

User Test

radiusauth - response: |Class=CACS: IE-acs/229310634/47|

"test" RADIUS Authentication OK

check_is_radius_member attrib match found: |Class=Groups:FireSight Administrator| - |Class=Groups:FireSight Administrator | ok
role_bee2eb18-e129-11df-a04a-42c66f0a3b36:

*Required Field

Save Test Cancel
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