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E-BS
P RERM AR, BRI
fE AL

ANHEPHNEEHRETREXRERNEFHRFEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTENRS , FERRETRAERSHIBERRE,

AXEPNEEETUTRENE IR

o Z2BHFK1E1200, 3100, 4200

» Firepower 4100/9300

- BRZL2AY BEBERL(FX0S)2.12.0.x, 2.17(0.X)

« BRZREHAERBBEH(FTD)7.2.0x, 7.4.1-172, 7.7.0.89
o BRIZ 2P RIEEBRPOFMC)7.2.0x, 7.4.1-172, 7.7.0.89
- BEMNZREIZE(ASA).18(1)x. 9.20(x)

» Wireshark 3.6.7(https://www.wireshark.org/download.html)

=
5=
RSB 5 RER

MNBESANAEMES , Firepower 4100/9300F1 % £ B A 1%1200/3100/420089 R #4 AT 404t , a0
BT :

il

0N

Chassis

Internal Switch Security Module

FTD/ASA

Data Plane (LINA)
Backplane/uplink

Front Interfaces

PAESEUTAH

« AR — FHEFESMNEERIINA , R2FR. ABRIEZS N TREZOER
P ERIR ERETRIED | FEEIIEPIRE , S, a0, Ethernet 1/1,
Ethernet 2/4& %, “BI&" TR —NMEBHRARE . EAXHEF , ©ATREZEIINEBRE


https://www.wireshark.org/download.html

MEOSERE EITEEEZEOX DR,
o BRI EITHRE — HR2EROM)EZIABGRINATEA,

- B3 FIT8EX — & A T Secure Firewall 3100/4200M9 A#F#E O |, RN EBAIIRHLA N A 2 (A

HEERERE,
- EEED — BN YEED,
- BEED - sRSATHRARENNANED,

N F =2k AiE3100/4200 , #iE. EEMN LTHREORFIGENNEBRBRIIKD.

N EE W TFREBAHI200 , BEA L TEBEORGIRENABTRNGO. B2, &
HimORHHAED , TRAIMRMHLN —E 5

A LLEEFXOS local-mgmtésfshell show portmanager switch status#y < #i H #9 i H 7 36 UE AR 5T

EARRGF | wO0M7RYEEEED , IsD0M18REM/ LITHRKED , IwO0/19_REE L1THK

#0,

<#root>
firepower-3140#

connect | ocal - mgnt

Warning: network service is not available when entering 'connect local-mgmt'
firepower-3140(local-mgmt)#

show portmanager switch status

Dev/Port Mode Link  Speed Duplex Loopback Autoneg FEC
0/1 SGMII Up 1G Full None No None
0/2 SGMII Up 1G Full None No None
0/3 SGMII Down 1G Full n/a No None
0/4 SGMII Down 1G Full n/a No None
0/5 SGMII Down 1G Full n/a No None
0/6 SGMII Down 1G Full n/a No None
0/7 SGMII Down 1G Full n/a No None
0/8 SGMII Down 1G Full n/a No None
0/9 SR_LR Down 25G Full n/a No None
0/10 SR_LR Down 25G Full n/a No None
0/11 1000_BaseXDown 1G Full n/a No None
0/12 1000_BaseXDown 1G Full n/a No None
0/13 1000_BaseXDown 1G Full n/a No None
0/14 1000_BaseXDown 1G Full n/a No None
0/15 1000_BaseXDown 1G Full n/a No None
0/16 1000_BaseXDown 1G Full n/a No None
0/17 1000_BaseX Up 1G Full None No None
0/ 18 KR2 Up 50G

Full None No None None Link-Up

0/ 19 KR Up 25G

Link Scan

Link-Up
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li
Force-Li

Link-Up



Full None
0/20 KR

T&RE R T Firepower 4100/9300 £ # & #r$2 O M % 2 B A 351200/3100/4200 L Ry 247 £ 1T 8RR 42

No
Up 25G

None
Full

None
None

Link-Up

No None

None

Link-Up

A :
SRR BATE# L1748
Platform it e HiR/ ETEERREEO BRAVBRGY R ERAT |BRETHY R RO
*;ikgﬂi i
Al A
SM1:
Firepower Internal-Data0/0
4100 ( Firepower 1 Ethernet1/9 EHA
4110/4112FR51 ) Internal-Data0/1
BAAR 1/10
. Internal-Data0/0
Z;r;agzv;/?rz 1 Ethernet1/9 FEH
Internal-Data0/1
SM1: TEA Internal-Data0/0
Ethernet1/9 Internal-Data0/1
BAAM 1/10
Internal-Data0/0
SM2:
Internal-Data0/1
Firepower 9300 3 AR 1/11
BARM 1/12 Internal-Data0/0
SM3: Internal-Data0/1
BAAM 1/13
BAAM 1/14
Z2PAE1210 1 in_data_uplink1 wAa 9 Internal-Data0/1
ZEPbAE1220 1 in_data_uplink1 wEa 11 Internal-Data0/1
in_data_uplink2 wa 12 Internal-Data0/2
in_data_uplink3 wA 13 Internal-Data0/3




T4 fhK3%1230 1 in_data_uplink1 wAa 13 Internal-Data0/1

2Py AIE1240 in_data_uplink2 wa 14 Internal-Data0/2
in_data_uplink3 wA 15 Internal-Data0/3

T4 fh K 3%1250 1 in_data_uplink1 wa 13 Internal-Data0/1

T2 AE3100 1 in_data_uplink1 wHA 18 Internal-Data0/1

Z2Bh A 1E4200 1 in_data_uplink1 w0 11 Internal-Data0/1
in_data_uplink2 ( {X4245) | #0012 ({X4245) |[Internal-Data0/2 ( {4245 )

THRERTZ2PFAE1200/3100/4200 LWV ERZEOMEE F1T8EKED -

ATEE LT8R
ﬁ ) |
Platorm  [lEmgn e e ORET g e st s mstro A D
W HB)&}%*H:%D Ll
Bwliw 0O
T2 Ak EE1 RS BN EBAZ TiE A TiE A
1210 BHlim O
T2 Kk B RIS BRI EBAZ Ti& A & A
1200 BHlim O
( 1210BR\ )
T2 KIE EE1 WO 0/17 %0 019 . :
3100 in_mgmt_uplink1
Z2 o BN i B w0 0/9 %0 0/13 in_mgmt_uplink1
4200 B2 %% 0 0/10 %0 0/14 in_mgmt_uplink2

MBEHMERBEF2/MNE HxiE OB Firepower 4100/93008) E A2/ iE L1788 = O W Secure
Firewall 4245 , M NEPREAFER EW N AL EX2NMED ERITHRENEGE,

- R2ER, R25BHIDHF — REFTDHASAFNAMEIR, Firepower 9300 # % iA34

2R,

- MENAED — NAPHERIEITEREONST , SIAIFTDHASA,




S | Secure Firewall 1200 R EE =AM EIE L THRBEONTEN, ARGV NBAREFEX
i Oz RITRESE,

£ Fshow interface detailfn S WIF A ZFED :

<ffroot>

>

show interface detail | grep Interface

Interface Internal-Control0/0 "ha_ctl_nlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 6
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "", is up, line protocol is up

Control Point Interface States:
Interface number is 2
Interface config status is active
Interface state is active

Interface Internal-Data0O/1 "", is up, line protocol is up

Control Point Interface States:
Interface number is 3
Interface config status is active
Interface state is active
Interface Internal-Data0/2 "nlp_int_tap", is up, Tine protocol is up
Control Point Interface States:
Interface number is 4
Interface config status is active
Interface state is active
Interface Internal-Data0/3 "ccl_ha_nTlp_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 5
Interface config status is active
Interface state is active
Interface Internal-Data0/4 "cmi_mgmt_int_tap", is up, line protocol is up
Control Point Interface States:
Interface number is 7
Interface config status is active
Interface state is active
Interface Port-channel6.666 "", is up, Tine protocol is up
Interface Ethernetl/1 "diagnostic", is up, Tine protocol 1is up
Control Point Interface States:
Interface number is 8
Interface config status is active
Interface state is active

R ER IR F SRR



Firepower 4100/9300
BB RREK , AEBRHALME A EE O VLANARIS 2% O VLANFRIE SA R BB #L R & #R 12 (VN-tag).

PER SR ALEE A i O VLANAR IS RAMAZE O, IR OVLANFR I AZIRI#O0 ENEMA O
FEa®. VIANIFCHREBHERE , THFHER. T EKosw BITHFRENRICHE :

<#root>

firepower#

connect fxos

firepower (fxos)#

show run int el/2

!Command: show running-config interface Ethernetl/2
!Time: Tue Jul 12 22:32:11 2022

version 5.0(3)N2(4.120)

interface Ethernetl/2
description U: Uplink
no 11dp transmit
no 11dp receive
no cdp enable
switchport mode dotlg-tunnel

switchport trunk native vlan 102

speed 1000
duplex full
udld disable
no shutdown

VNFRIZ L AR ERAIEA |, AT HBREARAINA, CHAREEIERE , TERFIER.

wAOVLANFRIEFIVNIRICEN AR E, NARFNSANE OZEOVLANFRIZRIVNIRIZ A AR SN
BaEH, HEREO LWAIRENWEIK B N ANESESIR |, ZEHEAEEE O# 0OVLANFRIZH
VN#RIE | BB ARMEOED |, FEHEOVLANFRIZHMVNIRIE , FEBIESEATINE,

T2 P5:K1%1200/3100/4200
SFirepower 4100/930038 5L , MEBR#RALAE A i A VLANFRIERARIREEZ A,

WAVLANSRIEEN AR E, NARFHS M OEOVIANRICRAZI S M EES, 3 BT8R
O ARSI RISk B AN BIRESR , KRYIREE DE#EAVLANARIE |, IR3lHOEO
, FEmOVLANFRIE , FARBEIRRIIMGE.



HBRIRNBRR

Firepower 4100/9300H1 % £ 5 X %3100

Firepower 4100/9300H1 % £ B5 X 3E3100Ph A& X FA RN E O LN BIESTHIR.
HEERTHENNARF R BESRENBEIHRS

Chassis
Internal Switch Security Module
FTD/ASA
[p]
®
S Data Plane (LINA
4=
2 Backplane/uplink
=
e @‘
S ,
- <)
Snort Engine (FTD only)
HIRATIE -

1. ARV EEOAORRS, BEOREZEINE RS (HIORBRN ) HEMED,
2. BEFEEOAOBRS

3. SnortiEik =

4. BEFEHEOLOBRS

5 AERMANE R LITHERAOBRR], TR LTERZOSHNTIIRINEZZINA,

RNE AN ZFAOEOBR, R , RERRMMEHASAFTDEAZERNEEZ, TX
FH OBIEHR.

T2 B X31200/4200

Z2F5 K5E1200/4200F K i EAMRRAZED LN BTEHR. LEERTIEINARRFA
RRRURENGESHRL



Chassis

Internal Switch Security Module

FTD/ASA

2%kplaneg‘uplink
Q,

4]
Snort Engine (FTD only)

@
Y

Front Interfaces

BRREHE

1. ARV EFEOAORRS, AEOREZEINE RS (HIORBRN ) WEMFED,
2. NERXMAERZEOE OMWIRS.

.HEFHEOAOBRK

4. SnortiiIk &

5. METHEEOHOBRS

6. NEPRRHERD LT AOBRS, BRI LTEREZEOSNIRINEZZINA,
7. AE RO E Ok,

REP IR ALEREFRE ( ARMER ) #3R. MIABRT , AEBRABRA OB RHHEZ

o

N orE mep 1200 L EEED RS MED , FETABXGA. Hit , REHKE
1200 " XEFERMILK A HREEEORE.

Firepower 4100/9300 - BV i & F156 iF

Firepower 4100/9300 1 E8 32 2 HL 383K AT LAZEFCM _E 89 Tools > Packet Capture B & , IEFXOS
CLIF #Yscope packet-capture P ELE ., BXHIFEIHIRETA LA , i5ZS R Cisco Firepower
4100/9300 FXOSHI A E B 5Bl E 5= Cisco Firepower 4100/9300 FXOS CLIEL Efgra —E W&
BERR BB RR— T,

X L6378 A EFirepower 4100/9300 R 2B 3 # AL 3R 49 & L f6E A ZR 61
MBS O@EEO LN BIESHEIR

£ FHFCMHICLITE# O Ethernet1/28{ Portchannel1iZ 0 BB H R B HIE2HK., R EiHOEE
O, BEKREERFMEYERGEND,



hih, BEIRNFHRI

Chassis
Internal Switch Security Module
FTD/ASA

-

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

BiE
FCM

EFCMLERMITUTHE |, F£8OEthernet1/28Portchannel1 L fit E#iE 93k :

1. fE M Tools > Packet Capture > Capture SessionfIZ T HI IR & 1E:

Overview Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture

Troubleshooting Logs

o somin T

¢ Refresh

Mo Session available

2. &FE#EOEthernet1/2 , RESERWN , REETREFHSTUBUEHR

frd1 e @l
selected | Ethernet],
B 2 -
Buffer Sive 256 MB -
'l e Bytes

Etore Packets Appand

= Cagture Filter Apply Filtes

FTD

1/9, Etha

Ethamatl
{Bortchannals) |

.MRRRAOBERED , BEARMEYERAED , BHAEEN , ABRTEREHSTURE
IR -



Overview Interfaces Logical Devices  Security Engine  Platform Settings System Tools Help  admin

156 ME

5 ¢ 1518 Bytes
Ethaematisa Stare Packets [ Overarite  [EEETEE]
Capture Filler LR Cspture All

FXOS CLI
FEFXOS CLILE#MITLAT £ |, £ OEthernet1/28Portchannel1 L il B B 23k -
1. PR N AR B MPRNEAT -

<#root>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. W TiwO@ERED , BRiREKAED

<#root>
firepower#

connect fxos

<output skipped>
firepower (fxos)#

show port-channel summary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)



s Suspended r - Module-removed
S - Switched R - Routed

U - Up (port-channel)

M - Not 1in use. Min-Tinks not met

Group Port- Type Protocol Member Ports
Channel
1 Pol( SU) Et h LACP Et h1/ 4( P) Et h1/ 5(P)

3. BIBHRRE

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmi t

firepower /packet-capture/session #

NTiwOBEEZAD , M RAEOEELMAVHIR



<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/5

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

A



FCM

K ifInterface Name , #{ROperational StatusJJup EFile Size ( AT R84 ) 8140 :

Overviaw Interfaces Logical Devices Saecurity Engine Platform Sattings

i
& Refresh Capture Segsion Defete Al Sessions
u ap1 Drop Count: 0 Buffer Size: 256 MB Snap Length: 1518 Bytes
Interface Name Filter File Size (in bytes) File Mame Deviee Name
Ethamati/2 Hana 28632 capi-atharnat: 1-3-0.peap di &,

€ Retvesh Capture Sesson Diciete Al Sesscrn
u capi Drop Count: 0 Snap Length; 1518 Bytes
Enterfsce Name Filter Davice Hame
Ehermetl/s ] # A
Etherneti/4 2 85 i

f£scope packet-capture F I IF IR IFAE R

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes



Error Code: 0
Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 75136 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Port-channel 128 K A # O Ethernet1/4¥1Ethernet1/5:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active

Config Success: Yes
Config Fail Reason:



Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 4

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 310276 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 5

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-5-0.pcap

Pcapsi ze: 160 bytes
Filter:

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

W SR IR S

AT UL EEFirepower 4100/9300 N SR A R WL I IR K28 0 R Y 5 TR o



IR 7 #

2 A EIE S MIR S IREER N AR R T FFEthernet1 2 HWIR XM, ERE—NEESHREER :

1. UEIRICMP[E
2. RBBUE SR KB VLANFRIE,

3. AP IE AFRIS A O3 O Ethernet1/289 & 1% O VLANFRIZ 102,

4. AEPHRALIE A — NI VNIR IS,

BERHEZ. BRI EER , FER2K

e, Time
1 2022-07-13 06:23:58, 265060930
2 022-07-13 9623158, 2ESOEIE5E
3 I022-07-13 8623159, INTVILBBG
4 2022-07-13 86:23:59, 309193731
5 2022-07-13 06:24:00. 333954158
6 2022-07-13 86:24:00, 333056014
7 2022-97-13 @86:24:81.357173530
B 2022-07-13 @6:24:01,357174708
9 2022-97-13 96:24:02.381073741
18 2022-87-13 86:24:02, 381074959
11 2022-07-13 86:24:03, 405159041
12 2022-07-13 86124103, 405200261
13 2022-087-13 86124104, 429155683
14 20220713 86:324:04 . 470156831
15 2022-07-13 86:24:05.453156612
16 2022-07-13 86:24:05.453158052
17 2022-87-13 86:24:06.477127687
18 2022-87-13 86:24:06.477129859
19 2022-087-13 86:24:87,501201314
20 2022-087-13 86:24:87 501293841
21 2832-87-13 86124188 . 525080956
12 20220713 86:24:08. 525002058
23 2022-07-13 06:24:09,540216500
24 2022-97-13 9612409, 540218564
25 2022-97-13 @6:24:10,573118146
26 2022-07-13 B6:24:10,573112%04
27 2022-07-13 96124111, 597026027
28 2022-07-13 86:24:11.597088170
29 2022-07-13 86:24:12.621061022

Seurce

A92,0.2, 100
152,8. 2,109
192.8.2., 108
192.0.2.100

192.8.2.108
192.0.2.100
192.0.2.100
192.0.2.100
192.0.2. 109
192.0.2,100
192.8.2.108
192.8.2.108
192.0.2.108
192.8.2.108
192.8.2.188
192.9.2,108
192.0.2, 100
192.0.2. 108
192.0.2.108
192.0.2.108
192.0.2.108
192.0.2.108
192.0.2.108

[

198,51, 189, 104
198,51, 109,184
198,51, 109,108
158.51.100. 180
198.51.100.180
198.51.100. 180
196.51.100. 100
198.51. 100,100
198.51. 100, 108
198.51. 120,108
158.51. 100,160
198.51.100. 180
198.51.100. 180
198.51.100. 100
198.51.100. 100
198.51. 100, 108
198.51. 100,108
198.51.109. 108
198.51.100. 108
198.51.180. 100
198.51.108. 188
198.51.100. 108
198.51. 100, 103
198.51. 120, 108
198.51. 120,108
198.51. 100,100
198.51.100, 108
198.51.180,188
198.51.180. 108

A WN-Tag

Type: 802,10 Virtual LAN (x@106)

= Soal

Direction: From Bridge
Pointer: vif_id
Destination: 18

= Loaped: Mo

Reservid: &

Version: @

urce: @

~ 892.1¢ Virtual LA, PRI: @, DEL: @,

. GORG 8118 0110 = 1D: 192
T Pva_ (@

I i

v waee = Priority: Best Effort (default) (@)
« = BEI: Imeligible

Internet Control Message Protocol

Internet Protocel Version 4, Src: 192.8.2.100, Dst: 198.51.100.100

2

O I b
@xddec (dazE) 64 Echo (ping) request
gxddec (40428) 64 Echo (plng) request
Gxdedd (JB656) 6d Echa (ping) request
Oxvedd (40656) 64 Echo (ping) request
x9f20 (48736) 64 Echo (ping) request
x9f20 (48736) 64 Echo (ping) request
axofad (4B749) 64 Echo (ping) request
@xof2d (do749) 64 Echo (ping) request
@xofEl (JaR4a) 64 Echo (ping) request
@xofEl (40840) 64 Echo (ping) request
xa077 (41073) 64 Echo (ping) request
QxaB¥T (41079) 64 Echo (ping) request
axalef (41231) 64 Echo (ping) request
exaldf (41231) 64 Echo (ping) request
oxaléa (4132F) 64 Echo (ping) request
@xal6a (4132F) 64 Echo (ping) request
@xaled (41445) 64 Echo (ping) request
Oxaled (41449) 64 Echo (ping) request
axalfe (41a62) 64 Echa (ping) request
axalfe (41a62) 64 Echo (ping) request
Bxa257 (41559) &4 Echo (ping) request
0xa257 (41559) 64 Echo (ping) request
9xa2ad (41641) 64 Echa (ping) request
@xa2a9 (41641) 64 Echa (ping) request
0xa34s (41797) 64 Echo (ping) request
axa345 (41797) 64 Echa (ping) request
%4349 (41801) 64 Echa (ping) request
0xa349 (41891) 64 Echo (ping) request
Oxa3dc (41048) 64 Echo (ping) request

» Frame 1: 108 bytes on wire (B854 bits), 108 bytes captured (864 bits) on interface capture_up_1, id @
» Ethormet II, Src: VMware O9d:08:be (90:50:56:0d:08:be), Dst: Cisco bO:77:00 (58:97:bd:b0:77:80)

id=gwpeta,
id=gxeota,
idugpna,
iduitcpina,
iduipdna,
idegupala,
ide@cpota,
id=@xpela,
ide@xpota,
id=inciiia,
iduitcpia,
iduicpna,
idugupdla,
ideoxpola,
ide@xpela,
ide@upeta,
idu@epia,
idudcpna,
iduicpna,
idugupna,
idegpeta,
idegxpela,
ide@eaeta,
idn@enta,
id=ineiiia,
iduiepna,
idugepona,
idsfupala,
id=gxpota,

5B 9F
28
(31
1a
e
id
2d

seqe7/1792, ttl=64 (no response foundl)
response found| )
response found! )
response found! )
response found! )
response found! )

5eqe?/1792, ttl=64 (no
Seqe8/ 1048, ttl=64 (no
seqed/ 1048, ttl=ca (no
seqe9 234, ttl=ca (no
s0q=9/2304, ttl=ca (no

500=10/2560, ttl=64 (no response
seqe10/2568, ttl=64 (no response
seqel1/2616, ttl=64 (no response
seqell/2816, ttl=64 (A0 response
sequl2/ 3072, ttl=64 (no response
seqel2f 3072, ttl=64 (no response
seqe13/3328, ttl=64 (no response
50q=13/3328, ttls=64 (no response
seqe14/3584, ttl=64 (no response
seqeld/ 3584, ttl=64 (no response
seqel5/ig48, ttl=64 (n0 response
sequlS/ 848, ttl=64 (no response
equlh/4p96, ttle6d (no response
seqe16/4096, ttl=64 (no response
seqel7/4352, ttle64 (no response
50q=17/4352, ttle64 (no response
seqelB/4698, ttl=64 (Ro response
sequli/4608, ttl=64 (Ro response
seqelt/dpEd, ttle6d (no response
seqelo/ap6a, ttl=64 (mo response
Seqe20/5120, ttl=64 (no response
s00=20/5128, ttl=64 (no response
500=21/5376, ttls64 (no response

bd B9 77 08 @0 50 56 od
Bl B9 B0 06 03 8@ 45 B
af ¢ cd BB 82 64 6 33

o 82 19 11 12 13 14 15
de if 2 21 32 33 x4 35
e 2f 30031 32 33 34035

el
]
]
20 07 4 64 ce 62 00 00 PO
16
F- 3
N

found )
found | )
found| )
found )
found! )
found! )
found! )
found! )
found )
found| )
found| )
found ! )
found! )
found! )
found! )
found | )
found| )
found| )
found!)
found!)
found!)
found!)
found| )

26 80 da
oL a8 80
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19 1a
¥ Ja

18 SR ()%
oo fB123 ASET

ERENMBREEAREER

1. REERICMPE N E R BIEE. HRENBES , HER2K
2. IR BIR AR KRB VLANFRL

3. NPT 3E AFRIS A O3 O Ethernet1/289 & 1% O VLANFRIZ 102,




™ Toms Soarce [re— Frosocol [ FE PTTL Mo
1 2032-07-13 86! .285880930 192.0.2.108 198.51.100. 180 i 108 1 Bxddec (LR428) &4 Echo (ping) ﬂ'qwst id=axp@la, seq=7/1792, ttl=ga (no response found!)
2 022-87-13 86 L2BSOBIESE  102.0.2.100  198.51.100.108 [1cHp l1e2 1 seq=7/1792, ttl=64 (no response found!)
3 2022-07-13 86 3O0BABBEE  192.0.2.100 198.51. 100, 103 ple 108 15T AB6SE, &4 EC i reqlnst ide@cidla, seqe 2048, ttle64 (no response foundl)
4 2022-07-13 06 309103731 192.0.2.1060  198.51.100. 168 TP 102 Ax0edd (4B656) 64 Echa :pins} request  ide0xio1a, seqe8/2048, ttle64 (no response foundl)
5 2022-07-13 ¥ L333054190  192.8.2.180 198.51. 180, 163 pLd 108 @xif20 (40736) 64 Echo (ping) request id=deddls, seqes 2304, ttl=64 (no response foundl)
€ 2023-07-13 06t .333056014  192.0.2.100  188.51.180.100 TeHe 102 ax9F20 (40736) 64 Echo (ping) request id=0x001a, seqe0/2304, ttlefd (no response Found!)
7 3022-07-13 06: JI5T17ISIO 192.0.2.100  198.51.100.100 1CHP 188 axofad (40745) &4 Echo (ping) request idegx0dla, seqe=10/2580, ttl=84 (no response found!)
8 2022-07-13 86: L357174708  192.8.3.108 158.51.108. 160 e 182 axafad (40740) &4 Echo (ping) request ide8xBdla, seqe18/2568, ttl=&4 (no response foundl)
5 1032-07-13 06 L3B1073741  192.0.2.100  198.51.100. 100 TCHR 188 Gx0fRR (40840) &4 Echo (ping) request id-axtdla, seqe11/2816, ttl=6d (no response found!)
10 2022-07-13 66 JIB1074009  102.0.2.100  198.51.100.100 TcHR 102 GxofER (40840) 64 Echo (ping) request id-Bxidla, seqe11/2816, ttl=64 (no response found!)
11 2022-07-13 86 405100041 192.0.2.100  198.51.100. 108 TEHP 108 Gxal77 (41075) 64 Echo (ping) request id-Oxidia, seqe12/3072, ttl=64 (no response found!)
12 2022-87-13 86 ABSREI6L  192.0.2. 108 198.51. 106, 163 1P b @xad¥? (41075) &4 Echo (ping) request id=dxddia, seqeil/3073, ttl=64 (no response foundl)
13 3023-07-13 86: .429155683  192.0.2.100  198.51.180.100 TEHP 108 axalof (41231) &4 Echo (ping) request id=dx0dla, seqei3/3338, tel=id (no response found!)
14 2022-07-13 86: AZI156831 1932.0.2.100 158.51. 180, 168 ICHP 182 axanef (41231) &4 Echo (ping) request id=oxodla, seqe=13/3328, ttl=64 (no response found!)
15 2022-87-13 @6 B5.453156612 192.9.2.100 198.51.100. 108 ICHP 1088 axalea (41322) &4 Echo (ping} request id-axeola, seq=14/3584, ttl=64 (no response found!)
16 2022-07-13 ©6:24:05,453158052 192.0.2.180  198.51.100,100 e 182 axalea (41322) 64 Echo (ping) request id-expla, seq-14/3584, ttl-sa (no response found!)
17 2022-07-13 06:24:06,477127687 192.0.2.100  198.51.100,100 TcHe 108 Axaled (41449) 64 Echo (ping) request id-oxpdla, seq-15/3840, ttl-64 (no response found|)
18 2022-07-13 06:24:06, 477129899  192.9.2, 100 198,51, 100, 100 ple, 102 fxaled (41449) 64 Echo (ping) request 1d-0x001a, seq-15/3840, ttl-64 (no response foundl)
19 2022-07-13 06:24:07.501291314  192.0.2.100  198.51.100.100 TcHe 108 oxalfe (41462) 64 Echo (ping) request id-exedla, seq=16/4996, ttl=64 (no response foundi)
20 2022-07-13 06 192.0.2,100  1968.51.100,100 TCHP 102 axalfe (41462) 64 Echo (ping) request id=oxo9la, seqe=16/4096, ttl=64 (no response found!)
21 2022-07-13 06 192.0.2.100  198.51.100,100 1cHe 108 0xa257 (41559) 64 Echo (ping) request id=axgdla, seq=17/4352, ttl=s64 (no response found!)
22 1022-07-13 96 192.8.2. 199 198.51. 100, 199 1M 182 Bxa25T (41559) &4 Echo (ping) request id=0xgola, seq=17/4352, ttl=64 (no response found!)
23 1022-97-13 96 192.8.2, 109 198.51. 100, 109 1P 108 Bxaza® (41641) &4 Eche (ping) request id-oxpdla, seq-18/4608, ttl-64 (no response found!)
24 I022-87-13 @6 @9,549238564  192.0.2,1090 198. 51, 100, 109 ple, 102 xazad (41641) 64 Eche (ping) request id-oxidla, seq-16/4608, ttl=64 (no response found!)
25 1022-07-13 06 12,573110146  192.9.2, 108 198,51, 109, 100 ple, 108 @xa3as (41797) 64 Echo (ping) request id-oxidda, seqe19/4864, ttl=64 (no response found!)
26 2022-07-13 06:24:10.573112504  192.0.2.100  198.51.100.100 TcHe 102 0xa3a5 (41797) 64 Echo (ping) request ideoddla, seqe19/4864, ttl=64 (no response foundl)
27 2022-07-13 06:24:11.597086027 192.0.2.100  198.51.100.100 TeHe 108 0xa3a9 (41801) 64 Echo (ping) request id=axodla, seqs20/5120, ttl=sa (no response found!)
28 7027-07-13 86:24111.597088170  192.0.2.100  198.51.100.100 1M 182 axa3a9 (41801) 64 Echo (ping) request ideoxodla, seqe20/5120, ttl=64 (no response found!)
29 2022-07-13 96:24:12.621061022 192.0.2.100 198.51. 100, 189 ICHP 188 Bxaddc (41948) 64 Echo (ping) request ideaxgola, seqel/5376, ttle=64 (no response found!)
<
» Frame 2: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture ue_ 1, id @ 58 97 bx b9 77 06 00 S0 56 90 B be B1 00 00 66 X- W P W ]
» Ethernet II, Src: VMware 9d:e8:be (90:50:56:9d:¢8:be), Dst: Cisco b9:77:0¢ (58:97:bd:b9:77:0¢) OF 00 45 00 00 54 9d ec 40 00 4 01 af €0 O B0 E--T- o e
B02.1Q Virtual LAN, PRI: @, DEl: @, ID: 102 B2 64 cb 33 64 64 03 90 A a2 OO 1a 80 07 f4 b4 d-3dd- m-o--ood
= Priority: Best Effort (default) () c¢ 62 00 0O 00 0O 20 22 07 OO OO 0O 80 00 10 11 boo- - ooeoee
. = DEI: Ineligible 3 12 13 14 15 16 17 18 19 13 1b 1c 1d 1e 1f 20 11 Fi=H EEEN |
0000 0110 0110 = 10: 182 22023 24025 26 27 28029 23 2b 2o 2d 2e 2f W 31 w3X8" () "s,- 000
32 33 34 35 36 37 234567
ool version 4, Src: 192.0.2.100, Dst: 198.51.109.100
Internet Control Message Protocol 2
S o N .
77t Portchannel1 B 5 & A MY IR XX . EBRE N HFESAREER !
S B — Nl
1. fUBIRICMPEI R E R BIE R, HREMER , FER2K,
NN — >
2. RIaBIE B LIZBVLANARL
3. NERR B ALIE A#RIR A O $% O Portchannel 1 #9 B N 0 VLANAR 121001,
—_
4. RNEPHRALIE A — NEIMIVNIR IS,
No. Time Souree Destination Frotecl Length PO PTIL info
r 12022-88-05 23:07:31.B65872877 192.9.2.100 198.51.100.160 IcHP 108 ] ox3zie (12846) 64 Echo (ping) request | id=6x802d, seq=245/62728, ttl=64 {nc
2 2022-98-95 23:87:31.B65875131 192.8.2.188 198.51.168.188 ICHP 1a2 @x3zie (12846) 64 Echo (ping) request | id=8xeezd, seq=245/6272@, ttl=64 (nc
3 2022-08-05 23:87:32.B67144598 192.8.2.184 198.51.168.188 ICHP laa [TEF] PLAR) req id=gx002d, seq=246/62976, ttl=64 (nc
4 2022-08-05 23:67:32.B67145852 192.0.2.180 198.51.100.160 ICHP 182 ox3zbd (12985) 64 Echo (ping) request id=Bwdeld, seq=246/62976, ttl=64 (nc
5 2822-88-95 23:87:33.B81992485 192.8.2.184 198.51.188.188 ICHP las exizde (13916) 64 Echo (ping) request id=8xeezd, seq=247/63232, ttl=64 (nc
6 2022-08-85 23:87:32.881504191 192.8.2.184 198.51.188.188 ICHP 182 ex3zde (139016) &4 Echo (ping) request id=0wee2d, seq=247/63232, ttl=64 (nc
T 2022-08-95 23:07:34.883049425 192.0.2.189 198.51.169.109 ICHP 108 %3373 (13171) 64 Echo (ping) request id=exee2d, seq=248/63488, ttl=64 (nc
8 2022-08-985 23:87:34.883051649 192.8.2.184 198.51.168.188 ICHP 182 ex3273 (13171) 64 Echo (ping) request id=8xeeld, seq=248/63488, ttl=64 (nc
9 2022-08-05 23:07:35.883478016 192.9.2.109 198.51.100.100 ICHP 108 ax3427 (13251) 64 Echo (ping) request id=0w802d, seq=249/63744, ttl=64 (nc
19 2022-88-85 23:07:35.883479198 192.8.2.180 198.51.100.108 ICHP 182 ex3427 (13351) 64 Echo (ping) request id=exee2d, seq=249/63744, ttl=64 (nc
11 2022-88-85 23:07:36.889741625 192.8.2.100 198.51.168.188 ICHP las ex3ade (13534) &4 Echo (ping) request id=0x0e2d, seq=250/64000, ttl=64 (nc
12 2022-08-05 23:07:36.889742853 192.9.2.109 198.51.100.100 ICHP 182 ox3dde (13534) 64 Echo (ping) request id=Swd02d, seq=250/64000, ttl=64 (nc
13 2022-88-85 23:07:37.913770117 192.8.2.100 198.51.100.188 ICHP 188 ex3sac (13644) 64 Echo (ping) request id=8xee2d, seq=251/64256, ttl=64 (nc
14 2022-88-85 23:07:37.913772219 192.8.2.100 198.51.100.188 ICHP 182 @x3sdc (13644) 64 Echo (ping) request id=0x0e2d, seq=251/64256, ttl=64 (nc
15 2022-08-05 23:07:38.937820879 192.9.2.109 198.51.100.100 ICHP 103 ox3602 (13826) 64 Echo (ping) request id=Bwd02d, seq=252/64512, ttl=64 (nc
16 2022-88-85 23:07:38.937831215 192.8.2.100 198.51.100. 188 ICHP 182 @x3602 (13826) 64 Echo (ping) request id=8xe02d, seq=252/64512, ttl=64 (nc
17 2022-88-95 23:07:35.961786128 192.8.2.100 198.51.100.188 ICHP 108 exibed (14061) 64 Echo (ping) request id=0x0e2d, seq=253/64768, ttl=64 (nc
18 2022-08-05 23:07:39.961787284 192.9.2.100 198.51.100. 160 ICHP 182 ox3bed (14861) 64 Echo (ping) request id=Bwd0ld, seq=253/64768, ttl=64 (nc
19 2822-08-85 23:07:48.985773098 192.8.2.109 198.51.108. 188 ICHP 188 ex37ds (14293) 64 Echo (ping) request id=8x8eld, seq=254/65024, ttl=64 (nc
< >
» Frame 1: 188 bytes on wire (864 bits), 188 bytes captured (864 bits) on interface capture_ve_3, it a2 76 f2 @9 @@ 25 @0 58 56 9d e8 be 39 26 82 54 v K PV R T
> Ethernet II, Src: WHware Sd:eg:ibe (00:50:56:9d:e8:be), Dst: a2:76:f2:00:00:25 (a2:76:f2:00:00:25) 90 00 81 90 93 o0 OB @0 45 00 00 54 32 2e 40 0@ rrerers EeT2.8
T - 48 91 1b 7f €@ B0 B2 64 6 33 64 64 @8 @0 le d6 cod -3dd-
. = Direction: From Bridge ;:"’3529‘;52 We:“:”?7;2;°b°: LI T
. = Pointer: vif_id 19l 45 13 4425 917 49 12281
- 1f 20 21 22 23 24 25 26 27 28 29 2a 7b 1% $%8° ()%
+¢08:8000 0161 2160 - E"“i“‘_“i"“' sa 4 2f 38 31 32 33 34 35 36 37 .. 10123 4567
ooped: No
. = Reserved: @
. = Version: @
. = Source: @
ng. aez lg Virt al U’IN {@x8108)
882.1Q Virtual LAN, PRI: @, DEI: @, ID: 1801

[1:1- T = Priority: Best Effort (default) (@)
RN = DEI: Imeligible

ve.. 8911 1116 1881 = ID: 1801

Type: IPvA (0x800)

3

Internet Protocol Version 4, Src:
Internet Control Message Protocol

192.9.2.10@, Dst:

198.51.100.180

2

ERBE-NMBESHAREER

1. RERICMPE N E R BHE R, HRENEERZ , FER2K

2. RBBIEERLIE B VLANFRL
3. NEPA A IE APRIR A O3 O Portchannel 189 fff hni

AVLAN#R121001,




M. Time Source Dastination Protocod Length
12022-08-95 23:07:31.865872877 192.9.2.1080 198,511,108, 168 ICHP 108 1
2 2022-88-85 23:87:31.865875131 192.8.2.188 198.51.108. 188 ICHMP 182
3 2022-88-85 23:87:32.867144598 192.9.2.180 198.51.190.189 ICHP 188
4 2022-88-95 23:97:32.867145852 192.9.2.108 198.51.100.189 ICHMP 182
5 2022-88-95 23:87:33.8B1992485 192.9.2.198 198.51.198.189 ICMP 188
6 2022-88-95 23:87:33.881904191 192.8.2.188 198.51.190.189 ICHP 182
7 2022-88-95 23:87:34.883049425 192.9.2 198.51.198.189 ICHMP 188
B 2022-88-85 23:87:34.883951649 192.8.2 198.51.198.189 ICMP 182
9 2022-88-95 23:87:35.883478016 192.9.2 198.51.190.180 ICHP 188

19 2922-88-95 23:87:35.88347919@ 192.9.2 198.51.198.188 ICMP 182
11 2022-88-85 23:87:36.8E0741625 192.9.2.128 198.51.190.189 ICHP 188
12 2022-88-85 23:87:36.8B0743853 192.8.2.188 198.51.100.188 ICHP 182
13 2922-88-85 23:87:37.913778117 192.9.2.188 198.51.108.188 ICHMP 188
14 2922-88-85 23:87:37.9137732219 192.9.2.128 198.51.198.189 ICHP 182
15 2822-08-95 23:07:38.937829879 192.9.2.180 198.51.108. 188 ICHP las
16 2@22-88-85 23:87:38.937831215 192.9.2.188 198.51.108.18@ ICHP 182
17 2922-88-05 23:87:39.961786128 192.9.2.188 198.51.128.182 ICHP 188
18 2022-88-95 23:87:39.961787284 192.9.2.188 198.51.108.18@ ICHP 182
19 2922-88-85 23:87:40.9B577309@ 192.9.2.188 198.51.108.18@ ICHP 188

802.1Q Virtual LAN, PRI: @, DEI: @, ID: 1081
Baa, = Priority: Best Effort (default) (8)
[ . = DEI: Ineligible
ceee 8811 1118 16801 = ID: 1881
Type: IPv4 (@xeE8a)

Internet Protocol Version 4, Src: 192.9.2.188, Dst: 198.51.188.188
Internet Control Message Protocol

Frame 2: 182 bytes on wire (816 bits), 182 bytes captured (B16 bits) on interface capture ue 3, ia
Ethernet II, Src: VMware Od:ef:be (@9:50:56:0d:eB:be), Dst: a2:76:F2:00:906:25 (a2:76:f2:80:80:25)

ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc
ttl=64 (nc L

"4,-. 01

FO FTIL Ifo
@x322e (12846) 64 Echo (ping) request | id=0x002d, seq=245/62720,
lox322e (12846) 64 Echo (ping) request | id=exee2d, seq=245/62720,
@x32ho (12985) 64 Echo (ping) request id-exee2d, seq=246/62976,
@x3zbe (12985) 64 Echo (ping) request id-exee2d, seq=246/62976,
ex32dg (13816) 64 Echo (ping) request id=exeeid, seq=247/63232
@x32de (13016) 64 Echo (ping) request id-exee2d, seq-247/63232
ex3373 (13171) 64 Echo (ping) request id-exee2d, seq-248/63488,
@x3373 (13171) 64 Echo (ping) request id=ex@g2d, seq=248/63488,
@x3427 (13351) 64 Echo (ping) request id=0xe02d, seq=249/53744,
@x3427 (13351) 64 Echo (ping) request id=exee2d, seq=249/63744,
@x34de (13534) 64 Echo (ping) request id=ex@d2d, seq=258/654880,
@x3idde (13534) 64 Echo (ping) request id=8x@02d, seq=250/64008,
Bx354c (13644) 64 Echo {ping) request s5eq=251/64256,
@x354c (13644) 64 Echo (ping) request seq=251/64256,
@x3602 (13826) 64 Echo (ping) request id=@x@82d, seq=252/64512
Bx3682 (13826) 64 Echo (ping) request id=@x@82d, seq=252/64512
@x3bed (14061) 64 Echo (ping) request id=-@xe02d, seq=253/64768,
ex3ced (14061) 64 Echo (ping) request id=exee2d, seq=253/64768,
Bx37d5 (14293) 64 Echo (ping) request id=exed2d, seq=254/65824,
a2 76 f2 0@ 09 25 80 50 56 9d o8 be 81 00 03 9 v X-P V-
98 90 A5 00 00 54 32 2e 40 00 40 01 1b 7f @ 00 cE:-T2. @@
@2 64 c6 33 64 64 08 00 1e dé oD 2d 00 5 a6 a2 o 3dd- -
ed 62 60 90 90 90 7a 2f ob 00 0D B0 90 80 10 11 b z/
12 13 14 15 16 17 18 19 1la 1b 1c 1d 1e 1f 20 21
22 23 24 25 26 27 28 29 2a zb 2c 2d 2e 2f 3@ 31 "mi%&'()
32 33 34 35 36 37 234567
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BE

FCM

EFCMERITU TSI RUBEERED LA BIESHIR

1. fE M Tools > Packet Capture > Capture SessionZ#HI IR & 1E:

o scion T

Overview Interfaces Logical Devices Security Engine Platform Settings System Help admin

Packet Capture

Troubleshooting Logs

Mo Session available

¢ Refresh

2. EHRFIEERZEO LNBEE , EMNTHY RN Capture OnFIEER A , REIEFAI
Backplane Ports, ¥ , EBERENERED., EXMERT , IUERAERED
Ethernet1/9f1Ethernet1/10, 1E{#Session Name} # d5Save and RunEUEERZR:

Overview Interfaces Logical Devices Security Engine

Select an instance: fedl ~

frdl

Ethematl/2

Platform Settings

Ethematl/3

Ethemetl/1

Save and Run Sawe Canced
Session Name* eapl |
Selected Interfaces Mot
Buffer Size ¥56 MB hd
Snap kength: 1518 Bytes
Store Pack EEE e
Capiure On

IM Backplane Poets Iv

A Backplane Ports

Ethernetl/10

FXOS CLI



FEFXOS CLIEHITU T SRUE B ERED LN HIESHIR

1. PR R A SRR MARIRAF

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. QIBIWRRE

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/9

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/10



firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comm t

firepower /packet-capture/session #

A
FCM

i Interface Name , #fROperational Statusyup B File Size ( AZT R84 ) 10 :

Overview Interfaces Logical Devices Security Engine Platform Settings System Tools Help admin

& Rafresh Caphuse Session Dt Al Sess0ns.

- -} capl Drop Count: § Operational State: up Buffer Size: 256 MB Snap Length: 1518 Bytes

Interface Name Filtar Fibe Size (in bytes) File Hams Device Hame

Ethermnetl/10 None 194357 capl-ethernet- 1- 10-0.pcap fedl

Ethemetl/9 None 6366 capl-ethermet-1-9-0.pcap frd1

FXOS CLI

#Escope packet-capture PRI IR IFMER:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show session capl



Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 10

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-10-0. pcap

Pcapsi ze: 1017424 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Slot Id: 1

Port 1d: 9

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-9-0.pcap



Pcapsi ze: 1557432 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Name: ftd

W EEHEIR X 1
1T EFirepower 4100/9300 A ZB 3 K L3R L EB 0 P EY P TR
FIR S 7 AT

ERABESHRNARIRNARFITTFER S, IRESMERED | FRRITA SN ERE
OB RHRN G, EXHIBERT , HFEEEEHREDOEthernet1/9 L3R,

BRREE-IMNE-NRES , AREER

1. HIRB/NCMPEI R ERBIES , HER2R,

2. RIEEBIE SR LZBVLANFRIE,

3. NEPAR AN IE AFRIR H O 2 O Ethernet1/389 81 9k s O VLANFRIZ 103,
4. RERIEYLIEA —DNEIABIVNIRIE,

o Tima Sourc Destnaton Frosacal
12022-07-14 20:20:36.513854256  192.0.2.100  198.51.100.100 TCHE (ping) request | id=0x0001, seqe15/3840, ttl=sd (no response found!)
2 30228714 10:39:36.513857289  192.0.2.100  198.51.189.108 ICHP i id=px@0d1, 4eq=15/3840, ttl=s4 (reply in 3)
3 3023-87-14 20:20:36.514117354  198.51.100.100 192.9.2.100 ICHP Bxcc2c id=Bx@0d1, £eq=15/3840, ttl=sa (request in 2)
4 2033-87-14 19:38:36. 514119317  198.51.100.100 192.9.2.100 ICHP 188 xccic (52268) 64 Echo (ping) reply  ideex@0d1, seq=15/3840, ttlssa
5 3022-87-14 10:20:37.537723822 192.9.2.100  198.51.109.100 ICHP 188 ex5000 (23048) 64 Echo (ping) request idsex@edl, seq=16/4896, ttl=s4 (no response found!)
6 2022-87-14 70:20:37.537726588 192.0.2.100  198.51.109.100 ICHP 188 oxsa0e (23048) 61 Echo (ping) request ide=ex@ed1, seq=16/4096, ttl=sa (reply in 7)
7 1022-07-14 19:20:37 530046165 198.51.100.1080 192.0.2.104 ICHp 128 owccab (52379) 64 Echo (ping) reply ide0xpodl, seq-16/4006, ttl=64 (request in &)
B 2022-07-14 20:20:37 530048311  198.51.100.180 192.0.2.100 ICHp 108 oxec9b (52379) 64 Echo (ping) reply ideididl, seqel6/406, ttl=64
O 2022-07-14 2:20:138.561776064 192.0.2.100 198,51, 10, 100 ICHP 108 ox5ab? (23223) 64 Echo (ping) request id-0wdidl, seqe17/4352, ttl=64 (no response foundl)
12 2022-07-14 20:20:38.561778310  192.0.2.109 198, 51. 10, 108 ICHe 18 oxSab? (23223) 64 Echo (ping) request id=0wd001, seqel7/4352, ttl=64 (reply im 11)
11 2022-07-14 20:20:18. 562048288  198.51.100.100 192.0.2.100 ICHP 108 ixcccd (52420) 64 Echo (ping) reply Pd=0xo0d1, seqe17/4352, ttl=64 (request in 10)
12 2022-07-14 20:20:38.562050333  198.51.100.180 192.0.2.100 IcHe 108 oxcecd (52420) &4 Echo (ping) reply id=0xD001, seqe17/4352, ttl=6a
13 2022-07-14 20:20:19.585677043  102.0.2.100  198.51.100.100 ICHP 108 OxShas (23366) 64 Echo (ping) request id=oxood1, 4eq=18/4602, ttl=64 (no response foundl)
14 2022-07-14 20:20:39 585670455 ICHP 108 Oxshas (23366) 64 Echo (ping) request id=oxood1, seq=18/4602, ttl=84 (reply in 15)
15 3022-07-14 20:20:39 585936554 ICHP 108 oxcdad (52621) 64 Echo (ping) reply  ideew@0d1, seqs18/4608, ttlssa (request in 14)
16 2022-87-14 20:20:139.585937900 ICHP 108 excdad (52621) 64 Echo (ping) reply  idsox20d1, seqe=18/i608, ttl=sd
17 3023-87-14 20:20:40 600804804 ICHP 108 axsb7b (23419) 64 Echo (ping) request idsoxoedl, seq=19/4864, ttl=&4 (no response found!)
18 2022-87-14 19:20:40. 600807618 192.0.2.100 198.51. 1080, 102 ICHP 128 esh7h (23419) 64 Echo (ping) request ideowdodl, seq=19/4f64, ttl=&a (reply in 19)
10 2022-07-14 20:20:40. 610179685 108,51, 100.100 192.0.2.100 ICHP 108 oxcdaf (52623) 64 Echo (ping) reply  id-ox@0d1, s0q-10/4864, ttl-64 (request in 18)
20 2022-07-14 39:20:40, 610181944 198,51, 100. 180 ICHP 1e8 owcdaf (52623) 64 Echo (ping) reply idetwpial, seq-10/4864, ttl-54
21 2022-07-14 3:29:41.633805153  192.0.2.100 198,51, 105, 180 ICHP 1e8 ox5b7e (23422) 64 Echo (ping) request id-0wd001, seq-20/5120, ttl=64 (no response foundl)
22 2022-07-14 X:20:41.6338B6907  192.0.2.100 198,51, 105, 183 ICHP 1e8 oxSb7e (23422) 64 Echo (ping) request 1d-0x001, seq-20/5120, ttl-64 (reply im 23)
23 2022-07-14 X:20:41.634084182  198.51.100.180 192.0.2.108 ICHP 188 oxcedb (52790) 64 Echo (ping) reply Ld=0xp001, 50q=20/5120, ttl=64 (request in 22)
24 2022-07-14 X:29:41.634085368  198.51.100.180 192.0.2.180 ICHP 188 Bxced (52790) &4 Echo (ping) reply 1d-0x0001, seq=20/5120, ttl-64
25 2022-07-14 H:20:42. 657709858  192.8.2.180 198, 51. 185, 188 IcHP 188 oxSbFe [23538) &4 Echo (ping) réquest Ld-Oxoidl, $eqe217%376, ttl-84 (o response foundl)
26 2022-07-14 20:20:42.657711668  192.0.2.100  198.51.100.100 1P 108 oxsbfo (23536) 64 Echo (ping) request id=oxdod1, 4eq=21/5376, ttl=84 (reply in 27)
27 2022-07-14 20:20:42.657980675  198.51.100.1080 192.0.2.100 1P 108 Bxceds (52809) 64 Echo (ping) réply  ideBxd0dl, $6q=21/5376, ttlesa (réquest in 28)
38 2032-07-14 20:20:42.657981971  198.51.100.1080 192.0.2.100 ICHP 108 Bxceds (52809) 64 Echo (ping) reply  ideDx@001, £6qe=21/5376, ttl=g4
30 3022-07-14 20:20:43.681736607 192.0.2.180  198.51.100.100 ICHP 108 BxSc52 (23634) 64 Echo (ping) request idepxd0dl, $0q=22/5632, ttl=84 (no response found!)
- Frame 1: 108 bytes on wire (854 bits), 108 bytes captured (854 bits) on interface capture ud 8, id 0 ©0 S0 S6 0d o7 50 58 97 bd b0 77 2d 89 26 BB 00 PV PX. W&
¢+ Ethernet 11, Sre: Cideo bO:T7:2d (S8:07:bd:bo:77:2d), Dat: Vare Sd:e7:50 (00:50:56:0d:67:50) @0 0a B1 B0 0D 67 08 B0 45 00 0@ 54 50 00 4D ) g BTV @
f VN-Tag 40 01 f4 1c co 00 OF 64 6 30 64 64 OB 00 22 68 @ d 3dd-Th
o . = Direction: To Bridge B0 01 22 of B9 Ta dO 62 OO 0 90 90 b3 dY 09 0D . b
. = Pojater: vif §d B9 00 B0 B0 10 11 12 13 14 1% 16 17 18 19 la 1b erames asrarars
. o DasHARE e @ 1c 1d 1e 31f 29 21 22 23 24 25 36 27 28 19 2a 2b cee BMe $ERT()%e
2c 2d Fe 2f 30 31 32 33 34 35 36 37 - -/O123 4567
................ . = Looped: Mo 4
. = Reserved: @

cier waen meee eer B sain eas aee. = Version: @
e waen e ees aee. 0000 D000 1010 = Source: 10
T 802,10 Virtual LAN (0x8100)

5 :
. = Prierity: Best Effort (default) (8)

ol aais . = BEI: Ineligible 3
saa. D200 9118 0111 = ID: 183

Type: IPva {Bx0808)
Internet Protocol version 4, Src: 192.0.2.108, Dst: 198.51.100.109
Internet Control Message Protocol

BEF=INEEIMERL , AREER

1. FIREBNCMPE BRI H £ R2R



2. BRBUE IR KB VLANRL
3. AR 3E A A THRI8 H O O Ethernet1/289 E % O VLANFRIZ 102,
AEBR LA A — DI VNIRIZ,

o Time Sourte Destranon Protocol Lengeh O PTIL i
12922-07-14 20:20:36.513854256  192.9.2.100 198,51, 190, 100 ICHe Loa @x5990 (22938) 64 Echo (ping) request id-0xdo0l, seqe15/3840, ttl«64 (no response foundl)
. 2 1032-07-14 0:30:36. 513857289  192.9.2.100 198,51, 100, 19 ICHP Pl idwxdodl, seqelS a0, ttls6d (reply in 3)

R 3 2022-07-14 20:20:36.514117394  198.51.100.100 192.90.2.108 1P 108 1 64 Echo (ping) reply || ids@weeel, seq=15/3840, ttl=64 (request in 2)
4 3022-07-14 39:30:36.514119312  198.51.160.100 192.8.2.180 ICHP 108 64 Echo (ping) reply | id=oxidonl, seqe15/3g48, ttl=sd
5 2022-07-14 20:20:37.537723822 192.0.2.100  198.51.100.100 ICHP 188 ) &4 Echo (ping) request  ideowxdol, seqe16/4096, ttlssd (no response found!)
6 1922-07-14 20:20:37.537726588 192.9.2.109 198.51, 190. 109 ICHP 188 @x5ape (23040) 64 Echo (ping) request id-0xd00l, seqe16/4096, ttle64 (reply in 7)
7 I022-07-14 20:30:37 5386165 198,51, 100,100 192.0.2.100 ICHP Loa oxcesb (52379) 64 Echo {ping) reply idebxpodl, seqe16/4096, ttl=6d (request in &)
B 2022-07-14 20:30:37 . 538ME11 198,51, 100,100 192.9.2.188 ICHP Pl axccsb (52379) 64 Echo {ping) reply idexdodl, sequl6fiooe, ttls6d
9 2022-07-14 30:30:38.5617T6064  192.9.2.100  198.51.100.108 ICHP 108 axsab? (23223) 64 Echo (ping) request ide-owdenl, seqe17/4352, ttl=6d (no response found!)
18 2022-07-14 20:20:38.561778310 192.8.2.100  198.51.100.100 ICHP 108 axsaby (23223) 64 Echo (ping) request id=0wdeel, seqe17/4352, ttl=es (reply in 11)
11 2022-07-14 20:20:38 562048188  198.51.100.100 192.0.2.108 ICHP 188 axceed (52428) 64 Echo (ping) reply  idegx0@1, seqe17/4352, ttl=sd (request in 1a)
12 2022-07-14 20:20:38.562050333  198.51.100.100 192.9.2.100 ICHP 108 axcced (52420) 64 Echo (ping) reply  ide0wdB0@l, seqe17/4352, ttlesd
13 2022-07-14 20:20:39,. 585677043 192.9.2.100 198,51, 190, 104 ICHe 108 @x5h46 (23366) 64 Echo {ping) request id-0wdd0l, seqe18/4608, ttl-64 (no response foundl)
14 2022-07-14 20:20:39,5856TR455  192.0.2.100 198,51, 100, 103 ICHe Pl @x5h46 (23366) 64 Echo (ping) request id-0wd001, seqe1B8/4608, ttl=64 (reply in 15)
15 2022-07-14 20:20:19. 585036554  190.51.100.100 192.0.2.108 ICHP 108 axedid (52621) 64 Echo (ping) reply  id=0x0001, seqe18/460%, ttlsg4 (request in 14)
16 2022-07-14 20:20:39.585037900  198.51.100.100 192.0.2.168 ICHP 102 axeded (52621) 64 Echo (ping) reply  ids=0xd001, seqe18/4608, ttl=sd
17 2022-07-14 20:20:40.605804504 192.0.2.100  198.51.100.100 ICHP 108 axsh7b (23419) 64 Echo (ping) request ide0x001, seqe19/4864, ttl=sd (no response found!)
18 2022-07-14 20:20:40.609807618 192.0.2.180  198.51.100.109 ICHP 108 axsh7b (23419) 64 Echo (ping) request id-wB001, seqe19/4854, ttleed (reply in 19)
10 2022-07-14 20:20:40.610179685 198.51.100.100 192.0.2.100 1M 108 axcdaf (52623) 64 Echo (ping) reply  1d-0x0001, seq-10/4864, ttl-64 (request in 18)
20 2022-07-14 20:20:40.610181944 198,51, 105, 100 192.0. 2,100 ICHp 108 @xcdaf (52623) 64 Echo {ping) reply fd=0ion], seqe19 4864, ttl-64
21 2022-07-14 20:20:41.633805153  192.0.2.100  198.51.100.108 ICHP 108 axshTe (21422) 64 Echo (ping) request Ld-08001, seq=20/5120, ttl-64 (no response foundl)
33 2022-07-14 20:20:41.633806997 192.0.2.100  198.51.100.108 ICHP 108 axsbe (234232) 64 Echo (ping) réquest id-0x001, seqe20/5120, ttl-gd (reply in 23)
33 2022-07-14 20:20:41.634084102  198.51.100.100 192.0.2.1060 ICHP 108 axcels (52799) 64 Echo (ping) reply  ide0x0001, seqe20/5130, ttl=sd (request in 22)
24 2027-07-14 20:20:41. 634085368  198.51.100.100 192.0.2.100 ICHP 108 axcels (52799) 64 Echo {ping) reply  id-0wB0R1, seq-20/5120, ttl-sd
15 2032-07-14 20:30:42 657700898  192.0.2.100 198,51, 100, 104 ICHP iag @cshfa (23536) 64 Echo {ping) request id-0xd001, seqe21/5376, ttl-64 (no response foundl)
36 2032-07-14 20:20:42.657711660 192.9.2.100  198.51.100.100 1EHP 108 axsbfo (23536) 64 Echo (ping) request 1d=0x0001, seqe=21/5376, ttl-64 (reply in 27)
27 2022-07-14 20:20:42 . 65TIB06TS  198.51.100. 100 192.0. 2,168 ICHP b @xcedd (52809) 64 Echo {ping) reply idedmddil, seqe21/5376, ttl-64 (request in 26)
28 2022-07-14 20:20:42.657931971  198.31.100.106 192.0.2.168 ICHP 188 axcedd (52809) 64 Echo {ping)} reply idegnddal, seqe21/5376, ttl-gs
29 2022-07-14 20:30:43.681736697 192.0.2.100 193,51, 190, 164 ICHP 188 ax5cs2 (23632) 64 Echo (ping) request id-0xdoe1, seq=22/5632, ttle6a (no response Found!)
Frame 3: 108 bytes on wire (864 bits), 198 bytes captured (264 bits) on interface capture we 8, id @ o3 50 56 9 eB be 58 97 bd b3 77 de 83 16 0D 0O P wok
Ethernet 11, Src: Cisco b9:77:8e (58:97:bd:b9:77:00), Dst: VMware 9d:ed:be (00:50:56:9d: B3 B4 Bl o) 80 66 08 00 45 00 B0 54 oo X B B £ BT,
WN-Tag 40 01 €1 BO €6 33 64 64 <O 00 02 64 00 OO 22 68 @ ---3dd - .d--"h
P - pirection: To Bridge 20 01 03 0F B9 72 dO 62 ©0 89 00 00 b3 A7 @9 BB z°b
s sms s sesns s ISR S T tdief 20212223 22322 M 1w RO
Py 1c 14 1e 1 "
4 00ABO00 GBONIPNON 555 o 41 madn dann IDASEIGIEL0R:: @ 2c 24 2e 2f 30 31 32 33 34 35 36 37 ava fO123 4567
= Looped: o 4

= Reserved: @
= Wersion: @
= Source; 19

Type 8&2 10 Virtual LAN (@x8189)
882,10 Virtual AN, PRI: &, DEL: @, I0: 102
B00. 2iis cane coae = Priority: Best Effort (default) (0)
ceoB seis sees sese = DED Ineligible
. 000D @118 0110 = ID: 162
Type: IPvd (@x0800

Internet Protocol version 4, Src: 198.51.100.180, DST: 192.9.2.104
Internet Control Message Protocol 2

5 B8

HESHREOLREETHESHRN , RBRINGERERENEESH R EXHERT , AR
AR EZEER EH N A EERAROVLANARICHVNARICARICARICH BIE S, VLANFRIZHRIRA
BYER T REESIELAIIMENEOEO, ICMPE MERBESZFHVLANFRIZ103FH
Ethernet1/3%51R A H O$E DO |, MICMPE B N &5 IEE R HVLANFRIZ 10255 Ethernet1/2451R J3 5 O
B0, ERRESERIIME 2 , RERRI M ERVNFRIE A EHEOVLANFRID,

LSRR TS

HIRBBEEZHHA

i
() IR 205 O VLAN

MEH192.0.2.100F EH
= s TeFoAE e M b Ay | W AR 102 IR A 198.51.100.100ICMP[E] R 1E R

BE QR M 103 B AE#H1198.51.100.100F] 1
192.0.2.10089ICMP [l 51 F1 2




R1 AR A uR O £ IR SR

MRAFEENAERAE , WNAINAR A BESHRELEFTREANLEE , HEmEQD L
BLiE,

FEB2NMNMERARA

- NEFSENZEONKBEEEETRED LNBIEIHIR, Al , EEHREOEthernet1/9 L
HNEFZEOEthernet1 2B HIE T E B BIE B IR,

- ERENZEONERED LEERSHIESTHR. fla0 , F£EOEthernet1/2RE fxiE O
Ethernet1/9_t R B O Ethernet1 /20 ZkiE B B B L HIE 2 HIR.

RFENBXFMERAREH,
E51

EFFCMACLIE EM I BHR$E O MBI SMIR, HIRMA UK O Ethernet1/24IR 3108 h O O
H#ES. EAHFH , HIRICMPNE.

i, BIRERNERK

Chassis
i Internal Switch Security Module
FTD/ASA

Port VLAMN 102

- -

192.0.2.100

@ ICMP echo-reply

198.51.100.100

Backplane

v

fi B
FCM
EFCMLEMITUT R |, LAIEEFTDN A M N A% AEthernet1/2 LB EHIEZHIX -

1. fE A Tools > Packet Capture > Capture Sessiont|Z#F IR E:

Overview Interfaces Logical Devices Security Engine Platform Settings

I Packet Capture | . Trouble_?shooting Logs

e

€ Refresh | | Capture Session Delete Al ¢




2. TEApplication Port T~ $7 % 3k #r % 2 N Fi Ethernet1/2 , #AJG7EApplication Capture Direction
i%$¥Egress Packet, $2#tSession Name¥ # #iSave and RunBAUBUE#IR:

Overview Interfaces Logical Devices Security Engine Platform Settings

Select an instance: fradll w .sare T =
. frd1 . Session Name* capl I
Selected Interfaces Horwe
Buffer Size 256 MB ~
Ethernetl2
Snap kength; 1518 Bytas
Store Packets Appand
Capture On o =
"I' Appheation Part
Ethernet1/3 o FPe=td Ethemetl/2 *
FTD
Ethemat1/, Ethamet1f10 Apphcation Capture DFection FTEITCTR Covess Packat |
Capture Fiter Apply Fiter m

Etharmati/

FXOS CLI
EFXOS CLIEMITUT S RUB ET RIZEDO EWEIESHIR
1. ¥R N AR B MFRREAT

<tfroot>

firepower#

scope ssa

firepower /ssa#

show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. QIBHIRATE

<#root>
firepower#

scope packet-capture

firepower /packet-capture #



create session capl

firepower /packet-capture/session* #

create app-port 1 112 Ethernetl/2 ftd

firepower /packet-capture/session/app-port*

set app-identifier ftdl

firepower /packet-capture/session/app-port*

set filter

firepower /packet-capture/session/app-port*

set subinterface O

firepower /packet-capture/session/app-port*

up

firepower /packet-capture/session* #
conmmi t

firepower /packet-capture/session #

HiA

FCM

I8 il Interface Name , #fROperational StatusJJup B File Size ( AF T 84 ) 10 :

[OELNETE Interfaces Logical Devices Security Engine  Platform Settings

u capl Drop Count: 0 Operational State: up
Interface Name Filtier Filé: Siza (in bytes)

Hong 576

None 4360

Buffer Size: 256 MB

Filis Manse

fa

& Refiesh Caplure Session Delete A Sessions

snap Length: 1518 Bytes

FXOS CLI

1Escope packet-capture P I IR IFMER:

<#root>
firepower#

scope packet-capture



firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

AppTlication ports involved in Packet Capture:

Slot Id: 1

Li nk Name: |12

Port Nane: Ethernetl/2

App Name: ftd
Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:

Nane: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1036. pcap



Pcapsi ze: 53640 bytes

Vl an: 102

Filter:

Nanme: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10

Pcapfil e: /workspace/ packet-capt ure/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 1824 bytes

VI an: 102
Filter:
W EE IR S 1
AT UL EEFirepower 4100/9300 A SR A #R WL I IR K28 0 R Y 5 TR o
IR AT

ERABESHRNHRERENARFITTHERS. IRESMERED  FRRITTSNERE
OMAAERHRX M, EXHERT , BEIEEREDOEthernet1/9 L3R,

BEEE-INE-IMRERL , FIREER

1. HIRENICMPE R & H T R2K,

2. RIABIE SR LIZBEVLANFRICE,

3. NP HLIE A B THRR H O3 O Ethernet1 /269 E 4% O VLANARIZ102,
4. RERRYLIEA —NEABVNIRIS,



o, Tum Frstoos! Lmgeh FE B TTL i
1 2022-08-01 10:03:22.231237959 fla 2] 108 axA2f8 (17144) 64 Echo (ping) reply | id=oxp0l2, seqs1/3%6, ttl=sd
2 2022-08-81 10:03:22.231239747 1cHe 108 axazfa (171 64 Echo (ping) reply | ideex@@12, seqs1/256, ttls=ed
3 7922-82-081 10103:23,232244769 oM 188 ideox@@l2, seqe2/512, ttl=gd
4 2022-88-81 10:03:23.232247753 oM 188 exa3bz (17331) 64 Echo (ping) reply  ideex@@12, seqs2/512, ttlsed
5 2022-88-81 10:03:24.234703981 oM 188 exaase (17562) &a Echo (ping) reply  id=x@@12, seqe3/768, ttlesd
6 2022-88-81 10:03:24.234786751 TcHp 188 exadse (17562) & Echo (ping) reply  id=x@@l2, seqe3 /768, ttlesd
7 2022-88-01 10:03:25 258672440 TcHe 108 oxddsd (A7508) 64 Echo (ping) reply  ide@x@@12, seqe4/1024, ttls64
5 2022-86-01 10:03:25.258674861 oM 108 OxAd64 (17508) 64 Echo (ping) reply  id-0xp@12, seqe4/1024, ttle64
0 2022-08-01 19:03:26. IRI6EI160 IcMe 108 xddcy (17603) &4 Echo (ping) reply ideixpdl2, seqe5/1280, ttl-6d
10 2022-08-01 10:03:26. 282666183 IcMe 108 axddcy (17603 &4 Echo (ping) reply idwixdidl2, seqes/1280, ttl-64
11 2022-08-01 10:03:27.306671604 192.8.2.100 IcHe 108 axddaT (17639) &4 Echo (ping) reply idwixppl2, seqeé/1536, ttl-64
12 2022-08-01 10:03:27. 306674378 192.8.2.100 IcMe b oxddeT (17639) 64 Echo (ping) reply id=0xD012, seqe6/1536, tTl=64
13 2022-08-01 10:00: 28, IMGEAETT e, 2] 108 ax4550 (17744) &4 Echo (ping) reply id=0x0012, seq=7/1792, trl=64
14 2002-08-01 10:03:28. 330667153 IcHe 108 BxASSE (17744) &4 Echo (ping) reply idwox0t12, seqe?f1792, ttl=fa
15 2022-08-81 10:03:29,384795031 (e ] 108 04553 (17747) 64 Echo (ping) reply  ideoxo012, seges /2048, ttlstd
16 2022-08-81 10:03:29, 384936706 1cHp 108 BxASS3 (17747) 64 Echo (ping) reply  id=0x0012, seqe8,/2048, ttl=sd4
17 2022-82-01 10:03:38, 378795204 oM 108 BxASaT (17215) 64 Echo (ping) reply  idegw@012, seqs9/2304, ttlstd
18 7022-88-81 10:03:38. 378798172 M 108 axasa7 (17815) 6aEcho (ping) reply  id=0x0012, seqs=9,/2384, ttl=sd
19 2022-88-81 10:03131.482772217 MR 108 AaG7a (18047) 64 Echo (ping) reply  ideewd@l2, seqs18/2560, ttlssa
20 2022-88-81 10103:31.402774775 oM 188 BwaG7a (18042) 64 Echo (ping) reply  id-ewd@12, seq=18/2560, ttlsca
21 2022-98-81 10:03:32.426693254 oM 1608 ouaGAa (18058) 64 Echo (ping) reply  id-ew@@12, seq-11/2816, ttlesa
22 2022-98-01 19:03:32.426595601 TCHp 108 oxdGRa (18B58) 64 Echo (ping) reply id-0xpp12, seq-11/2816, ttl-s4

Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id @
Ethernet 11, Src: Cisco bo:77:0e (SE:97:bd:bO:77:0e), DEt: VMware Gd:eB:be (90:50:56:9d:e8:ba)
N-Tag

S0 56 % o8 be 58 97 bd b9 77 6e 59 26 GO 08 PV X- - W&
@a B B0 OF 66 08 00 45 09 9@ 54 42 T 00 09 f- E-TH
91 42 b5 ¢6 33 64 64 <O 00 02 64 D0 0D D0 04 @0 -3dd d
B3 81 dd a4 7 62 0D 00 00 00 23 o 09 D b

00 00 00 19 11 12 13 14 15 16 17 18 19 1a 1b

1d 1e 1f 28 31 22 33 24 2% 36 37 3R 19 2a db "8 SXE" ()"
2d 2e 2f 30 31 32 33 34 35 36 37 so /8123 4567

= Direction: To Bridge
pointer: vif_id
pestination: @

Looped: Wo 4
Reserved: @

= wersion: @

= Source: 18

RRBELERE

mz 10 \.-u-tnal LAN (Dx810a)
#02.10 Virtual LAN, PRI: @, DEI: @, ID: 182
oD, ... . = Priority: Best Effort (default) (@)
[ . = DEI: Imeligible 3
2004 9118 0118 = I 192

Internet Pr
Internet Control Message Protocol 2

.
EXMERT , % OVLANFRIZ N 10289 Ethernet1/2 2 ICMPE M M B I 2/ E O8O,

SEMRET PR A IR G ERE N Egressht , FARF A ERED ERHIRAAM R L PiwmA
VLAN#RIZ A 10209 R 2o

BERBIR TS

. EEBEaTN A
£% BRA [gra o FE (BRORE

& 5 3 S1 A A B2 A o 14z 4e O 102 {XBRA M EH1198.51.100.100F E

M Ethernet1/2_E Ky $E3R H 192.0.2.10089 ICMP [ B7 R &

£52
£ IFCMACLIEL & 742 36 & 4k 4% O M 514% O Ethernet1/2 L Y BIE 23K,
[ Bt B fE 2 IR B B

- BI¥EO — HIRFEOEthernet1/2 LK OVLAN 1020 8iE S, HIRMWHBFE I RICMPE NFR,
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Internal Switch Security Module
FTD/ASA

Port VLA 102
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192.0.2.100
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198.51.100.100

Backplane
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FCM
EFCMLEMITUTER |, LAEEFTDN A FM N A% AEthernet1/2 LB EHIEZHIX -

1. fE M Tools > Packet Capture > Capture SessionlZ#HI IR & 1E:

Overview Interfaces Logical Devices Security Engine Platform Settings System Help  admin

Packet Capture

Troubleshooting Logs

[ orure s WS

No Session available

2. £ Application Port T #1515k % FEFTD R A Ethernet1/2 , #AJ5fEApplication Capture
Direction % #All Packets, 12ftSession Name# # HSave and RunBUBEHIR:

System Tools Help  admin

frd

pture Direction ETEREENY £oracs Packet

FXOS CLI
HFXOS CLIEMITU TS RAR EEREN LR HIK -



1. PR R A SRR MARIRAF

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2. QIBIWIRRTE

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port ethl/2

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

create app-port 1 linkl2 Ethernetl/2 ftd

firepower /packet-capture/session/app-port* #

set app-identifier ftdl

firepower /packet-capture/session* #



enabl e

firepower /packet-capture/session* #
commi t

firepower /packet-capture/session # commit

A

FCM

i Interface Name , #fROperational StatusJup B File Size ( AZT R84 ) 10 :

Budfnr Size: 256 B0 Snap Langth: 1518 Bytes

FXOS CLI

TEscope packet-capture P I IR IFMER:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show sessi on capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active



Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 410444 bytes

Filter:
Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

AppTlication ports involved in Packet Capture:

Slot Id: 1

Li nk Nane: |ink12

Port Nane: Ethernetl/2

App Nane: ftd

Sub Interface: 0

Application Instance Identifier: ftdl

Application ports resolved to:
Name: vnicl

Eq Slot 1d: 1

Eq Port 1d: 9



Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1036. pcap

Pcapsi ze: 128400 bytes

VI an: 102

Filter:

Name: vnic2

Eq Slot 1d: 1

Eq Port 1d: 10

Pcapfile: /workspace/ packet-capture/session-1/capl-vethernet-1175. pcap

Pcapsi ze: 2656 bytes

VI an: 102

Filter:
W EE IR
M 1T EEFirepower 4100/9300 A EB R NI IR X4 0 AV IR,
IR XD

FERBESHRRXHENENAEFTFERMS. MRESAERED , FHRITAS/NTRE
AMFIEHRXHE. EXHBERLT , BHESIESREOEthernet1/9 EH3R,

FIFFEOEthernet1 29 IR XX , EE—NHES , REREER .

1. fUERICMPE R ERBFED. BRENHREZ , HETR2K,

2. R BIEIRLZEBEVLANFRIE,

3. NP AN IE AFRIR A O OEthernet1/289 81 58 i O VLANFRIZ 102,
4. N RIRYLIEA —NAABVNIRIZ,



W, Tima Sowrme Gestraton Frote 3 PIL ki

©~ 17032-98-91 11:33:19.070693081  192.0.3.100 198.51.160. 100 TCmP Bxco0a (49161) 64 Echo (ping) request] id-8x@d13, seqe1/256, ttleid (no response found!)
2 2022-88-81 11:33:19.078695347 192.8.2.100 198.51.160, 108 oM excens (49161) 64 Echo (ping) request] idsPw@o13, seq=1/256, ttl=64 (no response found!)
3 2023-88-81 11:33:19.871217121  192.8.2.100 198.51.160, 108 1o TG CXECHG [ PIRE) TEq0 idegn@a13, seqe1/256, ttleta (no response found!)
4 2022-88-81 11:33:19.871218458  192.8.2.190 198.51.160. 108 oM 182 exceea (49161) 64 Echo (ping) request idsPw@e13, seqe1/256, ttle6d (no response found!)
5 2023-88-81 11:33:20.072036625 192.8.2.100 198.51.160. 108 1o 108 axceae (49326) 61 Echo (ping) request idsPw@e13, seqs2f512, ttle6d (no response found!)
6 2033-98-81 11:33:70.072033399 192.8.1.10@ 198.51.188. 198 ple, 193 Bxc@ae (40326) 64 Echo (ping) request id-Pw@d13, seqs2/512, ttl=6d (no response found!)
7 1032-98-81 11:33 192.0.2.100 198.51.18@. 108 ple 198 Bxc167 (49511) 64 Echo (ping) request id-Pw@a13, seqs3/768, ttl=64 (no response found!)
B 2022-98-81 11:33 192.0.2.100 198.51.100. 108 ple 192 Bxc167 (40511) &4 Echo (ping) request id-8x@813, seq=3/768, ttl=64 (no response Foundl)
0 2022-08-01 11:33:22.074576648  192.08.2.100 198.51.100, 108 ple 198 Bxc175 (40525) &4 Echo (ping) request id-8x@813, seqe=4/1024, ttl=sa (no response foundl)
10 2022-08-01 11:33:22.074578010 192.8.2.100 198.51.100, 108 ple 192 @xcl?5 (40525) &4 Echo (ping) request id-0w@d13, seq=4/1024, ttl=sa (no response foundl)
11 2022-08-01 11:33:23.075779089 192.0.2.100 198.51.100, 108 ple 108 BACINE (49672) 64 Echo (ping) request id-0wdod3, seqe5/1280, ttlesd (no response found|)
12 2022-08-91 11:33:23,07578151%  192.9.2.100 198.51.100, 109 e, 192 BACINE (49672) 64 Echo (ping) request id-gwddd3, seqe5/1280, ttle6d (no response found|)
13 2022-08-91 11:33:24,081839400  192.9.2.100 198.51.100, 108 Tcmp 108 BxC211 (49681) 64 Echo (ping) request id-0wdddl, seqe6f1536, ttle6d (no response found|)
14 2022-08-91 11:33:24,081841386  192.0.2.100 198.51.100, 108 e, 192 BxC211 (49681) 64 Echo (ping) request {d-0wdd13, seqe6/1536, ttle4 (no respense foundl)
15 2022-08-01 11:33:25,105806249  192.0.2.100 198.51.100. 108 e, 108 Dxc2ed (49899) 64 Echo (ping) request id-0wdddl, seqe?/1792, ttleéd (no response found|)
16 2022-08-01 11:33:25, 105807895  192.0.2.100 198.51.100. 108 e, 192 Dxc2el (49899) 64 Echo (ping) request id-0wdddl, seqe?/1792, ttl=éd (no response found!)
17 2022-08-01 11:33:26.129836278  192.0.2.100 198.51.100. 100 ToMe 108 Oxcabd (S100) 64 Echo (ping) request id=0xd013, seqeg/2048, ttl=64 (no response found!)
18 2022-08-01 11:33:26.129839114  192.0.2.100 198.51.100. 100 TCM 102 Oxeabd (S0100) 64 Echo (ping) request id=0xd013, seqeg/2082, ttl=64 (no response found!)
19 2022-08-01 11:33:27,153828653  192.0.2.100 198.51.100, 100 1o 108 oxcate (S0204) 64 Echo (ping) request id=owe013, seqeof2304, ttlssa (no response found!)
20 2032-98-91 11:33:37.153830201  192.9.2.100 198.51.100, 100 1o 192 oxcate (50204) 64 Echo (ping) request id=ox@013, seqeof2304, ttlssa (no response found!)
21 2022-88-91 11:33:38.17784717%  192.9.2.100 198.51.100, 100 oM 108 oxes16 (5S0454) 64 Echo (ping) request id=oxed13, seqs10/2568, ttlsts (no response found))
22 2022-88-91 11:33:38.177249075  192.9.2.100 198.51.160, 108 oM 192 oxes16 (50454) 64 Echo (ping) request id=Pxa013, seq=10/2568, ttl=64 (no response found!)
23 2022-88-91 11:33179.201804768  192.9.2.100 198.51.100, 100 oM 198 axcs7a (50552) 64 Echo (ping) request idsPwd013, seqe=11/2816, ttl=d (no response found!)
24 2022-98-21 11:33:29.701806488 192.8.7.188 198.51.188. 188 ple, 192 Bxc578 (58552) &4 Echo (ping) request id-ex@013, seq=11/2816, ttl=6d (noc response found!)
25 2922-98-21 11:33:30.225834765 192.0.2.100 198.51.180. 108 ple, 108 BucERS (S0565) 64 Echo (ping) request idePwddl3, seqs12/3872, ttls&d (no response found!)
26 }032-08-81 11:33:30.225836835 192.8.2.100 198.51.180. 108 ple 192 BacERS (50565 64 Echo (ping) request id-Swddl3, seqs12/3871, ttl=&d (po response found!)
27 1022-08-21 11:33 240878055  192.8.2.108 198.51.100. 108 ple, 198 BxcE18 (58712) 64 Echo (ping) request id-Bwdd13, seqs13/3328, ttle6d (no response found!)
18 2022-08-01 11:33:31.249831121 192.8.2.100 198.51.100, 108 ple 192 xcE18 (50712) 64 Echo (ping) request id-Swdd13, seqe13/3328, ttle6d (no response found!)
20 2022-08-01 11:33:32.273867060 192.0.2.100 198.51.100, 108 ple 198 @xceaf (S8767) 64 Echo (ping) request id-8wdd13, seqe14/3584, ttle=64 (no response foundl)

» Frame 1: 108 bytes on wire (864 bits), 108 bytes captured (364 bits) on interface capture w1, id @ @000 58 97 bd b0 77 de @b 50 56 Od e be 89 26 80 02

» Ethernet 11, Src: Viware 9diedibe (895056 5d:e8: Dsti Cisco boi77:oe (58:97:bd:ba:770e) kL B1 0O 00 66 OF 00 45 0O 54 b 09 40 00

Jv-Tag [ Bd a3 o 00 @2 64 (6 33 64 08 @2 8d Jc
Love maas = Birection: From Bridge

o0 89 10 11 12 13 14 15
1e 2f 20 21 22 23 24 25
20 2f 30 31 32 33 34035

17 18 19 1a 1b
27 18 29 2a 2b
Exl

FL- T = Pointer: vif_id

.. B0 BOOD BEGD 1918

-
23
B 01 2 b9 eF 62 00 92 80 0D cb 7F 06 B
16
26
£

= Reserved: @

= Spurce: @

| 882,10 V. r‘lua LAN, PRI: @, DEI: @, ID: 102
[ TR . = priority: Best Effort (default) (@)
PR . . = DEL: Ineligible 3
eone BOGD 2110 0110 = ID: 192
__Lypei IPvs (0x9300)
Internet Protocel version 4, Sroi 192.9.2.100, Dst: 198.51.100.100
Internet Control Message Protocol 2

EEEFZINBBEESAREER

1. fERICMPEI R B R BIEE. BRENBRES , HER2K,
2. REBBIE S IRLIZBVLANFRIE,
3. NP ANIE APRIRA O3 O Ethernet1/209 8 7k % O VLANFRIZ 102,

™ Cemanen ot
196.51.100. 108 ICHP - (pang) id-ew@p13, seq=1/256, ttl=e4 (no response foundl)
| 195.51.190.160 1o id-px@@13, seq=1/256, ttl=64 (no response found!)
1596, 51. 100108 i, ping; id=ew@013, seq=1/2%6, ttl=e4 (no response foundl)
198, 51. 100108 i, 182 Bxcefs (49161) &4 Echa (ping) request id-exe013, seq=1/2%6, ttl=e4 (no response found!)

0. 072036625 192.0.2.100 198, 51,100 . 106 i, 4 168 axclae (49326) 64 Echa (ping) request id=exe013, seq=2/3%12, ttl=e4 (no response found!)
P20.072038399  192.9.2.100 198, 51,100 . 106 i, 182 Gxclae (49326) 64 Echa (ping) request id=8x9013, seq=2/3%12, ttl=e4 (no response found!)
1. 873206030 192.0.2.100 158, 51,100 . 186 i, 4 168 BclBT (49511) 64 Echa (ping) request Ld=9x9013, seq=3/768, ttl=eéa (no response foundl)

£ 2022-04-01 11 1.873268327  192.0.2.180 158. 51.100. 160 1emp 102 Gxel6T (49511) 64 Echo (ping) request idegx0013, seqe3/768, ttlegd (no response found!)
O F2-08-01 11:33:22.074576640  192.0.2.1006 158, 51. 160 . 106 pie, 168 Bxci?S (49525) 64 Echa (ping) request id=gxdd1l, seqed/1024, ttl=64 (no response foundl)
3. @TASTERLG 158, 51. 160 106 pie, L Bxci?S (49525) 64 Echa (ping) request id=0xd0il, seqed/i024, ttle=64 (no response foundl)
3. 475775080 158, 51,160, 106 1cHP 168 OxcI0B (49672) 64 Echo (ping) request id-0x0013, seqe5/1280, ttl=64 (no response foundl)
3. G675 7H1513 158, 51,160, 106 1cHp 102 GwcI0B (49672) 64 Echo (ping) request id-0x0013, seqe5/1280, ttl=64 (no response foundl)
A, B RIGANY 158, 51,160, 106 1cHP 108 Gwcdil (496H1) 64 Echo (ping) request Ld-0x0013, seq-6/1516, ttle&4 (no response found!)
124, BR1B41IE6 198, 51,160, 160 1cHP T Gwcdil (496E1) 64 Echo (ping) request id-0x0013, seq-6/15316, ttle64 (no response found!)
198, 51,1060, 160 1cHP 108 Oxczel (40B00) 64 Echo (ping) request ide0xd013, seqe7/1792, ttl=64 (no response found!)
:25. 105ROTAIS 15, 51, 1060 160 ToHP 12 Bxcdel (40B00) 64 Echo (ping) request ide0xd013, seqe7/1793, ttle64 (no response found!)
6. 129836278  102.8.2.160 198, 51,1068 160 ToHP 10k Gxc3bd (56000 64 Echo (ping) request id-0x0013, seq-B/2048, ttle64 (no response found!)
6.129638114  192.0.2.100 156 51. 1060 160 1HP 102 Guc3bd (50900) 64 Echo (ping) request id-0x0013, seq-B/2048, ttle64 (no response found!)
$27.153838653  192.8.2.100 198.51. 108 . 100 pie 18 Bxcd?E (50204) &4 Echo (ping) request ide@wxddl3, seqe0/238d4, ttle6d (no response found!)
7.153830261  192.0.2.100 156 51,150 160 1cHP 182 QxcdTE (58394) 64 Echo (ping) request id-0xB813, seq-0/2384, ttl=64 (no response foundl)
21 3032-08-00 11:33:38.177847175  192.0.2.180 158.51.180. 108 bl g 128 Bxc516 (50454) &4 Echa (ping) request id-Px@813, seq-18/2568, ttl=sd (no response Found!)
8.177845075  192.0.2.100 156, 51.160.158 oM 182 Gxc516 (58454) 64 Echo (ping) request id=Bxd13, seqe=10/2560, ttlesd (no response Found!)
192.8.2.188 158, 51.160. 158 1o 168 Gxc5I8 (58552) 64 Echo (ping) request id=Bxd13, seq=11/2816, ttl=sd (no response Found!)
L2108 158, 51.160. 158 ToHe 182 axc5I8 (58552) 64 Echa (ping) réquest id=oxd013, seq=11/2815, ttl=gd (no response Found!)
L2108 158, 51.160. 186 1o 168 axcSB% (58565) 64 Echa (ping) réquest Ld=oxd013, seq=12/3872, ttl=sd (no response Found!)
L2108 158, 51.160. 186 1o 182 axesB% (58565) 64 Echa (ping) réquest Ld-oxd013, s6q=12/3072, ttl=sd (no responsé Found!)
L2100 158. 51,100,180 Temp 108 axes1s (Sa712) 64 Echo (ping) request Ld-0x0013, seq=13/3328, ttleg4 (no response Foundl)
L2100 158. 51,100,100 1M 102 axes1s (S0712) 64 Echo (ping) request ide0x0013, seqe13/1228, ttlega (no response Found!)
2.273067060  192.0.2.100 158, 51,100,100 1M 108 axesaf (SO767) 64 Eeho (ping) request ide0x0013, seqe14/1584, ttlega (no response Foundl)
<
» Fra-e 2: 182 bﬂes on wire {816 bits), 182 bytes :apwred tsm bits) on dinterface capture wd 1, id @ (0000 58 97 bd b 77 Be 00 50 56 Od eB be B1 00 B0 66 Ko ow P Y f
> : T : (58:97:bd:b9: 77:0¢) MO 0B 00 A5 00 00 54 ¢ 99 40 00 40 01 84 a3 D B0 E-T-- g-@
m.:q mtm Lm, PRIL: 9, DEL: a, To: 102 Wi @2 64 C6 33 64 64 00 90 Bd Fc 00 13 00 01 f2 b9 d 3dde |
NPT = Priority: Best Effort (default) (0) W00 @7 62 00 00 00 00 cb 7 06 00 00 00 00 80 10 11 b
P = DEL: Eneligible 3 12 13 14 15 16 17 18 19 12 1b 1c 3d 1e 1f 20 21 e o 1
\ 000 0110 o110 = T0: 183 2223 24 25 26 27 28 29 24 2b ke 2d 2e 2f W M “WEEE() *+,- 01
32 33 B4 35 36 37 234567

Ifyd [ dmidiod)
Internet Protocol Version 4, Src: 192.0.2.100, Dst: 198.51.100.100
Internet Control Message Protecel 2

T E O Ethernet1/9MV IR X , BEFE - VE-NHES , AREER :

1. HIRENCMPEI R R ZE H ER2K,
2. RIABUE SR KB VLANFRIE,
3. AEPR A IEA B TFFRIRH O OEthernet1/209 E b i% O VLANFRIE 102,



R ERSIRALIA A — N FIEIVNIRIS,

™ Tienw Sorie St Fronoest Longgh o
1 2023-06-01 LOT1512698  198,51.100.100  192.9.2.100 e 108 1 0xafz7 (20263) idemxd013, seqe1/256, ttle6d
2 2022-08-01 071514882 198.51.100.100 192.9.2.100 IcHe 198 0xaf27 (20263) 64 Echo (ping) reply ideieddl3, seqel/256, ttle=6d
3 2022-08-01 STIEFTINE 198,51.100.100  192.9.2.100 ICHP 108 z ideineddl®, seqei/512, ttle=6d
4 2023-08-01 11:33:20.072679384  198,51.100.100 192.9.2.100 ICHP 108 Oxaffh (20475) 64 Echo (ping) reply ideineddl®, seqei/512, ttle=6a
5 I022-08-01 11:33:21.073913640  198,51.180.108  192.9.2.100 ICHP 188 WxS0aC (20652) 64 Echo (ping) reply id=0x013, seqe3/768, ttl=6a
6 2022-08-01 LOT7ISIS608  198,51.100.108  192.9.2.108 ICHP 108 0x50aC (20652) 64 Echo (ping) reply ide0x013, seqe3d 768, ttl=ta
7 2022-08-01 11:33:22.075239381  198.51.100.100  192.0.2.100 ICHP 108 ox513e (20798) 64 Echo (ping) reply  Gd=0xo013, seqed/1024, ttl=
8 2022-08-01 11:33:22.075241491  198.51.100.100  192.9.2.100 ICHP 108 ox513e (20798) 64 Echo (ping) reply  d=@xo13, seqesf1024, ttl
9 2022-08-01 076447152 198,51.100.100  192.9.2.100 {1 108 axs1c (20937) 64 Echo (ping) reply  Gde=oxo13, seqsS/1289, ttl
10 2022-08-01 076449303 198,51.100.100  192.9.2.100 {0 108 xs1cd (20937) 64 Echo (ping) reply  ide=on013, seqe$/1289, ttls
11 2022-08-01 .BE2A07896  198.51.100.100 192.9.2.100 {1 108 axs2ee (21134) 64 Echo (ping) reply  ideon@13, seqs6/1536, ttl
12 2022-08-01 082410099  198.51.109.100 192.9.2.100 e 108 axs2ee (21134) 64 Echo (ping) reply  id=ow@013, seqe6/1536, ttls
13 2022-08-01 186382424  198.51.109.100 192.9.2.100 ] 108 axszaf (21167) 64 Echo (ping) reply  idsowdl3, seqs7/1792, ttls
14 2022-08-01 106384549  198.51.109.100 192.8.2.100 (] 108 axszaf (21167) 64 Echo (ping) reply  idsowdl3, seqs7/1792, ttls
15 2022-08-81 130437851 198.51.100.100  192.0.2.100 o 108 x53a6 (21414) 64 Echo (ping) reply  ideoud13, soq-8/1848, ttls
16 2022-08-01 139440320 198.51.100.100 192.8.2.100 e 108 x53a6 (21414) 64 Echo (ping) reply  ideoxo13, soq-8/2848, ttls
17 2022-08-01 27.154308212 198.51.100.100 192.8.2.100 ICHP 108 Bx5446 (21574) 64 Echo (ping) reply  ideowd013, seqe9 2304, ttle
18 2022- 08 -01 27154400198  198.51.100.100 192.0.2.100 ICHP 108 OxS446 (21574) &4 Echo (ping) reply  id-0xddl3, seq-9/230d, ttl-
19 H022- 8801 28, 178460866 198.51.100.100 192.0.2.104 ICHP 108 5403 (21651} 64 Echo (ping) reply  id=Gxddl3, seq-10/2568, ttle&d
20 B2 BE-01 28, 17RATIEI0  198.51.100.100 192.0.2.104 ICHP 108 5403 (21651) 64 Echo (ping) reply  id=Buxd®i3, seqe18/2568, ttlesd
21 2022-08 01 20, 202305860 198,51.100.100 192.0.2.104 ICHP 108 axSafa (21748) 64 Echo (ping) reply  ide0:d013, seqe=11/2816, ttlesd
33 2033-08-01 25, 202308067  198,51.100.100 192.0.2.104 ICHP 106 axSafa (2i748) 64 Echo (ping) reply  ide0:d013, seqe11/3816, ttle&d
23 2002-08-01 30, 226308735 198, 51.000.100  192.0.2.100 ICHP 108 Ox5526 (21738 ) 64 Echo (ping) reply Qd=0x0013, seq=12/3072, til=64
24 P022-08-01 11:33:30,226400017 198,51.100.100 192.9.2.100 ICHP 18 Ox5526 (21738} 64 Echo (ping) reply id=0x0013, seq=12/3072, til=64
25 2022-08-01 11:33:31.250387808 198.51.100.100 192.9.2.180 ICHP 188 ox55f2 (22002) &4 Echo (ping) reply id=0x0013, seqe13/3328, til-64
26 2022-08-01 11:33:31.250389971  198.51.100.100 192.9.2.180 ICHP 188 axs5fe (22002) &4 Echo (ping) reply id=0n0013, seqe=13/3328, til-64
27 2022-08-91 11:33:32.274406011  198.51.100.100 192.9.2.180 ICHP 188 ox5660 (22112) &4 Echo (ping) reply id=onoe13, seqe=14/3584, tile=é4
28 2022-98-01 11:33:32.274418229 198.51.100.100 192.0.2.100 IcHe 108 OxS660 (22112) 64 Echo (ping) reply  id=0x@013, seq-14/3584, ttl=ss
29 2022-88-01 11:33:33,298397657  198.51.100.100  192.0.2.100 I 108 axs6e? (22247) 64 Echo (ping) reply  id=ex@e13, seq-15/3840, ttlesd
<
Frase 1: 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface capture_ud 8, id @ 80 58 56 9d ¢8 be 58 97 bd b9 77 Oc 89 26 00 0@ PV-- X oW B
0 (58:97 1772 Dst: Viware 9d:ed@:be (00:50:56:00:08:be) 00 Ba 51 00 00 66 03 60 45 00 00 S4 4f 27 00 0O - ET0
r 49 @1 3e 86 o6 33 64 64 ©D 00 02 64 0O 0D 95 F¢  @»-3dd d |
pirection: To Bridge o 13 00 01 2 bD €7 62 00 0 00 00 cb 7 06 00 b
e ik 60 00 00 B8 10 11 12 13 14 15 16 17 18 19 15 1b
1¢ 1d e 1f 20 21 23 33 24 25 26 2T 28 29 2a 2k I"e $EE"()"+
4 2¢ 2d e 2f 30 31 32 33 34 35 36 37 Lo AO123 4567
= Reserved: @
= version: @
. = Source: 18
Type: 892.1Q irtusl Lan {ex8100)
B02.1Q virtual LAN, PRIz @, DEI: 0, 10: 102
. - Priority: Best Effort {default) (0)
............ - DEI: Ineligible 3
woo BRGD 8110 0110 - ID: 102
Type: IPvd {@ededd)
Internet Protocel Verslon 4, Src: 198.51.100.100, Dst: 192.0.2.100
Internet Control Message Protocol 2

\\I E

IR %R T Application Capture Direction BJAIll Packets , NI & & 5 Firik B2 A i O Ethernet1/248 5%
H2NE R SR IR - EREDOEthernet1/2 LR IR | ik EMNERED LHIRHIE.

HEREQ FREXEQHRN , KRYREHBREN BIEIH R

o EFABOVLANFRIZZ G
EIHAVNERIZZ/E,

RBEBAEMF , VNFRICHE AR BT E B T i OVLANAR IS AR BT E, BEMBRXMGS , THVNIRIE
HWHEESLH AR OVLANRICHBESERE R, EARAYF , ICMPENFERBEIHH
VLAN#R12102fFEthernet1/24R7 1R A A OO,

UESHREOLERETHRESHRN , JBEINERERENESH R, ABRGEIBRELZSE
R MR A BRI OVLANFRIZFIVNARICAR I IR B, % OVLANFR IS AR A ZBALAE A T8
FEELXINENEOED, £ARGG | ICMPRE NMNZHIEEFHVLANFRIE 1025
Ethernet1/24siR N HO#O,

ERBELERIING 28, AERRAL M ERVNFR IS M A &4 O VLANARIE,
LERBR TS

HIRBBEEHH

&
£% BRR g nviAN

AHE |[HERNRE




it & H IO UE N A RN Ak A 14 4 102 R A |MEH1198.51.100.100F = #1
Ethernet1/2 L B33k P O 192.0.2.10089 ICMP[E] BI B7 &
BAA M 42 100 R A IMEHL192.0.2.100F =4,
01/2 O 198.51.100.10089 ICMPE] R & 3R

VIR sum QBB E O FEO ENEEaSmR

f AFCMAICLIFE F#Z O Ethernet1/2.2055% i O 1838 F 3 O Portchannel1.207 L Bl E MBI iE 2
IR, RABEAPWFTDNAZFTFEOMFED LHNEIR, EA4F|F , EEthernet1/2.205F]
Portchannel1.207 L &L& 7 ZiE 3 HIK,

N, BEIRVNHRR

Chassis
B} Internal Switch Security Module
FTD/ASA

192.0.2.100 Backplane

@ ICMP echo-reply .
198.51.100.100
[
FCM

EFCMLEMITUTZER , LEFTDN AN Ak AEthernet1/2 LELEHIESHIR -

1. fEATools > Packet Capture > Capture Session8I ¥ #I IR & 1&:

Overview Interfaces Logical Devices Security Engine Platform Settings System |MGEIEM Help  admin

Packet Capture | Troubleshooting Logs

[ G s TS

¢ Refesh || Capture Session | | Delete Al Sessions

No Session available

2. RS ER FAEHIftd1 ( FiEDOEthernet1/2.205) |, RELEZH , RE £ TSave and
Run# gk



ecurity Engine  Platform Settings

FTD

3. X Fim O @IEF# 0 , BT Cisco Bug ID CSCvg33119F#E N EFCMAF AR, EAFX0S

CLIfE ¥ RBE Fi# N LR ERHIR,

FXOS CLI

EFXOS CLIEHITUT H R |, £ FEEOEthernet1/2.205%1Portchannel1.207 LB EHIE 23K

1. FRIR N AR EMPRRFRT

<#root>
firepower#

scope ssa

firepower /ssa #

show app-i nstance

App Name Identifier STot ID Admin State Oper State

1 Enabled Online 7.2.0.82
ftd ftd2 1 Enabled Online

2. ¥ FwmO@EED , FRRERKAED !

<#root>
firepower#

connect fxos

<output skipped>
firepower (fxos)#

Running Version Startup Version Deploy Ty

7.2.0.82
7.2.0.82

Container No R
7.2.0.82 Container


https://tools.cisco.com/bugsearch/bug/CSCvq33119

show port-channel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-Tinks not met
Group Port- Type Protocol Member Ports
Channel
1 Pol( SU) Et h LACP Et h1/ 3(P) Et h1/ 3(P)

3. BIBHWIRRE :

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create session capl

firepower /packet-capture/session* #

create phy-port Ethl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 205

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

comnmi t



firepower /packet-capture/session #

NFwmABEFED , EhEMNrOBEERKR EOCBBESHIR

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create filter vlan207

firepower /packet-capture/filter* #

set ovlan 207

firepower /packet-capture/filter* #

up

firepower /packet-capture* #

create session capl

firepower /packet-capture/session*

create phy-port Ethl/3

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

create phy-port Ethl/4

firepower /packet-capture/session/phy-port* #



set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set subinterface 207

firepower /packet-capture/session/phy-port* #

up

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmi t

firepower /packet-capture/session #

HiA
FCM

I8 il Interface Name , #fROperational StatusJJup B File Size ( AF T N84 ) 10 :

Gverdiew Interfaces Logleal Devices Security Engine  Platform Settings

& Rebeih | Capbus Sewon Diote. Ml sk

= m capd Do Count: & | Operationat stste: up Muler Sire: 156 M Smap Lengthc 1518 yles

- o -

© Rebesh | Caplue Sesoe | Deete M Sesons

Do Gt 0 | operatenst siate: ;v Ewlfor Sira: 238 MO Srap Lengih: 1318 Bytes

FXOS CLI

1Escope packet-capture P I IR IFMER:

<ttroot>



firepower#

scope packet-capture

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfile: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 9324 bytes

Filter:

Sub Interface: 205

Application Instance Identifier: ftdl

Application Nane: ftd



Port-channel 128 B 5 ## 0 Ethernet1/3f1Ethernet1/4:

<#root>
firepower#

scope packet-capture

firepower /packet-capture # show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up

Oper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0O

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 3

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-3-0.pcap

Pcapsi ze: 160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl



Application Nane: ftd

Slot Id: 1

Port 1d: 4

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-4-0.pcap

Pcapsi ze: 624160 bytes

Filter:

Sub Interface: 207

Application Instance Identifier: ftdl

Application Nane: ftd

Uy SR IR S
AT U S Firepower 4100/9300 A HB R ML IHIR XA BF 0 RV S IR
IR0 4
ERBESHR RSB AR FITITHIR XM, ERE- N HEISAREER :

1. RWERICMPE N ERBIEE, BRENBER , FETR2K

2. R ¥R 2k XA VLANFRIZ N 205,

3. AEPRIRAIE ARIR A O O Ethernet1/289 814k iw O VLANFR 12102,
4. NERSIRALIE A — N ESABIVNARIS,



<

Sre: ViWare

Bl ha eaes eaes

.. DD 000D D181 0108

@

0 50 56 0

OAt: 42:76:f2

+ wee. = Direction: From Bridge

rene DOOD BOOD BROR - Source:

Pointer: vif_id
Destination: 84

Type: ae:.tF Virtual LAl (0xB100)
B02.1Q Virtusl LAN, PRI: ©, DEL: O,
00,

L] . .
o SO0 P110 0110 - ED: 102

oo D000 1100 1101 = I0: 208
Type: 1Pva (ox0800)

Internet Control Message Protocal

Type: 802.10 virtual LA (dxB100]
o B02.10 \rlrtua{ LAN, PRI: @, DEL: @, 10: 205

B, ...y owans vae. = Priority: Best Effort (default) (o)
B oot cans cae. = DED: Ineligible

T0: 162

. = Priority: Best Effort (default) ()
. = DEI: Ineligible

Internet Protocol Version 4, Src: 192.9.2.100, Dit: 198.51.100.168

2

L Tuma Source Dastrution Pratacsl Langen
o 12022-08-04 87:21:56.993302102 192.0.2.100 198.51. 180, 180 IcHe 112 1
2 2022-08-04 87:21:56.993303597  192.0.2.100 198.51.100. 109 IcHe 102
3 2022-08-04 07:22:06. 204264777 192.0.2.100 198.51.100. 108 e 112
A 2022-08.04 07132106 204267372 192.0.2.100 198.51.100. 108 IcHp 102
5 2022-28-04 07:22:97.205113392  192.0.2.100 198.51.100. 108 IcHp 112
& 2022-08-04 07:22:07.215115445  192.0.2.100 198.51.100. 108 IcHp 1082
7 2022-08-04 07:22:08.229938577  192.0.2.108 198.51.1080. 108 IcHP 112
8 2022-08-04 97:327:08.229040820 192.0.2.108 198.51.100. 100 cme 1e2
0 022-08-04 87:22:09.253044601  192.0.2.108 198.51.100. 100 cme 12
12 3022-08-04 07:22:09.253046890 102.0.2.108 198.51.100. 100 cme @2
11 2022-08-04 97:22:10.277953070 192.0.2.100 198.51.100. 100 cme 112
A2 2022-08-04 07:22:10. 277054736 192.0.2,108 198.51.100, 100 e 102
13 J022-08-04 07:22:11.301931282  192.0.2,108 198.51. 100, 100 IcHe 112
14 J022-08-04 07:22:11.301933608  192.0.2,100 198,51, 180, 100 IcHe 182
15 2022-08-04 §7:22:12.325036521  192.0.2.180 198. 51, 100, 100 IcHe 112
16 2022-08-04 §7:22:12.325037895  192.0.2.180 198,51, 104, 100 IcHe 182
A7 2022-08-04 87:22:11. 326008088 192.0.2.180 158,51, 184, 100 IcHe 112
18 2022-08-04 87:22:11. 326000058 192.0.2.188 158,51 . 184, 100 IcHe 182
19 2022-08-04 87:22:14.341544773  152.0.2.188 158,51, 18, 193 bl 112
20 2022-08-04 87:22:14.341546245  152.0.2.168 158.51. 180, 108 bla, 182
21 2022-08.04 07:22:15.365641588  152.0.2.108 158.51.180. 108 e, 112
22 2022-08.04 07:22:15.365042566 152.0.2.108 158.51.180. 108 a2 102
23 2022-08.04 07:22:16.309573843  152.0.2.108 158.51.1808. 108 IcHp 112
24 7022-08.04 07:22:16.389975129  152.0.2.108 158.51.180. 108 IcHp 182
25 2022-08-04 87:22:17.413936452  192.0.2.180 198.51.100. 108 IcHp 112
26 1022-08-04 07:22:17.413938090 192.0.2.100 198.51.100. 108 Icke 182
27 2022-08-04 07:22:18.437954335  102.0.2.100 198.51.100. 100 e 112

ex9ag1 (395%3)
exgacd (39619)
ex9ac3 (39619)
exaba3 (39731)
ex9b33 (39731)
exdcee (39950}
oxdcoe (39950}
exdcch (aB139)
exdcch (aB139)
ox0dBa (40324)
oxodaa (20324}
oxoda2 (40354)

exsfes (48938)
exafed (48938)
exad79 (410681)
ex3079 (41081)
ewalle (41246)

» Framé 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bits) on intéerface capture_u 1, id &
-3 1b (a2:76:f2:08:

:1b)

ping
&4 Echo {ping)
64 Echo (ping)
&4 Echo {ping)
&4 Echo {ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (plng)
64 Echo (plng)
64 Echo (plng)
64 Echo (ping)
&4 Echo {ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo {ping)
64 Echo (ping)
&4 Echo {ping)
&4 Echo {ping)
&4 Echo (ping)

raquast

id=0m0z2,
ide0mni2,
ideananzz,
id-pu0022,
idepudazz,
idepudn2z,
idepudn2z,
ideapnz2,
ideadna,
id =2,
a2,
fd=@xi022,
L0022,
LRz,
id=0x0022,
id=00022,
deau0023,
id=0x0e22,
idemnn2z,
ideEnn22,
ideandn2z,
idsananiz,
idsouna22,
id-axp22,

w8 a2 76 f2

!0 oD B
a5 74 4@

28 29 2a

seqel/f256, ttlsed (no response foundl)
seqe1/256, ttlsgd (no response found!)

Seqe10/2560,
Seqe=10/2560,
seq=11/2816,
s0q=11/2816,
s0q=12/3072,
s0q=12/3072,
s0q=13/3328,
s0q=13/3328,
seq=14/3584,
seq=14/3584,
soq=15/3840,
seq=-15/3840,
8q=16/ 4096,
seqe16/4096,
seqe17/4352,
seqe17/4352,
seqe18/4608,
Seqe18/4608,
Seqe15/ 4864,
seqe19/ 4864,
Seqe=20/5120,

ttl=ga (no
ttl=ga (no
ttlssa (no
ttlssa (no
ttlesa (no
ttlesa (no
ttles4 (no
ttl-64 (no
ttl-64 (no
ttl-64 (no
ttl-64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=6a (no
ttl=6a (no
ttl=ga (no
ttl=ga (no
ttl=ga (no
ttl=ga {no
ttl=ga (no
ttlsga (no
ttlssa (no
ttlesa (no
ttlega (no

ef be #9
o2 00 od B8 0D 45
38 B B 02 64 6
@ 22 @0 01 88 73 eb G2 @0
d9 5d 00 00 00 90 080 @0 18 11 12 13 14
1h 1¢ 1d le IF 30 31 32 33 24
3b 2¢ 2d 20 2F 30 31 32 33 M

response
response
response
response
responst
rEspEnse
rEspEnse
rEspense
rEspense
rEspInse
rESpONSE
FESpINSE
FESpINSE
response
rEsponse
rEsponse
rEsponse
rEsponse
responie
responie
responie
responie
rEsponst
responss

responss

found! )
found! )
found !}
found !}
found |}
found |}
found |}
found | )
found| )
found| )
faund| )
fauand | )
faund| )
faund |}
faund |}
faund |}
faund |}
faund |}
faund |}
faund |}

v kT

f BT
@8 - d-3ad
S3s Afjahasis

o - I"ESXE’
(3%, - f 01238567

BEEEFZINBBEEAREER

1. XHEZRICMPE

2. R BHE BR XA VLANFRIZ /205,

BFREES. BRSBTS, FRR2K

4

802.1Q virtual LAN, PRL: @, DEL: @,
B irin aues = DEL: Inelig!
vave D000 1100 1101 = I0: 205
Types IPvd (SndSod)
Internet Protocol version 4, s
Internet Control Message Protocol

D 205

itle

. Tima [ Dot Pestacsl Laagth )

17832-08-84 192.0.2. 180 198.51. 100, 108 Icme 12 1 BO5TA (3R2ED)
| 2 7932-08-84 192.9.2.108 198.51. 100 . 108 Icme 74 (38260
3 2022-08-04 192.0.2.1088 198.51.100 . 188 M 112 ex9agl (39553
4 7922-08-84 L214267373  192.0.2.108 MR 182 ex0agl (39553)
5 2022.03-84 87 7.215113393  192.8.2.180 a2 112 exoacd (39619)
6 2022-03-84 07 7.215115845  192.8.2.180 MP 102 axoacd (39619)
7 2022-08-04 a7 2. 229938577 192.0.2.100 199,51, 108, 108 a2 112 axoh3 (39731)
8 2022-08-04 07:22:08.229040829  192.9.2.100 198,51 109, 108 1cMe 102 exob3l (39731)
9 2022-08-04 192.9.2.108 198,51, 109, 108 1cMe 112 exoeae (39959)
18 2022-08-04 192.9.2. 18 198,51, 100, 108 LMe 1082 xocae (39959)
11 2032-08-04 192.9.2. 108 198,51, 180, 188 e 112 exscclr (48139)
12 2032-08-04 192.9.2. 108 198,51, 109, 160 e 182 exscclr (40139)
13 2032-08-0d4 192.9.2. 100 198,51, 104, 160 e 112 exGdEa (40324)
14 7032-08-0d4 1. 300933600 192.0.2. 1080 198,51, 100, 100 ICHe 192 oxodEd (40E24)
15 2032- 06 -04 2.325936521  192.0.2.108 198,51, 104, 100 e 112 itdad (40E54)
16 103206 -04 2.325937895 192.0.2.100 198,51, 104, 100 TP 102 ictdaz (40E54)
17 103206 -04 3.326086040  192.0.2.100 198 .51. 100, 109 e 1z PxOeR7 (4B455)
18 1922-08-04 B7:27:13.316090258 192.0.2.100 198.51. 100 . 108 e 182 PxOeR7 (4B455)
19 1922-08-04 A4.341044773  192.0.2. 100 198.51. 109 . 189 IHe 1z eceta (40554)
0 7022-08-84 A.3A1946249  192.0.2.100 MR 182 extota (48554)
21 7922-08-84 5:365941568  192.0.2.100 HP 112 exsefh (48659)
32 1922-08-04 5. 365942566  192.0.2.100 cMP 182 axsefh (40659)
23 1922-08-04 192.8.2.108 e 112 oxofes (40936)
24 1022-08-04 192.8.2.100 e 102 oxsfes (40936)
25 1032-08-04 192.0.2. 108 e, o 112 Bxadry (41081)
26 1032 08-04 192.0.2. 108 e, o 182 exadry (41081)
27 1W32-08-04 192,09, 2. 108 158,51, 109, 188 e, 112 Bxalle (41246)

» Frame 2: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface capture ue 1, id @
» Ethernet 11, Src: VMware 9dieBibe (09:50:56:9d:e8:be

Dst: az:76:f2:00:00:1b (aZ:76:f2:00:00:1b)

= priovity: Best Effort (default) ()

i 192.0.2,100, 0st: 158.51, 100,100

2

PITL W
&4 Echo (ping)
&4 Echo (pi

3
&4 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo {ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
&4 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
54 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)

requast
Iy 13

request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request
request

ide0u0022, seq=1/256, ttlsa (no response found|)
ideud022?, seq=1/256, ttlssa (no response found!)

id=awaezz, raspanse Found!)
ide@uaniz, response Found!)
ids@uae?2, seqs1l/2216, response Found! )
ids@uB0i2, seqell/2216, response Found!)
ide@n0i2, seq=12/30732, respanse Found!)
ideonB022, seqel2f3072, respanse Found!)
ide@n0022, seqs13/1228, tel=sd (no response Found!)
ide@uea022, seqe13f3328, ttlega (no response Foundl)y
ide@ed0z2, seqe14/3584, ttlesa (no response foundl)y
id=@ed0z2, seqe14/3584, ttl=sa (no response foundl)
1d=@od022, seqel5/3848, ttl=64 (no response foundl)
lde@od022, seqe15/3848, ttl=64 (no response foundl)
id=0x022, seq=16/4096, response foundl)
1d=0u0022, response foundl)
ide@xp012, seqe17/4352, response foundl)
ideonpoz?, seqe17/4352, respanse Found! )
ide@u@22, seqe18/4608, rasponse found!)
ide@ud0zz, seq=18/4688, respanse found!)
ide@uBezz; seqe19/4864; response Found!)
ide@uBez2; seqeld 4864, response Found!)
ideEnB0?2, seqe2a/5120; response Found!)
ide@uBez2, seqe2o/5120, response Foundl)
ide@eB0iz, seqe2lf5376, response Found!)
ideeed0?2, sequ2l/5376, ttl=éa (no response found!)
1de@x0022, Seqs22/5632, ttl=6a (no response Found!)

a2 76 f2 00 00 1b 00 S0 56 o0 €8 be 81 00 00 o

08 OF 45 00 00 54 95 T4 40 00 40 01 BB 38 B 0

@2 64 b I3 &4 64 08 B0 &b 95 00 22 00 61 82 73

ab 62 00 20 00 00 49 O 90 00 90 @0 00 &0 10 11

12 13 14 15 16 17 18 1% 1a 1b ic 1d 1e 1f 20 11

22 23 24 2% 26 27 28 2% 2a ¥b 2c 2d 2e 2f 3@ N

32 33 34 35 M ¥

&

P T Portchannel1. 207 IR X . EEREE - T HBEEHREER

1. XHEZRICMPE
2. IR TIR SR K HIVLANFRIE N 207,

BERHEEZ. BRI EER , FER2K

3. NERac AL 3E AFRIZ A O3 O Portchannel1 &Y K N O VLANFRIZ1001,

4. AEPIRALIE A — NI VNIR IS,
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FD PTIL o

W, Tens Sowre Desmnation Frosond Lergth

r 12022-98-04 BB:18:24.572548269  192.168.247.100 192.168.247.102 ICHP 128 1 255 Echo (ping) request | id=0xpa7b, seqee/@, ttls255 (no response found!)
2 2022-98-04 08:18:24.572550073 192.168.247.100 192.168.247.102  ICHP 1a 255 Echo (ping) request |idsoxpa7h, seq=a/8, ttl=355 (no response found!)
3 2022-98-04 BE118:24.573IB6638 192.168.247.188 192.168.247.182 i g 128 Bk 255 Ec id=gxpo7h, seq=1/256, ttl=255 (no response found!)
4 2022-98-84 BB218:24.573287648  192.168.24 192.168.247.182 ICHp 18 aubadf (24735) 255 Echo (ping) request id-Bwda7b, seqs1/256, ttl=255 (no response found!)
5 2022-98-04 DB118:24.573704751 192.168.24 192.168.247.102  ICHP 128 @x60a8 (24736) 255 Echo (ping) request idsewpaTh, seq=2/512, ttls3ss (no response found!)
6 2022-08-04 BB:18:24.573705748 192.168.24 192.168.247.102  ICHP 18 6038 (24736) 255 Echo (ping) request idewpaTh, seq=2/512, ttls3ss (no response found!)
7 2022-98-84 BEI1R:24. 574368638  192.168.24 192.168.247.182  ICHP 128 au6Bal (24737) 255 Echo (ping) request id-BxpoTb, seqe3/768, ttle255 (no response found!)
B 2022-98-84 BE218:24,. 574360574 192, 168. 247,108 192.168.247.182 pie 118 Bxbaal (24737) 255 Echo (ping) request id-@wdd7b, seqe3/768, ttl=255 (no response found|)
9 2022-98-04 0B8:18:24,574914512  192.168.24 192.168.247. 102 IcHp 128 @x6@a2 (24738) 255 Echa (ping) request id-0udd7h, seqed/1024, ttl=255 (no response foundl)
10 2022-08-84 0B:18:24.574915415 192,168.24 102.168.247.102  ICHP 18 @x68a2 (24738) 255 Echo (ping) request id-BxBo7b, seqe4/1024, ttl=255 (no response foundl)
11 2022-08-84 0B:18:24.575442560 102,168.24 102.168.247.102  ICHP 128 @x68a3 (24739) 255 Echo (ping) request id-BxBO7b, seqe5/1280, ttl=255 (o response foundl)
12 2022-08-084 BB:18:24, 575443601  192,168.24 192,168,247, 1082 Ichp 118 @w60a3 (24730) 255 Echo (ping) request id=-0xp07b, seqe5/1280, ttl=255 (no respomse Foundl)
13 2022-08-04 BB:18:24,.575918119 192,168,247, 180 192, 168.247.182 Ichp 128 @abBad (24740) 255 Echo (ping) request id=0up07b, seqe6/1536, ttl=255 (mo respomse Foundl)
14 2022-08-04 BB:18:24.575919057 192,168,247, 180 192, 168.247.182 IcHp 118 Duwbaad (24740) 255 Echo (ping) request id=0xp07b, seqe6/1536, ttl=255 (mo respomse Foundl)
15 2022-08-04 BE:18:24, 5TEA07671 192,160,247, 180 192, 168,247,182 IcHp 128 Owbaas (24741) 255 Echa (ping) request Id=0xp07b, seqe7/1792, ttl=255 (no respomse Foundl)
16 2022 -08-04 BE:18:24, STEABOSES 192,160,247, 180 192, 168.247.182 IcHp 118 Owbaas (24741) 255 Echa (ping) request id=0xo7h, seqe?/1792, ttl=255 (Ao response Foundl)
17 2022-08-04 BE:18:24, 576885643 192,168,247, 188 192, 168,247,182 ICHp 128 Oxbaab (24742) 255 Echo (ping) request id=0xdoTh, seqed/20a8, ttl=255 (Ao response Foundl)
18 2022-02-04 BE:18:24. STERBE5E1 192, 168,247,188 192, 188,247,182 ICHP 118 Oxbaab (24742} 255 Echo (ping) request id=dxdoTh, seqeR/2048, ttl=255 (no responde foundl)
15 2022-08-04 0B:18:24.577354328  192.160.247.100 192.168.247.102  IEHp 128 06047 (24743) 255 Echa (ping) request id-Bx00Tb, seqes /2304, ttl=258 (no response Foundl)
202023-02-04 QB:18:24.577355238  192.168.247.100 192.168.247.102  IEHp 118 ox60a7 (24743) 255 Echo (ping) request id-Bxo0Th, seqes /2304, ttle388 (o response Foundl)
212022-02-04 QB:18:24.577987632  192.168.247.100 192.168.247.102  ICHP 128 ox60a8 (24742) 255 Echo (ping) request ide0xpoTh, seqe10/2568, ttl=255 (no response Foundl)
23 2023-08-04 08:18:24. 577989200  192.168.247.100 1932.168.247.162  ICHP 1na Exbaag (24744) 255 Echa (ping) requést id-BxBaTh, seqe10/2568, ttle2%5 (o response Foundl)
23 2023-08-04 08:18:24.578448781 197.168.247.162  ICHP 128 Bxbaad (24745) 255 Echo (ping) request ideBxBaTh, seqe11/3816, ttl=255 (no response Foundl)
24 2023-08-84 08:18:24.578449509 197.168.247.182  ICHP 13 Gxbaad (34745) 255 Echo (ping) request ideBxdoTh, seqe11/3816, ttl=355 (no response Foundl)
75 2022-92-04 08218124, 578900043 192.168.247.102  ICHP 128 @x60aa (24745) 255 Echo (ping) request id=exearhb, seq=12/3872, ttl=255 (no response Found!)
26 2022-92-84 BE:18:24.578900807 192.168.247.102 IcHp 118 Bxdaa (24746) 255 Echo (ping) request id-expath, seq=12/3872, ttl=255 (no response Foundi)
27 2022-98-04 BB:18:24. 570426962 192.168.247.100 192.168.247.182 ICHP 128 Bubaab (24747) 255 Echo (ping) request id-Bwda7b, seqs13/33z8, ttl=255 (no response foundl)

<

» Frame 1: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits) on interface capture_ud 3, id @ 00 80 1c 00 17 df d6 ec B0 89 26 80 3d

» Ethernet 11, Sre: Cisco db:ec:od (B0:17:df:déiec:00), Dat: ad:76:f2:00:00:1c (42:76:F2:00:00:1¢) B0 03 00 Bl 90 00 cf 0F D 45 DO 00 64

+f VN-Tag @8 ff 01 ea dd cd a8 7 64 ob aB 7 66

Liet wins mees sesn sies cees sees aee. = Direction: From Bridge :::::‘;‘::z: ‘::‘:::::‘;S;::::
Wis 5eis 5880 iRes pointer: vif_id P

.00 2068 BOL1 1181 Destination: &1

ed ab cd ab cd cd ab ¢d ab cd ab cd
ab cd ab ed ab cd ab «d cd ab ¢d ab cd ab cd

o
ab
ed ab cd ab cd ab ¢
ab
ab

« B82.1¢ Virtual LAN, PRI: @, DE1: @, I0: 1681

. = Priority: Best Effort (default) (@)

e . . = DEL: Ineligible 3
- 3311 1110 1001 - ID: 1801

Type: m:,!# Virtual LAN (0x8100)
| #02.1¢ virtual LAN, PRI: ©, DEI: @, ID: 207

B, wiar oeae we.. = Priority: Best Cffort (default) (@)
) + eese wea. = DEL: Ineligible

. BOOD 1108 1111 - ID: 207 2
Type: IPva {@xd2oa)
Iaternet Protocol Version 4, Src: 192.168.247.168, DSt: 182.168.247.102
Intérnet Control Message Protocol

BEEEFZINBBEEAREER

1. RFERICMPE N ERBIEE. HRENBES , HER2K
2. IR TR SR K HIVLANFRIE /207,

™ Tene Siuen [e— [r— Langth o PITL b
12002-08-04 08:18:24.572548060 192.168.247.100 192.168.247.102  ICHP 128 1 -0xB07b, seq=0/8, ttl=355 (no response foundl)

| 22007-08-04 08:18:24.572550073  192.168.247.100 192.168.247.102  ICHP 118 07b, seq-0/@, ttl=355 (no response
32002-08-04 08:18:24.573286630 192.168.247.100 192.168.247.102  ICHP 128 xGast (24735 pang, d=0xBOTb, Seq=1/256, Ttl=295 (no response found!)
42002-08-04 08:18:24.573287640 192.168.247.100 192.168.247.102  ICHP 118 axasf (24735) 295 Echo (ping) request id-DxBOTb, seq=1/256, Ttl=29% (6o response foumd!)
S 2022-08-04 08:18:24.573794751 192.168.247.100 192.168.247.102  ICHP 128 xBasD (24738) 255 Echo (ping) request id-DxBOTb, seq2/512, Ll=29% (no response Foumd!)
6 2022-08-04 08:18:24.573795748  192.168.247.100 192.168.247.182  ICHP 118 BxEOND (24736 255 Echo (ping) requést id-BxpoTh, seqe2/512, ttl=2%% (no response Found!)

7 2027-08-04 08:18:24.574368638 192.163.247.100 192.168.247.182  ICHP 128 exBdal (24737) 255 Echo (ping) request id-BxpoTh, seqe3/768, ttle255 (no response Found!)
22022-08-04 08:18:24 574360574 192.168.247.100 192.168.247.102  ICHP 118 oxgaal (24737) 255 Echo (ping) request id-DxB07b, seqe3/768, ttl=255 (no response found!)
9 2022-08-04 05:18:24.574014513  192.168.247.100 192.168.247.182  ICHP 128 oxgBaz {24738) 355 Echo (ping) request id-BxdO7b, seqedf1024, ttle355 (no response found!)
10 20220804 98:18:24.574015415  192.168.247.100 192.168.247.102  ICHP 118 OxGBaz {24738) 255 Echo (ping) request id-Dx®07b, seqedf1024, ttle355 (no response found!)
11 2022-08-04 98:18:24.575042560  192.168.247.190 102.168.247.102  ICHP 128 ox60a3 (24739) 255 Echo (ping) request id-oxB07b, seq-5/1280, ttl-255 (no response found!)
12 2022-08-04 08:18:24.575443601 192.168.247.100 102.168.247.102  ICHP 118 OxG0a3 (24738) 255 Echo (ping) request id-oxB07b, seq-5/1280, ttl-255 (no response foundl)
13 2022-08-04 08:18:24.575018110  192.168.247.100 192.168.247.102  ICHP 128 OuGdad (24740) 255 Echo (ping) request 1d-0xBOTb, seqe6/1536, ttl=255 (no response foundl)
14 2022-08-04 08:18:24.575010057 192.168.247.100 192.168.247.102  ICHP 118 OuGdad (24740) 255 Echo (ping) request id=OxBOTb, seqe6/1536, ttl=255 (no response foundl)
15 2022-08-04 08:18:24.576407671 192.168.247.100 192.168.247.102  ICHP 128 Ox60a5 (24741) 255 Echo (ping) request id=OxBOTb, seqs=7/1792, ttl=255 (no response foundl)
16 2032-08-04 08:18:24. 576408585  192.168.247.100 192.168.247.102  ICHP 118 Ox60a5 (24741) 295 Echo (ping) request id=DxBOTb, seq=7/1792, ttl=255 (no response foundl)
17 20320804 08:18:24. 576085643  192.168.247.100 192.168.247.102  ICHP 128 axBaab (24742) 295 Echo (ping) request id=DxBOTb, seq2/2048, ttl=255 (no response found!)
18 2023-08-04 08:18:24.576886561  192.168.247.100 192.168.247.102  ICHP 118 BxBass (24742) 255 Echo (ping) request id-0xpoTh, seq-2/2048, ttle355 (no response foundl)
15 2023-08-04 08:18:24.577394328  192.168.247.100 192.168.247.182  ICHP 128 BxEaaT (24743) 255 Echo (ping) requést id-BxoTh, seq-5/2304, ttle355 (no respense foundl)
20 2027-08-04 08:18:24.577395234  192.168.247.100 192.168.247.182  ICHP 118 BxEda7 (24743) 3255 Echo (ping) request id-BxdThb, seq=5/2304, ttl=255 (no response foundl)
21 20220804 05:18:24.577087632  192.168.247.100 192.168.247.102  ICHP 128 BxBaaE (24744) 255 Echo (ping) request id-BxB07b, seq-18/3560, ttle255 (no response found!)
27 20320884 05:18:24.5770R0290  192.168.247.100 192.168.247.102  ICHP 118 Bxgoas (24744) 255 Echo (ping) request id-Bx®07b, seq-18/1568, ttl-255 (no response found|)
23 20220804 05:15:24. 578046781  192.168.247.100 192.168.247.102  ICHP 128 xE0a0 (24745) 255 Echo (ping) request id-ox®07b, seq-11/2816, ttl-255 (no response found|)
24 20220804 05:15:24.578440000  192.168.247.100 192,168.247.102  ICHP 118 mE0a0 (24745) 255 Echo (ping) request id-0®07b, seq-11/2816, ttl-255 (no response found|)
5 20220804 08:18:24.576000043  192.168.247.100 192,168.247.102  ICHP 128 omG0aa (24746) 255 Echo (ping) request id-0®07b, seq-12/3072, ttl-255 (no response found|)
26 20220804 0B:18:24.576000097  192.168,247.100 192.168.247.102  ICHP 118 imGdaa {24746) 255 Echo (ping) request id=0x307b, seq=12/3072, ttl=255 (mo response found|)
27 2020804 0B:18:24.575426962  192.168,247.100 192,168.247,.102  ICHP 128 dmGdab (24747) 255 Echo (ping) request id=0x30Tb, seq=13/3328, ttl=255 (no response found|)

<

» Frame ?: 118 bytes on wire (944 bits), 118 bytes captured (%44 bits) on interface capture_ud 3, id @
¢ Ethernet 11, Src: Cisco diiec:dd (#0:17:df:dizeczed), Dst: a2:76:€2:00:00:1c {aZ:76:F2: 00:00: 1c)
802,31 virtual LAN, PRI: 8, DEL: &, ID: 207

. = Priority: Best Effort (default) (@)

. = DED: Imeligible

0000 1100 1111 = 10 207 2
Type: IPva {@xo800)

Internet Protocel version 4, Src: 192.168.247.100, Dst: 192.168.247.102
Internet Control Message Protocel

a2 7 £2 00 B0 1c B9 17 dF 46 &c 09 81 00 BB of
03 60 45 00 DO 64 6O 9¢ 00 00 FF 01 ea dd ¢0 ag - E--d -
7 64 c@ ag f7 66 08 0@ o5 B 8@ 7h 80 80 00 B9
@0 02 ad 8c 4a 78 ab c¢d ab cd ab cd ab cd ab cd
ab ¢d ab cd ab cd ab cd ab cd ab cd ab cd ab cd
ab cd ab od ab od ab cd  ab cd ab cd ab od ab od
ab ¢d ab cd ab cd ab cd ab cd ab cd ab od ab cd o o
ab ed b ed @b ed  aeees
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1. fE A Tools > Packet Capture > Filter List > Add Filter €22 #3R 3585,




2. ¥§7EFilter Name. Protocol. Source IPv4, Destination IPv4 , /5% 5 Save:
| overven interaces Logial Devices Securty Engne Pformsettogs v Took e _simn |

o o TR
Fter s ==

fiter_jamg. =001 00: 0010 19202100 u ] 0103 001001 S0 19202100 u 0 1 ] ] (] Fd-|
Edit Packet Fiter Tx
Filter Narme™
Preteel M |
EtherTyee Any -
o visn [} Outer visn ]
Soerce Destration
it 19202100 e 198.51, 100,100
L = 1Bt
Port 0 Pert °
e D0i00:00500:00:00 HaC 00:00:00:00:00:00
. Cancal

3. A Tools > Packet Capture > Capture Sessionf|Z#H I HIRS1E:

Overview Interfaces Logical Devices Security Engine Platform Settings Help admin

System
Packet Capture Troubleshooting Logs

o scmion T

€ Refresh Delete Al Sessions

No Session available

4. &R Ethernet1/2 , #E#tSession Name , NIRRT IEES , AFE £ ESave and RunBUBUEHRZR

Butfer Size 256 MB: -
—
Srp length: 1518 Bytes
Store Packets Append
.+ ] Capture Filter Aaply e IR ]
Ethamat1/3
FTD sagh Another FiRar  Srsats FiRer
Etharneti/3, Echarneti/10
Apply  Eer_emp v T0 Erhemet1)2 ~ @

Ethamatil
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1. PR R A SRR MARIRAF

<#root>
firepower#

scope ssa

firepower /ssa#

show app-i nstance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version Deploy Ty

1 Enabled Online 7.2.0.82 7.2.0.82 Native No

2.fEhttps://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtm|F ¥ E IPTHMY 4R 5

o TEARBIFH | ICMPIHLERES H 1,
3.BIEMHIRAE !

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

create filter filter_icnp

firepower /packet-capture/filter* #

set destip 198.51.100. 100

firepower /packet-capture/filter* #

set protocol 1

firepower /packet-capture/filter* #

set srcip 192.0.2.100

firepower /packet-capture/filter* #

exit

firepower /packet-capture* #


https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

create session capl

firepower /packet-capture/session* #

create phy-port Ethernetl/2

firepower /packet-capture/session/phy-port* #

set app ftd

firepower /packet-capture/session/phy-port* #

set app-identifier ftdl

firepower /packet-capture/session/phy-port* #

set filter filter_icnp

firepower /packet-capture/session/phy-port* #

exit

firepower /packet-capture/session* #

enabl e

firepower /packet-capture/session* #

conmm t

firepower /packet-capture/session #

A

FCM

i Interface Name , #fROperational Statusyup B File Size ( AZT R84 ) 10 :

_ciones sassien TR
Filter List Adkd Fiter
From Ta

#£Tools > Packet Capture > Capture Sessiond , R iifInterface Name(Filter) , ¥R Operational
StatusHup , BFile Size ( AZF R84 ) 180 :

& Rebesh CaptreScason | Diciete Al Sessors

u capl Orop Coust: 0 Operational State; wp I Buffer Siee; 256 MO Snap Length; 1518 Dytes

Bam0 capl-ethernes- 1-3-0.0cap i




FXOS CLI

#Escope packet-capture PR IF IR IFMER:

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

show filter detai

Configure a filter for packet capture:

Narme: filter_icnp

Protocol: 1

Ivlian: O
Ovlan: 0

Src Ip: 192.0.2.100

Dest [p: 198.51.100.100

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: O

Dest Port: O

Ethertype: 0

Src Ipvé6:

Dest Ipv6:

firepower /packet-capture #

show session capl

Traffic Monitoring Session:

Packet Capture Session Nane: capl

Session: 1

Adm n State: Enabl ed

Qper State: Up



Qper State Reason: Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: O

Physical ports involved in Packet Capture:

Slot Id: 1

Port 1d: 2

Pcapfil e: /workspace/ packet-capture/session-1/capl-ethernet-1-2-0.pcap

Pcapsi ze: 213784 bytes

Filter: filter_icnp

Sub Interface: 0

Application Instance Identifier: ftdl

Application Nane: ftd

Wx SR 3R ST A

4T Y S Firepower 4100/9300 A HB R ML IIR XA BF 0 R RV Z IR

IR

ERABESHRANHREBENARFIT T HRYS. ERF-IMEESHREER

1. {ERICMPE R EREBED. BRENMEE , HE 2K,

2. BB IR/ L& B VLANFRIE,

3. NP HRHIF A SRR A O3 0 Ethernet1/209 8 #h % O VLANFR 12102,
4. AEBIIALIAEA — NI VNFRIE,



N Tima Source Destnstion Prasszsd Langth FD PTIL Wis
~ 12022-08-02 15:46:55.603277760  192.9.2.100 198,51, 168, 160 1cHP 108 1 tmn (18) 6ajEcho (ping) mquest, ide0x0018, seqe349/23809, ttlse4 (no r
2 2022-88-92 15:456:55.603279688 192.0.2.100 198.51.108. 188 ICHP 182 Bode12 (18) 64 Echo (pil request | ideGx8@18, seqe349/23889, ttlesd (no r
3 2022-08-02 15:46:56.627130252  192.9.2.100 198.51.160.160 1cHP 108 axoadb (219) 64 Echo (ping) request id=Bx0018, seqe=358/24865, ttlesd (no r
4 2022-08-02 15:46:56.627148919 192.08.2.100 198.51.100.100 P 102 oxoedb (219) 64 Echo (ping) request id=0x0018, seqe=350/24065, ttl=6d (no r
5 2022-88-02 15:456:57.651185193 192.08.2.100 198.51.108. 188 ICHP 108 ‘Bedlch (459) 64 Echo (ping) request id=@x8@18, seqe351/24321, ttles4 (no r
6 2022-08-02 6:57.651186787 192.0.2.100 198,51, 108,100 ICHP 182 ‘exdlch (459) 64 Echo (ping) request id-0x0018, seq=351/24321, ttle6d (no r
7 2022-08-02 6:58.675153317  192.9.2.100 198.51.100.100 cHP 108 ox01d6 (478) 64 Echo (ping) request id=@x0018, seq=352/24577, ttl=6d (no r
B 2022-08-02 15:45:58.675154503 192.0.2.100 198.51.109. 188 ICHP 182 Bdldé (478) 64 Echo (ping) request id=@x@@l18, seq=352/24577, ttle=64 (no r
9 2022-08-02 15:46:59.6991526359 192.9.2.100 198,51, 100,100 ICHP 108 oxe1fa (S00) 64 Echo (ping) request id-0x0e18, seq=353/24823, ttl=64 (no r
10 2022-98-82 15:46:59.609153835 192.9.2.100 198.51.109. 180 ICHP 182 exe1fa (S500) 64 Echo (ping) request id=0xee18, seq=353/24833, ttl=64 (no r
11 2022-88-82 15:47:00.723142641 192.9.2.100 198.51.100. 108 ICHP 108 Bx01fe (505) 64 Echo (ping) request id=0xe@18, seq=354/25089, ttl=64 (no r
12 2022-08-92 15:47:900,.723144643 192.9.2.100 198,51.100. 100 ICHP 182 ox@1fe (585) 64 Echo (ping) request id=0xd@is, seq=354/25089, ttl=64 (no r
13 2022-88-82 15:47:01.747162204 192.9.2.100 198.51.109. 180 IcHP 128 ox026e (622) 64 Echo (ping) request id=@x@@18, seq=355/25345, ttl=64 (no r
14 2022-88-92 15:47:01.747163783 192.9.2.100 198.51.108. 100 IcHP 182 xa26e (622) 64 Echo (ping) request id=0x0@18, seq=355/25345, ttl=64 (no r
15 2022-08-02 15:47:02.771209552 192.0.2.100 198.51.100. 109 IcHP 108 axdzbe (700) 64 Echo (ping) request id=@x@18, seq=356/256061, ttl=64 (no r
16 2022-08-02 15:47:02.771211062 192.9.2.100 198.51.100. 160 1cHP 102 exdbc (700) 64 Echo (ping) request id=9x@e18, seq=356/25681, ttl=64 (no r
17 2022-88-82 15:47:03.772258558 192.9.2.100 198.51.108.188 ICHP 1a8 ox032f (215) 64 Echo (ping) request id=0x8018, seq=257/25857, ttl=64 (no r
18 2022-08-02 198.51.100. 160 cHe 102 exe3zf (815) 64 Echo (ping) request id=0xe918, seq=357/25857, ttl=64 (no r
19 2022-88-82 7:84.791118519 2. 198.51.108. 188 ICHP 188 exedaf (1039) 64 Echo (ping) request id=8xe@18, seq=358/26113, ttl=64 (no r
20 2022-08-92 15:47:04,791119721 192.9.2.100 198.51.100.100 ICHP 182 axaanf (1839) 64 Echo (ping) request id=0x0018, seq=358/26113, ttl=64 (no r
< »
» Frame 1: 188 bytes on wire (864 bits), 188 bytes captured (Eﬁd bits) on interface capture_ue_1, il 58 97 bd b3 77 @e @0 50 56 9d 8 be 89 26 80 02 X -ow P V-
» Ethernet II, Src: bo:77:8e (58:97:bd:b0:77:0e) B0 90 81 00 90 66 @8 OB 45 00 00 54 00 12 40 00 ++ E=T
w[wn-Tag 42 @1 4d 9b c@ 80 82 64 6 33 64 64 03 0D 9 67 QM---I:I - 3dd
Tess svss srss wsas axas 2sas xsas asas = Direction: From Bridge 80 12 ©1 5d 22 46 €9 62 02 00 00 00 1 a6 Oc 00 ]Fb
s e 2 ize 43 = Polater: vit_id 10102002 U7 W2 - I O
N £ - 1c 1d 1e ¥ a
= SO0 E0RhDE0G: 2000 = Destlnaticn: 29 2c¢ 2d 2e 2f 30 31 32 33 34 35 36 37 »-+ /0123 4567
= Looped: No 4
= Reserved: @
erne anns sena sees 0a@®@ sies wnes wees = Version: @
............ ces a... DD2O DOOD GOBO = Source: @
Type: 882.1Q \urtual LAN {@xB8108)
~|Goz2.1q virtual LAH, PRI: @, DEl: @, 1D: 102
B0, ... .... .«.. = Priority: Best Effort (default) (@)
T = DEI: Ineligible 3
cea. BROO 2112 2110 = ID; 182
Type: IPvd (@x0800)
»| Internet Protocol Version 4, Src: 192.8.2.108, Dst: 198.51.180.100
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EREZANEES , AREER
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1. (RFIRICMPEI N ERBIED. BRENBEE , AETR2K,
2. REBIE Sk L& B VLANFRIE,
3. NEBRMHLIE AFRIRA O$E O Ethernet1/289 8 4% O VLANFRIE 102,
™ Tine Source Destnation Erotocol Length PO PTTL W
132022-88-02 15:46:55.603277760 192.8.2.100 198.51.1008. 189 ICHP 188 1 |exa-au (18 64 Echo (ping) request | id-exedle, seq=349/238@9, ttl=64 (no r
2 2022-88-82 15:46:55.683279688 192.8.2.188 198.51.108.182 ICHMP 182 12 (18 64 Echo (pin uest | id=@xea18, seq=349/23889, ttl=6a (no r
3 2022-08-92 15:46:56.627139252 192.8.2.100 198.51.100.100 CHP 108 oxgadh (219) 64 Echo (ping) request id= 58q=358/240865, ttl=64 {no
4 2022-88-92 15:46:56.627140919 192.9.2.108 198.51.108. 1868 ICHP 182 expadb (219) 64 Echo (ping) reguest i seq=350/24065, ttl=64 (no r
5 2022-88-02 15:46:57.651185193 192.08.2.100 198.51.100.100 ICHP 108 ox@lch (459) 64 Echo (ping) request i seq=351/24321, ttl=64 {no r
6 2022-08-02 6:57.651186787 192.9.2.100 198.51.100.100 IcHp 162 axg1ch (459) 64 Echo (ping) request id-exee1g, seq-351/24321, ttl=64 (no r
7 2022-88-02 15:46:58.675153317 192.8.2.100 198.51.108.108 ICHP 188 oxalde (478} 64 Echo (ping) request id=exe@18, seq=352/24577, ttl=64 (no r
£2022-08-02 15:46:58.675154563 192.08.2.100 198.51.100.100 ICHP 182 ox@1dé (470) 64 Echo (ping) request id=exea18, seq=352/24577, ttl=64 (no r
92022-88-02 15:46:59.600152639 192.8.2.100 198.51.100.100 cHP 108 ox@1f4 (500) 64 Echo (ping) request id-0x9018, seq=353/24833, ttl=64 (no r
10 2022-88-02 15:46:59.699153835 192.98.2.100 198.51.108.108 ICHP 182 ox@lfd (580) 64 Echo (ping) request id=ex@d18, seq=353/24833, ttl=64 (no r
11 2022-088-02 15:47:00.723142641 192.98.2.100 198.51.100.100 ICHP 108 oxg1f9 (505) 64 Echo (ping) request id=exea18, seq=354/25089, ttl=64 (no r
12 2022-88-02 15:47:00.723144643  192.8.2.100 198.51.100.108 ICHP 162 axdlfa (585) 64 Echo (ping) request id=0x@dlE, seq=354/25889, ttl=64 (no r
13 2022-88-82 15:47:91.747162284 192.98.2.100 198.51.108.100 ICHP 108 oxdioe (622) 64 Echo (ping) request id=ex@1B, seq=355/25345, ttl=64 (no r
14 2022-88-02 15:47:01.747163783  192.8.2.100 198.51.100.100 IcHP 182 oxg26e (622) 64 Echo (ping) request id-ex@018, seq=355/25345, ttl=64 (no r
15 2022-88-92 15:47:92.771209952 192.98.2.100 198.51.108.100 ICHP 108 exazbc (789} 64 Echo (ping) request id=exeelE, seq=356/256@1, ttl=64 (no r
16 2022-88-982 15:47:82.771211862 192.8.2.100 198.51.100.108 ICHP 182 exdzbc (789) 64 Echo (ping) request id=exes1s, seq=356/25681, ttl=64 (no r
17 2022-88-02 15:47:03.77225855@ 192.8.2.100 198.51.106.100 IcHP 108 ox032f (B15) 64 Echo (ping) request id-oxe018, seq-357/25857, ttl=64 (no r
18 2022-88-02 15:47:83.772259724 192.9.2.100 198.51.108.108 ICHP 182 oxa3zf (815) 64 Echo (ping) request id=ex@018, seq=357/25857, ttl=6d4 (no r
10 2022-088-02 15:47:04.701118519 192.8.2.100 198.51.100.100 1cHP 108 oxaaef (10939) 64 Echo (ping) request id=-ex@91B, seq=358/26113, ttl=64 (no r
20 2022-08-02 15:47:04.701119721 192.8.2.100 198.51.100.100 1cHP 182 oxaaaf (1039) 64 Echo (ping) request id-ex@018, seq-358/26113, ttl-64 (no r
< E
> Frame 2: 102 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface capture_ue_1, if 58 97 bd b9 77 @e 0@ 5@ 56 9d e be 81 90 @@ 66 X - W P VW-----of
» Ethernet II, Src: WMware Od:ef:be (80:50:56:9d:e8:be), Dst: Cisco bo:77:@e (58:97:bd:bo:77:0e) 98 90 45 60 00 54 00 12 48 00 40 01 4d 9b c@ 80 T @M
~|802.1Q Virtual LAN, PRI: ©, DEI: @, ID: 102 @2 64 c6 33 64 64 98 B@ 9o 67 0@ 18 @1 5d e2 46 +d-3dd- B ]F
L = priority: Best Effort (default) (8) 0 62 6060 06 B2 CL a6 OC 6600 04 BA BN 1A DL Memeeer voreees
e « DEI: Ineligible 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 - EERERETTT |
N 22 23 24 25 26 27 28 29 2a b 2¢ 2d 2e 2f 30 31 TRSEAC() "+,-.f01
aeee D000 0110 0110 = ID: 102 32 33 34 35 36 37 334567
Type: IPvd (@x0800)
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REBIBEINFE , VNERIZE AR EE B T i% O VLANARISIE A RET B, BEBIRXESF , FBVNIRIE
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sk HWIRBIEE
% = HREwO  |FE |AFREESS HWIRMRE

R VLAN
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1. # #Disable SessioniZ{= 1L7EBN IR

erview Interfaces Logical Devices Security Engine Platform Settings

& Refresh Caphune Session Delete Al Sessions:

Interface Mame Filter File Size {in bytes) File Hame Device Home

capl-ethernet: 1-2-0.pcap

faces Logical Devices Security Engine  Platform Settings

- » capl D Counts 0 Oparational State: DOWH - Sesshon_Admin_Shit Bufler Size: 256 MB Snap Langth: 1518 Bytes

Interdace Name Filter File Size (in bytes) File Namee Brarvice Mama

3. B #HDownload N EIEIR X4 -



Overview Interfaces Logical Devices Security Engine Platform Settings

& Refresh Capiture Sesion Delete Al Sessions
» capl Drop Count: 0 Operational Stata: DOWN - Session_Admin_Shut Bulfer Size: 256 MB Snap Length: 1518 Bytes i

Interface Name Filtar File Size {in bytes) Fibe Hame Dewicn Name

Etharnat/2 Nora 210828 capl-athemat-1-2-0.peap [ L,

NFiwmO@ERED AN MNKAEOES IR,
FXOS CLI
FEFXOS CLIEHATU T SRR E IR 4

1. = E7EBIHEAR -

<#root>
firepower#

scope packet-capture

firepower /packet-capture #

scope session capl

firepower /packet-capture/session #

di sabl e

firepower /packet-capture/session* #

comnmi t

firepower /packet-capture/session #

up
firepower /packet-capture #

show session capl detai

Traffic Monitoring Session:
Packet Capture Session Name:

capl

Session: 1

Adm n State: Disabled

Oper State: Down



Qper State Reason: Adnmin Disable

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite

Session Mem Usage: 256 MB

Session Pcap Snap Len: 1518 Bytes
Error Code: 0

Drop Count: 0O

Physical ports involved in Packet Capture:

Slot Id: 1
Port Id: 2
Pcapfile:

/ wor kspace/ packet - capt ur e/ sessi on-1/ capl- et hernet-1-2-0. pcap

Pcapsize: 115744 bytes

Filter:

Sub Interface: 0

Application Instance Identifier: ftdl
AppTlication Name: ftd

2. Mlocal-mgmtas 3B Bl L& IR H -

<#root>
firepower#

connect | ocal - mgnt

firepower(local-mgmt)#

copy / packet - capture/session-1/capl-ethernet-1-2-0.pcap ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI

usbdrive: Dest File URI
volatile: Dest File URI
workspace: Dest File URI

firepower(local-mgmt)#

copy /packet-capture/session-1/capl-ethernet-1-2-0.pcap ftp://ftpuser@0. 10. 10. 1/ capl- et hernet - 1- 2- 0. pc:

Password:



XN TiwOEEEA , EAENRAEOERHRMS,
N BRE S HERERE. REMHKEREK

B XFirepower 4100/9300 1 Zp R LI FR B AN RIPRFI , iHZ 5 Cisco Firepower 4100/9300
FXOSH A& 25 fil B $§ sl Cisco Firepower 4100/9300 FXOS CLIE & 5=y M EHERR — ZEHUE
BHIRE D -

XRETTACEHIPHEFETHREABRNREREKIIE

o TEEAENFPRE,

- BRATEROBERRED LNKRBESH 2 WATE B,

. ERAMREIERS.

- EEHIRSIERSA , ZENATHEIESIPHULH S0,

- MDA TIEEM K/ EISnap Len , A EFRE FERIAME1518F T, BEN KNS HE
ROBIESKRELN , R2TFR.

- BEZSEREEAX KN,

« HEEFCMZEFXOS CLILWEFHFITH, —BRIEHPXA/NRE , EFITERITEREEHR 280

« fEWireshark E £ Bfilter lvntag Al X E R AHVNIRIZHWBEE, XX FEIRZEOSIESHIR
XHHREVNIRICHBESIEEER.

 FEWireshark L {5 Afilter frame.number&1{X ERF M, XX FEE RIZEOBIE IR
PREEENRESHFEER.

o XYTFTCPEINIL , WiresharkBRIANMAEEMAN , UFEHEEREERERMMNEIED, W
RATHR P EFEEENRRECSMS AT RRINER , WRIESTESLURIR S i
TEENFIE. MRS WHFESHRXGHNATMAILIRES  WINETRHHESS HBFH X4
, R H FF# 3.

=25 K3%§1200/3100/420009 & (B 530 iE

BFirepower 4100/93007F[@ , Z2Bh A 1#1200/3100/4200 L By A PR ki@ IR E S capture
<name> switchff S EN AT SITREA LEE , EswitchitTEEE NSRRI LB B HIR.

AR 2% A switchi B9 capture @i ©

<#root>
> capture cap_sw sw tch

?

buffer Configure size of capture buffer, default is 256MB

ethernet-type Capture Ethernet packets of a particular type, default is IP

interface Capture packets on a specific interface

ivlan Inner Vlan

match Capture packets based on match criteria

ovlan Outer Vlan

packet-length Configure maximum length to save from each packet, default is
64 bytes

real-time Display captured packets in real-time. Warning: using this

option with a sTow console connection may result in an



excessive amount of non-displayed packets due to performance
Timitations.

stop Stop packet capture

trace Trace the captured packets

type Capture packets based on a particular type
<cr>

BLERIESHRN —RSRUT -
1. EEALED :

R HBREEEZ A OEORN, AFAEERFEZEORN, RSB LTERIERZERN

<#root>
>

capture capsw switch interface ?

Available interfaces to Tisten:
in_data_uplinkl Capture packets on internal data uplinkl interface
in_mgmt_uplinkl Capture packets on internal mgmt uplinkl interface
inside Name of interface Ethernetl/1.205

management Name of interface Managementl/1l

&P KIE1200/4200 N AR, BRIESHEE , BNERRINERingress:

<tfroot>
>

capture capi switch interface inside direction

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

S | Secure Firewall 4245 E 82N AEPEIBEM2ANEE L 178ERK$EO -

<#froot>
>

capture capsw switch interface

eventing Name of interface Managementl/2



in_data_upTlinkl Capture packets on internal data
in_data_uplink2 Capture packets on internal data
in_mgmt_uplinkl Capture packets on internal mgmt
in_mgmt_uplink2 Capture packets on internal mgmt
management Name of interface Managementl/1l

2. IBELLAMiEtherType., BRiAEtherTypeRIP,

<{froot>
>

capture capsw switch interface inside ethernet-type

802.1Q
<0-65535>
arp

ip

ip6
pppoed

pppoes
rarp

sgt
vlan

Ethernet type

interface
interface
interface
interface

uplinkl
uplink2
uplinkl
uplink2

ethernet-typel£ B {E 15 E EtherType:

3. BEEMCE %M. capture matchit I E PLfit S 44

<tfroot>
>

capture capsw switch interface inside match ?

<0-255>
ah
eigrp
esp
gre
icmp
icmp6
igmp
igrp
ip
ipinip
ipsec
mac
nos
ospf
pcp
pim
pptp
sctp
snp
spi

Enter protocol number (0 - 255)

Mac-address filter

SPI value



tcp
udp
<cr>

4 BEHMTESE , fINMEFX KD, BRIKES,
5. B AR, ST no capture <name> switch stopIFEEIR:

<ffroot>

>

capture capsw switch interface inside match ip

>

no capture capsw switch stop

6. WIEHRFMES :

- BEIERAB Nenabled , BERE R upFactive,

s BUESHIR XM K/ NPcapsizei® i,

+ show capture <cap_name>#i i PR HIEIHREFES,

. IR R Pcapfile, HIRHEIE T 2 B3I R1FIE/mnt/disk0/packet-capture/ X K=,
- WIREH. REREBEHRZ GBI CIEBRIIRSE.

<tfroot>
>

show capture capsw

27 packet captured on di sk using switch capture

Reading of capture file from disk is not supported

>

show capture capsw detail

Packet Capture info

Name: capsw
Session: 1
Adm n State: enabl ed

Qper State: up



Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess- 1- capsw et her net - 1- 1- 0. pcap
Pcapsi ze: 18838
Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovl an: 205
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported

7. EEERMEIEER

<{froot>



>

capture capsw switch stop

>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: di sabl ed
Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0
Drop Count: 0
Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 24

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture
Reading of capture file from disk is not supported



8RR LMo MITIRE R 2B XA B IRAVIBIR XAHEB D RV S IR

KR 2/ KIERERAT.7F , FMCERFDMA X AR RMALHBIREE. FASARMFIRA9.18(1) K%
EEMRASF |, AJELFEASDMARAST7.18.1. xR B & AR A< B B A EB AR -

X 17 S HE R 25 X 11200/3100/4200 P SRR IR 5 L 62 A R A,
WSRO EEE O ENBIEaHR

fE FHFTDERASA CLIfE# OEthernet1/18Portchannel13% 0O L fit B MK IF#kE SR, WO EOH
Anameif inside,

i, BIREESRNERK

Z2BhAE3100:
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink
@ ICMP echo-reply outside -
198.51.100.100
Z 2 Bh A 1E1200/4200:
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 Uplink

E
@ ICMP echo-reply outside
198.51.100.100

il &
FEASASFTD CLI L3 17 LA T H B LA B & 32 O Ethernet1/13X Port-channel1 L B 3B @383k :
1. I8UF & #hif:



<ffroot>
>

show nanei f

Interface Name Security
Et hernet1/1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0
<#root>

>

show nanei f

Interface Name Security
Port - channel 1 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. BIBMIRRTE

<tfroot>
>

capture capsw switch interface inside

L 2P X 1%1200/4200 3R 77 @)1

<tfroot>

> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both



3. BRHRAE

<{froot>

> no capture capsw switch stop

A
REHRLFERN, EENSTRE, BOBENRRAN. BRPcapsizefE8 N , BHERNHEE
HEFTE

<tfroot>
>

show capture capsw det ai

Packet Capture info

Name: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port 1d: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap

Pcapsi ze: 12653



Filter:

capsw-1-1

Packet Capture Filter Info

Name:
Protocol:
Ivlan:
Ovlan:

Src Ip:
Dest Ip:
Src Ipvé6:
Dest Ipvé6:
Src MAC:
Dest MAC:
Src Port:
Dest Port:
Ethertype:

Total Physical breakout ports involved in Packet Capture:

79 packets captured o

Reading of capture fi

capsw-1-1

[« o]

- OO O OO0
o o
(=]

00:00:00:00:00:00
00:00:00:00:00:00
0
0
0

n di sk using switch capture

le from disk is not supported

T2 Ph K 1%1200/4200:

<#froot>
>

show cap capsw det ai

Packet Capture info

Nare:

Session:

Adm n State

Qper State:

Oper State Reason:

Config Success:
Config Fail Reason:
Append Flag:
Session Mem Usage:

capsw

1

enabl ed

up

Active

yes

overwrite
256

Session Pcap Snap Len: 1518

Error Code:
Drop Count:

0
0

0



Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Direction: bot h
Drop: disable
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

33 packet captured on disk using switch capture

Reading of capture file from disk is not supported

X FPort-channell , HIREFFERAEO LEE :

<#froot>
>

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1
Adm n State: enabl ed

Qper State: up



Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1

Port Id: 4

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap
Pcapsi ze: 28824

Filter: capsw 1-4

Packet Capture Filter Info
Name: capsw-1-4
Protocol:
Ivlan:
Ovlan:

Src Ip:

Dest Ip:

Src Ipvé6:
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port:
Dest Port:
Ethertype:

o o

- OO O OO
o o
o o

o O O

Physical port:

Slot Id: 1

Port 1d: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 18399

Filter: capsw-1-3

Packet Capture Filter Info
Name: capsw-1-3
Protocol: 0



Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

56 packet captured on disk using switch capture

Reading of capture file from disk is not supported

A] LAFEFXOS local-mgmtin 5 785 # B3 show portchannel summary s 3l ik 0@

<#froot>
>

connect fxos

firewall#

connect | ocal - mgnt

firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( V) Et h LACP Et h1/ 3(P) Et hl/ 4(P)

Channel PeerKeepAliveTimerFast



Cluster LACP Status:

Channel

ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

EHRASALENFXOS , #iz

o

WS IR
MATIRER L 2B K 5 N ED IR A IR SXAF R 2 F RV S TR o
IR 4

52 A IR IR S IRENEE R A 2 R #T I Ethernet 1/ 1 IR XU . BATRBIH , oM EL LB X IE
3100 LR BFEZ, RRF-ITRESHREER :

1. {NIRICMPE R SR EIE S
2. RIG BRI KB VLANRIE,

{Tconnect fxos adminfy

T MRARZHER , BEEERRT

~

E1TH

D

3]

AN
er)

M Time
2 2022-
3 2022-
4 2022

G 2022
7 2022

9 2022
1@ 2022

12 2022

15 2022

17 2022
18 2022

12022-

5 2022-

B 2022-

11 20822-

13 2022-
14 20822-

16 2822~

£228823282882838¢8

@8-a7
e =07
a7
a7
a7
a7
@
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7
a7

=

19:50:06. 925768

19:50:11.929144
19:50:12.932943

19:50:14,932004
19:50:15.937143

19:50:18.939584

19:50:19.941262
19:50:20.940716
19:50:21.940288
19:50:22.943302
19:50:23.944679

Seuree

192.8.2.100
192.9.2.109
192.9.2.109

192.8.2.109

Destination

198.51.100. 100
198.51.100. 100
198.51.100. 100
198,51, 109, 190
198.51. 100 . 100
198.51.100.100
198,51, 100, 190
198.51.160. 100
198.51.100. 100
198.51.100 . 100
198.51.100. 100
198,51, 100,100
198.51.100. 100
198.51.100. 100
198,51, 100,100
198.51.100. 100
198.51.100. 100
198,51, 100, 190

ICHP
ICHP
ICHP
ICHP
ICHP
ICHe
ICHP
ICHP
ICHe
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP

Length
102

182
182
192
182
182
192
182
102
182
102
102
182
102
192
182
102
192

D
1 |exsate (30040
(39482)
(39590)
(39678)
(39696)
(39732)
(39811)
(39819)
(39943)
(a0134)
(40296)
(48429)
(40538)
(40699)
(40784)
(40932)
(41009)
(41063)

Bxaa3a
Bx8aaG
exdafe
exable
Bxoba
exabas
exabah
Bx9cH7
Bxacch
exados
oxoded
exaesa
ecdefly
s
ecofed
a3l
Bxats?

Frame 1: 182 bytes on wire (B16 bits), 182 bytes captured (816 bits)
Ethernet II, Src: VMware 9d:e8:be (@8:50:56:9d:eB:be); Dst: Cisco_34:9a:14 (bcie?:12:34:9a:14)
Internet Protocol Version 4, Src: 192.8.2.18@, Dst: 108.51.100.108
Internet Control Message Protocol

2

=EEERF

26
6

@7
54
B
L]
17
27
37

PTTL ke
64 Echo

34
1@
L]
(34
19

55

64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)
64 Echo (ping)

Sa
a8
b
a8
la
2a
55

14 @9 58
20 49 o1
91 89 34
29 80 e
1b 1c 1d
2b 2c 2d
55

56
b3
o8
ae
1e
2e

uest | id=8x034,
request  id=xee3d,
Fequest  1d=0x0034,
request  id=gxee3d,
request  id=@xeeid,
request  1d=9x0034,
request  id=gxee3d,
request  id=@xeeid,
request  1d=9x0034,
request  id=@xee3d,
request  id=xee34,
request  1d=0x9834,
request  id=dxe3d,
request  id=xee34,
request  1d=0x9e34,
request  id=@xee3d,
request  1d=0x0834,
request  1d=xee34,

ad
9¢
a1
ea
1f
2f

o8 be 83 08 45
<@ 90 02 64 <6
61 17 fe 62 on
18 11 12 13 14
28 21 22 23 24
3@ 31 32 33 34

seq=1/256, ttl=64 (no res
seq=2,/512, ttl=64 (no res
S0q=32/768, ttl=64 {(no res

seq=4,/1824,
5eq=5/1280,
Seq=6/1536,
seq=7/1792,
seq=8/2048,
Seq=9/2304,
50q=10/2560,
seq=11/2816,
seq=12/3072,
seq=13/3328,
seq=14/3584,
seq=15/3840,
<eq=16/4096,
Seq=17/4352,
seq=18/4508,

o -4

ttl=64 (no
ttl=64 (no
trl=64 (no
ttl=64 (no
trl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no
ttl=64 (no

3T ed3
FNE b

o8 dd-
15 -
25

&7UULU

I"ns%

35 &'()%+,- .je12345

re
re
re
re
re
re

fTFFPortchannel1 % R #E O MR X f. EREE - HFEIHREER !

1. {NIRICMPE R SR EAE S
2. RIGBHEBIR KRB VLANERIE,




o, Time Source Destination
112022-98-07 20:48:58.657533 192.9.2.108 198.51.108.188
2 2822-88-87 20:48:59.658611 192.9.2.108 198.51.180.189
3 2822-08-87 20:41:80.655662 192.9.2.198 198.51.180.180
4 2822-98-87 20:41:81.659749 192.9.2.108 198.51.100.18@
5 2822-88-87 20:41:82.668624 192.9.2.108 198.51.180.189
5 2022-08-87 20:41:83.663226 192.9.2.108 198.51.180.180
7 2822-98-87 20:41:84.661262 192.9.2.108 198.51.180.189
8 2822-88-87 20:41:85.665955 192.9.2.108 198.51.188.189
9 2022-88-87 20:41:086.666538 192.9.2.108 198.51.180.180

109 2822-88-87 20:41:87.667298 192.9.2.108 198.51.188.189
11 2022-88-87 20:41:08.678548 192.9.2.108 198.51.120.180
12 2022-08-07 20:41:89.668278 192.8.2.1088 198.51.100.108
13 2822-88-87 20:41:10.672417 192.9.2.108 198.51.180.18@
14 2022-88-87 20:41:11.671369 192.9.2.108 198.51.180.180
15 2022-08-97 20:41:12.675462 192.9.2.1900 198.51.108. 180
16 2822-88-87 29:41:13.674983 192.9.2.108 198.51.189.18@
17 2022-88-87 28:41:14.674893 192.2.2.108 198.51.180.180
18 2822-88-87 20:41:15.676904 192.@.2.108 198.51.100.18@

ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP
ICHP

Internet Control Message Protocol

Frame 1: 182 bytes on wire (816 bits), 182 bytes captured (816 bits)
Ethernet II, Src: VMware O9d:ef:be (0@:58:56:9d:e8:be), Dst: Cisco_34:9a:2c (bc:e?:12:34:9a:2¢c)
Internet Protocol version 4, Src: 192.0.2.108, Dst: 198.51.108.100

2

PO
6x9296
ex937e
exo3fa
exoa6f
ex94.a4d
@x052d
Bx958d
ex95da
ex064b
axa72bh
exo80a
Bx0831
Bx98az
axosfy
@x33ed
ex9aB4
ex0af3
ex9bBe

37526
(37744)
(37872)
(37999)
(38052)
(28189)
(38285)
(38360)
(28475)
(38699)
(38922)
(38961)
(39074)
(29159)
(39396)
(39556)
(39667)
(39822)

be €7 12

PTTL e
64 Echo _(ping) request | id=9x8035, seq=1/256, ttl=64 (no res
64 Echo (ping) request id=exe@3s, seq=2/512, ttl=64 (n0o res
64 Echo (ping) request id-ex@e3s, seq=3/768, ttl=64 (no res
64 Echo (ping) request id-exee3s, seq=4/1024, ttl=64 (no re
64 Echo (ping) request id=exee3s, seq=5/128@, ttl=64 (no re
64 Echo (ping) request id-ex@@3s, seq=6/1536, ttl=564 (no re
64 Echo (ping) request id=ex@@3s; seq=7/1792;, ttl=64 (no re
64 Echo (ping) request id=exe@3s, seq=8/2043, ttl=64 (no re
64 Echo (ping) request id-ex@@3s, seq=9/2384, ttl=54 (no re
64 Echo (ping) request id=ex@@35; seq=10/2568, ttl=64 (no r
64 Echo (ping) request id=ex@@3s, seq=11/2816, ttl=64 (no r
64 Echo (ping) request id=2x0035, seq=12/3872, ttl=64 (no r
64 Echo (ping) request id=0xe@35, seq=13/3328, ttl=64 (no r
64 Echo (ping) request id=ex@@3s, seq=14/3534, ttl=64 (no r
64 Echo (ping) request id=2x@935, seq=15/3B848, ttl=64 (no r
64 Echo (ping) request id=ex8@3s, seq=16/4896, ttl=64 (no 1
64 Echo (ping) request id=exe035, seq=17/4352, ttl=64 (no r
64 Echo (ping) request id=-exee3s, seq=18/46e8, ttl=64 (no r

>

34 9a 2c @@ 5@ 56 9d e& be 298 00 45 00 ceelhery P Weree-E

96 49 98 48 @1 bb 16 co @ 82 64 c6 33 To@@ d-3

89 S8 aB 9@ 35 00 01 ad 23 fo 62 @0 @D dd= X« -5 Mi:-b

CB B4 00 92 02 90 90 12 11 12 13 14 15

19 1a 1b 1c 1d 1e 1f 2& 21 22 23 24 25 1"Wg%

29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 B'()%s,- .f012345

55 55 55 aIuuug

5 B8

R YL IR E & £ 32 O Ethernet1/15{ Portchannel1 £,

e RBER TESS

£5%

IR

R

71

EEOEthernet1/1 LB B H KK
PR SHIR

Ethernet1/1

v

RBRA
D*

MEHL192.0.2.100F] EH1
198.51.100.10089ICMP[E] B2 & 3R

EiEOPortchannell Lt & 746
IS H A A R O Ethernet1/35]
Ethernet1/4H9 i 23R

Ethernet1/3

Ethernet1/4

XFRA
I:I*

ME#192.0.2.100F E#
198.51.100.100YICMP[E] R iE R

*531001 @ , R£FX3%E1200/4200% Mm@ ( AQMED ) K.

YR DBEEONFED LSRR

fEFAFTDEXASA CLIFE F3 O Ethernet1/1.2058 Portchannel1.205 L Bl & MG UE IR IE 2K, BN

FEOHEHinsideR Mo
I, BIEERANERL

Z 2P R1#3100:




Internal Switch

Chassis

Security Module
FTD/ASA

- -

192.0.2.100

198.51.100.100

% & Fh K 1§1200/4200:

- -

Uplink
@ ICMP echo-reply outside
————
Chassis
Internal Switch Security Module
FTD/ASA
Uplink

192.0.2.100

@ ICMP echo-reply

198.51.100.100

BE

v

outside

FEASATFTD CLI L 4T AT % LARR & 2 O Ethernet1/1 3 Port-channel1 L I 3B S 3K -

1. I F B Fhif:

<{froot>
>

show nanei f

Interface

Et hernet 1/ 1. 205

Ethernetl/2
Managementl/1

<tfroot>

Name

i nsi de

outside
diagnostic

Security

0

o




>

show nanei f

Interface Name Security
Port - channel 1. 205 i nsi de 0
Ethernetl/2 outside 0
Managementl/1 diagnostic 0

2. BIEBRHRATE -

<{froot>
>

capture capsw switch interface inside

L2 Py N 3%1200/4200 % B3R 75 @14
<#root>
> capture capsw switch interface inside direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface inside direction both

3. ERMIRAE

<tfroot>

> no capture capsw switch stop

1IN

REHREEN, EEMSITRE, BOBENRRN. B{RPcapsizeE8IN , EHRNVBIES
HEFTF

<{froot>



>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 1

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsi ze: 6360

Filter: capsw-1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00

Src Port: 0



Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

46 packets captured on disk using switch capture

Reading of capture file from disk is not supported

EXFERT , 201 —MIAEFVLAN Ovian=2050 12888 , FRENATFEO,

3¢ FPort-channell , EFFE K AEO LB T #3358 2E0vian=205 33k :

<ffroot>

>

show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 2

Physical port:

Slot Id: 1
Port 1d: 4
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-4-0.pcap

Pcapsi ze: 23442



Filter: capsw 1-4

Packet Capture Filter Info

Name: capsw-1-4
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Physical port:

Slot Id: 1

Port 1d: 3

Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-3-0.pcap
Pcapsi ze: 5600

Filter: capsw-1-3

Packet Capture Filter Info

Name: capsw-1-3
Protocol: 0

Ivlan: 0

Ovl an: 205

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

49 packet captured on disk using switch capture

Reading of capture file from disk is not supported



A LAFEFXOS local-mgmtan & A F H &I show portchannel summaryds S RIEx O BEER RO

<#froot>
>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portchannel sunmary

Flags: D - Down P - Up 1in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed

S - Switched R - Routed
U - Up (port-channel)
M - Not 1in use. Min-1links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol1( V) Et h LACP Et h1/ 3(P) Et hl/ 4(P)

Channel PeerKeepAliveTimerFast

Channel ClusterSpanned ClusterDetach ClusterUnitID ClusterSysID

EiFFIASALHIFXOS |, iFiEZ1Tconnect fxos adminfif. NMEERZIEE , HFEEEEEFIZTHS

A
To

W SR IR S
AT R R 2B K3 N ED SR IR SXAF BB RV D IR o
IR



52 F B S IR SR ENER B A 72 7 #T FT Ethernet1/1. 20589 B3R XX, EATRBIF , &

KIE3100 LR BIEE. ERF-NBEIHREER !

1. SUBIRICMPE M &R BIESE.
2. RIABIEE R LB VLANFRIZ 7205,

=

Erge Vil

Mo Time Source Destination Frotocol Length o FTTL knfo
12022-08-07 21:21:91.607187 192.0.2.100 198.51.100.100 TP 106 1 oxa1lf (16671 64 Echo
2 2022-08- 192.9.2.100 198.51.100. 100 ICHP 106 @cdlla (16698) 64 Echo (ping) request
3 2022-08- 192.0.2.1080 198.51.100.100 ICHP 106 oxazla (16922) 64 Echo (ping) request
42022-08- 192.0.2.100 198.51.100.100 1P 106 0x426c (17004) 64 Echo (ping) request
5 2022-08- 192.9.2.100 198.51.100. 100 TCHP 106 a3l (17168) 64 Echo (ping) request
6 2022-08- 192.0.2.100 198.51.100.100 1P 106 exa3df (17375) 64 Echo (ping) request
7 2022-08- 192.0.2.100 198.51.100.100 ICHP 106 ox44d3 (17619) 64 Echo (ping) request
8 2022-08- 192.0.2.100 198.51.100.100 IcHP 106 ex4518 (17688) 64 Echo (ping) request
9 2022-88-07 192.0.2.100 198.51.100.100 ICHP 106 xas3d (17725) 64 Echo (ping) request
10 2022-08-07 192.9.2.160 198.51.100. 100 ICHP 106 ox462b (17963) 64 Echo (ping) request
11 2022-088-087 21:21:11.621629 192.0.2.100 198.51.100.100 ) (3] 106 @xa7e7 (18183) 64 Echo (ping) request
12 2022-08-07 21:21:12.619309 192.0.2.100 198.51.100.100 P 106 oxa74b (18251) 64 Echo (ping) request
13 2022-08-97 21:21:13.620168 192.9.2.100 198.51.100. 100 ICHP 106 Bx4781 (18385) 64 Echo (ping) request
14 2022-08-07 21:21:14.623169 192.0.2.100 198.51.100. 100 1P 106 @x4858 (18520) 64 Echo (ping) request
15 2022-08-07 192.0.2.100 198.51.100.100 (] 106 0x4909 (18697) 64 Echo (ping) request
16 2022-08-07 162.9.2.100 198.51.100. 108 TEHP 106 oxdgeb (18699) 64 Echo (ping) request
17 2022-08-07 192.0.2.100 198.51.100. 100 ) (3] 106 8x4932 (18738) 64 Echo (ping) request
18 2022-08-07 192.0.2.100 198.51.100.100 ) (] 106 %4205 (18949) 64 Echo (ping) request
<
»_Fr: n its) be o7 12 34 93 14 90 5@ 56 9d ed
»| Ethernet I, Src: WMware 9d:e8:be (@9:50:56:9d:e8:be), Dst: Cisco_34:9a:14 (bc:e7:12:34:9a:14) 68 00 45 60 09 54 41 1f 4@ ee 40
¥ 892.10 virtual LAN, PRI: @, DEI: @, ID: 285 B2 64 ¢6 33 64 64 B8 20 85 67 0@
BB, .isr seer seas = Priority: Best Effort (default) (e) o 62 80 60 00 0 8e fe 03 60 00
B s e DET: Ineligible 12 13 14 15 16 17 18 19 1a 1b 1c
1106 1101 = ID: 205 22 22 24 25 26 27 28 29 2a b 2¢
Topet TR {036560) 2 32 33 34 35 36 37 55 55 55 55
Trailer: 55555555
| Internet Protocol Version 4, Src: 192.9.2.100, Dst: 198.51.100.108
| Internet Control Message Protocol

request | id=exee37,

id=gx0a37,
id=exee37,
id=0xea37,
id=0xea37,
id=exea37,
id=oxea37,
id=exee37,
id=exea37,
id=0xee37,
id=0xea37,
id=gxea37,
id=0x0037,
id=0xee37,
id=gxea37,
id=0xp037,
id=gxea37,
id=gxea37,

be 81 00 00
@1 @c Be c@
37 o8 81 be
00 o8 B0 18
1d 1e 1f 20
2d 2e 2f 30

seq=1/256, ttl=64 (no res
seq=2/512, ttl=64 (no res
seq=3,/768; ttl=64 (nmo res
seq=4/1024, ttl=64 (no
seq=5/1288, ttl=64 (no
50q=6/1536, ttl=64 (no
s0q=7/1792, ttl=564 (no
seq=8/2048, ttl=64 (no
seq=9/2384, ttl=64 (no
5eq=18/2568, ttl=6a (no
seq=11/2816, ttl=6a (no
seq=12/3072, ttl=64 (no
seq=13/3328, ttl=64 (no
seq=14/3584, ttl=64 (no
seq=15/3840, ttl=64 (no
seq=16/4096, ttl=64 (no
seq=17/4352, ttl=6a (no
seq=18/4608, ttl=64 (no

oo 0 1 ) 8 0 2 )

"R () +,-. /01
23456700 W

$TFFPortchannel1 5% R O MR X4, EEFE N HRFEEHREES -

1. {NIRICMPE R R EAE S
2. R BIEBIR XA VLANFRIE /205,

[ Time Source Destration Frotoesl Length Iwn PTIL Info
12022-08-07 21:21:01.607187 192.9.2.100 198.51.100. 108 [rewp J1es 1 [oxanas (16671) 64 Echo (ping) request
2 2022-08- 192.8.2.100 198.51.100.108 ICHP 186 axa13a (16698) 64 Echo (ping) request
3 2022-08-07 21:21:03.610671 192.98.2.180 198.51.100. 108 ICHMP 106 ox421a (16922) 64 Echo (ping) request
43022-08-07 21:21:04.609160 192.9.2.100 198.51.100. 108 TcHP 106 oxa26c (17604) 64 Echo (ping) request
5 2022-08-97 21:2 689489 192.8.2.108 198.51.100.108 ICHP 106 x4318 (17168) 64 Echo (ping) request
62022-08-07 21:21:06.611847 192.0.2.100 198.51.100.108 ICMP 106 oxa3df (17375) 64 Echo (ping) request
7 2022-08-07 21:21:07.616688 192.9.2.100 198.51.1900. 108 ICHP 106 axddd3 (17619) 64 Eche (ping) request
8 2022-08-97 21:21:08.618023 192.8.2.188 198.51.108. 108 ICMP 186 @x4518 (17688) 64 Echo (ping) request
92022-088-07 21:21:09.619326 192.0.2.100 198.51.100.1068 ICHP 106 oxa53d (17725) 64 Echo (ping) request
10 2022-98-97 21:21:10.616696 192.8.2.180 198.51.1900.100 ICHP 106 axa62b (179632) 64 Eche (ping) request
11 2022-68-97 21:21:11.621629 192.90.2.100 198.51.100.108 ICHMP 106 exa707 (18183) 64 Echo (ping) request
12 2022-88-97 21:2 192.9.2.100 193.51.100, 108 IcMp 106 axazab (18251) 64 Echo (ping) request
13 2022-08-97 21:2 192.8.2.100 198.51.100.108 ICHMP 106 exa781 (18305) 64 Echo (ping) request
14 2022-08-97 192.0.2.100 198.51.100.108 ICHP 106 0x4858 (18520) 64 Echo (ping) request
15 2022-08-97 192.98.2.100 193.51.100, 108 ICMp 106 oxdded (18697) 64 Echo (ping) request
16 2022-08-87 21:21:16.626226 192.8.2.100 198.51.100.108 ICHMP 106 exageb (18699) 64 Echo (ping) request
17 2022-08-97 21:21:17.629363 192.0.2.100 198.51.100.108 ICHP 106 ox4032 (18738) 64 Echo (ping) request
18 2022-08-87 21:21:18.626651 192.9.2.100 193.51.100, 108 ICMp 106 @xdads (1£349) 64 Eche (ping) request
<
> Fri R n_wir bits) be @7 12 34 9a 14 00 58 56 9d o8
»| Ethernet II, Src: VMware 0d:e8:be (80:50:56:04:e8:be), Dst: Cisco_34:9a:14 (bc:e7:12:34:9a:14) B8 89 45 90 80 54 41 1f 49 20 49
~|802.1Q virtual LaN, PRI: @, DEI: @, ID: 205 02 64 6 33 64 64 OB 20 6 67 00
5T Priority: Best Effort (default) (@) e fo 62 20 00 00 00 8e fe 03 00 00
GEeiegEn e
1 0800 3199,1101 = ED; 205 2 32 33 34 35 36 37 55 55 55 55
ype: IPvd (@xegsa)
Trailer: 55555555
»| Internet Protocol Version 4, Src: 192.9.2.108, Dst: 198.51.100.108
»| Internet Control Message Protocol

id=0x0037,
id=exee37,
id=exee37,
id=0x0037,
id=exee37,
id=0xee37,
id=0x0037,
id=exee37,
id-0x0037,
id=0xe@37,
id=gxee37,
id=exee37,
id=0x0037,
id=0x0037,
id=0x0037,
id=0x0037,
id=0x0037,
id=0x0037,

be &1 @0 00
@1 oc Be @
37 o0 @1 be
B o8 88 18
1d 1e 1f 20
2d 2e 2f 30

seq=1/256, ttl=64 (no res
seq=2/512, ttl=64 (no res
seq=3,/768, ttl=64 (no res
seq=4/1824, ttl=64 (no
seq=5/1280, ttl=64 (no
seq=6/1536, ttl=64 (no
seq=7/1792, ttl=64 (no
seq=8/2048, ttl=64 (no
seq=9/2304, ttl=64 (no
seq=19/2568, ttl=64 (no
seq=11/2816, ttl=64 (no
seq=12/3872, ttl=62 (no
seq=13/3328, ttl=6a (no
seq=14/3584, ttl=64 (no
seq=15/3848, ttl=64 (no
seq=16/4896, ttl=6a (no
seq=17/4352, ttl=6a (no
seq=18/4608, ttl=64 (no

sd=d=d=adadadad=ds

v

cd
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HAED s
£ F¥# OEthernet1/1.205 LBl & H Ethernet1/1 VLAN R [MEHL192.0.2.100F EH

K16 HIE MR 205 A 0*[198.51.100.10089 ICMP &l 5715 3R

37|
£ Fi#EQOPortchannel1.205 L& & |Ethernet1/3 |7MEB B MEH1192.0.2 10054

FHI0T A A 5 % M Ethernet1/37 VLAN . o
Ethernet1/AM 2B S %k Ethernet1/4 |205 A0O*[198.51.100.100KY ICMPE 7 i 3K

*531007FRE , 25 X 1%1200/420032 &N E ( AQFMED ) #HK,
R EfEE O LAY B SR

L2 KE3100E /2N NERED -

« in_data_uplink1 — N AREFEZEEIN I RE,
« in_mgmt_uplink1 — N EEEE (FNFEEEONSSH ) EBERE ( BFFHNFMCH
FTD2 [El#Ysftunnel ) 2% AHIEIHE.

Secure Firewall 120052 283NN EPEND

+ in_data_uplink1 — 43 F 121011250 , X LE4Z QRN AR FERZ NI RE,
- in_data_uplink1, in_data_uplink2, in_data_uplink3&lin_mgmt_uplink2 — % E F 1220,
123011240 , X EEO N AR FEES RN EFRR.

N s BTReHAE1200 FWEEEL 2EAED | RitiE S F58Ein_ mgmt_uplinkiE
Ao

Secure Firewall 42005 2 E B4/ AZPED -

« in_data_uplink1 Fin_data_uplink2 ( {XPR4245 ) — XLEOFNAEFEZIIRNIREN,
XF4245 , BIEBE2N LT8R EO 2 BISSH A EI9E.,

« in_mgmt_uplink1Hlin_mgmt_uplink2 — X2 O N EEEE (HINEEREOMNSSH ) HE
BEE (B Asftunnel ) RIETABESHER , EFMCHFTDZ B, T2 XIE4200%1F
2NEEEO,

£51
fE IFTDELASA CLIES B F I UE #¥E £ 1T858 1% 0 E M BUIR g IR,
I, BFEERVBRL

Z2Fh K 1#3100:



Internal Switch

Chassis

Security Module

FTD/ASA

- -

192.0.2.100

s

QX

in_data_uplink

@ ICMP echo-reply

198.51.100.100

T2 X354200:

v

Internal Switch

Chassis

Security Module

FTD/ASA

- -

192.0.2.100

3

in_data_uplink1
in_data_uplink2*

(* 4245 only)
@ ICMP echo-reply »
198.51.100.100
Z 2By X3%1200:
Chassis
Internal Switch Security Module
FTD/ASA
192.0.2.100 gin_data_uplinm

@ ICMP echo-reply

i in_data_uplink3

in_data_uplink2

A

198.51.100.100

BE

FEASASFTD CLIEHITIX LS TR | LIEERIE LT8R 0 E M BUR IR,

IR, R4MAIE1210, 1250, 3100F14200 ( 4245845k ) RAE1ANED T8N

in_data_uplink1,




222 5 K 351200 ( 1210511250884k ) F42455 54 b 17458852 Oin_data_uplink1.
in_data_uplink2%, SA4BRTIFEFFERE LTEKED,

LU 2Secure Firewall 122089 %1 & -

<ffroot>

>
cap capsw switch interface ?
Available interfaces to listen:

in_data_uplinkl

Capture packets on internal data uplinkl interface

i n_data_uplink2

Capture packets on internal data uplink2 interface

i n_data_uplink3

Capture packets on internal data uplink3 interface

1. QIR AE -

<tfroot>
>

capture capsw switch interface in_data_uplinkl

L 2P X 1%1200/4200 3R 77 @)1

<tfroot>

> capture capsw switch interface in_data_uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

> capture capsw switch interface in_data_uplinkl direction both



2.5 IR

<{froot>

> no capture capsw switch stop

A
REHRLFERN, EENSTRE, BOBENRRAN. BRPcapsizefE8 N , BHERNHEE
HEFTE

<tfroot>
>

show capture capsw det ai

Packet Capture info

Name: capsw
Session: 1
Adm n State: enabl ed
Qper State: up

Oper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port 1d: 18
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-data-uplinkl.pcap

Pcapsi ze: 7704



Filter: capsw-1-18

Packet Capture Filter Info

Name: capsw-1-18
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

66 packets captured on disk using switch capture

Reading of capture file from disk is not supported

EXAIERT , EARBID 18EED LOIRER | %0226 A%3130_£Min_data_uplink 13
O, FXOS local-mgmtés 4 7k 7 F1 Bshow portmanager switch status& 5 & R$Z 0 ID:

<#froot>

>

connect fxos

firewall#

connect | ocal - ngnt

firewall(local-mgmt)#

show portmanager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up

0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up

0/4 SGMII Up 1G Full None Link-Up

0/5 SCGMII Down 1G Half None Mac-L1ink-Down
0/6 SCGMII Down 1G Half None Mac-L1ink-Down
0/7 SCGMII Down 1G Half None Mac-L1ink-Down
0/8 SCGMII Down 1G Half None Mac-L1ink-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down

0/11 1000_BaseX Down 1G Full None Link-Down



0/12
0/13
0/14
0/15
0/16
0/17

0/18

0/19
0/20
0/21
0/22
0/23
0/24
0/25
0/26
0/27
0/28
0/29
0/30
0/31
0/32
0/33
0/34
0/35
0/36

EifEIASALHIFXO0S |, iFiE1Tconnect fxos adminii $. REZIEE , TEEEES

A
T o

U SR IR S

1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX
1000_BaseX

KR2

KR
KR
KR4
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a
1000_BaseX
n/a
n/a
n/a

Down
Down
Down
Down
Down

Up
Up

Up
Up
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

1G
1G
1G
1G
1G
1G

50G

25G
25G
40G
n/a
n/a
n/a
1G

n/a
n/a
n/a
1G

n/a
n/a
n/a
1G

n/a
n/a
n/a

Full
Full
Full
Full
Full
Full

Ful |

Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full
Full

None
None
None
None
None
None

None

None
None
None
N/A
N/A
N/A
None
N/A
N/A
N/A
None
N/A
N/A
N/A
None
N/A
N/A
N/A

MATWRE R 2By KA R AR 4B 0 PRI S IR

IR D

Link-Down
Link-Down
Link-Down
Link-Down
Link-Down
Link-Up

Li nk- Up

Link-Up
Link-Up
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset
Link-Down
Reset
Reset
Reset

BiTIt e

£ A #IE MR IREER M AR F T T Din_data_uplink 103X . ELRREIS , o HER
£ X#E3100 LRV BIE S,

KREXBR — EXRGT , HIRNVEICMPEIRERMNEHEZ. XERMNNAREDRIBRGEA

BB,



hiz, Tiene: 1 Source Destnation Frotogel baegth FE PTTL Info
- 12022-08-87 22:408:06.685606 192.9.2.100 198.51.108.160 ICMP 182 |exadas (19859) 64 Echo (ping) request |id=-9x@@3a, seq=33/8448, ttl=64 (repl
-« 2 2022-88-07 22:40:06.685615 198.51.100.180 192.0.2.18¢ 1CHMP 182 ex6ede (27868) &4 Echo (ping) reply id=0x003a, seq=33/8448, ttl=64 (req.
3 2022-08-97 22:40:07.684219 I 7P T L £ PN B L £ TCAP 07 waae Cho (PINE) request  id=8xee3a, seq=34/8784, ttl=64 (repl
4 2022-08-07 22:408:07.689300 198.51.160.180 192.0.2.180 ICMP 162 ex6dbz (28082) 64 Echo (ping) reply id=ax@83a, seq=34/8784, ttl=64 (req.
5 2022-08-07 22:40:08.685736 192.9.2.100 198.51.108.168 1CHMP 182 oxdedc (20188) 64 Echo {ping) request id-9x@e3a, seq=35/8968, ttl=64 (repl
6 2022-08-07 22:408:08.690806 198.51.1680.1680 192.0.2.180 1cHMP 162 ox6dbf (28095) 64 Echo (ping) reply id=axe83a, seq=35/8960, ttl=64 (req.
7 2022-08-87 22:48:09.698737 192.9.2.100 198.51.108.168 ICMP 162 exafad (20269) 64 Echo (ping) request id=9x@@3a, seq=36/9216, ttl=64 (repl
8 2022-08-07 22:40:09.690744 198.51.100.180 192.0.2.180 1CHMP 182 ox6esn (28288) &4 Echo (ping) reply id=-8x003a, seq=36/9216, ttl=64 (reqe
9 2022-08-07 22:408:10.692266 192.9.2.100 198.51.108.168 1cHMP 182 oxafbl (2e481) 64 Echo (ping) request id-ox@@3a, seq=37/9472, ttl=64 (repl
18 2022-08-87 22:48:10.692272 198.51.100.180 192.9.2.18@ 1CHMP 182 exceds (28373) 64 Echo (ping) reply id=ox083a, seq=37/9472, ttl=64 (req.
11 2022-08-07 22:408:11.691159 192.9.2.100 158.51.108. 188 ICHMP 182 0x5008 (20488) 64 Echo {ping) request id-8x0@3a, seq=38/0728, ttl=64 (repl
12 2022-88-87 22:48:11.691166 198.51.1680.180 192.0.2.180 1CMP 182 ex6fib (28475) 64 Echo (ping) reply id=axe83a, seqe=38/9728, ttl=64 (req.
13 2022-08-87 22:48:12.692135 192.9.2.100 198.51.108.168 ICMP 182 @x5abE (20664) 64 Echo (ping) request id=x@83a, seq=39/9984, ttl=64 (repl
14 2022-08-87 22:48:12.697209 198.51.180.188 192.0.2.180 ICMP 182 ex6fd7 (28631) 64 Echo (ping) reply id=0x083a, seq=39/9984, ttl=64 (req.
15 2022-088-87 22:48:13.697328 192.9.2.100 198.51.108.168 ICMP 182 Bx5184 (2BE68) 64 Echo (ping) request id=@x@e3a, seq=48/10248, ttl=6a (ref
16 2022-08-07 22:48:13.697327 198.51.1080.180 192.0.2.180 1CHMP 182 ox703e (28734) 64 Echo (ping) reply id=0x003a, seq-48/10248, ttl=64 (rec
17 2022-08-07 22:40:14.698512 192.9.2.100 198.51.100.109 ICHMP 162 exs1de (2e952) 64 Echo (ping) request id=-0x0e3a, seq=41/10496, ttl=6a (ref
18 2022-088-87 22:408:14.698518 198.51.160.1680 192.9.2.180 ICMP 162 ex7add (28893) 64 Echo (ping) reply id=ax@83a, seqe=a1/10496, ttl=6a (rec  ~
< >
Frame 1: 182 bytes on wire (#16 bits), 182 bytes captured {816 bits) @0 50 56 9d o7 50 bc eF 12 34 %a 15 6F o 45 29 PP+ + +llsss+Es
Ethernet II, Src: Cisco_34:9a:15 (bc:e7:12:34:9a3:15), Dst: VMware Sd:e?:58 (88:58:56:9d:e7:58) 90 54 4d 93 40 @0 40 01 @@ 13 0 80 02 64 o6 33 T™M-@@: -c--d-3
Internet Protocol Version 4, Src: 192.8.2.108, Dst: 158.51.108.100 0020 64 64 08 00 7f 15 R @0 21 30 3f fo 62 00 00 dd- - 19?-b--
20 60 8b 1a 05 00 02 B2 00 00 10 11 12 12 14 15

Internet Control Message Protocol
16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 22 23 24 25

26 27 28 29 2a 2b 2c 2d 2e 2f 38 31 32 33 34 35 &'()%+,- /012345
36 37 55 55 55 55 E7UULL
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Chassis

Internal Switch

Security Module

in_mgmt_uplink 1

@

FTD/ASA

Management
IP address: 192.0.2.200

Chassis

Internal Switch

Security Module

®

in_mgmt_uplink1

MGMT PC, | «
FMC ICMP echo-reply,
SSH, Sftunnel
%2 % B K §§4200;
MGMT PC,
FMC ICMP echo-reply,
SSH, Sftunnel
fic £

@

FTD/ASA

Management
IP address: 192.0.2.200

FEASASRFTD CLIEHITUA TSR , AfEin_mgmt_uplink 130 LB EHIFESHIRK:

1. QIR AE -

<#root>

>

capture capsw switch interface i n_nmgm _uplinkl

L2 KIH4200 FHR A @K

<ffroot>

> capture capsw switch interface i n_ngnt_uplinkl direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic




> capture capsw switch interface in_ngnt_uplinkl direction both

2.3 AEIRAE

<tfroot>

> no capture capsw switch stop

;1IN
REBHIRQERR, EENSITRS, BOMENRAR, BRPcapsizeEif8iN , BHRNVKES
HEFTF

<#froot>

> show capture capsw det ai

Packet Capture info

Nane: capsw
Session: 1

Adm n State: enabl ed
Qper State: up

Qper State Reason: Active

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port 1d: 19



Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-mgmt-uplinkl.pcap

Pcapsi ze: 137248

Filter: capsw-1-19

Packet Capture Filter Info

Name: capsw-1-19
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

281 packets captured on di sk using switch capture

Reading of capture file from disk is not supported

FEXfERT , SEARERID 1970 LB HR |, ZEORLTLMAE3130 L1
in_mgmt_uplink13 0, FXOS local-mgmtis & 787 H Byshow portmanager switch status@s & & 7R
#0ID:

<#root>

>

connect fxos
firewall#
connect | ocal - mgnt

firewall(local-mgmt)#

show port manager switch status

Dev/Port Mode Link Speed Duplex Loopback Mode Port Manager
0/1 SGMII Up 1G Full None Link-Up
0/2 SGMII Up 1G Full None Link-Up

0/3 SGMII Up 1G Full None Link-Up



0/4 SGMII Up 1G Full None Link-Up

0/5 SCGMII Down 1G Half None Mac-Link-Down
0/6 SCGMII Down 1G Half None Mac-Link-Down
0/7 SCGMII Down 1G Half None Mac-Link-Down
0/8 SCGMII Down 1G Half None Mac-Link-Down
0/9 1000_BaseX Down 1G Full None Link-Down
0/10 1000_BaseX Down 1G Full None Link-Down
0/11 1000_BaseX Down 1G Full None Link-Down
0/12 1000_BaseX Down 1G Full None Link-Down
0/13 1000_BaseX Down 1G Full None Link-Down
0/14 1000_BaseX Down 1G Full None Link-Down
0/15 1000_BaseX Down 1G Full None Link-Down
0/16 1000_BaseX Down 1G Full None Link-Down
0/17 1000_BaseX Up 1G Full None Link-Up

0/18 KR2 Up 50G Full None Link-Up

0/ 19 KR Up 25G Ful | None Li nk- Up

0/20 KR Up 25G Full None Link-Up

0/21 KR4 Down 40G Full None Link-Down
0/22 n/a Down n/a Full N/A Reset

0/23 n/a Down n/a Full N/A Reset

0/24 n/a Down n/a Full N/A Reset

0/25 1000_BaseX Down 1G Full None Link-Down
0/26 n/a Down n/a Full N/A Reset

0/27 n/a Down n/a Full N/A Reset

0/28 n/a Down n/a Full N/A Reset

0/29 1000_BaseX Down 1G Full None Link-Down
0/30 n/a Down n/a Full N/A Reset

0/31 n/a Down n/a Full N/A Reset

0/32 n/a Down n/a Full N/A Reset

0/33 1000_BaseX Down 1G Full None Link-Down
0/34 n/a Down n/a Full N/A Reset

0/35 n/a Down n/a Full N/A Reset

0/36 n/a Down n/a Full N/A Reset

EiFAIASALHIFX0S |, i§iZ1Tconnect fxos adminfif. NMRERZIES |, HFEEEESFIZTIHS

A
T o

Uy SR IR S
WATWE R 2By KA R AR A4 0 PRI S IR
IR D

£ AR MR IREER M AR F T Qin_mgmt_uplink 1 (Y33, ELRREIS , oHER
£ XE3100 LRV BIE S,

REXER — EXRflH , RERKBEERIPH#E192.0.2. 20009 B3EF 2. ~AIZFESSH, Sftunnelzk
ICMPEIR N E#HFEZ, XERBYNHBRRIMNNAERZEOREZMENHES.



N, Time Sonree Destirabon Protocnl Length 1] PTTL o
196 2822-83-87 23:21:45.133362 192.8.2.204 192.8.2.181 TCP 1518 oxb7de (47956) 64 39181 » 8385 [ACK] Seq=61372 Ack=875 Win=1384 Len=1448 T%
197 2822-88-87 23:21:45.133385 192.8.2.289 192.8.2.181 TCP 1518 axb7dl (47857) 64 39181 + 8385 [ACK] Seq=62820 Ack=875 Win=1384 Len=1448 TE
108 2822-88-87 23:21:45.133388 192.8.2.289 192.8.2.101 TLSVw1.2 o098 axh7d2 (47058) 64 application Data
199 2022-88-07 23:21:45.928772 192.8.2.209 192.0.2.180 IcHp 78 axbdas (48456) 64 Echo (ping) reply id=ex@eal, seq=4539/47889, ttl=64
200 2822-88-87 23:21:45.949824 192.8.2. 289 192.8.2.181 TLSW1.2 128 @x4a97 (19495) 64 application Data
281 2822-88-87 23:21:45.9408327 192.8.2. 204 192.8.2.181 TCP 78 ox4a%8 (19996} 64 8305 + 58885 [ACK] 5eq=21997 Ack=26244 Win=4116 Len=8 TSy
282 2832-88-87 23:21:46.819895 192.8.2. 784 192.8.2.181 TLSw1.2 1e@ @x4a%a (19697) 64 application Data
283 2822-88-87 23:21:46.819899 192.8.2. 289 192.8.2.101 TLSV1.2 96 @xda%a (19098) 64 application Data
284 2922-88-087 23:21:46,819993 192.@.2, 289 192.8.2.101 TCP ie ex4ad%h (19099} 64 B305 + 58885 [ACK] Seq=22853 Ack=26274 Win=4116 Len=8 TSy
285 2822-88-87 23:21:46.819996 192.8.2. 284 192.8.2.121 TP 78 @xdadc (1918@) 64 B305 + 58EBS [ACK] Seqe=22853 Ack=26308 Win=4116 Len=8 TSy
206 2023-88-87 23:21:46.136415 192.8.2. 204 192.8.2.181 TP 78 axb?d3 (47059) 64 30181 » 8385 [ACK] Seqe=65188 Ack=0921 Win=1384 Len=8 TSval
207 1922 -88-087 23:21:46.958148 192.@.2, 289 192.0.2.108 IcHe 78 axbd%e (48542) 64 Echo (ping) reply idegxeaal, seqe4548/48145, ttl=64
208 2022-08-07 23:21:47.9808409 192.0.2.200 192.0.2.100 IcHP 78 axbdf2 (48626) 64 Echo (ping) reply ide0xe001, seqe4541/48401, ttlesa
209 F032-98-07 23:21:48.486312 192,83, 2, 204 192.8.2.181 ToP e @xdadd (19181) 64 B385 + SB8ES [ACK] Seqe=22053 Ack=26366 Win=4116 Lens=@ TSy
210 2022-98-07 23:21:48.993236 192.8. 2. 2od 192.9.2.181 TLSwl. 2 rar axda%e (19102) 64 Application Data
211 2022-08-07 23:121:48.994386 192.0.2. 200 192.8.2.108 IcHp 78 axbeds (48712) 64 Echo (ping) reply ideaxpaol, seq=4542/48657, ttl=64
212 2022-08-07 23:21:50.008576 192.8.2. 200 192.0.2.108 1cHe 78 dxbeaé (48806) 64 Echo (ping) reply id=gx@d0l, seq=4543/48913, ttl=c4
213 2022-08-07 23:21:50.140167 192.8. 2, 2od 192.9.2.181 TCP 1518 axb7da (a7T06R) 64 39181 » 8385 [ACK] Seq=65188 Ack=921 Win=1384 Len=1448 T
214 2022-98-07 23:21:50.140171 192.8.2, 200 192.0.2.101 TP 1518 axb7ds (47061) 64 39181 » 8305 [ACK] Seq=66636 Ack=921 Win=1384 Len=1448 T
215 2022-08-07 23:21:50.140175 192.8.2. 2od 192.9.2.101 TLSV1.2 a9 axb7de (47062) 64 Application Data
216 2022 -08-07 23:21:51.015884 192.8. 2. 2od 192.0.2.108 IcMP 78 @xbecl (48833) &4 Echo (ping) reply id=0xp00l1, seq=4544/49169, ttl=64
217 2022-08-07 23:21:51.142842 192.0.2, 200 192.0.2.181 TCP 7@ axb7d7 (47063) 64 39181 » 8305 [ACK] Seq=69004 Ack=967 Win=1384 Len=8 T5val
218 20822-08-87 23:21:52.830118 192.9.2. 2od 192.9.2.108 ICMP 78 axbfez (48898) &4 Echo (ping) reply id=axeael, seq=4545/49425, ttl=64
219 2022-08-07 23:21:53.842744 192.8.2. 208 192.0.2.108 IcMP 78 axbfse (48985) &4 Echo (ping) reply id=-gxea01, seq=4546/49681, ttl=64
220 2022-08-87 23:21:53.872144 192,08, 2,209 192.9.2.188 S5H 179 axadia (44340) 64 Server: Encrypted packet (len=112)
221 1822-088-87 23:21:53.194996 192.8.2. 2od 192.9.2.108 TCP 64 exad3s (44341) 64 22 » 53249 [ACK] Seq=1825 Ack=881 Win=946 Len=@
222 2032-08-07 23:21:53.905480 192.8.2. 200 1952.0.2.101 TLSvL. 2 747 axdadf (19103) 64 Application Data
223 2022-98-07 23:21:54.102899 192.0.2.208 192.0.2.100 ICHP 78 axbfe3 (48995) 64 Echo (ping) reply id=0x@00l, seq=4547/49937, ttl=64
224 2022-98-87 23:21:54,993675 192.08.2. 209 192.8.2.101 TCP 70 @x4aad (19184) 64 B395 + 58885 [M’K] Seq=23407 Ack=26424 Win=4116 Len=0 TSy
GME AAtY A0 AT 13.71.5E 135708 T T SAn A o AAn wrun o AwhErs fannont &4 Erhn Frinad manle JABeAABY  ranoAEAGIEAIAD  HR1-gA
< >
Frame 1: 747 bytes on wire (5976 bits), 747 bytes captured (5976 bits) ad 53 ¢ 11 38 2a bc e7 12 34 9a 90 93 90 45 29 G- 8% 4+ -E
Ethernet II, Src: Cisco_34:03:8@ (bc:e7:12:34:9a:08), Dst: Cisco_11:38:2a (ad:53:@e:11:38:2a) ©2 d9 4a 3d 46 00 40 86 63 b4 0 00 02 8 O 0@ - I=f @ oo
Internet Protocol Version 4, Src: 192.8.2.2898, Dst: 192.6.2.101 @2 65 30 71 €6 85 67 1b 2a c5 db e3 6b dd4 @8 18 .e qg "0k
Transmission Control Protocol, Src Port: 8385, Dst Port: 58885, Seq: 1, Ack: 1, Len: 677 = 18 14 27 €c 92 80 @1 G1 98 8a @8 76 05 7f 91 @2 : w

3d 41 17 ©3 83 02 a@ 22 6a 01 ed ff cc 08 9 af =A
o7 40 75 19 ad d5 df 64 d& fe 66 8e 9b cc ad 2f  @u---d o F-o-
92 b2 1a 64 e7 20 36 03 Be 4B 02 Sa Fc 8BS 3@ dd 4 & HZ| @
fa c@ aB 56 b8 ad a7 7e 19 3a ¢l 9c 4b 57 Ge ed
be of 95 22 84 €1 ¢1 9d 9F 24 78 b4 15 1c 44 o¢ 28T a s
ea cb 43 9¢ 1F fd a7 70 75 o5 6b a4 3 2b ee 47 - Co--p
2f 86 73 8F bl el b5 ¢6 57 €3 aB 46 @e cb 26 b7 /s

sb c7 e3 @9 54 3 ¢1 ff 26 d9 87 ea 51 3d 20 @8 [
16 fd cb f5 4f 91 98 Se 86 15 17 55 68 6f 54 &4 0~ uho]

Transport Layer Security

\\I E

LHEEE LTHBRED FREXRIERN , MERMEAEEZORENADRES. TR
RENMAEEEONBEZ,

LERBR TS

R &R
it

2

x5 BRR A HBRORE

MFTDE P 1E192.0.2.200F =4

B I R A O* 192.0.2.10089 ICMP [E] B R/ &
BETMULER
1B EATHERREE | : ( MEmiE O MFTDEEIPHIE192.0.2 2002IFMC

O+ gysge & [M-m9mtuplink 1 80 4 e ) | PHE4192.0.2. 101 B9 Sftunnel

BN
M2 ) MFTDEEIP#1E192.0.2.200F EH1,
192.0.2.10089SSH

*53100F @ , £ A1%1200/4200% N M@ ( ADFHE A ) #Hik.

HIEIHIRI IR

ARV BFEBESHRIESNEESRNEHEFLEHRMERE, £ Hethernet-typeFmatchik I &
BN IS,



BE

FEASATFTD CLILRITUA TSR , UEERFESHRANILIERS |, &
Ethernet1/1 L#Y E#1198.51.100. 100K ARPII K ICMPEIE S :

1. I8 F B Fif:

<#root>

>

show nanei f

Interface Name

Et hernet 1/ 1 i nsi de
Ethernetl/2 outside
Managementl/1 diagnostic

2. AARPEICMPRI 2R 2F :

<tfroot>

>

Security

0

capture capsw switch interface inside ethernet-type arp

<ttroot>

> capture capsw switch interface inside match icnp 198.51. 100. 100

1IN

e E sk BiEO

BRIFERSFBRMAITLIEEE, EthertypelBE 7 3t HI#92054 F+ 753 1 #90x0806:

<{froot>
>

show capture capsw det ai

Packet Capture info

Nane: capsw

Session: 1



Admin State: disabled

Oper State: down

Oper State Reason: Session_Admin_Shut
Config Success: yes

Config Fail Reason:

Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Protocol: 0
Ivlan: 0
Ovlan: 0
Src Ip: 0.0.0.0
Dest Ip: 0.0.0.0
Src Ipvé6: i
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Et hertype: 2054

Total Physical breakout ports involved in Packet Capture: 0
0 packet captured on disk using switch capture

Reading of capture file from disk is not supported

XZICMPEIERRMIEIE, IPHM1ZICMP:

<{froot>

>



show capture capsw det ai

Packet Capture info

Narne: capsw
Session: 1
Admin State: disabled
Oper State: down
Oper State Reason: Session_Admin_Shut
Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfile: /mnt/disk0/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap
Pcapsize: 0
Filter: capsw 1-1

Packet Capture Filter Info

Nane: capsw 1-1
Pr ot ocol : 1
Ivlan: 0
Ovlan: 0
Src |p: 198. 51. 100. 100
Dest Ip: 0.0.0.0
Src Ipvé6: -
Dest Ipv6: -
Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0
Dest Port: 0
Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0

0 packets captured on disk using switch capture



Reading of capture file from disk is not supported

E2R MmO O ENBESHIR

s O FEREG PRI EF 2R A RE, B —NVLANRRY A% O 7 LU 43X
BMEBE , AERETSZERHHZSRBEHNAOR, EARONESERICRE , BULLEES
BLAEANVLAN, AR OESERICARERE , HATUETFTZAVLAN, BRIABRT

, Ethernet 1/2%11/8(1210)8iEthernet 1/2%1/10(1220)& & I VLAN 1 LAY A AR O, FRER
EEEOREANBIIKO,.

£51

EFHFTDERASA CLIfE F# OEthernet1/15{Ethernet1/2 L fit E MK IEFHIEDIHIK. XHPEOH IS
S ELAVLAN 1009 331320,

hih, BEIRVNHRR

T2 X31200:

Chassis
Internal Switch Security Module
FTD/ASA

192.0.2,100 Uplink

0} NYTIA

19202200 |CMP echo-reply

IRERE
v

[
FEASASFTD CLI L ITLA T SR AL E 2 O Ethernet1/28 Ethernet1/3 L I EIB TR -

1. REL2®HImA

<#root>

>

show switch vl an

VLAN Name Status Ports

1 - down El/4, E1/5, E1/6, E1/7
E1/8



10 VLAN-10 up El/2, E1/3

2.0 BHHIRATE |, 1200 IR A @

<{froot>
>

capture capsw switch interface switchport 2 direction ?

both To capture switch bi-directional traffic
egress To capture switch egressing traffic
ingress To capture switch ingressing traffic

>

capture capsw switch interface switchport 2 direction both

~ EE . RAWAOMRIE NEthernet1/2 , BERENITE2ERRIIEIRET , TEELAEthernet1/2#E =
EEZiw O, mRfEAswitchport 2,

. EHERAE
<#froot>

no capture capsw switch stop

;1IN

REHIRQERH, EENSITRS, BOMENRAR. BRPcapsizeEifiN , BHRNVKES
HEFTF

<#root>

>

show capture capsw det ai |

Packet Capture info
Name:

capsw

Session: 2
Admin State: enabled



Oper State: up
Oper State Reason:

Active
Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 2

Pcapfile: /mnt/disk0/packet-capture/sess-2-capsw-ethernet-1-2-0.pcap
Pcapsize: 24

Direction: both

Filter: capsw-1-2

Packet Capture Filter Info

Name: capsw-1-2
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

0 packet captured on disk using switch capture

Reading of capture file from disk is not supported

T CSCwqg55508ik 4



https://tools.cisco.com/bugsearch/bug/CSCwq55508
https://tools.cisco.com/bugsearch/bug/CSCwq55508

Fit |, N F 2L AE1200 EHI R EAIEIR |, show capturefm S H P R BEFHHIFEI RN
FEEIE. ERNERSE , ATLLEFXOS local-mgmtés 5 shelld i3 show portmanager switch
pktcap-rules hardwarefn S 3 1T IRILE :

<tfroot>

Firewal1-1200(Tocal-mgmt)#

show portmanager switch pktcap-rul es hardware

Hardware DB rule: 1 /

Direction: egress

HwIndex= 8196



RuleId= 6144
CounterIndex= 10

Packet Count = 38

Slot= 1
Interface= 2
Protocol= 0

EthertypeAtL20ffset= 0x0000
EtherTypeAtL30ffset= 0x0000

Ivlan= 0

Ovlan= 0

FlowId= 0O
SrcEport= 0
TrgEport= 0
SrcId= 0
TcpUdpSrcPort= 0
TcpUdpDstPort
SrcIpAddr= 0.
DstIpAddr= 0.
SrcIpv6Addr=
DestIpv6Addr= ::

0
.0.0
0.0

= OOl

SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

Hardware DB rule: 2 /

Direction: ingress

HwIndex= 4104
RuleId= 5120
CounterIndex= 0

Packet Count = 37

Slot= 1
Interface= 2
Protocol= 0

EthertypeAtL20ffset= 0x0000
EtherTypeAtL30ffset= 0x0000

Ivlan= 0

Ovlan= 0

FlowId= 0
SrcEport= 0
TrgEport= 0

SrcId= 0
TcpUdpSrcPort= 0
TcpUdpDstPort= 0
SrcIpAddr= 0.0.0.0
DstIpAddr= 0.0.0.0
SrcIpvbAddr= ::
DestIpv6Addr= ::

SrcMacAddr= 00:00:00:00:00:00
DestMacAddr= 00:00:00:00:00:00

EiFRIASA LHIFXOS ,

o

1Z{Tconnect fxos adminfn &

- MRRZHER , BEE

r!a

fEll



R SR IR S A
AT E R 2B X IE A S RABIR 4D PSR
IR0 4

£ A EE S MIR S IREGER N AR R T I R HLL282 O Ethernet 12893k XX EATRHIF , D47
X2 AE1210 BRI BITES,

REXER — EXGH , HRORICMPENFE RN EHIRED.

No. Time Delta | |Source Destination Protocol Length ICMP Type ICMP Code TIL Info
1 &.000808 9.000088 192.06.2.108 192.8.2.208 IcMP 162 8 [:] 64 Echo (ping) request |id=8xB818,
2 ©.000022 ©.000022[192.0.2.200 192.0.2.109 ICHP 102 2 o 64 Eche (ping) reply id=ex0e1s,
3 1.923989 1.823887 15.2.0.2.100 132.0.2.00¢ TCHP 184 8 [:] B4 Echo (ping) request id=0xee1s,
4 1.823914 0.08208085 192.0.2.208 192.8.2.188 ICMP 182 (:] a 64 Eche (ping) reply id=0x0818,
5 2.845287 1.821293 192.8.2.100 192.8.2.288 ICMP 1a2 8 a 64 Echo (ping) request id=8x@018,
6 2.045217 9.000018 192.9.2.200 192.8.2.189 ICHMP 1ez L} -} 64 Echo (ping) reply id=8x0018,
7 3.870763 1.825546 192.0.2.100 192.8.2.208 ICHMP 182 8 (] 64 Echo (ping) request id=@x0@18,
8 3.87e778 9.002007 192.0.2.208 192.8.2.188 ICMP 182 [:] (] 64 Echo (ping) reply id=0x0e18,
9 4.924395 1.823625 192.9.2.180 192.9.2.280 ICHP 1e2 B @ 64 Echo (ping) request id=8x@818,
18 4.854481 0.0088006 192.0.2.208 192.08.2.188 ICHP le2 (-} a 64 Echo (ping) reply 1d=0x00818,
11 5.122298 1.827897 192.6.2.100 192.8.2.208 ICMP 182 8 (] 64 Echo (ping) request id=8xB@18,
12 5.122313  0.000015 192.0.2.200 192.0.2.108 ICHP 102 [ 8 64 Echo (ping) reply id=ex0018,
13 6.142932 1.820619 192.0.2.180 192.9.2.200 ICHP 182 B a 64 Echo (ping) request id=0x0018,
14 6.142941 2.002089 192.0.2.208 192.8.2.188 ICHMP 182 @ (] 64 Eche (ping) reply id=0x0e18,
15 7.168917 1.025976 192.0.2.180 192.9.2.209 IcHp lez L @ 64 Echo (ping) request id=8x0018,
16 7.168933 ©.000816 192.0.2.208 192.08.2.188 ICHP 182 a a 64 Eche (ping) reply id=0x0018,
17 8.192825 1.823892 192.8.2.100 192.8.2.208 ICHMP 182 8 (] 64 Echo (ping) request id=8xee18,
18 8.1528480  0.000015 192.0.2.200 192.0.2.188 ICHP 1e2 [ a8 64 Echo (ping) reply id=ex0018,

5458
XEHRATLERTSAFTDASA) , BHF A A EHEEHE —VLANFH 2R TRAHKO,
B RABR T 4%

NEE (5

E-3 R o
1ijj %3;{/\\\ 5['.";’\%% |-I‘2|__|

WK E

MEHH192.0.2.200F| EH

3z <
£ 3582 O L 23 O Ethernet1/2 L TR B LA M 192.0.2.10089ICMPEI RIi5 R

FRBHIEIHIR 1/2

ok 3

ME#192.0.2.100F| FEH
192.0.2.20089ICMP[E] B 37 &F

ZRGIYFE LAY BIE IR

LR HIEBBE X H3100/4200F & LW RRHBESHREAHERX PO RBINBERTE. £F%
FIERX T |, capture <name> switch@ S EFTDEH| LRI, Mk , EEFANE LHFX0S
CLIBLEBIE THIR , iX54100/9300F & Wy 2K — 83T £ A scope packet-capture@i o

£551

55 FH Z S #1458 L BIFXOS CLIER B M4 iE 2 O Ethernet1/5 L B 33 A Ex B B 3K




hih, BEIRNFHRI

TP X1E3100:
Multi-Instance Chassis
] Internal Switch Security Module
: FTD
192.0.2.100
Uplink
@ “MP echo-re id
ol ICMP echo-reply L outside
BB IR INEER Z £ Bh X 1E4200:
Multi-Instance Chassis
. Internal Switch Security Module
FTD

- -

192.0.2.100
Uplink

@ ICMP echo-reply outside
198.51.100.100

B
FXOS CLI
EHFEFXOS CLIEHITUT SR |, £ OEthernet1/5 LB EHIE L HIX

1 AR RFRBENRIR

<#root>
firepower-3120 #

SCcope ssa

firepower-3120 /ssa #

show app-i nstance



Application Name Identifier

ftd
ftdl
1 Enabled
2. 8| BHIRF
<#root>

firepower-3120#

scope packet-capture

firepower-3120 /packet-capture #

create session capl

firepower-3120 /packet-capture/session* #

create phy-port Ethl/5

Slot ID

Online

firepower-3120 /packet-capture/session/phy-port* #

set app ftd

firepower-3120 /packet-capture/session/phy-port* #

set app-instance ftdl

firepower-3120 /packet-capture/session/phy-port* #

up

firepower-3120 /packet-capture/session* #

enabl e

firepower-3120 /packet-capture/session* #

commi t-buffer

firepower-3120 /packet-capture/session #

L2 Bh KI3E4200:

Admin State

Operational State

7.7.0.89

7.7.0.89

Running Versi

Contai



<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

create session capl

firepower-4245 /packet-capture/session* #

create phy-port Ethl/5

firepower-4245 /packet-capture/session/phy-port* #

set app ftd

firepower-4245 /packet-capture/session/phy-port* #

set app-instance ftdl

firepower-4245 /packet-capture/session/phy-port* #

set direction both

firepower-4245 /packet-capture/session/phy-port* #

up

firepower-4245 /packet-capture/session* #

enabl e

firepower-4245 /packet-capture/session* #

commi t-buffer

firepower-4245 /packet-capture/session #

A
FXOS CLI

ELERESHRPRIIBRFATE. B4AME  RIEBRKEFEN., EENSTRES, BEOFE
BHIRAR, WRPcapsizefEi81in , BRRNBFETHELT

<#root>
firepower-3120#

scope packet-capture



firepower-3120 /packet-capture #

show session capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: 0O

Packet Count: 420

Physical ports involved in Packet Capture:
Slot Id: 1
Port Id: 5
Pcapfile: /workspace/packet-capture/sess-1-capl-ethernet-1-5-0.pcap

Pcapsi ze: 49128 bytes

Filter:
Sub Interface: 0
Application Instance:

ftdl

AppTlication Name:

ftd

Direction: Ingress
Drop: Disable

R 2B XH54200:

<{froot>

firepower-4245#



scope packet-capture

firepower-4245 /packet-capture #

show sessi on capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: O

Packet Count: 95

Physical ports involved in Packet Capture:
STot Id: 1
Port Id: 5
Pcapfile: /workspace/packet-capture/sess-1-capl-ethernet-1-5-0.pcap

Pcapsi ze: 11050 bytes

Filter:
Sub Interface: 0
Application Instance:

ftdl

Application Name:

ftd

Direction: Both

Drop: Disable

W SR IR S



MATUEEFirepower 4100/9300 A #B 3R AL IR L &R 2 F BIFXOS CLIZ B,
IR0 A

£ F R @ IR IR L ER LA 12 7 4T T Ethernet1/SRY IR XX fF . EATRAIFR | DM EZT 2 AiE
3100 LR BFET, ERFE-ITRESHREER :

1. U#EIRICMPE R & R BIE R,
2. RIABUE SR KB VLANFRIE,

[No. Time: Delta 1 Source Destination Protocol Length ICMP Type ICMP Code T Info
0. 000000 5. 152.9.2.100 198.51.100.108  ICWP 102 T 8 T Echo (ping) request)| id=g=001d,
2 1.029995 1.0290895 192.0.2.100 198.51.100, 100  ICMP 162 8 @ 64 Echo (ping) request id=Ox@eld,
3 2.047360 1.018265 192.9.2.100 198.51.100.100  ICMP 102 8 @ 64 Echo (ping) request idsex@@ld,
4 3.874748 1.627388 192.8.2.100 198.51.100.100  ICMP 102 8 8 64 Echo (ping) request id=8xdld,
5 4.0937%0 1.019042 192.0.2.100 196.51.100.100  ICMP 102 8 @ 64 Eche (ping) request ids@x@old,
6 5.120831 1.027941 192.9.2.100 198.51.100.100  ICMP 102 8 a 64 Echo (ping) request id=8x@0ld,
7 6.145745 1.828914 192.0.2.108 158.51.108. 188 ICHP 182 8 a 64 Echo (ping) request ids8x081d,
8 7.165626 1.016881 192.0.2.109 198.51.100.160  ICMP 102 8 @ 64 Echo (ping) request id=8x00ld,
9 £.193225 1.827399 192.0.2.109 198.51.100.100  ICMP 182 8 1 64 Eche (ping) request ids=8x@old,
16 %.212156 1.018531 192.6.2.108 198.51.100.100  ICMP 102 8 a8 64 Echo (ping) request id=8x01d,
11 18, 242586 1.030830 192.9,2.109 198.51.100, 109 ICMP |2 8 @ 64 Echo (ping) request id=0x@0ld,
12 11.260600 1.017614 192.9.2.100 198.51.100.100  ICMP 182 8 ] 64 Echo (ping) request id=8xe0ld,
13 12. 289582 1.8285982 192.0.2.108 198.51.100, 108 {2 182 8 a 64 Echo (ping) request ideBx001d,
14 13.315929 1.026347 192.9.2.100 196.51.100.100  ICMP 102 8 @ 64 Echo (ping) request id=exdld,
15 14.332291 1.816362 192.9.2.100 158.51.108. 180 ICMP 182 8 a 64 Echo (ping) request ide@x@@ld,
16 15.362416 1.839125 192.0.2.188 198.51.106.180  ICMP 182 8 a8 64 Echo (ping) request id=0x001d,
17 16.388598 1.026182 192.0.2.100 196.51. 100,104 ICMP 162 8 a 64 Echo (ping) request id=@x@ld,
18 17.405060 1.016462 192.0.2.100 198.51.100.160  ICMP 182 8 ] 64 Echo (ping) request id=9x001d,
5 Frame 1: 182 bytes on wire (816 bits), 1082 bytes captured (816 bits) @000 a2 11 04 00 0D 03 88 3e @2 08
> Ethernet IT, Sre: VMware_B8:3e:02 (®0:50:56:88:3e:02), Dst: a2:11:04:00:00:08 (a2:11:04:00:00:08) 2 8 54 @1 Ic 40 0@ 40 @1 4c 51 B 00 92 4§
3 Internet Protocol Versien 4, Src: 192.8.2,189, Dst: 198.51.100.100 o el i LA M
> Internet Control Message Protocol 16 17 18 19 1a 1b 1c 1d le 1f 20 21 22 §
26 27 26 29 2a 2b 2c 2d 2e 2f 30 31 32
36 37 55 55 55 55
68
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Multi-Instance Chassis
Jj Internal Switch Security Module
: FTD
192.0.2.100
gﬁk Uplink
@ ICMP echo-reply
198.51.100.100
=2 Ph K 1%4200:
Multi-Instance Chassis
Internal Switch Security Module
FTD
192.0.2.100 Uplink
@ ICMP echo-reply
198.51.100.100
&
FXOS CLI
HEHFEFXOS CLILHITA TR , ERUIE T80 LR EHRESRHIR
1. PR R A SRR MARIRAF
<#root>
firepower-3120 /ssa #
show app-i nstance
Application Name Identifier Slot ID Admin State Operational State Running Versi

ftdl

1 Enabled Online 7.7.0.89 7.7.0.89 Contai



2. BIERHIRAE

<#root>
firepower-3120#

scope packet-capture

firepower-3120 /packet-capture #

create session capl

firepower-3120 /packet-capture/session* #

create phy-port Ethl/18

firepower-3120 /packet-capture/session/phy-port* #

set app ftd

firepower-3120 /packet-capture/session/phy-port* #

set app-instance ftdl

firepower-3120 /packet-capture/session/phy-port* #

up

firepower-3120 /packet-capture/session* #

enabl e

firepower-3120 /packet-capture/session* #

conmi t - buf fer

firepower-3120 /packet-capture/session #

S onE. EXi#IPERRE , EEZRFAEXTEAROSMAREOES. BZRARAEHASHE
REHFNR , RERIBIIR LI O RS,

T2 Ph X 154200:

<#root>

firepower-4245#

scope packet-capture



firepower-4245 /packet-capture #

create session capl

firepower-4245 /packet-capture/session* #

create phy-port Ethl/11

firepower-4245 /packet-capture/session/phy-port*

set app ftd

firepower-4245 /packet-capture/session/phy-port*

set app-instance ftdl

firepower-4245 /packet-capture/session/phy-port*

set direction both

firepower-4245 /packet-capture/session/phy-port*

up

firepower-4245 /packet-capture/session* #

create phy-port Ethl/12

firepower-4245 /packet-capture/session/phy-port*

set app ftd

firepower-4245 /packet-capture/session/phy-port*

set app-instance ftdl

firepower-4245 /packet-capture/session/phy-port*

set direction both

firepower-4245 /packet-capture/session/phy-port*

up

firepower-4245 /packet-capture/session* #

enabl e

firepower-4245 /packet-capture/session* #

conmi t - buffer

firepower-4245 /packet-capture/session #



1IN
FXOS CLI

ECEHESHRPRIIHERFAFE. EAMS , RIIFRSEENR. EBNETRS., BEOWR
FERNIRRAF, W{RPcapsizeEi8 N , BHRNBIFEIHREILT -

<#root>
firepower-3120#

scope packet-capture

firepower-3120 /packet-capture #

show sessi on capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: O

Packet Count: 171

Physical ports involved in Packet Capture:
STot Id: 1
Port Id: 18
Pcapfile: /workspace/packet-capture/sess-1-capl-data-uplinkl.pcap

Pcapsi ze: 19932 bytes

Filter:
Sub Interface: 0
AppTlication Instance:

ftdl



AppTlication Name:

ftd

Direction:

I ngress

Drop: Disable

R XH54200:

<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

show session capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: O

Packet Count: 70

Physical ports involved in Packet Capture:
Slot Id:

Port Id:

11



Pcapfile: /workspace/packet-capture/sess-1-capl-data-uplinkl.pcap
Pcapsi ze: 8320 bhytes

Filter:

Sub Interface: 0
Application Instance: ftdl
AppTlication Name: ftd

D

irection: Both

Drop: Disable

Slot Id:

Port Id:

12
Pcapfile: /workspace/packet-capture/sess-1-capl-data-uplink2.pcap
Pcapsi ze: 172 bytes

Filter:

Sub Interface: 0
Application Instance: ftdl
AppTlication Name: ftd

Direction: Both

Drop: Disable

W EEHIR S
HITU EFirepower 4100/9300 A 2 3 ML 38 3R LA EB 5 R HIFXOS CLIZ IR,
IR D4

£ A EE MR IREER M AR F T T Qin_data_uplink 1Yk . BERREIH , oHER
2B X 3E3100 LR BIE S,

KREXBR — EXGF , HIRHZICMPEIRERMNEHFEZ, XERMNARERRIBRGRA
R BT,



Mo. Time Delta 1 Source Destination Protocol Length ICMP Type ICMP Code TTL info
. 2 9.531209 8,531209 152.9.2.100 198.51.180.180 Icmwe 102 g @ 64 Echo (ping) request | id=0x0021,
. 3 9.531212 0.000003] 195.51.100.100  192.9.2.100 ICHP 102 a [ 64 Echo (ping) reply |id=8x@021,
4 1.554198 1.022986 102.0.7.108  100.51.100.100  ICAP 167 ¥ ] &4 Echo (ping) request id=0x0021,
5 1.554202 0.000004 195.51.100.100  192.9.2.100 ICHP 102 @ @ 64 Echo (ping) reply  id=ox0021,
T 1.588952 0. 8015950 192.0.2. 100 198.51.100. 188 ICMP 182 & @ 64 Echo (ping) request id=6x@d21,
8 2.580952 0.000010 198.51.100.100  192.9.2.100 ICHP 102 [} ] 64 Echo (ping) reply  id=0x0021,
11 3.603348 @.825013 192.0.2.100 198.%51,100. 100 ICHP 182 ] @ 64 Echo (ping) request id=@x@@21,
12 3.603354 0. 000006 195.51.100.100  192.9.2.100 ICHP 102 [ [ 64 Echo (ping) reply  id=ox@021,
13 4.625531 1.822177 192.9.2.108 198.51.100. 188 IcHP 182 B a 64 Echo (ping) request ideBx0@21,
14 4.625536 0. 000005 195.51.100.100  192.9.2.100 IcHP 102 @ @ 64 Echo (ping) reply  id=oxo021,
15 5.653220 1.827684 192.9.2.108 198.51.100. 188 ICMP 182 B a 64 Echo (ping) request ide@a@dll,
16 5.653224 9.000004 198.51.100.100  192.0.2.100 (e 102 [ [ 64 Echo (ping) reply  id=0x0021,
17 6.677315 1.024891 192.0.2,100 198.51,100.100  ICMP 102 B @ 64 Echo (ping) request idedx@®2l,
18 6.677319 6.000004 198.51.100.100  192.0.2.100 ICHP 102 [} @ 64 Echo (ping) reply  id=8w8@21,
20 7.698855 8.920534 192.0.2.100 198.51,100.100  ICMP 102 3 @ 64 Echo (ping) request id=8x0021,
21 7.699000 @, 000005 195.51.100.100 192.9.2.100 IcHP 182 @ @ 64 Echo (ping) reply id=0x0021,
22 8.722879 1.023879 192.0.2.100 198.51.100.100  ICMP 102 B [ 64 Echo (ping) request idedx0021,
23 §.722888 0, paBe87 198.51.100,100 192.9.2.100 a0 i8z @ L] 64 Echo (ping) reply id=Gud2i,
» Frame 2: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) 00 50 56 88 71 44 a 8¢ 03 00 00 01 05 o
» Ethernet IT, Src: 22:80:00:00:00:01 (a2:80:03:00:00:01), Dst: VMware 88:71:44 (00:50:56:88:71:44) 60 54 92 f9 40 00 40 81 ba b3 B 00 02 &
5 Internet Protocol Version 4, Sre: 192.8.2.108, Dst: 198.51.100.100 e S; ; oe 2‘; ;; é: x ;é 2 o4 78 Bc Bc
» Internet Control Message Protocol 0040 3
o050 3
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Multi-Instance Chassis

Internal Switch Security Module
Q
=
o
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FMC -
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FXOS CLI

FEHFEFXOS CLILHATAA TR , HEE#E D LW sfunnelRER EHIE MR,
1. I BHE S MIRTIER[UMNBIRTCPRE ( HMUS6) -

<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

create filter filterl

firepower-4245 /packet-capture/filter* #

set protocol 6



firepower-4245 /packet-capture/filter* #

conmi t - buffer

firepower-4245 /packet-capture/filter #

up

firepower-4245 /packet-capture #

N R

EE : HTCSCwab4141imE , REZ £ A 1E4200 5N 6 R YLK
Bz, ﬁﬁﬁ?ﬁ%ﬁﬂy\ﬂumiﬂﬁEEE%#F@'JEﬁifﬁﬁﬂ?ﬁﬁi_f}f%féﬁz_i_ﬂ’]o Hit , BESH
NEREENCEFAETCPRE , NMEEBTE R 2 X 14200 EFHIR I @ B sftunneliRE

2ANEBEOCERHBRAE. RERZEAREUSHBRHI TR , REHAE3100 LN ERR
O BR &Y B P R 324 AL O Eth1/17:

<#root>
firepower-3120#

scope packet-capture

firepower-3120 /packet-capture #

create session capl

firepower-3120 /packet-capture/session* #

create phy-port Ethl/17

firepower-3120 /packet-capture/session/phy-port* #

set filter filterl

firepower-3120 /packet-capture/session/phy-port* #

up

firepower-3120 /packet-capture/session* #

enabl e

firepower-3120 /packet-capture/session* #


https://tools.cisco.com/bugsearch/bug/CSCwq64141
https://tools.cisco.com/bugsearch/bug/CSCwq64141

up

firepower-3120 /packet-capture* #

comm t-buffer

firepower-3120 /packet-capture #

L &P X 54200 LAY E im0 18RS B R ER 3 #r 4l uw O Eth1/9:

<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

create session capl

firepower-4245 /packet-capture/session* #

create phy-port Ethl/9

firepower-4245 /packet-capture/session/phy-port* #

set direction both

firepower-4245 /packet-capture/session/phy-port* #

set filter filterl
firepower-4245 /packet-capture/session/phy-port* #

up

firepower-4245 /packet-capture/session* #

enabl e

firepower-4245 /packet-capture/session* #

conmmi t - buf fer

A
FXOS CLI

EEEHFEIHRPRIEHREAEE. BEME  RIEBRSERH, EENRERS, BOF
B, SRB|[AMIRIAR . WiRPcapsizefE ( AFTT AR ) i, BEHRNBIESHEESE !



<#root>
firepower-3120#

scope packet-capture

firepower-3120 /packet-capture #

show session capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Acti ve

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: 0

Packet Count:

694

Physical ports involved in Packet Capture:

Slot Id:
1

Port Id:
17

Pcapfile:

/ wor kspace/ packet - capt ur e/ sess- 1- capl- nranagenent - 1- 1. pcap

Pcapsize:

81093 hytes

Filter:

filterl

Sub Interface: 0
Application Instance:



AppTlication Name:
Direction:

I ngress

Drop: Disable

R XH54200:

<#root>
firepower-4245#

scope packet-capture

firepower-4245 /packet-capture #

show session capl

SSP Traffic Monitoring Session:
Name:

capl

Session: 1

Admin State: Enabled
Oper State: Up

Oper State Reason:

Active

Config Success: Yes

Config Fail Reason:

Append Flag: Overwrite
Session Mem Usage: 256 MB
Error Code: 0

Drop Count: O

Packet Count:

222

Physical ports involved in Packet Capture:

Slot Id:
1

Port Id:
9

Pcapfile:

/ wor kspace/ packet - capt ur e/ sess- 1- capl- managenent - 1- 1. pcap



Pcapsize:

40180 bytes

Filter: filterl

Sub Interface: 0
Application Instance:
Application Name:
Direction:

Bot h

Drop: Disable

WS IR

WITUW EFirepower 4100/9300 ) £B R e L3R XX A28 0 FEYFXOS CLIZ R,

IR0 4

ERABEIHRNEENFENARFITTERRONBRXMY. BEXRES , oW EREHAE

4200 LR BFEE. REER :

1. EETERRKBFERBIRHNE RsftunneliRE.
2. sftunnelRETEFR N 5 O # IR,

W ip-acdr == 192.0.2.2 && tep.port == 8305 | 4
|

Ma, Tiene Delta Source Destination Protocol Length  Source Port  Destination Port  Infio

r 11 3.763383 1.237569192.9.2.2 192.2.2.109 TLSwl. 2 112 8305 Apel Application Data
16 3.773452 Q. 2.9.2.180 192.0.2.2 TLSv. 2 112 4481 8305 Application Data
17 3.773453 0000001 192.9.2.2 152.9.2.108 ToP TR EIRS agaal BI05 = 0481 [ACK]
18 3.773454 ©.000001 192.8.2.2 192.9.2.108 TLSW. 2 112 8395 a4 Application Data
19 3.803628 ©.920174 192.9.2.108 192.8.2.2 TR 78 48401 8305 48401 + 8305 [ACK]
X 3.803630 0000002 192.9.2.109 192.0.2.2 TLSwl. 2 112 49401 B305 Application Data
24 3.85394 0.000002 192.9.2.108 192.8.2.2 TP 70 4p401 B305 40401 + 8305 [ACK]
26 3.874044 0000002 192.9.2.2 192.0.2.108 ToP 70 EI0S 40401 8105 = 40401 [ACKE]
27 4.035768 B.161724 192.9.2.2 152.8.2.188 TLSw1.2 1317 B3R5 48481 Application Data
28 4,876876 ©.040308 192.9.2.100 192.8.2.2 =3 78 48401 8365 4041 - 8305 [ACK]
9 4.0Te0T3 9.000003 192.8.2.100 192.8.2.2 TLSv1.2 184 dps01 8385 J\pp, ication Data
3 4,076081 0000002 192.9.2.2 192.2.2.100 Top 8 EINS 4401 8305 = 494pl [ACK]
41 9.759022 2.226272 192.8.2.2 192.9.2.109 TLSwl. 2 112 8305 55953 Application Data
42 5.779138 0.026116 192.0.2.109 192.8.2.2 TLSwl. 2 112 55953 B3e5 Application Data
43 9.779148 0000002 192.9.2.2 192.0.2.188 ToP TR EI0S 55953 8305 = 55553 [ACK]
44 9, 779141 ©.000001 192.8.2.2 192.8.2.109 TLSWA. 2 112 8385 55853 Application Data
45 9.759255 ©.626114 192.9.2.108 192.8.2.2 TR 78 55953 8385 55953 + 8385 [ACK]
46 9.799256 0.000001 192.9.2.100 192.0.2.2 TLSwl. 2 112 55953 B305 Applicstion Data
47 9.839497 9.940241 192.9.2.2 192.8.2.108 TP 70 8305 55953 8305 = 55953 [ACK]
48 5.859827 9820138 192.9.2.180 192.8.2.2 Top 70 55553 BI85 S5953 + B10% [ACE]
&9 1%.770F64 0010054 192.0.2.2 152.8.2.188 TLSwi. 2 112 BI85 Adddl Application Data
79 19.770765 0.000001 192.9.2.100 192.9.2.2 TLSv1.2 112 40401 8305 Application Data
71 19.770766 ©.000001 192.9.2.2 192.0.2.109 ToP 70 B305 40401 8305 - 40401 [ACK]
T2 1%. 770767 0. 000001 192.9.2.2 192.2.2.109 TLSvi. 2 112 8305 agdd1 Application Data
B 19811006 0.010059 192.9.2.100 192.0.2.2 TLSwl. 2 112 4401 8305 Application Dats
B2 19.851277 9.910953 192.9.2.180 192.9.2.2 ToP TR apapl BIB5 48401 + 8305 [ACK]
B3 19861343 0910066 192.9.2.2 192.0.2.188 ToP TR EIAS Asdal BI05 = 49481 [ACK]
183 35.768447 ©.855457 192.9.2.2 192.9.2.108 TLSWA. 2 112 8385 55853 Application Data
104 25788633 ©.920186 192.9.2.100 192.8.2.2 TLSw. 2 112 56953 8305 Application Data
105 25.7808636 D.000003 192.9.2.2 192.9.2.100 Top 70 8305 55953 B35 = 55953 [ACK]
106 25.780637 0000001 192.8.2.2 192.8.2.108 TLSwE. 2 112 8305 55553 Application Dats
187 25.800833 B.8201%6 192.9.2.180 192.8.2.2 Top 70 55853 8385 S5953 + 8105 [ACE]
108 25.800836 0.000003 192.8.2.100 192.0.2.2 TLSvl. 2 112 55353 B35 Application Data
109 25.851155 ©.950319 192.9.2.2 192.0.2.109 ToP 70 B305 55953 8305 = 55953 [ACK]

2

Seq=43 Acks43 Win=2569 Len=8 TSval=3BFGE531435 TSecr=3152301323
Seqedd Ackedd Wine6779 Lensd TSvale3192381345 TSecrs 3876531420

Seq=85 Ack=85 Win=6779 Lén=0 TSval=3192301402 TSecr=3876531435
Seq=8% Acks85 Win=2%569 Lens=0 TSval=IBFES31527 TSecr=119230134%5

Seqe=85 Ack=1332 Win=6779 Lem=8 TSval=3132301620 TSecr=3B76531654

Seq=1332 Ack=119 Win=2369 Len=0 TSval=3876531732 TSecr=3192301620

Seq=4d Acksd4d Win=449 Len=d TSvals3876537435 TSecr=3192307323
Seqedd Ackedd WineS8l Lens8 TSvale319230734F TSecr=3876537417
Seq=85 Ack=85 Win=440 Ler=@ Tival=3876537497 TSecr=3192307342
SeqeB% Acks85 Win=581 Len=d TSval=31852307481 TSecr=3876537435

Seqel37a Ackel6l Wine2569 Lens® TSval=3876547432 TSecr=3192317320

Seq=203 Ack=1416 Wi 779 Len=@ TSva.
Seq=1416 Ack=283 Win=2569 Len=@ TSva

192317358 TSecr=3876547432
BTES4TS1T TSecr=3192317351

Seq=127 Ack=127 Win=44% Len=0 TSwval=3876553439 TSecr=3192323324
Seq=127 Ack=127 Win=581 Len=# TSwals=315232334% TSecr=3E75553420

Seqelsy Ack=169 Win=449 Lens® TSval=3876553507 TSecr=3192323345
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1. = E#3K

<#froot>

asa#

capture capsw switch stop

2. WIIHRRERBEFL

<ffroot>

asa#

show capture capsw det ai

Packet Capture info

Nanme: capsw

Session: 1

Adm n State: di sabl ed

, FIE TR R




Qper State: down

Qper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw- et her net - 1- 1- 0. pcap

Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: i

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

3. EACLI copymn S XHSHEIERB#R

<#root>
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?



cluster: Copy to cluster: file system

diskO: Copy to disk0: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system
asa#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filename [/packet-capture/sess-1-capsw-ethernet-1-1-0.pcap]?
Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?
Copy in progress...C

139826 bytes copied in 0.532 secs

FTD

WATEAT S RRIREFTD CLI LW AEBRRAER M | FAFXEXHEFH BT BIER S EO T
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1. % FZHICLI:

<#froot>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Click 'Ctr1+a then d' to detach.
Type help or '?' for a 1list of available commands.

firepower>

enabl e

Password:

<-- Enter

firepower#

2. Z 1K -

<#root>



firepower#

capture capi switch stop

3. RUEHRRERBEFL , AETHRXHS :

<#root>
firepower#

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1

Adm n State: di sabl ed
Oper State: down

Oper State Reason: Session_Adm n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1
Physical port:

Slot Id: 1
Port Id: 1
Pcapfil e:

/mnt/disk0/packet-capture/

sess- 1- capsw et hernet-1-1-0. pcap

Pcapsize: 139826
Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0
Ivlan: 0
Ovlan: 0

Src Ip: 0.0.0.0



Dest Ip: 0.0.0.0

Src Ipvé6:

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0

Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture

Reading of capture file from disk is not supported

4. ERCLI copyir X H5 HEIZRE B 45,

<#root>
firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap ?

cluster: Copy to cluster: file system
diskO0: Copy to diskO: file system
diskl: Copy to diskl: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system

smb: Copy to smb: file system
startup-config Copy to startup configuration
system: Copy to system: file system
tftp: Copy to tftp: file system

firepower#

copy flash:/packet-capture/sess-1-capsw ethernet-1-1-0.pcap tftp://198.51.100. 10/

Source filename [/packet-capture/sess-1l-capsw-ethernet-1-1-0.pcap]?
Destination filename [sess-1-capsw-ethernet-1-1-0.pcap]?
Copy 1in progress...C

139826 bytes copied in 0.532 secs

WITLLT S8 | @IFile Downloadik T MFMCUR EE 3 3R ST -
1. 213K -

<{froot>
>

capture capsw switch stop



2. RIHHRQERBEFL , FE T XA BN TENHRMFERE

<#froot>
>

show capture capsw det ai

Packet Capture info

Nanme: capsw
Session: 1

Admi n State: di sabl ed
Qper State: down

Oper State Reason: Session_Adni n_Shut

Config Success: yes
Config Fail Reason:
Append Flag: overwrite

Session Mem Usage: 256
Session Pcap Snap Len: 1518
Error Code: 0

Drop Count: 0

Total Physical ports involved in Packet Capture: 1

Physical port:

Slot Id: 1

Port Id: 1

Pcapfil e: / mt / di sk0/ packet - capt ur e/ sess-1- capsw- et hernet - 1- 1- 0. pcap
Pcapsize: 139826

Filter: capsw-1-1

Packet Capture Filter Info

Name: capsw-1-1
Protocol: 0

Ivlan: 0

Ovlan: 0

Src Ip: 0.0.0.0

Dest Ip: 0.0.0.0

Src Ipvé6: -

Dest Ipv6: -

Src MAC: 00:00:00:00:00:00
Dest MAC: 00:00:00:00:00:00
Src Port: 0

Dest Port: 0



Ethertype: 0

Total Physical breakout ports involved in Packet Capture: 0
886 packets captured on disk using switch capture
Reading of capture file from disk is not supported

3. REITREXHANRIRER

<{froot>
>

expert

admin@firepower:~$

sudo su

root@firepower:/home/admin

4. FHEIR U & ) E/ngfw/var/common/:

<#root>
root@KSEC-FPR3100-1:/home/admin

cp / mt/ di skO/ packet - capt ur e/ sess- 1- capsw et her net - 1- 1- 0. pcap / ngf w/ var/ conmon/

root@KSEC-FPR3100-1:/home/admin

I's -1 /ngfw var/common/sess*

-rwxr-xr-x 1 root admin 139826 Aug 7 20:14

/ ngf w/ var / common/ sess- 1- capsw- et her net - 1- 1- 0. pcap

-rwxr-xr-x 1 root admin 24 Aug 6 21:58 /ngfw/var/common/sess-1-capsw-ethernet-1-3-0.pcap
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