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Eile Edit Yiew Go Capture Analyze Statstics Telephony Wireless Tools Help

Am e RE Re«e=E78 5 aaam
L IC=ma
% Tims Deks Sourca Destingtion Protocal s6T Wentification Langth Info
7 5.118518 2. 000008 192.168.1.58 224.8.9.2 IGMPy2 @xela? (423) 46 Leave Group 236.10.16.18
| 8 5.127238 9.8088712 192.168.1.58 238.18.10.18 IGMPy2 Bx81a8 (424) aelhenhership Report group 238.18.10.10 |
9 5.593822 8.465792 192.168.1.58 238.18.10.18 IGMPy2 @x@1ad (425) 46 Membership Report group 230.10.10.1@
114 74, 756894 69.163872 192.168.1.24 224.8.9.1 IGMPy2 Bx7288 (29312) 60 Membership Query, general
118 77.093155 2.336261 192.168.1.5@ 239,255,255, 258 IGMPV2 axeled (489) 46 Membership Report group 239.255.255.250
120 79.593298 2.500143 192.168.1.50 224.8.9.252 IGMPY2 @xeleb (491) 46 Membership Report group 224.9.8.252
122 B1.@93367 1.588069 192.168.1.58 23g.18.18.18 IGMPY2 @x@lec (492) 46 Membership Report group 230.10.10.19
152 183.150111 22.0956744 192.168.1.24 224.8.9.1 IGMPY2 ax1cs5f (7263) 60 Membership Query, general
153 183.593643 @.443532 192.168.1.58 224.8.8.252 IGMPY2 2xe286 (518) 46 Membership Report group 224.8.8.252
154 184.593737 1.208694 192.168.1.58 239.255.255.258 IGMPv2 axezes (520) 46 Membership Report group 239.255.255.25@
161 187.686998 2.@93261 192.168.1.58 224.8.9.2 IGMPY2 exezeb (523) 46 Leave Group 238.10.18.18
162 187.687972 @.208974 192.168.1.24 238.19.10.19 IGMPY2 exsbad (39837) 6@ Membership Query, specific for group 230.10.10.1@
163 197.695127 ©9.907165 192.168.1.50 230.10.18.19 IGMPY2 exe20c (524) 46 Membership Report group 230.18.10.19
164 188.@93934 @.398797 192.168.1.58 238.10.10.18 IGMPY2 axe2ee (526) 46 Membership Report group 230.10.10.18

- NBERBHBERE , IGMPERARPRE : EAERNREANESR
« HPHABKBIGMPETAREEN , EATKREZFM EREEZANEECHKA, Bt , X

BMAaRFABEEN :

Eile Edit Yiew Go Capture Analyze Statictics Telephony Wireless Jools Help

Am @ RE QuewEF s = aqqff
LIS
lo, Time Daita Source Destination Frotocol 56T entification Length  Infa
7 5.118518 ©.860000 102.168.1.50 224.9.0.2 IGMPw2 axela? (423) 46 Leave Group 238.10.16.18
| 85.127238 8.888712 192.168.1.50  238.19.10.18 IGMPY2 ax@las (424) 46 Membership Report group 236.1@.18.18
9 5.593822 ©.465792 192.168.1.58  238.19.18.10 IGMPv2 axdlad (425) 46 Membership Report group 238.10.19.10
114 74.756894 69.163872 192.168.1.24 224.8.8.1 IGMPV2 8x7280 (29312) 60 Membership Query, general
118 77.893155 2,336261 192,168.1.58 239,255, 255,258 IGMPV2 ox@led (489) 46 Membership Report group 239.255.255.250
128 79.503298 2.509142 192.168.1.50 224.9.9.252 IGMPw2 exeleb (491) 46 Membership Report group 224.9.8.252
122 81.893367 1.588669 192.168.1.58 238.19.18.10 IGMPV2 exelec (492) 46 Membership Report group 238.10.10.1@
152 183.158111 22.856744 192.168.1.24 224.8.8.1 IGMPY2 ax1cSf (7263) 60 Membership Query, general
153 183.593643 ©.443532 192,168.1.58 224.8.8.252 IGMPY2 8x@286 (518) 46 Membership Report group 224.9.8.252
154 184.593737 1.000094 192.168.1.58  239,255,255.25@ IGMPv2 ox@208 (520) 46 Membership Report group 239.255.255.250
161 187686998 3.803261 192.168.1.50 224.9.0.2 IGMPW2 axe2ab (523) 46 C) 10,18
162 187 .687972 0.088974 192.168.1.24 236.18.10.18 IGMPv2 exobod (39837) 66!:emher5hip Query, specific for group 236.13,‘1-&.16]
163 107.695137 0.807165 192.168.1.58 238.10.10.10 IGMPW2 axe2ec (524) 46 Membership Report group 230.1@.10.19
164 188.893934 ©.398797 192.168.1.50 238.18.18.10 IGMPV2 axezee (526) 46 Membership Report group 236.10.10.1@

- EEZARERPHNIBN TR L | ERquerier ( KEFTBIGMPEANIZE )

<#root>
firepower#
show i gnp interface | NSIDE

INSIDE 1is up, line protocol is up
Internet address is 192.168.1.97/24
IGMP is enabled on interface
Current IGMP version 1is 2
IGMP query interval 1is 125 seconds
IGMP querier timeout is 60 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:
IGMP 1imit is 500, currently active joins: 2
Cumulative IGMP activity: 21 joins, 20 leaves

| GWP querying router is 192.168.1.97 (this system



<-- IGMP querier

- EFTDL ( ELIFEZFKASA) |, BRI LS Adebug igmpAEE SIGMPHEXHEER

<#root>
firepower#
debug ignmp

IGMP debugging is on
ICMP: Received v2 Query on DMZ from 192.168.6.1

| GWP: Received v2 Report on INSIDE from 192.168.1.50 for 239.255.255. 250

<-- Received an IGMP packet

IGMP: group_db: add new group 239.255.255.250 on INSIDE

ICMP: MRIB updated (*,239.255.255.250) : Success

IGMP: Switching to EXCLUDE mode for 239.255.255.250 on INSIDE
ICGMP: Updating EXCLUDE group timer for 239.255.255.250

ICGMP: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10.10
IGMP: group_db: add new group 230.10.10.10 on INSIDE

IGMP: MRIB updated (*,230.10.10.10) : Success

ICMP: Switching to EXCLUDE mode for 230.10.10.10 on INSIDE
ICMP: Updating EXCLUDE group timer for 230.10.10.10

IGMP: Send v2 general Query on INSIDE

ICMP: Received v2 Query on INSIDE from 192.168.1.97

IGMP: Send v2 general Query on OUTSIDE

ICMP: Received v2 Query on OUTSIDE from 192.168.103.91

ICMP: Received v2 Report on INSIDE from 192.168.1.50 for 239.255.255.250

ICGMP: Updating EXCLUDE group timer for 239.255.255.250
ICMP: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10.10
ICMP: Updating EXCLUDE group timer for 230.10.10.10

- FHBEFEABETTAER(IGMPV2)ETHEL,

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am:® RNEQesEF SIS Qi
| M ligmp.type == 0x17
No. Time Delta Source Destination Fratocol Identification Length _Info |
~ 7|s.118518 ©.000000 192.168.1.50  224.0.0.2 IGMPv2  @xela7 (423) 46/Leave Group 230.10.10.10|
161 1087.686998 182.568480 192.168.1.50 224.0.8.2 IGMPv2 axezeb (523) 46 Leave Group 230.10.10.18
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192.168.103.x/24
FC00:103::/64

E1/4
OUTSIDE

QOSPF area 0

G1/4
OUTSIDE

HEFTDMASAZ B EL EOSPFV2FOSPFV3, KE2HIRE ML EOSPFAEKML2HMLIAERE,

FRRTT

OSPFVv2ELE

Firewall Management Center

Overview Analysis Policies Devices Objects Integration
—
FTD4125-1
Cisco Firepower 4125 Threat Defanse
Device Routing Interfaces Inling Sats DHCP
2 M3 Process 1 ID:
O5FF Role:
Intemnal Router i Enter Description hara Advanced
Process 2 1o
Area Redistribution Interfrea Filter Rule Summary Address Interface
—
OSPF Process Area Il Arca Type Hetworks Options
1 0 normal net_192.168.103.0 false
Device Routing Interfaces Infine Sets DHCP
Process 1 ID:
OSPF Role:
Internal Router v Enter Description here Advanced
Process 2 I0:

Area Redistribution InterArea Filter Rula Summary Address Interface
Interface Authantication Point-to-Point Cost
OUTSIDE Mo false 10

Authentication

e

Pricrity

1

Deploy

Cost Range

MTU Ignare

false

o @& e

Virtwal-Link

Database Filter

false

E# , X FOSPFv3

FTD CLIEWEE :

<#root>

ailaatle
LI

+ Add

Naighbor

4



router ospf 1
network 192.168.103.0 255.255.255.0 area 0

Tog-adj-changes
!

ipvé router ospf 1
no graceful-restart helper

Tog-adjacency-changes
|

interface Ethernetl/4

nameif OUTSIDE

security-level 0

ip address 192.168.103.91 255.255.255.0
ipv6 address fc00:103::91/64

ospf authentication null

ipve ospf 1 area O

BESHEFTDMERZ£RFASP)ATFRFEZELUTRE , MEAOEABREFTSHAL

<#root>
firepower#

show asp table classify domain permt

in id=0x14f922db85f0, priority=13,
domai n=perm t, deny=fal se

<-- permit the packets
hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=224.0.0.5, mask=255. 255. 255. 255,

port=0, tag=any, dscp=0x0, nsg_id=none <-- OSPF for IPv4

i nput _i fc=QUTSI DE

(vrfid:0), output_ifc=identity(vrfid:0) <-- ingress interface
in 1d=0x141f922db9350, priority=13,

domai n=perm t, deny=fal se

<-- permit the packets
hits=0, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=224.0.0.6, mask=255.255. 255, 255

, port=0, tag=any, dscp=0x0, nsg_id=none <-- OSPF for IPv4

i nput _i f c=QUTSI DE



(vrfid:0), output_ifc=identity(vrfid:0) <-- ingress interface

X FIPv6:

<{froot>

in 1d=0x14f923fb16f0, priority=13,
donmai n=pernit, deny=fal se

<-- permit the packets
hits=1, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89
src ip/id=::/0, port=0, tag=any
dst ip/id=ff02::5/128

, port=0, tag=any, , nsg_id=none <-- OSPF for IPv6

i nput _i f c=OUTSI DE

(vrfid:0), output_ifc=identity(vrfid:0) <-- ingress interface
in id=0x14f66e9d4780, priority=13,

domai n=pernit, deny=fal se

<-- permit the packets
hits=0, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=89
src ip/id=::/0, port=0, tag=any

dst ip/id=ff02::6/128

, port=0, tag=any, , nsg_id=none <-- OSPF for IPv6

i nput _i f c=OUTSI DE

(vrfid:0), output_ifc=identity(vrfid:0) <-- ingress interface

OSPFVv2HIOSPFv34B#EX Z HUP:

<#root>
firepower#

show ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
192.168.103.50 1

FULL/ BDR

0:00:35 192.168.103.50 OUTSIDE <-- OSPF neighbor 1is up



firepower#

show i pv6 ospf nei ghbor

Neighbor ID Pri State Dead Time Interface ID Interface
192.168.103.50 1

FULL/ BDR

0:00:34 3267035482 OUTSIDE <-- OSPF neighbor is up

BT RAL LT ZIRZFHNHAEOSPFRIE :

<#root>
firepower#

show conn all | include OSPF

OSPF OUTSIDE fe80::2be:75ff:fef6:1d8e NP Identity Ifc ff02::5, idle 0:00:09, bytes 5924, flags
OSPF OUTSIDE 192.168.103.50 NP Identity Ifc 224.0.0.5, idle 0:00:03, bytes 8904, flags
OSPF OUTSIDE ff02::5 NP Identity Ifc fe80::f6db:e6ff:fe33:442e, idle 0:00:01, bytes 6304, flags
OSPF OUTSIDE 224.0.0.5 NP Identity Ifc 192.168.103.91, idle 0:00:00, bytes 25220, flags

FERNR | BRAIPVATERHABREIREAVIER

<#root>
firepower#

capture CAP interface OUTSIDE trace

firepower#

clear conn al

12 connection(s) deleted.
firepower#

cl ear capture CAP

firepower# !
A s xesysw ) SRORANATEREM |
IR OSPFEIES :

<{froot>

firepower# show capture CAP | include proto-89



1: 12:25:33.142189 192.168.103.50 > 224.0.0.5 1ip-proto-89, length 60

2: 12:25:33.702691 192.168.103.91 > 224.0.0.5 1ip-proto-89, length 60

7: 12:25:36.317000 192.168.206.100 > 224.0.0.5 ip-proto-89, Tength 56

8: 12:25:36.952587 fe80::2be:75ff:fef6:1d8e > ff02::5 ip-proto-89 40 [flowlabel Oxe] [hTim 1]
12: 12:25:41.282608 fe80::f6db:eb6ff:fe33:442e > ff02::5 ip-proto-89 40 [flowlabel Oxe] [h1lim 1]

AT 2 Bh KB OSPFV2ABHIEIN F R ¢

<#root>
firepower#

show capture CAP packet-nunber 1 trace

115 packets captured

1: 12:25:33.142189 192.168.103.50 > 224.0.0.5 ip-proto-89, length 60

<-- The first packet of the flow
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 6344 ns

Config:

Additional Information:

MAC Access 1ist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 6344 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP Toad balancing

Result: ALLOW

ETlapsed time: 10736 ns

Config:

Additional Information:

Destination is Tocally connected. No ECMP load balancing.

Found next-hop 192.168.103.50 using egress ifc OUTSIDE(vrfid:0)

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5205 ns
Config:

Implicit Rule
Additional Information:

Phase: 5



Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 5205 ns
Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5205 ns
Config:

Additional Information:

Phase: 7

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

ETapsed time: 29280 ns
Config:

Additional Information:

Phase: 8

Type: MULTICAST
Subtype:

Result: ALLOW

ETapsed time: 976 ns
Config:

Additional Information:

Phase: 9

Type: OSPF

<-- The OSPF process

Subt ype: ospf

Result: ALLOW

El apsed tine: 488 ns

Config:

Addi tional |nformation:

Phase: 10

Type: FLOW-CREATION
Subtype:

Result: ALLOW

ETapsed time: 13176 ns
Config:



Additional Information:
New flow created with id 620, packet dispatched to next module

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 82959 ns

LA 2 Bh K& OSPFV3ABHEIN F R ¢

<#root>
firepower#

show capture CAP packet-nunber 8 trace

274 packets captured

8: 12:25:36.952587 fe80::2be: 75ff:fef6:1d8e > ff02::5 ip-proto-89 40 [flow abel Oxe] [hlim 1]

<-- The first packet of the flow
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 7564 ns

Config:

Additional Information:

MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 7564 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP Toad balancing

Result: ALLOW

Elapsed time: 8296 ns

Config:

Additional Information:

Destination is Tocally connected. No ECMP load balancing.
Found next-hop ff02::5 using egress ifc identity(vrfid:0)

Phase: 4



Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 8784 ns
Config:

Implicit Rule
Additional Information:

Phase: 5

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 8784 ns
Config:

Additional Information:

Phase: 6

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

ETapsed time: 27816 ns
Config:

Additional Information:

Phase: 7

Type: OSPF
<-- The OSPF process

Subt ype: ospf

Result: ALLOW

El apsed tine: 976 ns

Config:

Addi tional |nformation:

Phase: 8

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

ETapsed time: 13664 ns

Config:

Additional Information:

New flow created with id 624, packet dispatched to next module

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up



output-interface: NP Identity Ifc
Action: allow
Time Taken: 83448 ns

£52 — BEERARE
A

Multicast Source
Host-p (server)

Multicast Receiver
(client)

HOStA 192.168.1.x/24 230.10.10.10
- 91 192.168.103.x/24 -60
P01.205 E1/4
INSIDE OUTSIDE

B3R
B AL, UMEFSRERSHNVABRERZBWEIP 230.10.10.10 LA B E M in
RRTT B

MHXEAERE , RIERERERERAABEHR, XFEMABH AEED LERAEAIGMPH
PIM,

FEFMC UIL :

Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy
Cisco Firepower 4125 Threat Defense
Device Routing Interfaces Inline Sets DHCP

| Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)

Manage Virtual Routers

Protocol Neighbor Filter Bidirectional Meighbor Filter Rendezvous Points Route Tree Request Filter Bootstrap Router
Global v
Virtual Router Properties
ECMP Interface PIM Enabled DR Priority Hello Interval

OSPF

OSPFv3

EIGRP

RIP

Policy Based Routing
1Pvd
IPv6

Static Route

~ Multicast Routing

IGMP
PIM

EPFREECLIE  XREHENEE :



<#root>

firepower#

show run nul ticast-routing
mul ti cast-routing

<-- Multicast routing is enabled

IGMP3& i

<#root>
firepower#

show i gnp interface

diagnostic is up, line protocol 1is up
Internet address is 0.0.0.0/0
IGMP 1is disabled on interface

INSIDE is up, line protocol is up

<-- The interface is UP
Internet address is 192.168.1.24/24

IGW is enabled on interface
<-- ICMP 1is enabled on the interface
Current IGW version is 2

<-- IGMP version
ICGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:
IGMP 1imit is 500, currently active joins: 1
Cumulative IGMP activity: 4 joins, 3 Tleaves
ICGMP querying router is 192.168.1.24 (this system)

QUTSIDE is up, line protocol is up

<-- The interface is UP
Internet address is 192.168.103.91/24

IGW is enabled on interface
<-- ICMP 1is enabled on the interface
Current IGW version is 2

<-- IGMP version
ICGMP query interval is 125 seconds
IGMP querier timeout is 255 seconds
IGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:
IGMP 1imit is 500, currently active joins: 1
Cumulative IGMP activity: 1 joins, O Teaves



ICGMP querying router is 192.168.103.91 (this system)

<#root>
firepower#

show i gnp group

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
239.255.255.250 INSIDE 00:09:05 00:03:19 192.168.1.50
239.255.255.250 OUTSIDE 00:06:01 00:02:33 192.168.103.60

<#root>
firepower#
show ignmp traffic

IGMP Traffic Counters
ETapsed time since counters cleared: 03:40:48 Received Sent

Received Sent
Valid IGMP Packets 21 207
Queries 0 207
Reports 15 0 <-- IGMP Reports received and sent
Leaves 6 0
Mtrace packets 0 0
DVMRP packets 0 0
PIM packets 0 0
Errors:
MaTlformed Packets 0
Martian source 0
Bad Checksums 0
PIME i
<#root>
firepower#
show pi minterface
Address Interface PIM Nbr HeTllo DR DR

Count Intvl Prior

0.0.0.0 diagnostic off 0 30 1 not elected
192.168.1.24 INSIDE on 0 30 1 this system
192.168.103.91  OUTSIDE on 0 30 1 this system



MFIB%: i

<#root>
firepower#
show nfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(*,224.0.1.39) Flags: S K

Forwar di ng: 0/0/0/0

, Other: 0/0/0 <-- The Forwarding counters are: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per seco
(*,224.0.1.40) Flags: S K
Forwarding: 0/0/0/0,

Qher: 8/8/0
<-- The Other counters are: Total/RPF failed/Other drops

(*#,232.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Other: 0/0/0

B ENABRE
EXFERT , VLCEEE MRS A AEAERSSRmMNE S RN AABRE

Multicast Receiver FTD Multicast Sr_uun::—:‘
H1 (client) H2 (server)
192.168.1.x/24 230.10.10.10
.50 ﬁ 192.168.103.x/24 .60
Po1.205 ;

VLCHEIRS RECE :
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<{froot>

firepower#

capture INSIDE interface INSIDE natch ip host 192.168.103. 60 host 230.10.10. 10

firepower#

capture QUTSIDE interface OUTSIDE trace natch ip host 192.168.103. 60 host 230.10.10. 10

NRFEFRIZA AR HARBR



B F“loop”i &1 , LAMEEL RIER -
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IO EREIMRE = S

- )

WiE ( FRETR )
I RERT — N ERESR. BHRRERBHAETH.

PR IR ZIRIARER , BEFRHRRTE

<#root>
firepower#

show capture

capture INSIDE type raw-data interface INSIDE
[Capturing - O bytes]

<-- No packets sent or received
match ip host 192.168.103.60 host 230.10.10.10
capture OUTSIDE type raw-data trace interface OUTSIDE

[Buffer Full - 524030 bytes]

<-- The buffer is full
match ip host 192.168.103.60 host 230.10.10.10



Firewall LINA ASP drops{& 7~ :

<#root>
firepower#

cl ear asp drop
firepower#

show asp drop

Frame drop:

Punt rate limt exceeded (punt-rate-limt)

<-- The multicast packets were dropped

Flow is denied by configured rule (acl-drop)

FP L2 rule drop (12_acl)
Last clearing: 18:38:42 UTC Oct 12 2018 by enable_15
Flow drop:

Last clearing: 08:45:41 UTC May 17 2022 by enable_15

ERE¥ES , FERRABRNE N EEZ, BEit,

<#root>
firepower#

cl ear capture QUTSI DE

firepower#

clear conn all addr 230.10.10.10

2 connection(s) deleted.

firepower#

show capture QUTSI DE

379 packets captured

1: 08:49:04.537875 192.168.103.60.54100 > 230.10.10.10.
2: 08:49:04.537936 192.168.103.60.54099 > 230.10.10.10.
3: 08:49:04.538027 192.168.103.60.54099 > 230.10.10.10.
4: 08:49:04.538058 192.168.103.60.54099 > 230.10.10.10.
5: 08:49:04.538058 192.168.103.60.54099 > 230.10.10.10.
6: 08:49:04.538073 192.168.103.60.54099 > 230.10.10.10.

EL
R/

5005:
5004:
5004:
5004:
5004:
5004:

=
B

udp
udp
udp
udp
udp
udp

232

_\.l_\t
B »it

Hein

1328
1328
1328
1328
1328



“detail” 1 E T E KA EMACHIE :

<#root>
firepower#

show capture OUTSI DE det ai |

379 packets captured

1: 08:49:04.537875 0050.569d.344a

0100. 5e0a. Oala

0x0800 Length: 106
192.168.103.60.54100 > 230.10.10.10.5005: [udp sum ok] udp 64 (ttl 100, id 19759)
2: 08:49:04.537936 0050.569d.344a

0100. 5e0a. Oala

0x0800 Length: 1370

192.168.103.60.54099 > 230.10.10.10.5004: [udp sum ok] udp 1328 (ttl 100, id 19760)
3: 08:49:04.538027 0050.569d.344a 0100.5e0a.0a0a 0x0800 Length: 1370
192.168.103.60.54099 > 230.10.10.10.5004: [udp sum ok] udp 1328 (ttl 100, id 19761)

KXEBESNRERE RBESHE AN , EXEFERENTRFIEMLL

<#root>
firepower#

show capture OUTSI DE packet-nunber 1 trace

379 packets captured

1: 08:49:04.537875 192.168.103.60.54100 > 230.10.10.10.5005: udp 64
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 11712 ns

Config:

Additional Information:

MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 11712 ns
Config:

Implicit Rule
Additional Information:



MAC Access Tist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

ETapsed time: 7808 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.

Found next-hop 192.168.103.60 using egress ifc OUTSIDE(vrfid:0)

Phase: 4

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

ETapsed time: 5246 ns

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268434432

access-1list CSM_FW_ACL_ remark rule-id 268434432: ACCESS POLICY: mzafeiro_empty - Default
access-1list CSM_FW_ACL_ remark rule-id 268434432: L4 RULE: DEFAULT ACTION RULE

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: CONN-SETTINGS

Subtype:

ResuTlt: ALLOW

ETapsed time: 5246 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 5246 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5246 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

ETapsed time: 31232 ns
Config:

Additional Information:



Phase: 9
Type: MILTI CAST

<-- multicast process
Subtype:

ResuTlt: ALLOW

ETapsed time: 976 ns
Config:

Additional Information:

Phase: 10
Type: FLOW CREATI ON

<-- the packet belongs to a new flow

Subtype:

Result: ALLOW

ETapsed time: 20496 ns

Config:

Additional Information:

New flow created with id 3705, packet dispatched to next module

Result:

input-interface: OUTSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: OUTSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

<-- The packet is allowed
Time Taken: 104920 ns

BHFEmrouteMmfibit K  BIFEIWEF , ANAHEOFIIROILNZE

<#root>
firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168. 103. 60, 230.10.10.10), 00:01:33/00:01:56, flags: SPF

I ncomi ng interface: QOUTSIDE



RPF nbr: 192.168.103.60
Qutgoing interface list: Null

<-- The OIL 1is empty!

(*, 239.255.255.250), 00:01:50/never, RP 0.0.0.0, flags: SCJ
Incoming interface: Null

RPF nbr: 0.0.0.0

Immediate Outgoing interface 1list:

INSIDE, Forward, 00:01:50/never

MFIBit #28 & RRPFEFE , EAHIH , RPFHEH T RRERRENBER

<#root>
firepower#
show nfib 230.10. 10. 10

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive

firepower# show mfib 230.10.10.10

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,

AR - Activity Required, K - Keepalive

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kbits per second

<-- Multicast forwarding counters

O her counts: Total/RPF failed

/O0ther drops <-- Multicast drop counters

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched
SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(192.168.103.60,230.10.10.10) Flags: K

Forwar di ng: 0/0/0/0

O her: 650/ 650

/0 <-- Allowed and dropped multicast packets

“show mfib count”ii i R BV L LLRPF#FZ -

<#root>
firepower#

show nfib count



IP Multicast Statistics

8 routes, 4 groups, 0.25 average sources per group

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kilobits per second
Other counts:

Total / RPF fail ed

/Other drops(OIF-null, rate-Timit etc)
Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

G oup: 230.10.10.10

Source: 192.168.103.60,
Forwarding: 0/0/0/0,

Gt her: 1115/1115

/0  <-- Allowed and dropped multicast packets
Tot. shown: Source count: 1, pkt count: 0
Group: 232.0.0.0/8
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 239.255.255.250
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

B EVLCABEIE !
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—GMP Report
(I want to join 230.10.10.10)

MRERIFR , BAUERIGMPHREHER

<#root>
firepower#

debug ignmp group 230.10. 10. 10

| GW: Received v2 Report on INSIDE from 192.168.1.50 for 230.10.10. 10



<-- IGMPv2 Report received

IGMP: group_db: add new group 230.10.10.10 on INSIDE

IGMP: MRIB updated (*,230.10.10.10) : Success

ICGMP: Switching to EXCLUDE mode for 230.10.10.10 on INSIDE
IGMP: Updating EXCLUDE group timer for 230.10.10.10

BIRERAHT -

WiE (®REZR)

<#root>
firepower#

show capture

capture INSIDE type raw-data interface INSIDE
[Buf fer Full - 524156 bytes]

<-- Multicast packets on the egress interface
match ip host 192.168.103.60 host 230.10.10.10
capture OUTSIDE type raw-data trace interface OUTSIDE

[Buf fer Full - 524030 bytes]

<-- Multicast packets on the 1ingress interface
match ip host 192.168.103.60 host 230.10.10.10



B A 3 B9 mroute R

<#root>
firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 230.10.10.10), 00:00:34/never, RP 0.0.0.0, flags: SCJ
Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface Tist:
INSIDE, Forward, 00:00:34/never

(192.168. 103. 60, 230.10.10.10), 00:01:49/00:03:29, flags: SFIT

I ncomi ng interface: QOUTSIDE

RPF nbr: 192.168. 103. 60

Inherited Qutgoing interface list:

I NSI DE, Forward, 00:00: 34/ never

<-- The OIL shows an interface

<#root>
firepower#

show nfib 230.10.10. 10

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kbits per second
Other counts: Total/RPF failed/Other drops

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched



SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count

(*,230.10.10.10) Flags: C K
Forwarding: 0/0/0/0, Other: 0/0/0
INSIDE Flags: F NS

Pkts: 0/0

(192. 168. 103. 60, 230. 10. 10. 10) Fl ags: K

Forwar di ng: 6373/ 0/ 1354/ 0,
Other: 548/548/0 <-- There are multicast packets forwarded

QUTSI DE Fl ags: A

INSI DE Fl ags: F NS

Pkts: 6373/6

mfibit #4258 :

<#root>
firepower#

show nfi b count

IP Multicast Statistics
10 routes, 5 groups, 0.40 average sources per group

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kilobits per second

Other counts: Total/RPF failed/Other drops(OIF-null, rate-Timit etc)
Group: 224.0.1.39
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 224.0.1.40
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0

G oup: 230.10.10.10

RP-tree:

Forwar di ng: 0/0/0/0, OGher: 0/0/0

Source: 192.168. 103. 60,



Forwar di ng: 7763/ 0/ 1354/ 0,

Other: 548/548/0 <-- There are multicast packets forwarded
Tot. shown: Source count: 1, pkt count: O
Group: 232.0.0.0/8
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Group: 239.255.255.250
RP-tree:
Forwarding: 0/0/0/0, Other: 0/0/0
Source: 192.168.1.50,
Forwarding: 7/0/500/0, Other: 0/0/0
Tot. shown: Source count: 1, pkt count: O

IGMP {5197

- IGMPY TR RN LEERAM —FLE , BT LEAEZH®,

« RPAERIGMPIRE , UAEEN (BWES ) WILE.

- RM|HERIGMPES , B ER BT/ NE ( KEH ) LT[k,

« IGMPEWEAZHERRRINLBRIAEA. BEXFHAEE , FEEMERNRIRER. AT
L3 Catalyst3Z i #L#Y i i R

<#froot>
switch#

show i p ignp snooping statistics

Current number of Statistics entries : 15
Configured Statistics database Timit : 32000
Configured Statistics database threshold: 25600
Configured Statistics database Timit : Not exceeded

Configured Statistics database threshold: Not exceeded

Snooping statistics for Vl1an204
#channels: 3

#hosts : 5

Source/Group Interface Reporter Uptime Last-Join Last-Leave
0.0.0.0/230.10.10.10 V1204:Gil/48 192.168.1.50 2d13h - 2d12h
0.0.0.0/230.10.10.10 V1204:Gil/48 192.168.1.97 2d13h 2d12h -
0.0.0.0/230.10.10.10 V1204:Gi2/1 192.168.1.50 2d10h 02:20:05 02:20:00
0.0.0.0/239.255.255.250 V1204:Gi2/1 192.168.1.50 2d11h 02:20:05 02:20:00
0.0.0.0/239.255.255.250 V1204:Gi2/1 192.168.2.50 2d14h 2d13h -
0.0.0.0/239.255.255.250 V1204:Gi2/1 192.168.6.50 2d13h - 2d13h
0.0.0.0/224.0.1.40 V1204:Gi2/26 192.168.2.1 2d14h 00:00:39 2d13h
Snooping statistics for V1an206

#channels: 4

#hosts : 3

Source/Group Interface Reporter Uptime Last-Join Last-Leave
0.0.0.0/230.10.10.10 V1206:Gil/48 192.168.6.91 00:30:15 2d13h 2d13h
0.0.0.0/239.10.10.10 V1206:Gil/48 192.168.6.91 2d14h 2d13h -
0.0.0.0/239.255.255.250 V1206:Gi2/1 192.168.6.50 2d12h 00:52:49 00:52:45



0.0.0.0/224.0.1.40

0.0.0.0/230.10.10.10
0.0.0.0/230.10.10.10
0.0.0.0/239.10.10.10
0.0.0.0/239.10.10.10

V1206:Gi2/26
V1206:Gi2/26
V1206:Gi2/26
V1206:Gi2/26
V1206:Gi2/26

£553 - IGMPE AL EIGMPII A A

192
192
192
192
192

6.1 00:20:10 2d13h 2d13h
6.1 2d13h 2d13h -
6.91 2d13h - 2d13h
6.1 2d14h 2d14h -
6.91 2d14h - 2d14h

R
ip igmp static-group ip igmp join-group
EEANMAT
FrDfEO? |1 ves
=, PIMIMMAREE EFiRE, BHER (=, PIMMAREE EFEE, BT
FIDRE®RS| [PLR(RP). XYFEALBSHWFTDREZ |KR(RP). NEFALKGRHNFTDRZE
IR ? EOLPPIMEBERHSSRDOR)N , 32 (|0 LAWPIMEBERHERDR)EN , Tt
H X BN XFER .
FTDREFA
BREMNED |Yes Yes
BREHE?
B
;E;Zgﬁ = 2 FIDFBABRIAEEIICPU , AT
s IR , REEIEIR,
. . AL IEFTD CPU , EAE TANEAN
= =N % %3 o » R
CPURIR &), BNRIRARMAZEICPU B BB BEMEEEIFTD CPU.
EFER
BREUTH
H1 L3 switch

192.168.1.x/24
p— 24

Pol.205
INSIDE

A ER R TR

<{froot>

firepower#

91

192.168.103.x/24

cd *

OUTSIDE




capture CAPl interface OUTSIDE trace match icnp host 192.168. 103. 62 any

firepower#

capture CAPO interface INSIDE match icnmp host 192.168. 103. 62 any

1. FEAKBLIZRABICMP pingFABERELIEZZIP 230.11.11.11 , HRER X IF AL EZ
RE,

2. 7EBS K EEINSIDE#RE O £ /5 Figmp static-group@s 55, FHi& 2By A & an{al4b IR 4E 1857 (1P
230.11.11.11),

3. 7EBH A BEINSIDE#2 O £ /5 Figmp static-group@n 5 , F 25 Bh A 5 an{a kb B4R 18577 (1P
230.11.11.11),

BRIRT B
B R IEZEIP 230.11.11. 1 1HEAER R

<#root>
firepower#

show nroute

Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,
C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,
J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(*, 239.255.255.250), 00:43:21/never, RP 0.0.0.0, flags: SCJ
Incoming interface: Null
RPF nbr: 0.0.0.0
Immediate Outgoing interface Tist:
OUTSIDE, Forward, 00:05:41/never
INSIDE, Forward, 00:43:21/never

M HRBHY —Fh R 2 5 ERFEMAICMP pingT &, EXMERT , MR2XTAIHIPH 1k
230.11.11.11 & #ping:

<#root>
L3-Switch#
ping 230.11.11.11 re 100

Type escape sequence to abort.
Sending 100, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds:



EBFAEE |, 1A BIZmroute , BOILRZE :

<#root>
firepower#

show nroute

MuTticast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected, L - Local, I - Received Source Specific Host Report,
P - Pruned, R - RP-bit set, F - Register flag, T - SPT-bit set,

J - Join SPT

Timers: Uptime/Expires

Interface state: Interface, State

(192.168.103. 62, 230.11.11.11), 00:02:33/00:00:56, flags: SPF
<-- The mroute 1is added

Incom ng interface: OUTSIDE

RPF nbr: 192.168. 103. 62

Qutgoing interface list: Nul

<-- The OIL is empty

BhAiE ERHEIRE TR
<#root>

firepower# show capture
capture CAPI type raw-data trace interface OUTSIDE
[Capturing - 1040 bytes]

<-- There are ICMP packets captured on ingress interface
match icmp host 192.168.103.62 any
capture CAPO type raw-data interface INSIDE

[Capturing - O bytes]

<-- There are no ICMP packets on egress
match icmp host 192.168.103.62 any

P KESAF M pingl BERE , BELUBRAXEZFHES

<#root>



firepower#

show | og

i nclude 230.11.11.11

May 17 2022 11:05:47: %FTD-7-609001:

Built | ocal - host

<-- A new connection

May 17 2022
May 17 2022
May 17 2022
May 17 2022
May 17 2022

11:05:47:
11:05:47:
11:05:49:
11:05:49:
11:05:49:

Tear down | ocal - host

identity:230.11.11.

is created

%FTD-6-302020:
%FTD-6-302020:
%FTD-6-302021:
%FTD-6-302021:

11

Built 1inbound
Built 1inbound
Teardown ICMP
Teardown ICMP

%FTD-7-609002:

identity:230.11

<-- The connection is closed
May 17 2022 11:05:51: %FTD-7-609001:

Built | ocal - host

<

identity:230.11.11.

A new connection is created

May 17 2022
May 17 2022
May 17 2022
May 17 2022
May 17 2022

11:05:
11:05:
11:05:
11:05:
11:05:

51:
51:
53:
53:
53:

Tear down | ocal - host

%FTD-6-302020:
%FTD-6-302020:
%FTD-6-302021:
%FTD-6-302021:

.11.11 duration

11

Built 1inbound
Built 1inbound
Teardown ICMP
Teardown ICMP

%FTD-7-609002:

identity:230.11

<-- The connection is closed

.11.11 duration

ICMP connection for faddr 192.168.1.99/6 gaddr 230.1
ICMP connection for faddr 192.168.103.62/6 gaddr 230
connection for faddr 192.168.1.99/6 gaddr 230.11.11.
connection for faddr 192.168.103.62/6 gaddr 230.11.1

0: 00: 02

ICMP connection for faddr 192.168.1.99/6 gaddr 230.1
ICMP connection for faddr 192.168.103.62/6 gaddr 230
connection for faddr 192.168.1.99/6 gaddr 230.11.11.
connection for faddr 192.168.103.62/6 gaddr 230.11.1

0: 00: 02

NEE  LNAASPEARHFAS REANIES

ABBFEIEFANEEERAOT :

<#root>
firepower#

show nfib

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive
Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

O her counts:

Total / RPF fail ed/ O her drops

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched

SP - Signal Present
FS Pkt Count/PS Pkt Count

Interface Counts:

(*,224.0.1.39) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0



(%,224.0.1.40) Flags: S K
Forwarding: 0/0/0/0, Other: 0/0/0

(192. 168. 103. 62, 230. 11. 11. 11)

Flags: K <-- The multicast stream
Forwarding: 0/0/0/0,

O her: 27/27/0

<-- The packets are dropped

igmp static-group

HEFMC LE BFSIGMPA

Firewall Management Center

| NGFW Routing Overview Analysis Policies Devices Objects Integration

FTD4125-1

Cisco Firepower 4125 Threat Defense

Device Routing Interfaces Inline Sets DHCP

Enable Multicast Routing [E_na!allng Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)

Manage Virtual Routers

Protocol Access Group Static Group Join Group

Global v

| Router Properties
Biterare Add IGMP Static Group parameters L1
Interface:™

INSIDE v

Multicast Group:*

group_230.11.11.11 A +

2d Routing

<ttroot>

interface Port-channell.205
vlan 205
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.1.24 255.255.255.0

i gnp static-group 230.11.11.11

Address



<-- IGMP static group is enabled on the interface

pingkM , EICMPABRENEEIL P XL K

<#root>
L3-Switch#
pi ng 230.11.11.11 re 10000

Type escape sequence to abort.
Sending 10000, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds:

<#root>
firepower#

show capture

capture CAPI type raw-data trace interface OUTSIDE
[Capturing - 650 bytes]

<-- ICMP packets are captured on ingress interface
match icmp host 192.168.103.62 any
capture CAPO type raw-data interface INSIDE

[Capturing - 670 bytes]

<-- ICMP packets are captured on egress interface
match icmp host 192.168.103.62 any

<#root>
firepower#
show capture CAPI

8 packets captured

: 11:31:32.470541 192.168.103.62
: 11:31:34.470358 192.168.103.62
: 11:31:36.470831 192.168.103.62
: 11:31:38.470785 192.168.103.62

230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request
230.11.11.11 icmp: echo request

N WN R
V V V V

firepower#

show capt ure CAPO

11 packets captured

1: 11:31:32.470587 802.1Q vlan#205 PO 192.168.103.62 > 230.11.11.11 icmp: echo request



2: 11:31:34.470404 802.1Q vlan#205 PO 192.168.103.62 > 230.11.11.11 icmp: echo request
3: 11:31:36.470861 802.1Q vlan#205 PO 192.168.103.62 > 230.11.11.11 icmp: echo request
4: 11:31:38.470816 802.1Q vlan#205 PO 192.168.103.62 > 230.11.11.11 icmp: echo request

N oaE HESNBES RRERNSHADENSEOMAR, BXEMAES | HEECisco
Bug ID CSCvm89673,

<#root>
firepower#

show capture CAPlI packet-nunber 1 trace

1: 11:39:33.553987 192.168.103. 62 > 230.11.11.11 icnp: echo request

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 3172 ns
Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 3172 ns
Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: No ECMP Toad balancing

Result: ALLOW

Elapsed time: 9760 ns

Config:

Additional Information:

Destination is Tocally connected. No ECMP load balancing.

Found next-hop 192.168.103.62 using egress ifc OUTSIDE(vrfid:0)

Phase: 4

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5368 ns
Config:

Implicit Rule
Additional Information:

Phase: 5
Type: CONN-SETTINGS


https://tools.cisco.com/bugsearch/bug/CSCvm89673

Subtype:

ResuTlt: ALLOW

Elapsed time: 5368 ns

Config:

class-map class-default

match any

policy-map global_policy

class class-default

set connection advanced-options UM_STATIC_TCP_MAP
service-policy global_policy global
Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 5368 ns
Config:

Additional Information:

Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

ETapsed time: 31720 ns
Config:

Additional Information:

Phase: 9

Type: INSPECT

Subtype: np-inspect

ResuTlt: ALLOW

ETapsed time: 488 ns

Config:

class-map inspection_default
match default-inspection-traffic
policy-map global_policy

class 1inspection_default

inspect icmp

service-policy global_policy global
Additional Information:

Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

ETapsed time: 2440 ns
Config:

Additional Information:

Phase: 11



Type: MILTI CAST
<-- The packet 1is multicast

Subt ype:

Result: ALLOW

El apsed time: 976 ns

Confi g:

Addi tional |nformation:

Phase: 12
Type: FLOW CREATI ON

<-- A new flow is created

Subtype:

Result: ALLOW

ETlapsed time: 56120 ns

Config:

Additional Information:

New flow created with id 5690, packet dispatched to next module

Phase: 13

Type: CAPTURE

Subtype:

Result: ALLOW

ETlapsed time: 10248 ns
Config:

Additional Information:
MAC Access list

Result:

input-interface: OUTSIDE(vrfid:0)

input-status: up
input-Tine-status: up

output-interface: OUTSIDE(vrfid:0)

output-status: up
output-line-status: up

Action: allow

<-- The packet is allowed
Time Taken: 139568 ns
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<#root>
L3-Switch#
ping 230.11.11.11 re 500 tineout 0

Type escape sequence to abort.
Sending 1000, 100-byte ICMP Echos to 230.11.11.11, timeout is 0 seconds:

<#root>
firepower# clear nfib counters

firepower# !ping from the source host.

firepower#

show nfib 230.11.11.11

Entry Flags: C - Directly Connected, S - Signal, IA - Inherit A flag,
AR - Activity Required, K - Keepalive

Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops

Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platform switched

SP - Signal Present

Interface Counts: FS Pkt Count/PS Pkt Count

(*%,230.11.11.11) Flags: CK
Forwarding: 0/0/0/0, Other: 0/0/0
INSIDE Flags: F NS

Pkts: 0/0

(192.168.103.62,230.11.11.11) Flags: K

Forwar di ng: 500/0/100/0, Gher: 0/0/0

<-- 500 multicast packets forwarded. The average size of each packet is 100 Bytes
OUTSIDE Flags: A
INSIDE Flags: F NS
Pkts: 500/0

igmp join-group

HEFMCzZ L , BELNEENBSAREHEEIGMPINAA :
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Emable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)

Manage Virtual Routers

Protocol Access Group Static Group

Global -
Virtual Router Properios

Interface Miulticast Group Address

INSIDE group_230.11.11.11

Policy Based Routing

~ BGEP

* Multicast Routing

IGMP

Cigmpjoin-group 230.11.11.11

152.168.1x/24 192.168.103.x/24 3 switch
’ 224 91 .62
P01.205 E1/4 @
INSIDE OUTSIDE

EBBHEE :

<#froot>

firepower#

show run interface Port-channel 1. 205

interface Port-channell.205

vlan 205

nameif INSIDE

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.1.24 255.255.255.0

ignp join-group 230.11.11.11

<-- The interface joined the multicast group



IGMP4 :

<#root>
firepower#

show i gnmp group

IGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter

230.11.11.11 I NSIDE 00: 30: 43 never 192.168.1.24

<-- The group is enabled on the interface

MEREEHN , ZidX$230.11.11.11 IPIITE —NCMPHEN = :

<#root>
L3-Switch#

ping 230.11.11.11 repeat 10

Type escape sequence to abort.
Sending 10, 100-byte ICMP Echos to 230.11.11.11, timeout is 2 seconds:

Reply to request 0 from 192.168.1.24, 12 ms
Reply to request 1 from 192.168.1.24, 8 ms
Reply to request 2 from 192.168.1.24, 8 ms
Reply to request 3 from 192.168.1.24, 8 ms
Reply to request 4 from 192.168.1.24, 8 ms
Reply to request 5 from 192.168.1.24, 12 ms
Reply to request 6 from 192.168.1.24, 8 ms
Reply to request 7 from 192.168.1.24, 8 ms
Reply to request 8 from 192.168.1.24, 8 ms
Reply to request 9 from 192.168.1.24, 8 ms

N orE mMELREEIFAESE | ERECisco Bug ID CSCvm90069,

54 — BEBIGMPAR T ABKH


https://tools.cisco.com/bugsearch/bug/CSCvm90069

IGMP Proxy IGMP Forward Interface j

FTD
H1 192.168.1.x/24

192.168.103.x/24 H2

_@— OUTSIDE
V 4

91

INSIDE

24

-

IGMP Membership Report

HFTDEERERTARBEE , SUEFINSIDERE DO LIRFIWIGMPR & & 31k & H B K E
OUTSIDE# A,
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Enable Multicast Routing (Enabling Multicast Routing checkbox will enable both IGMP and PIM on all Interfaces.)

Manage Virtual Routers

Protocol Access Group Static Group Join Group

Global v

Virtual Router Properties

ECMP Interface Enabled Forward Interface Version Query Interval Response Time
INSIDE true QUTSIDE 2

Policy Based Routing
v BGP
IPvd
IPvE
Static Route

* Multicast Routing

IGMP

EHENEE :

<#root>
firepower#

show run nul ticast-routing

mul ticast-routing

<-- Multicast routing is enabled
firepower#

show run interface Port-channel 1. 205




interface Port-channell.205
vlan 205
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.1.24 255.255.255.0

ignp forward interface OUTSI DE

<-- The interface does stub multicast routing

iA
EFTD LB R :

<#root>
firepower#

capture CAPlI interface INSIDE trace match ignp any host 230.10.10. 10

firepower#

capture CAPO interface OUTSI DE match ignp any host 230.10.10. 10

AN
EZRFIGMPR ARE , EAUFEAXLUVICHNARR



=% Open Media =

# Fie | s T Hetvork E¥ Capture Device
I Sy Provboeod

Fease enter a network URL:

l:_'.;'_l.'liﬁr; ), 10, 10, 10 S0

Show mone oplions

Shream :E]
Engqueue
Play
SErEam

Corvert

FTDREIGMPEIES :

<#root>
firepower#

show capture

capture CAPI type raw-data trace interface INSIDE
[Capturing - 66 bytes]

<-- IGMP packets captured on 1ingress
match igmp any host 230.10.10.10
capture CAPO type raw-data interface OUTSIDE

[Capturing - 62 bytes]

Cancel
Alt+E
Alk+P
Alt+5
Alt+ 0



<-- IGMP packets captured on egress
match igmp any host 230.10.10.10

FTDE SURIP:

<#root>
firepower#

show capture CAPI

1 packet captured
1: 12:21:12.820483 802.1Q vlan#205 P6
192.168.1.50

> 230.10.10.10 1ip-proto-2, length 8 <-- The source IP of the packet on ingress interface
1 packet shown
firepower#

show capt ure CAPO

1 packet captured
1: 12:21:12.820743
192.168. 103. 91

> 230.10.10.10 ip-proto-2, length 8 <-- The source IP of the packet on egress interface
1 packet shown

MR EWiresharkFBpcap , IR I HFE ST EHBHAIBEIMER ( IPARIRER ) o
EFTDLGIEARE :

<#root>
firepower#
show i gnp group

ICGMP Connected Group Membership
Group Address Interface Uptime Expires Last Reporter

230.10.10.10 I NSI DE 00:15:22 00:03:28 192.168.1.50

<-- IGMP group is enabled on the ingress interface
239.255.255.250 INSIDE 00:15:27 00:03:29 192.168.1.50



FTDBRA K 3@ 0 22N 3 6 7 %

<#root>
firepower#

show conn all address 230.10.10.10

9 in use, 28 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

| GW | NSIDE 192.168.1.50 NP Identity |Ifc 230.10.10.10, idle 0:00:09, bytes 8, flags
<-- Connection terminated on the ingress interface
| GW QUTSI DE 230.10.10.10 NP Identity Ifc 192.168.103.91, idle 0:00:09, bytes 8, flags

<-- Connection terminated on the egress interface

B-ITREINRER

<#root>
firepower#

show capture CAPI packet-nunber 1 trace

6 packets captured

1. 12:21:12.820483 802. 1Q vl an#205 P6 192.168.1.50 > 230.10.10.10 ip-proto-2, length 8

<-- The first packet of the flow
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Elapsed time: 5124 ns

Config:

Additional Information:

MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Elapsed time: 5124 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3
Type: ROUTE-LOOKUP
Subtype: No ECMP load balancing



Result: ALLOW

ETapsed time: 7808 ns

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.
Found next-hop 192.168.1.50 using egress ifc INSIDE(vrfid:0)

Phase: 4

Type: CLUSTER-DROP-ON-SLAVE
Subtype: cluster-drop-on-slave
Result: ALLOW

ETapsed time: 5368 ns

Config:

Additional Information:

Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Implicit Rule
Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

ETapsed time: 5368 ns
Config:

Additional Information:

Phase: 7

Type: NAT

Subtype: per-session
Result: ALLOW

ETapsed time: 5368 ns
Config:

Additional Information:

Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
ResuTlt: ALLOW

ETapsed time: 40504 ns
Config:

Additional Information:

Phase: 9

Type: MILTI CAST

<-- The packet is multicast

Subt ype:

Result: ALLOW



El apsed time: 976 ns

Confi g:

Addi tional |nformation:

Phase: 10

Type: FLOW CREATI ON

<-- A new flow is created

Subt ype:

Result: ALLOW

El apsed time: 17568 ns

Confi g:

Addi tional |nformation:

New flow created with id 5945, packet dispatched to next nodul e

Phase: 11

Type: FLOW CREATI ON

<-- A second flow is created

Subt ype:

Result: ALLOW

El apsed time: 39528 ns

Confi g:

Addi tional |nformation:



New flow created with id 5946, packet dispatched to next nodul e

Phase: 12

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

ETapsed time: 6344 ns

Config:

Additional Information:

Found next-hop 230.10.10.10 using egress ifc OUTSIDE(vrfid:0)

Phase: 13

Type: CAPTURE

Subtype:

Result: ALLOW

ETapsed time: 9760 ns
Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: INSIDE(vrfid:0)
input-status: up
input-Tine-status: up
output-interface: INSIDE(vrfid:0)
output-status: up
output-line-status: up

Action: allow

Time Taken: 154208 ns
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Internet multicast routing from address range 224.0.0/24 is not supported; IGMP group is not created when enabling
multicast routing for the reserved addressess.

Clustering
In clustering, for IGMP and PIM, this feature is only supported on the primary unit.
Additional Guidelines

= You must configure an access control or prefilter rule on the inbound security zone to allow traffic to the multicast host,
such as 224.1.2.3. However, you cannot specify a destination security zone for the rule, or it cannot be applied to

multicast connections during initial connection validation.

» You cannot disable an interface with PIM configured on it. If you have configured PIM on the interface (see Configure
PIM Protocol), disabling the multicast routing and FIM does not remove the PIM configuration. You must remove (delete)
the PIM configuration to disable the interface.

s PIM/IGMP Multicast routing is not supported on interfaces in a traffic zone.

» Do not configure FTD to simultaneously be a Rendezvous Point (RP) and a First Hop Router.

Configure IGMP Features

IP hosts use IGMP to report their group memberships to directly-connected multicast routers. IGMP is used to dynamically
register individual hosts in a multicast group on a particular LAN. Hosts identify group memberships by sending IGMP

HEEIGMP#EORSIA |, PHABSIELIGMPIRE

RNBRT , BARBAFED L&EZH500MHFESNEREE (kT ) . WREILRE , BHAXES

R K B 4E B R IER Y H iR AIGMPHR &

EREIGMPRHIFEZ B IE |, Ei=1Ta8 S show igmp interface nameif:

<#froot>

asa#

show i gnp interface inside

inside is up, line protocol is up
Internet address is 10.10.10.1/24
IGMP is enabled on interface
Current IGMP version is 2
ICGMP query interval is 125 seconds
ICGMP querier timeout is 255 seconds
ICGMP max query response time is 10 seconds
Last member query response interval is 1 seconds
Inbound IGMP access group is:

IGW linit is 500,

currently active joins: 500

CumuTative IGMP activity: 0 joins, 0 leaves
ICGMP querying router is 10.10.10.1 (this system)

IGMP debug@i$sdebug igmpE RA T H

<#root>
asa#

debug i gnp



Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: Group 230.1.2.3 Timit denied on inside

MR AS £ 5 T Cisco Bug ID CSCvw60976
ARTFAPRAEMEOERB &K Z5000MN 4,

Bfy N 3% 72 B8 232 .. x.x/8 1 11t ST Bl Y IGMP3R &
232.x.x.x/8tb 1B B A TR EHIE(SSM). B XIEF X IEPIMR4SELIE(SSM)TheE MM KRB E,

IGMP debug@i$sdebug igmpE RA T H :

<#root>

asa#

debug i gnp

Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: Received v2 Report on inside from 10.10.10.11 for 232.179.89

Apr 20 2023 09:37:10: %ASA-7-711001: IGMP: group_db: add new group 232.179.89.253 on inside

Apr 20 2023 09: 37: 10: %ASA-7-711001: | GW: Excl ude report on inside ignored for SSM group 232.179. 89. 25

Cisco Bug ID CSCsr53916


https://tools.cisco.com/bugsearch/bug/CSCvw60976
https://tools.cisco.com/bugsearch/bug/CSCsr53916

IR BR 1858 T RE A X IFSSMSE

EESEYS

EEMMHJM%HASA,HFEHMW"



/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-multicast.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-multicast.html
/content/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/routing-multicast.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-ngfw/217900-troubleshoot-firepower-threat-defense-an.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



