ERBENEN NEEFTDERN
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de= =g

2 Py

EFTD ERE N BIE#EO
HEE

RIFTDR BRI 2 O 124
ERFE

S IF1. Packet-Tracer

KiF4 10 30 85 BRI IE
WIF5 B A NAT
MBS EOEK FRE I HIED
TapBL & R B &
A2 EEORIFFTDREX
A Bk X #Etherchannel

EtherchannelfEFTD 48 1F

B3 FTD#Y Etherchannel
BEHERR
J:t S . Q PAN A Q
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&g

A R4 EFirepower BB EI(FTD) I8 & LR MBI MEE, WIERRAE,
TR

B3R

AXEEBEER,



fE RV A L
RXREFEBE T U TR MBS :

- Firepower 4150 FTD ( fX#86.1.0.x#16.3.x )
« FirepowerZ I A/ \(FMC) ( X%26.1.0.x#16.3.x )

AXHEPNEEHRRETREXRENEFNREFEN, AXHFEANMAERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRETHAERSHBERE,

R
ARt Al AT AT MR RRA

+ ASA5506-X, ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X

* ASA5512-X, ASA5515-X, ASA5525-X, ASA5545-X, ASA5555-X

+ FPR2100, FPR4100, FPR9300

« VMware (ESXi), Amazon Web Services (AWS), ETF AHE L (KVM)
« FTDE#4R36.2. xR E ShRA

b B /=
72 E/§\

FTD REAR N EESIZHKRN S — R

« LINA 5|%
« Snort 5| %

TEERTXFHEAMEIENRESR :

S S
Snort engine

'y
Snort Verdict

egress

—
27 UNA engine || A engine

interface
— | >

« BIEEFHAAOEOFNB LINA 512412

« MR FTD KREEEXR , BIEZ I H Snort 5|BRE
« Snort5|ZREIHIFE I HE

 LINA 5|Z1R#E Snort W EEFREAHBES

FTIDREFRMIBEXMNAMEOENX , MEFR :



2 Deployment Modes:

Routed

-
«  Transparent }

6 Interface Modes

« Routed

«  Switched (BVI)

« Passive

- Passive (ERSPAN)
Inline pair
* Inline pair with tap

Device Modes inherited from ASA

Interface Modes inherited from ASA

}._

Interface Modes inherited from FirePOWER

NirE  LTUEBAFTDEE FEAEOER,

BT REMFTDHENZE KX R ESR

FTDE#OER |FTDHBER |k ALERHRE
Y] Y] STEMLINAGIZFMSnort5| R E |Yes
i &8 SZEMLINASIZFRISnort5| K 2 |[Yes

kvi AN = é
BT 5% £y 3 B ;BJJL|NA§|§$”JD%SHOF’[§|$1&L Yes
F=2 VAN A kvi | AN = 4
%z%%%mmaf 58t 50 5 8 iﬂLlNAéliﬂxéSnortaliﬁ %
e 2 ph o35 5 iﬁLlNA%Ii%ﬂ%iSnonaliﬁ *
W3 (ERSPAN) |BEe iﬁLlNA%I%%ﬂ%éSnoﬂ%liﬁ %
EFTDEBRERNBNT#O

P 4%




inline pair

Router-1 ‘ e1/6 e1/8 ‘ Router-2

— INSIDE &

e

B OUTSIDE %
=\ V=

NGFW

Fad @
I

49

B3R
BBUTEREABRNEX TR EYEEO1/6Me1/8:

#0 el1/6 el1/8
=0 R & HAER

Z2Xig INSIDE_ZONE||OUTSIDE_ZONE
MNERERM  ||PEAXT 1
AMEXEMTU |([1500
FailSafe B A
RIBEBRRE| B A

FRRTT

SE1ERBEZNMED , ESMEIDevices > Device Management , &£ #23E 2 A% % FHiX B Edit , 0
B PR Ro

Overview Analysis Policies QUL Objects  AMP System Help

Device Management MNAT VPN QoS Platform Settings
By Group v |
Name | Group I Model I License Type . Access Control Policy I
4 [ | Ungrouped (9)
© Egusquﬂgsg - Cisco Firepower 4150 Threat Defense Cisco Firepower 4150 Base, Threat, Malw...  FTD4100 E o

Tk , BEOEENameFTick Enabled , MBI FIRo



Edit Physical Interface

Mode: None

Name: INSIDE | Enabled

Security Zone: §  INSIDE_ZONE

Description:
m IPv4 IPv6  Advanced  Hardware Configuration
MTU: 1500 (64 - 9188)

N ENameREOWE .

X F#EOEthernet1/8th 2E LM, FALERNBFI R,

Overview Analysis Policies NN Objects AMP System Help v admin v

Device Management NAT VPN QoS Platform Settings

FTD4100 (O canesl |

Cisco Firepower 4150 Threat Defense

Devices Routing Inline Sets DHCP

| = | I+ Add Interfaces -
.. Interface Logical Name Type  Security Zo... MAC Address (Active/... 1P Address |
5] Ethernet1/6 INSIDE Physical V4
(5] Ethernetl/7 diagnostic Physical V4
g Ethernet1/8 OUTSIDE Physical V4

=% BRERBRXY.

SHBIMBESFIMABE | AR,



Deploy System Help v admin v

Overview Analysis Policies s

Device Management NAT VPN QoS Platform Settings

FTD4100

Cisco Firepower 4150 Threat Defense

Devices Routing Interfaces m DHCP
I &) Add Inline Set I

Name Interface Pairs |

3 cancel

B=Y . BEPMRHNEREEGeneraliX &,

Add Inline Set

[ conerr OIS

Name*: Inline-Pair-1

MTU*: 1500

L4

FailSafe:

Selected Interface Pair

Available Interfaces Pairs (%
4, Search [ ] INSIDE<->OUTSIDE

INSIDE<->0UTSIDE

N 558 Failsafe A Y FRAZREES ABT , B EOZHXER (BEERZFIHN
Snort5|EFEHEE ) . MOZHFXKDNEISIEMN,

FEMSP . MEFTR , F£Advanced SettingsH /g FiPropagate Link Statei& I,



Add Inline Set

co

Tap Mode: —

Propagate Link State:

Strict TCP Enforcement: -

HRRERH—MEOXAR |, RS EBR A XARKEONRHE =MD,
BLY  REESHFHE,
UE

AR THIARERE
MFTD CLIBIE R ERX BL &,

v/

IEXEIE1T.

FRRT B

Z3REFTD CLIARIENBNEE

> show inline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off
Tap mode 1is off
Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1l]:
Interface: Ethernetl/6 "INSIDE"
Current-Status: UP
Interface: Ethernetl/8 "OUTSIDE"
Current-Status: UP
Bridge Group ID: 509



N MFAIDE—ATETFOME, MESBERTF | NER0

BEOMEMREESR -
<{froot>

show nanei f

Interface Name Security
Et hernet 1/ 6 I NSI DE 0
Ethernetl/7 diagnostic 0

Et hernet 1/ 8 QUTSI DE 0

>

REEORS

<#root>

> show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 unassigned YES unset up up
Internal-Data0/2 169.254.1.1 YES unset up up

Et hernet 1/ 6 unassi gned YES unset up up
Ethernetl/7 unassigned YES unset up up

Et hernet 1/ 8 unassi gned YES unset up up
REMEZEOER :

<#root>

>

show i nterface el/ 6

Interface Ethernet1l/6 "INSIDE", is up, line protocol is up



Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.770e, MTU 1500

IPS Interface-Mdde: inline, Inline-Set: Inline-Pair-1

IP address unassigned
Traffic Statistics for "INSIDE":
468 packets input, 47627 bytes
12 packets output, 4750 bytes
1 packets dropped
minute input rate 0 pkts/sec, 200 bytes/sec
minute output rate 0 pkts/sec, 7 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 96 bytes/sec
minute output rate 0 pkts/sec, 8 bytes/sec
minute drop rate, 0 pkts/sec

(O Y Y e

>

show i nterface el/ 8

Interface Ethernet1/8 "OUTSIDE", is up, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.774d, MTU 1500

IPS Interface-Mdde: inline, Inline-Set: Inline-Pair-1

IP address unassigned
Traffic Statistics for "OUTSIDE":
12 packets input, 4486 bytes
470 packets output, 54089 bytes
0 packets dropped
minute input rate 0 pkts/sec, 7 bytes/sec
minute output rate 0 pkts/sec, 212 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 7 bytes/sec
minute output rate 0 pkts/sec, 106 bytes/sec
minute drop rate, 0 pkts/sec

O Y Y e

RIMFTDA B 2 O R{E

AT BU TR E LI UE R BT ERE

« I®UF1.fE A Packet Tracer
- B2 BATERENER , HEIAEX ZIETCPRL/HAIA(SYN/ACK)BES



. BOVF3. AR A KB EER S BFTDR &
. WIF4 R EEBIRAE B IAL
. WIS, BB B AN 4 it 5 B4 (NAT)

9SS
R

H2ANFTDEOEABNEXN TETH , BEINLEL X MBE AR R,

Snort Instance

4

Defrag * Malware
DrROP  Policy DROP DROP Snort Verdict DROP DROFP

Fast Path

4

Defrag Policy ki m o = = = &

ast Path
Data Path

Nrs  QEWEED TR NETENR R

EARFE

o HEMEBEABRKX2ET , MEBEOERNIIFFE

« FERUTFLANNBKARBERSEIPS)

- ERHNERTBEEXTAA

o RZELINASIZINEE ( NAT, BHE ) X TFESABKNHRAATA
- JUERHERE

o —L|INASIZBRESTEMNSnot5|BRE—ENA

RE— KA, MERR



Minimal LINA Full Snort Minimal LINA
engine checks engine checks engine checks

I$F1. {8 A Packet-Tracer

Packet Tracerfil HIEEIZ T NBEN W HES , EFAREERNEES -

<tfroot>
>

packet-tracer input INSIDE tcp 192.168.201.50 1111 192. 168. 202.50 80

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 2

Type: NG PS- MODE

Subtype: ngips-mode
ResuTlt: ALLOW

Config:

Additional Information:

The flow ingressed an interface configured for N@ PS node and NG PS services is be applied

Phase: 3

Type: ACCESS- LI ST




Subtype: Tog

ResuTlt: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268438528

access-1list CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: FTD4100 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268438528: L4 RULE: DEFAULT ACTION RULE

Addi tional |nformation:

This packet is sent to snort for additional processing where a verdict is reached

Phase: 4

Type: NG PS- EGRESS- | NTERFACE- LOOKUP

Subtype: Resolve Egress Interface
ResuTlt: ALLOW
Config:

Addi tional |nformation:

Ingress interface INSIDE is in NGAPS inline node.

Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 5

Type: FLOW CREATI ON

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 106, packet dispatched to next module

Result:
input-interface: INSIDE
input-status: up
input-line-status: up
Action: allow



KiF2 B RERI RIETCP SYN/ACKEEE

WA LAE A AR ITSEAERF ( WScapy ) BEIEBERTCP SYN/ACKEIEE, WiBEERBAT
SYN/ACKFRERI 3N HKIES -

<{froot>
root@KALTI: ~#
scapy

INFO: Can't import python gnuplot wrapper . Won't be able to plot.
WARNING: No route found for IPv6 destination :: (nho default route?)
Welcome to Scapy (2.2.0)

>>>

conf.iface="ethO

>>>

packet = I P(dst="192.168. 201. 60")/ TCP(fl ags="SA", dport =80)
>>>

syn_ack=[]

>>>

for i in range(0,3): # Send 3 packets

syn_ack. ext end( packet)

>>>

send(syn_ack)

FEFTD CLI LB AR H Rix —LETCP SYN/ACKEIE S :

<tfroot>
>

capture CAPlI interface INSIDE trace match ip host 192.168.201. 60 any

>

capture CAPO interface QUTSIDE nmatch i p host 192.168.201. 60 any



<{froot>

>

EBEaR , BAUERE0EAER

show conn det ai

1 in use, 34 most used

Flags: A -

b - TCP st
C -

D_

F_

G -

i -

k -

N - inspect
, n - GUP
0 -

q_

R_

T -

V_

W_

X_

X_

Z_

TCP Inline-
flags b N

awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,

at e- bypass or nail ed,

CTIQBE media, c - cluster centralized,

DNS, d - dump, E - outside back connection, e - semi-distributed,
initiator FIN, f - responder FIN,

group, g - MGCP, H - H.323, h - H.225.0, I - initiator data,
incomplete, J - GTP, j - GTP data, K - GTP t3-response

Skinny media, M - SMTP data, m - SIP media,

ed by Snort

responder data, P - inside back connection,

SQL*Net data, R - initiator acknowledged FIN,

UDP SUNRPC, r - responder acknowledged FIN,

SIP, t - SIP transient, U - up,

VPN orphan, v - M3UA W - WAAS,

secondary domain backup,

inspected by service module,

per session, Y - director stub flow, y - backup stub flow,
Scansafe redirection, z - forwarding stub flow

Pai r- 1: QUTSI DE( OQUTSI DE) :  192. 168. 201. 60/ 80 I nl i ne-Pai r-1: | NSI DE( | NSI DE)

, idle 13s, uptime 13s, timeout 1hOm, bytes 0

N EEoE

192

. 168. 201

.50/ 20,

REASAREF REZERIWSYN/ACKEIEE , BrRIFBATCPIRAZ ., WEX

BEXTHFTDEOZETCPRAZBER TAETCPER , H EXERTE TUHEENTCPH

=,

~ zE

N#RE — BIESHBEFTD Snort5| BH# TR ZE,

WRERIEATX—K , ENETURIRELFTDR3NMNAES



<tfroot>

>

show capture CAPI

3 packets captured

1: 15:27
S
0:0(0)
ack

0 win 8192
2: 15:27

S
0:000)
ack

0 win 8192
3: 15:27

S
0:000)
ack

0 win 8192

:54.327146

:54.330000

:54.332517

3 packets shown

>

SN BIRBIRHFTDIRE ¢

<ffroot>

>

show capt ure CAPO

3 packets captured

1: 15:27

0:000)

ack

:54.327299

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:

192.168.201.50.20 > 192.168.201.60.80:



0 win 8192
2: 15:27:54.330030 192.168.201.50.20 > 192.168.201.60.80:

S
0:000)
ack

0 win 8192
3: 15:27:54.332548 192.168.201.50.20 > 192.168.201.60.80:

S
0:000)
ack

0 win 8192
3 packets shown
>

B RS- MEREES  THUBR—EHMES | MSnorts BHE -

<#froot>

>

show capture CAPlI packet-nunber 1 trace

3 packets captured

1: 15:27:54.327146 192.168.201.50.20 > 192.168.201.60.80:
S
0:0(0)
ack

0 win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3



Type: NG PS- MODE

Subt ype: ngi ps- node

Resul t: ALLOW

Confi g:

Addi tional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced permit ip any any rule-id 268438528

access-1ist CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: FTD4100 - Default/1
access-1list CSM_FW_ACL_ remark rule-id 268438528: L4 RULE: DEFAULT ACTION RULE

Addi tional Information:
This packet is sent to snort for additional processing where a verdict is reached

Phase: 5
Type: NG PS- EGRESS- | NTERFACE- LOOKUP
Subtype: Resolve Egress Interface

Result: ALLOW
Confi g:
Addi tional |nformation:

Ingress interface INSIDE is in NG PS inline node
Egress interface OUTSIDE is determ ned by inline-set configuration

Phase: 6

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 282, packet dispatched to next module

Phase: 7
Type: EXTERNAL- | NSPECT

Subtype:

Result: ALLOW

Config:

Additional Information:

Application: 'SNORT | nspect

Phase: 8
Type: SNORT

Subtype:
Resul t: ALLOW
Config:

Addi tional Infornation:
Snort Verdict: (pass-packet) allow this packet



Phase: 9

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:

input-interface: OUTSIDE
input-status: up
input-line-status: up
Action: allow

1 packet shown
>

BYREE-NMEHRNEES , TUERBESEYNEELE L At EACLERE , BN
HSnort5| ZBHITRE :

<tfroot>
>

show capture CAPI packet-nunber 2 trace

3 packets captured

2: 15:27:54.330000 192.168.201.50.20 > 192.168.201.60.80:
S
0:000)
ack

0 win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist



Phase: 3
Type: FLOW LOOKUP

Subt ype:ing
Resul t: ALLOW
Config:

Addi tional Infornmation:
Found flow with id 282, using current flow

Phase: 4
Type: EXTERNAL- | NSPECT

Subtype:
ResuTlt: ALLOW
Config:

Addi tional Infornmation:
Application: ' SNORT | nspect

Phase: 5
Type: SNORT

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional Information:

Snort Verdict: (pass-packet) allow this packet

Phase: 6

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Result:

input-interface: OUTSIDE
input-status: up
input-Tine-status: up
Action: allow

1 packet shown
>

WUE3. e VPR BRI B K 1% 51 B IR
Br X% 5| B BIRETIFTD SnortB| B EA M ( INE ShATREY U5 IR HIHRE ) 3517 -



Snort Instance

* *M alware ’ No

il Snort Verdict °F°F DROP

Defrag
DROP  Policy

Defrag Policy L_ EEEEE aﬁt Path 1
Data Path

B AEBN RIETCP SYNACKEFE R , AALERRAHPEER

<ffroot>
>

system support firewall-engi ne-debug

Please specify an IP protocol:

tcp

client IP address:
client port:
server IP address:

s3]

Please specify
Please specify
Please specify

oo

192. 168. 201. 60

Please specify a server port:

80

Monitoring firewall engine debug messages

192. 168. 201. 60-80 > 192. 168. 201.50-20 6 AS 4 | 12 New session

192. 168. 201. 60-80 > 192.168.201.50-20 6 AS 4 | 12 using HWor preset rule order 3, id 268438528 action /

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 allow action

192. 168. 201. 60-80 > 192. 168.201.50-20 6 AS 4 | 12 Deleting session



K4 R0 SRR DL 1B

BRAFTDENEHX BEHXMIEZER /620X IwO, EFTD CLIL |, BHMEBNFHANE

A#&RXA -

<{froot>

>

show interface ip brief

Interface

Internal-Data0/0
Internal-Data0/1
Internal-Data0/2

Et hernet 1/ 6

Ethernetl/7

Et hernet 1/ 8

FIDEBEER :

<tfroot>

>

show | og

IP-Address
unassigned
unassigned
169.254.1.1

unassi gned

unassigned

unassi gned

Jan 03 2017 15:53:19: %ASA-4-411002:

Li ne protocol on Interface Ethernetl/6

Jan 03 2017 15:53:19: %ASA-4-411004:

| nt erface QUTSI DE,

Jan 03 2017 15:53:19: %ASA-4-411004:

Interface Ethernetl/8

Jan 03 2017 15:53:19: %ASA-4-812005:

Li nk- St at e- Propagati on activated on inline-pair due to failure of

>

OK?
YES
YES
YES

YES

YES

YES

Method Status
unset up
unset up
unset up

unset down

unset up

Protocol
up
up
up

down

up

unset admnistratively down up

changed state to down

changed state to administratively down

changed state to administratively down

interface Ethernet1/ 6(1NSIDE) bringing



RNERERSE RH N DK R RRE :

<#froot>

>

show i nline-set

InTine-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode 1is off
Tap mode is off
Propagate-link-state option is on

hardware-bypass mode is disabled

Interface-Pair[1]:

Interface: Ethernetl/6 "I NSIDE"

Current - Status: Down(Propagate-Link-State-Activated)

Interface: Ethernetl1/8 "OUTSI DE"

Current - Status: Down(Down-By- Propagat e- Li nk- St at e)

Bridge Group ID: 509

ERNEORENESR

<tfroot>
>

show interface el/ 6

Interface Ethernet1l/6 "INSIDE", is down, line protocol is down

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.770e, MTU 1500
IPS Interface-Mode: inline, InTine-Set: Inline-Pair-1



Pr opagat e- Li nk- St at e- Acti vat ed

IP address unassigned

Traffic Statistics for "INSIDE":
3393 packets input, 234923 bytes
120 packets output, 49174 bytes
1 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 6 bytes/sec
5 minute output rate 0 pkts/sec, 3 bytes/sec
5 minute drop rate, 0 pkts/sec

>

X FEthernet1/83 0 :

<#root>

>

show i nterface el/8

Interface Ethernet1/8 "QUTSIDE", is administratively down, line protocol is up

Hardware is EtherSVI, BW 1000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.774d, MTU 1500
IPS Interface-Mode: inline, Inline-Set: Inline-Pair-1

Down- By- Pr opagat e- Li nk- St ate

IP address unassigned
Traffic Statistics for "OUTSIDE":
120 packets 1input, 46664 bytes
3391 packets output, 298455 bytes
0 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 3 bytes/sec
minute output rate 0 pkts/sec, 8 bytes/sec
minute drop rate, 0 pkts/sec

T R

ENEAXRRNRORE , FIDBEEETR :

<ttroot>

>



show | og

Jan 03 2017 15:59:35: %ASA-4-411001:

Li ne protocol on Interface Ethernetl/6, changed state to up

Jan 03 2017 15:59:35: %ASA-4-411003:

Interface Ethernet1l/8, changed state to administratively up

Jan 03 2017 15:59:35: %ASA-4-411003:

Interface OUTSIDE, changed state to administratively up

Jan 03 2017 15:59:35: %ASA-4-812006:

Li nk- St at e- Propagati on de-activated on inline-pair due to recovery of interface Ethernetl/6(INSIDE) brir

WIE5. B EFHAS NAT
PSS
NEx. NED BB ER TETHEDOTIFNAT:

https://www.cisco.com/c/en/us/td/docs/security/firepower/601/configuration/quide/fpmc-config-
quide-v601/Network Address Translation NAT for Threat Defense.html

MBS 32 QR T ERYBE IR

BIZMELEAN |, BYFTORBRN REREHNETH , MEFFR.

Security Intelligence  HTTP Responses  Advanced
#A Filter by Device &) Add Category @ Add Rule | Search Rules |

w Mandatory - FTD4100 (1-1)

1 Rulel any any (5 192.168.201.0/24

w Default - FTD4100 (-)

There are no rules in this section. Add Rule or Add Category

Default Action Intrusion Prevention: Balanced Security and Connectivity 4 S K

RRF R
BERES AR, ABSFTDABXN ZIASYN/ACKEIER, REMMELE :



/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html
/content/en/us/td/docs/security/firepower/601/configuration/guide/fpmc-config-guide-v601/Network_Address_Translation__NAT__for_Threat_Defense.html

<#root>

>

show capture

capture CAPI type raw-data trace interface INSIDE
[Capturing - 210 bytes]

match ip host 192.168.201.60 any
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.201.60 any

BERER , BREEAUER :

<ffroot>

>

show capture CAPlI packet-nunber 1 trace

3 packets captured

1: 16:12:55.785085

192. 168. 201. 50. 20 > 192. 168. 201. 60.80: S 0:0(0) ack 0 win 8192

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: NG PS- MODE

Subt ype: ngi ps- node



ResuTlt: ALLOW
Config:

Addi tional |nformation:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og
Resul t: DROP
Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-Tog f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Addi tional |nformation:

Result:
input-interface: INSIDE
input-status: up
input-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

1 packet shown

EHEBEES | JLED , BIESHFTD LINASIZEZE |, AR AZIFTD Snorts| 2,

£ Tapht E NEBAXT T

HERERXY LB RS BEER,



R B
SMERB>RBFEE>-NRE>-RENRE>-SRABAIBRER |, WEFR,

Edit Inline Set

o

Tap Mode:

Propagate Link State:

4

Strict TCP Enforcement:

#iA

<ffroot>
>

show i nline-set

Inline-set Inline-Pair-1
Mtu is 1500 bytes
Failsafe mode is on/activated
Failsecure mode is off

Tap node is on

Propagate-Tink-state option is on
hardware-bypass mode is disabled
Interface-Pair[1]:
Interface: Ethernetl/6 "INSIDE"
Current-Status: UP
Interface: Ethernetl/8 "OUTSIDE"
Current-Status: UP
Bridge Group ID: O



FH 2 BREORIEFTDABNT

ERRE

- ERADE2EENB R | YIREE O E R

- ERHFEHARBBEXTITH

« RZELINASIZEINEE (NAT, BHF ) ¥ TESRBRN RS TH

- BEEFXRGRRE

« —ELINAGIEREETENSnon5|ERE—ENATEXRFERENEIA

BE—RUNBEMR :

mOBREANNBRNFT2ERFFRERE, BERESWRE , THUBIALTER

<#root>

\%

show capture CAPI packet-nunber 2 trace

3 packets captured

2: 13:34:30.685084 192.168.201.50.20 > 192.168.201.60.80: S 0:0(0) win 8192
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist



Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3
Type: NG PS- MODE
Subt ype: ngi ps- node

ResuTlt: ALLOW
Config:
Additional Information:

The flow i ngressed an interface configured for NG PS node and NG PS services is applied

Phase: 4

Type: ACCESS- LI ST

Subt ype: | og

Resul t: WOULD HAVE DROPPED

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip 192.168.201.0 255.255.255.0 any rule-id 268441600 event-Tog f1
access-1list CSM_FW_ACL_ remark rule-id 268441600: ACCESS POLICY: FTD4100 - Mandatory/1

access-1list CSM_FW_ACL_ remark rule-id 268441600: L4 RULE: Rule 1

Additional Information:

Result:
input-interface: INSIDE

input-status: up
input-line-status: up

Action: Access-list would have dropped, but packet forwarded due to inline-tap

1 packet shown
>

K Bx 34 F1Etherchannel

B LB F fh 5 2 B & Setherchannel (Y R BXXY -

1. EtherchannelZEFTD L4 1k
2. EtherchannellIXFTD ( FEFXOSHKE2.3.1.3RESRA )

EtherchannelfEFTD L4 1t



FTD Active

P033 Ooo Al s P> () P33
S o o (e
pr—— inline-set Fa——
&S
> inline-set T
Po55 APo3 B B P05 N Po55
\vJ = ‘= v}
FTD Standby
SW-A _E#JEtherchannel:
<#root>
SW-A#
show et her channel sumrary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
35 Po35(SU) LACP Gi2/33(P)

SW-B_LEH#YEtherchannel:

<#root>

SW-B#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SU) LACP Gil/0/4(P)

BEMACHEULFY] |, BIIEFIFTDHRARE :

<#root>
SW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports

201 0017 .dfd6.ec00 DYNAMIC

Po33



Total Mac Addresses for this criterion: 1

FTDLAYREREE :

<{froot>
FTD#

show i nline-set

InTine-set SET1
Mtu is 1500 bytes

Fail-open for snort down is on
Fail-open for snort busy is off

Tap mode is off

Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:

Interface: Port-channel 3 "I NSI DE"
Current - St at us:
Interface: Port-channel 5 "QUTSI DE"
Current - St at us:

uP

uP

Bridge Group ID: 775

N sk EFTDREOREMS | FESWEZIRT TRARIUE R ZALIMACH I FF 1

LTI

B FTDRYEtherchannel

FTD Active
Po33 El.:"E'«EL E E1/5
—i> [\ A=
f———\ inline-set
< inline-set
Po55 E1/3 B N E1/5

Po33
L=
g=

Po55

SW-A_Lt B Etherchannel:

<{froot>

FTD Standby




SW-A#

show et herchannel summary | i Po33| Po55
33 Po33(SU) LACP Gi3/11(P)
55 Po55(SD) LACP Gi3/7

(n

BR 1k & FAFTDERLACPEIE S :

<tfroot>
FTD#

capture ASP type asp-drop fo-standby

FTD#

show capture ASP | i 0180.c200. 0002
29: 15:28:32.658123 a0f8.4991.ba03 0180.c200.0002 0x8809 Length: 124
70: 15:28:47.248262 f0f7.556a.11le2 0180.c200.0002 0x8809 Length: 124

SW-B_Lt #YEtherchannel:

<#root>

SW-B#

show et herchannel summary | i Po33| Po55

33 Po33(SU) LACP Gil/0/3(P)
55 Po55(SD) LACP Gil/0/4
(s)

BIEMACHEE Y] |, BYEFTDRRRE !

<#root>
SW-B#
show mac address-tabl e address 0017. df d6. ec00

Mac Address Table

Vlan Mac Address Type Ports



201 0017.dfd6.ec00 DYNAMIC

Po33

Total Mac Addresses for this criterion: 1

FTDERYREREE :

<{froot>
FTD#

show i nline-set

Inline-set SET1
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-Tink-state option is off
hardware-bypass mode is disabled

Interface-Pair[1]:
Interface: Ethernet1/3 "I NSIDE"
Current-Status: UP
Interface: Ethernetl/5 "QOUTSIDE"

Current-Status: UP

Bridge Group ID: 519

/N iE . mAGEh | MRERE—FTDREDRES | WS H E EBRF Etherchannel
LACPIHES , mRIEHMTETE , WshetE ATeE 2 Z K, MR Etherchannel# 3 ON(no
LACP) , Mgz ss et BUR FMACHE4E S 3]

B HERR

HARBEAUATHREENZERE.



R - RERX 5 2 B HY A B

RS

T 20 B B B PIBR Y

show inline-
set

> show inline-set

PUER &R BRI 1
MTU is 1500 bytes
HHFIBEHERTEER
Failsecuret& = >< ]
palic WS
Propagate-link-statei£ W on
EERE4SHRER
BEOX]:
0 : Ethernet1/6“A&p”
HEPRA : UP
0 : Ethernet1/8“OUTSIDE”
HERA : UP
M #HF4H1D:509

> show inline-set

B & N BRI 1
MTU is 1500 bytes
HHFIBEHEREER
Failsecuret& =X 5% 7]
PHEEXNDITH
Propagate-link-statei& I} on
EERAEL4ESRER
EOX]:
0 : Ethernet1/6“WEp”
HEPRAS - UP
0 : Ethernet1/8“OUTSIDE”
HBENRA - UP
RHFFAID:0

show
interface

> show interface e1/6
¥ OEthernet1/6“INSIDE” |, B , &&ih
WiE A
E 4 R EtherSVI , BW 1000 Mbps , DLY
1000 usec
MAC k115897 .bdb9.770e , MTU
1500
IPSEOEFE : ABk , NEE : WEK
X$-1
Ko BCIPH# 1t
“INSIDE’"HRESITEER .
357N EIE B A |, 264913F T
14408 iESm i |, 58664F T
AINBREIWER
10895 ARROBFED/H |, 26F T
1%
1495-4h % R 20 pkts/sec , 7F T /sec
178EFER , OBET/R
5o NRBORFED/H |, 28F T
1

5% 8 HIR 0 pkts/sec , 9F T /sec

> show interface e1/6
¥ OEthernet1/6“INSIDE” , B , &i&ih
Wa A
4 N EtherSVI , BW 1000 Mbps , DLY
1000 usec
MAC 111 5897.bdb9.770e , MTU
1500
IPS# O : inline-tap , Inline-
Set:Inline-Pair-1
Ko BeIPHb ik
“INSIDE’"HIRESITER -
AN IWMA | 1378F
ONEEITIE , ONFT
EF 7240 8T
1M ARROBFES/R , 0FT/R
19 % H IR0 pkis/sec , 0F Fi/sec
108ERR OBV
5o ANRBOREFES/H , 0FT/R
57 b IR F0 pkts/sec , 0F T/sec
S5OoMERR  OREFEIY

> show interface e1/8




S5OHERER | OBEIN
> show interface e1/8
Ethernet1/83%2O0“OUTSIDE” , B , &
S A
E 4 N EtherSVI , BW 1000 Mbps , DLY
1000 usec
MAC#: 15897 .bdb9.774d , MTU
1500
IPS#EOER : WBk , NEE . Ak
-1
Ko ELIPH#E 1t
“OUTSIDE’"HRESRITER :
BA144NBITED | 55634F
3954 IR L |, 339987F
ONBIEBHESR
1085 ARROBRFES/W , 7FT/R
193 4% RO pkis/sec , 37F T
/sec
108ERFR , OREFET/H
548 ANRRORFED/Y , 8FT/R
5% % HIEZ0 pkts/sec , 39F T
/sec

S5THMEFR , OBFEET/Y

Ethernet1/8#2 0“OUTSIDE” , B A , &%
iz A
B E % EtherSVI , BW 1000 Mbps , DLY
1000 usec
MAC 3 31t5897.bdb9.774d , MTU
1500
IPS#EE A& : inline-tap , Inline-
Set:Inline-Pair-1
Ko BRIP4t
‘OUTSIDE’HIRESITEER :
WA NBED , 441FT
oMNgEamE , ONFEW
IMNBESHER
158 ARROBEI/R , 0FT/R
190 % HH IR R0 pkis/sec , 0FFi/sec
1978EFRE , OBEI/R
5o ANRROBEFEL/H , 0OFT/H
5% #h i HIRZ0 pkts/sec , 0FTi/sec
S5oMERR  OBEIH

fEFRE IEH
IpSEE €
a

> show capture CAPI packet-number 1
trace

WIRT 3N RS

1:16:12:55.785085 192.168.201.50.20
> 192.168.201.60.80:S 0:0(0)ack 0 win
8192
BrEx - 1
XA : CAPTURE
FRE .
Z£8 . AW
Config :
HERFE :

MACT7 7] 5l 2=

MER : 2

KA - ACCESS-LIST
FHEH .

g8 R

> show capture CAPI packet-number 1
trace

WIRT 3N RS

1:16:56:02.631437 192.168.201.50.20
> 192.168.201.60.80:S 0:0(0)win 8192
MEX : 1
KA - CAPTURE
A .
“8 - R
Config :
HeEER
MACTH 7] 51l 5%

MER : 2

KA . ACCESS-LIST
A .

2R R

Config :




Config :

B =AU
HEFEE :
MACT7 | 51 5%

Breg : 3

A . NGIPS-MODE

T A : ngips-mode

Z£R . RiF

Config :

HEER :
FABENNGIPSERAEDHNA
NGIPSHR S

MrER : 4

KA : ACCESS-LIST

TERHE . BE

g8 - EHF

Config :

access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0
any rule-id 268441600 event-log flow-
start

access-list CSM_FW_ACL_ remark rule-
id 268441600 : 7B %KEE : FTD4100 —
W&

access-list CSM_FW_ACL_ remark rule-
id 268441600: L4FL N - #7101
HEEFR:

ZR:

input-interface:INSIDE

input-status: up

input-line-status: up

BE . EFHF

EZFRER : (acl-drop) R4 EL & YA N E 4

M EREEER

>

=AM

HeER -

MAC A 8] 5l 2%

Breg -3

KA : NGIPS-MODE

F A : ngips-mode

Z£R [

Config :

HEEER :

T ABEAINGIPSEXEOHNHA
NGIPSHRS

MER: 4

KA . ACCESS-LIST

FRE . BFE

R FXNEEH

Config :

access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ advanced
deny ip 192.168.201.0 255.255.255.0
any rule-id 268441600 event-log flow-
start

access-list CSM_FW_ACL_ remark rule-
id 268441600 : 15 [RIZKEE : FTD4100 —
oS- J

access-list CSM_FW_ACL_ remark rule-
id 268441600: L4A N - FL01
HEEE:

Z] .

input-interface:INSIDE

input-status: up

input-line-status: up

B4 BRIREER , ERTHKS®K
% R iR

IMNBREEER

>

MR
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