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ES1.REFRAF

EFER :
RIEMAFTDREZEB/FEIRERAABRENHARRE
FRIRF R
FER1EESIFPRI0EEIPH K UL R EH,

¥iF FPR9300-1 4,

<ttroot>
KSEC-FPROK-1-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status

1/1 FPROK-SM-36 V01 FLM19216KK6 Equipped
1/2 FPROK-SM-36 V01 FLM19206H71 Equipped
1/3 FPROK-SM-36 V01 FLM19206H7T Equipped

KSEC-FPROK-1-A#

I iF FPR9300-2 W,

<ffroot>
KSEC-FPROK-2-A#

show server inventory

Server Equipped PID Equipped VID Equipped Serial (SN) Slot Status

1/1 FPROK-SM-36 V01 FLM19206H9T Equipped
1/2 FPROK-SM-36 V01 FLM19216KAX Equipped
1/3 FPROK-SM-36 V01 FLM19267A63 Equipped

KSEC-FPROK-2-A#

FE=%  BRFPRI300- 1Y EEERHSMEIBEIRR,
BRIEHAMRA, /mEFMEOXRE,

F52.8EFTD HA

FEZEK :

RIFEEE X F/fAREDR (HA) . EARFIFR |, FEH4 1K

Ackd Memory (MB) Ackd Cores

262144
262144
262144

36
36
36

Ackd Memory (MB) Ackd Cores

262144
262144
262144



Qutside

. . . (Active)
Primary 192.168.76.10 (Active)

Po3

FOVER

Qutside

192.168.76.11 (Standby) Secondary

Po3

172.16.51.1

FTD

Inside
192.168.75.10 (Active)

STATE

172.16.51.2

FTD

Inside
192.168.75.11 (Standby)

BRIRT B
P& FTD RZEEE FMC L3EM , W TEAR.

nmm:]s‘ Sewet 3 Firepowar 4120 with FTD 728
10.62.148.188 t

FID4100-6 Sacn 3
10.62.148.191 0

FPR100-5:443
B socurity Module - 1

Firepawer 4120 with F1D r28 B tadae - 1

Base, Theam (2 mees...) acp_simpe #
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Device
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Add High Availability Pair

Manme; "
FT0a 100 A

Device Type:
Firewall Threat Defanse

Prmary Peer;
FTD4100-5

Secondany Poer
FTD4100-6

D Theeat Defense High Avallabdsty pasr will have premany
conhguraton, Lpenses irom pnmany pecr will e
converted to their high avadability verssons and apphed
on hoth peers,

[ Cancel ] m
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<#froot>



firepower#

show chassi s- managenent - ur |

https://
KSEC- FPROK- 1. ci sco. com

1443/ ]

~ EE . £6.3LUEMFTDH |, 54 A S show chassis detail,

<#root>
Firepower-modulel#

show chassi s detail

Chassis URL : https://FP4100-5: 443//

Chassis IP : 10.62.148.187

Chassis IPv6 :

Chassis Serial Number : JAD19500BAB
Security Module : 1

MEFRMENEERE , EEAA TR TERE R —MIENER

<#root>
KSEC-FPROK-1-A#

scope system

KSEC-FPR9K-1-A /system #

set name FPROK- lnew

Warning: System name modification changes FC zone name and redeploys them non-disruptively
KSEC-FPR9K-1-A /system* #

conmi t - buf fer
FPROK-1-A /system #
exit

FPROK- 1new A

#

BUHEENE , M\ FMC L% FTD HEFEM. REHECIE HA 3.



B=F  BEHAH FRERRE,
EABGR  REEESS T ALERRAEENIRE.
IREREAAIHEF/Lo 4 , UESBHAX , MEFR.

Add High Availability Pair (7]
High Availability Link State Link
Interface:* | Port-channel3 v interface:* | Same as LAN Failowver Link L
Logical Mame:® FOVER Logical Mame:®
Primang [F;* 172.16.51 1 Prrmary [P;*

Use IPvE Address
Secondary IP;* 172.16,51.2 Secondany IP;®

Subnet Mask:* 255.255.255.0 Subnet Mask:®

IPsec Encryption
Emabled

Key Generation:

i) LA failover link iz used to sync configuration, stateful failover link is used to sync application content
bemwveen peers. Selected interface links and encryplion settings cannot be changed later.

- Cancel |

FOUL  MEHEED ( EIPHuNZ AP )

MFMC GUI= | i&#HA Edit ( BFTR ) -

FTDA1 20-HA
™ High Ml ability

FTOM100-5[Primary, Active) Sncrt 3 Firn ¢ £120 with FTD 128 FP4100-5:44

2. iy Mok Base_ Theoat (2 more._)
10.62.048.188 - Rovted B Socurty Moduie - 1

Firspower 4120 with FTD 108 W

lTNWﬂ-ﬁSﬂcmmﬁimh Snert 3 Base, Theeat (2 more.) BCp_simge

1062148181 - B
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Edit Phwsical Interface 7]

Manasgement Dy

InfieiTate I

MITU
1 e

Propapane SoCiEmy o Tag:
FAVE iyt
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Edit Physical Interface (7]

General 1Py Py Path Monitoring Advanced

I
IP Type:
Usa Static P -
IP Address:
| 192.168.75.10/24

20T IS0 200 305 108 or TRE0.2. 1725

=] o

MNFFEOD, BEEFABARED



Edit Ether Channel Interface

General IPvd IPvE Path Monitoring Advanced

Mame:;

Enabled
fManagement Onlby

Description:;

FEAL . M EHigh Availability , 7i%#2Interface Name Edit S AR N A IPi#bit , PR,

i Firewall Mé?na{:!el‘ner‘-t Center Overviews  Analyss  Polcies Devices  Objects Iregrabon

FTD4120-HA

Cisco Frepower 4130 Threat Defense

Summary  Wighdvalabisty  Dovice  Routing  Wniorfsces  kenoSets  DHCP  VTER

High Awallabliity Configuration

High Availability Link State Link

Interinee Pest: enanneld Imertate

Logiesl Name FOVER Loghesl Name

Primasy | " 172.1651.1 Peinaey IF

Secondary P 17218512 Secondary iF

Subnet Mask 255.255.255.0 Subnet Mask

IPses Encryption Dizabled Statistics

Monitored Interfaces

Inter{ace Nama Actiwe IPvd Standby v Active IPvE - Standby G Active Link-Local Bvé Standtry Link-Local v Monitoring
[ e 193, 168.75.10 e
dagnostic -}
B Cutiide 1921687610 e

S|7ATAREBEOD , WEFRR.

Depiy O @ & @ mezateirer U secune

Pert-ehannett
FOVER

[T RN
LEFRTEIR
255.255.255.0
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Edit Inside

IFv4 IPvE

interface Mame:
sl

Active IP Address:
192 16E. 7510

Bdash-
24

Standby 1P Address.
192.168.73.11

Monitor this interface for failures

S8 83X OutsidetZ O ITH R E.
S| ORI L R B AR,

Monitored Interfaces

Interface Name Active IPd Standiry IPed Active IV - Standty IPv6

daguost

W Ontsaie 1921687600 192.168.76.1%

Acthve Link-Local IPvE Standiry Link-Local PvE

S 10/ 1EHigh Availability; £+ £ | BEEBMACH I , MEFTR.

Interface MAC Addresses

Physical Interface

HBR 11 AEE QN ME R

Active Mac Address

Standby Mac Address




Add Interface Mac Address @

Physical Interface:®
| Ethermnat1/4 =

‘ Active Interface Mac Address:™

r

aaaa.bbbb. 1111

astandby Interface Mac Address:®
[ a238.bbbb. 2222

) Enter the Mac addresses in hexadecimal
format such as 0123.4567 83ab

=]

B 12Xt OutsideZ O 1T AHE R 1E,
ST 13RIELE R NBEFIRo



Interface MAC Addresses

Physical Interface Active Mac Address
Ethernatl /4 aaaa.bbbb. 111
Port-channel2.202 aaaa.bbbb.3333

SR 14EEERT , HEESaveFDeploy,

£553. 5 UEFTD HAFIVF AJAIE

FFEK -

M FMC GUI # FTD CLI L3&iE FTD HA iR E /3 A/ AT,

BRRTTE

Standby Mac Address
z —
aaaa.bbbb. 2222 u

aaaa.bbbb. 4444 u

SRILEMIBE , RAEREHARENE S AWFANE , WEAAT.

il Firewall Management Center

FTD4120-HA

Cisco Frepower 4120 Threat Defense

General A

beriey O @ 5 @

% =% : MFTD CLISH CLI , i=21T“show high-availability config”=k “show failover’fi ¥ :

<{froot>

>

show hi gh-availability config

Failover On

Failover unit Primary

Failover LAN Interface: FOVER Port-channel3 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 2 of 1291 maximum

MAC Address Move Notification Interval not set
failover replication http

Version: Ours 9.18(4)210, Mate 9.18(4)210

Serial Number: Ours FLM1949C5RR, Mate FLM2108V9YG
Last Failover at: 08:46:30 UTC Jul 18 2024



This host: Primary - Active

Active time: 1999 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(4)210) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface Inside (192.168.75.10): Link Down (Shutdown)
Interface Outside (192.168.76.10): Normal (Not-Monitored)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

O her host: Secondary - Standby Ready

Active time: 1466 (sec)

slot 0: UCSB-B200-M3-U hw/sw rev (0.0/9.18(4)210) status (Up Sys)
Interface diagnostic (0.0.0.0): Normal (Waiting)
Interface Inside (192.168.75.11): Link Down (Shutdown)
Interface Outside (192.168.76.11): Normal (Not-Monitored)

slot 1: snort rev (1.0) status (up)

slot 2: diskstatus rev (1.0) status (up)

Stateful Failover Logical Update Statistics
<output omitted>

E=F  EHBRE EMITHRRRAE,

ML : MLINA CLIIZ{Tshow failover statefis 5 :

<#root>
firepower#

show failover state

State Last Failure Reason Date/Time
This host - Primary
Active None
Other host - Secondary
Standby Ready Comm Failure 18:32:56 EEST Jul 21 2016

====Configuration State===
Sync Done

====Communication State===
Mac set

firepower#

HERE  MNERS(LINA CL)RIIERE -

<tfroot>



>

show runni ng-config fail over

failover

failover lan unit primary

failover lan interface FOVER Port-channel3

failover replication http

failover mac address Ethernetl/4 aaaa.bbbb.1111 aaaa.bbbb.2222

failover mac address Port-channel2.202 aaaa.bbbb.3333 aaaa.bbbb.4444
failover 1link FOVER Port-channel3

failover interface ip FOVER 172.16.51.1 255.255.255.0 standby 172.16.51.2

>

show runni ng-config interface

interface Port-channel?2

no nameif

no security-Tlevel

no ip address

1

interface Port-channel2.202

vlan 202

nameif Outside

cts manual

propagate sgt preserve-untag

policy static sgt disabled trusted
security-level 0

ip address 192.168.76.10 255.255.255.0 standby 192.168.76.11
1

interface Port-channel3

description LAN/STATE Failover Interface
1

interface Ethernetl/1

management-only

nameif diagnostic

security-level 0

no ip address

1

interface Ethernetl/4

shutdown

nameif Inside

security-level 0

ip address 192.168.75.10 255.255.255.0 standby 192.168.75.11
>

ES54. R HRER AR

FEEK
M FMC L3 ENRAENE/EZA. HB/ZRRAVREE/ZA. NHEBI/ER
RIRFR :



SRIEFRER , MEAR.

Switch Active Peer

ETH  WINRE,

A LU Fi show failover history&s 4

(B configli TiZE )

R ER2024F7 A 18 A9RI27 5118
Active Applying Config Active Config Applied Other unit deses me Active
( B configip FiRE )

it SR AR 202457 H18 HIR27 5115
Active Config Applied Active Other unit wants me Active
( B configip FiRE )

TEFHIActive s
> show failover history
MRS BPRSH R
it R AR 20247 A 18 A9RI27 5118
Standby Ready Just Active 118 & FE T FIEZIRS

( B configii HIRIE )

> show

it R AR 202457 H18 HIR27 5117 =====:
REAFTHAERHMERATEREA MIRZS

( Eﬁconﬁgﬁ‘%iﬁﬁ ) =—====:
R AT 202467 B 18 BRI 275117 Tt SR
Active Drain Active Applying Config Other unit deses me Active HEidco

MY BIER  BAWETRE.
£555. AHTHAXY

FEEFEK :
M FMC E A B FE Y33,



FRRTT R
SRIEEER , MEFRo

i

Swilch Active Peer

Force refresh node status
Delete

Revert Upgrade

Health Monitor
Troubleshoot Files

B2 REEA , MBI

Confirm Break

Breaking the High Avddlabidlity pair "FTD4120-HA® will érase al
configuration except the Access Control and Flex Config policy from

standby peer. This operation might also restart Snort processes of primary
and secondary devices, termporarily causing traffic interruplion. Are you

Sure you want 10 break the pair?
Force break, if standby peer does not respond

e |




Deployments Upgrades i Health i Tasks il
BT Famp———
Policy Deployment 1o FTD4100-5, App 475
e I T
Pre-deploy Device Configuration for FTDA100-5 is W
|
o~ D R AT
Pra-daploy Global Confguration Ganaration g
|
ar hi el | s 1 | Mned on e I indal im Bds _:“':\_
i FTD4N S ' o B O [ il Plaads b I
TDa1 sfore confi i

Remove completed tasks

FF . MFMC GUISICLIKRIESE R

£ HA H T RIE1E 18 % L& 1T show running-config :

HAR M BRI Y £ /% AR %

HAR M EHY Ei1R %

> show running-config

- BETE

: 55 : FLM1949C5RR

. ¥ : FPR4K-SM-24 , 73850 MB RAM , CPU

Xeon E5% 312200 MHz , 21NCPU ( 48% )

NGFWHx77.2.8
!
hosthame firepower

enable password ***** encrypted

strong-cryption-disable

service-module 0 keepalive-timeout 4

> INFO : IR Hal4h T& RS, BEERK
BHER  hRBFREZARS.

> show running-config

- BEE

. B3I : FLM1949C5RR

. B4 : FPR4K-SM-24 , 73850 MB
RAM , CPU Xeon E5% 512200 MHz , 24
CPU ( 48% )

NGFWHx247.2.8
!




service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2
no nameif
cts manual ( ctsF#f )
propagate sgt preserve-untag
REBASsotCER , ZEHE
no security-level
no ip address
I
interface Port-channel2.202
vlan 202
nameifyk 2P
cts manual ( ctsF#f )
propagate sgt preserve-untag
KRB SsotC 2l |, ZEE
security-level 0
ip address 192.168.76.10 255.255.255.0 standby
192.168.76.11
I
interface Port-channel3
description LAN/STATE Failover Interface
I
interface Ethernet1/1
REE
nameif diagnostic
cts manual ( ctsF i )
propagate sgt preserve-untag
RE PSSt 2R |, 2EE
security-level 0
no ip address
I
interface Ethernet1/4
nameif/A B
cts manual ( ctsF#f )

hostname firepower

enable password ***** encrypted
strong-cryption-disable
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2
shutdown

no nameif

no security-level

no ip address

I
interface Port-channel3
shutdown

no nameif

no security-level

no ip address

I

interface Ethernet1/1
REE

shutdown

no nameif

no security-level

no ip address

I

interface Ethernet1/4
shutdown

no nameif

no security-level

no ip address

I
ftp mode passive

ngips conn-match vlan-id
object-group-search access-control
access-group CSM_FW_ACL_ global

access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Periority Policy

ip address 192.168.75.10 255.255.255.0 standby |access-list CSM_FW_ACL_ remark rule-id
192.168.75.11 9998 : MM : BRIABRER AN

! access-list CSM_FW_ACL_ advanced permit
ftp mode passive ipinip any any rule-id 9998

ngips conn-match vlan-id access-list CSM_FW_ACL_ advanced permit

propagate sgt preserve-untag
REBASsotCER , BEHE
security-level 0




object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : MM : BRIABZERIEAM N
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit udp
any eq 3544 any range 1025 65535 rule-id 9998
access-list CSM_FW_ACL_ advanced permit udp
any range 1025 65535 any eq 3544 rule-id 9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268434433 : ACCESS POLICY : acp_simple -
ZRIA
access-list CSM_FW_ACL_ remark rule-id
268434433 : L4MN : BRIARAEM N
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

|
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow

urgent-flag allow
!

TR

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020

udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
gre any any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268439552 : i8] %K A& : acp_simple -58 &l
access-list CSM_FW_ACL_ remark rule-id
268439552 : L7HM : A1
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268439552

I
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow

urgent-flag allow
I

TR

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
AT H R )R

<E BEER 0t >




1500 AAAIMTU

mtu diagnostic 1500

mtuI£B1500

R

failover lan unit primary

failover lan interface FOVER Port-channel3
failover replication http

failover mac address Ethernet1/4
aaaa.bbbb.1111 aaaa.bbbb.2222
failover mac address Port-channel2.202
aaaa.bbbb.3333 aaaaa.bbbb.4444
failover link FOVER Port-channel3
failover interface ip FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2

<EBEER 0 F >

HAFR T 5 89 58 B/ = iR &

HAR W 5 BV 3 B R &

> show running-config

 BEE

: 55 : FLM2108V9YG

: 4 : FPR4K-SM-24 , 73850 MB
RAM , CPU Xeon E5%%12200 MHz , 24
CPU ( 48%)

NGFWhRZA7.2.8
|
hostname firepower
enable password ***** encrypted
strong-cryption-disable
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2
no nameif
no security-level
no ip address
I

interface Port-channel2.202

> show running-config

- BEE

: 55 : FLM2108V9YG

: 44 : FPR4K-SM-24 , 73850 MB
RAM , CPU Xeon E5% %2200 MHz , 24
CPU ( 48%#)

NGFWhRZA7.2.8

!
hostname firepower
enable password ***** encrypted
strong-cryption-disable
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2
no nameif
no security-level

no ip address
!




vlan 202
nameif 4 B
cts manual ( ctsF#f )
propagate sgt preserve-untag
REBEASstCER |, ZEF
security-level 0
ip address 192.168.76.10 255.255.255.0
standby 192.168.76.11
!
interface Port-channel3
description LAN/STATE Failover Interface
|
interface Ethernet1/1
NERE
nameif diagnostic
security-level 0
no ip address
!
interface Ethernet1/4
nameiffA &P
security-level 0
ip address 192.168.75.10 255.255.255.0
standby 192.168.75.11
|
ftp mode passive
ngips conn-match vlan-id
object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : MM : BRIARRE HR MMM
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id

interface Port-channel2.202
vlan 202
nameif /A B
cts manual ( ctsF#f )
propagate sgt preserve-untag
KEBSsotBE 2 |, 64F
security-level 0
ip address 192.168.76.10 255.255.255.0
standby 192.168.76.11

|
interface Port-channel3
no nameif
no security-level
no ip address

|
interface Ethernet1/1
REE
nameif diagnostic
security-level 0
no ip address

!
interface Ethernet1/4
nameiff &P
security-level 0

ip address 192.168.75.10 255.255.255.0
standby 192.168.75.11

|
ftp mode passive

ngips conn-match vlan-id
object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : MM : BRIABZERIEAM N
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998




268439552 : 15 [E KM : acp_simple -5& &l
access-list CSM_FW_ACL_ remark rule-id
268439552 : L7HL : A1
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268439552

|
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow

urgent-flag allow
!

TR

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020
1500 A S HIMTU

mtu diagnostic 1500

mtuPI#81500

HEHER

failover lan unit secondary

failover lan interface FOVER Port-channel3
failover replication http

failover link FOVER Port-channel3
failover interface ip FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2

<EBEER D H >

access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268439552 : 1A% B : acp_simple -5&
access-list CSM_FW_ACL_ remark rule-id
268439552 : L7HLM : F1
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268439552

|
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow

urgent-flag allow
|

TR WAL

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
1500 A SNHIMTU

mtu diagnostic 1500
mtuAI#81500
TATHEE YR

no monitor-interface 7k 2B

no monitor-interface service-module

<EBEER D H >

XT HA PN EZFEE ¢

FIERRE WBERRE




- FREHEYREEEMER - AEREYREE SRR
- SHERFABIPEE - ZRIPRRE , B TIRERE 5B

BRL  ERBESE , EFEHARN,

£556.1IBRS o AN
BAES BT EA7.2 8K EA O EHITIHHARE, EABIT , 28BN FUTRE -

- EE/HRE
- HHBN/ER

ESEXR :

MEMC A 1 BR B BE L4 5T
BRRTTER

SRIEEER , MEFR

High Avallaility

.......

II'TBI\.D(.I-&-JSIHMM. Active] Snon3 Firepower 4120 with FTD 7248

BT REBHABHIARE , MEFR :

Confhrm Delete

Afe you sue you want o delete the high avallability, "FTD4 1 20=HaA~7
Deléting 1he pals from the Flressall Management Canter does nod disablé high avalkabllity &t the

devica level. Tha devices will continue (o oparate a8 an Active/Standby pair until yvou disable high
availabiity for each unit using the CLI: "configure high-avallability disabie™

B=% : MERHAR , IMRZEEMFMCHIES (B ) -

M LINA CLI i21T show running-config , &R T KRR :

FiRE (ZH) whigg (R )




> show running-config

 BfEE

. 515 : FLM1949C5RR

. 4 : FPR4K-SM-24 , 73853 MB
RAM , CPU Xeon E5% 512200 MHz , 24
CPU ( 48% )

NGFWHx77.2.8
I

hosthame Firepower-module1

enable password ***** encrypted

strong-cryption-disable

no asp inspect-dp ack-passthrough

service-module 0 keepalive-timeout 4

service-module 0 keepalive-counter 6

B

no mac-address auto

interface Port-channel2

no nameif

no security-level

no ip address

|

interface Port-channel2.202
vlan 202

nameif NET202
cts manual ( ctsFft )
propagate sgt preserve-untag
REEE SOt |, 2EHE
security-level 0

ip address 172.16.202.1 255.255.255.0 standby
172.16.202.2

|

interface Port-channel2.203
vlan 203

nameif NET203
cts manual ( ctsFft )
propagate sgt preserve-untag
REEE SOt ZER |, 2EHE
security-level 0

ip address 172.16.203.1 255.255.255.0 standby

172.16.203.2
!

> show running-config

 BfEE

. F5IS - FLM2108VIYG

. 4 : FPR4K-SM-24 , 73853 MB
RAM , CPU Xeon E5% 512200 MHz , 24
CPU ( 48% )

NGFWHx77.2.8
I

hosthame Firepower-module1

enable password ***** encrypted

strong-cryption-disable

no asp inspect-dp ack-passthrough

service-module 0 keepalive-timeout 4

service-module 0 keepalive-counter 6

=E

no mac-address auto

interface Port-channel2

no nameif

no security-level

no ip address

|

interface Port-channel2.202
vlan 202

nameif NET202
cts manual ( ctsFft )
propagate sgt preserve-untag
REEE s ER |, 2EHE
security-level 0

ip address 172.16.202.1 255.255.255.0 standby
172.16.202.2

|

interface Port-channel2.203
vlan 203

nameif NET203
cts manual ( ctsFfft )
propagate sgt preserve-untag
REEE s ER |, 2EHE
security-level 0

ip address 172.16.203.1 255.255.255.0 standby

172.16.203.2
!




interface Port-channel3
description LAN/STATE Failover Interface

|
interface Ethernet1/1
NEE
nameif diagnostic
cts manual ( ctsF#f )
propagate sgt preserve-untag
REBASsotCER , ZEHE
security-level 0
no ip address

|

interface Ethernet1/4

nameif NET204
cts manual ( ctsF#f )

propagate sgt preserve-untag
REEBSsote £/ |, 2EME
security-level 0

ip address 172.16.204.1 255.255.255.0 standby
172.16.204.2

|
ftp mode passive

ngips conn-match vlan-id

no object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : MM : BRIARZEHREM NI
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268434433 : ACCESS POLICY : acp_simple -
ZRIA
access-list CSM_FW_ACL_ remark rule-id

interface Port-channel3
description LAN/STATE Failover Interface

|
interface Ethernet1/1
REE
nameif diagnostic
cts manual ( ctsFff )
propagate sgt preserve-untag
REBRASsotCER , ZEHE
security-level 0
no ip address

|

interface Ethernet1/4

nameif NET204
cts manual ( ctsF#f )

propagate sgt preserve-untag
KEBRDSsotC A , ZEHE
security-level 0

ip address 172.16.204.1 255.255.255.0 standby
172.16.204.2

!
ftp mode passive

ngips conn-match vlan-id

no object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : MM : BRIARZEHREM NI
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268434433 : ACCESS POLICY : acp_simple -
KA
access-list CSM_FW_ACL_ remark rule-id




268434433 : L4AMN| : BRIARMAET N
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433
I
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options md5 clear

urgent-flag allow
!

TR

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu NET202 1500

mtu NET203 1500

mtu diagnostic 1500

mtu NET204 1500

HEHER

failover lan unit primary

failover lan interface FOVER Port-channel3
failover replication http

failover link FOVER Port-channel3
failover interface ip FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2
monitor-interface NET202
monitor-interface NET203

icmp unreachable rate-limit 1 burst-size 1

<& BEER 0 H b >

> show ip
REIPHAL -

268434433 : L4AMN : BRINRMAET N
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433
I
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options md5 clear

urgent-flag allow
!

FTARHL

no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

mtu NET202 1500

mtu NET203 1500

mtu diagnostic 1500

mtu NET204 1500

HEHER

failover lan unit secondary

failover lan interface FOVER Port-channel3
failover replication http

failover link FOVER Port-channel3
failover interface ip FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2
monitor-interface NET202
monitor-interface NET203

icmp unreachable rate-limit 1 burst-size 1

<& BEER D H b >

> show ip
REIPHAL -




EOZMIPH i FRER 5 E
Port-channel2.202 NET202 172.16.202.1
255.255.255.0f &

Port-channel2.203 NET203 172.16.203.1
255.255.255.08C &

Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1
255.255.255.0f &

MBTIPHE L
EORMIPH i FRER 5 E
Port-channel2.202 NET202 172.16.202.2
255.255.255.0f &

Port-channel2.203 NET203 172.16.203.2
255.255.255.08C &

Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.2
255.255.255.0f &

> show failover

HERTT IR

HERBREERE

HEYIHLANSEZ O : FOVER Port-channel3 (up)
B nEEER0:00:00

RERBMERIY , REGTEN5Y
BEORAMEBSY | RIFE258

O Rr%

FiEEE04 , #1291
FRIZEMACH 1E T2 2 38 4118 b

failover replication http

MR : Ours 9.18(4)210. Mate 9.18(4)210
F5|5 : HATHIFLM1949C5RR |, EiXy
FLM2108VIYG
LR EHEBEAE
16H

WEN : E-Z2AFME

SESIETE 0 (®)

#&FE0 : UCSB-B200-M3-URE /8 MR 2
(0.0/9.18(4)210)R7S ( B R4 )
BEONET202 (172.16.202.2) : IEE (
BEONET203 (172.16.203.2) : IEE (
EOUK0.0.00) : EE (E5F)
BEONET204 (172.16.204.2) : IE&E ( 5 )
&1 : snort rev (1.0)RZ(up)

82 : diskstatus rev (1.0)4R7S(up)

13:56:37 UTC 202457 A

EOZMIPH i FRER 5 X
Port-channel2.202 NET202 172.16.202.1
255.255.255.0f &

Port-channel2.203 NET203 172.16.203.1
255.255.255.08C &

Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1
255.255.255.0f &

MBTIPHE L
EOZMIPH i FRER 5 E
Port-channel2.202 NET202 172.16.202.1
255.255.255.0f &

Port-channel2.203 NET203 172.16.203.1
255.255.255.08C &

Port-channel3 FOVER 172.16.51.2
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1
255.255.255.0f &

> show failover

R )R TT IR

HWBHEEBIRE

HEYILANEZ O : FOVER Port-channel3 (up)
B nEEER0:00:00

RERWME1R | RIS E15
BEOR\MESY | RisaIE258

EOREE

ZWEEEO4 | 12014

K& BMACHE U B30 18£8 FE

failover replication http

MR : Ours 9.18(4)210. Mate 9.18(4)210
Fo5 : AVBFLM2108VOYG |, EiXd
FLM1949C5RR
ERBEFEBATE
16 H

L EH : FHBI-ED
SEFETE 70312 (B)

#EFE0 : UCSB-B200-M3-URE /8 R 2
(0.0/9.18(4)210)R% ( BEI RS )
HEONET202 (172.16.202.1) : E# (
HEONET203 (172.16.203.1) : 3 (
EOY#0.0.00) : EE (%#)
BEONET204 (172.16.204.1) : E% ( Sk )
&1 : snort rev (1.0)RZ(up)

1182 : diskstatus rev (1.0)4RZS(up)

13:42:35 UTC 202457 A




HaEH : #B-5EDH
SEFETE : 70293 (#)

BONET202 (172.16.202.1) : E¥ ( Sk )
ONET203 (172.16.203.1) : % ( S )

#EOSK0.0.0.0) : E¥ (%#)
BEONET204 (172.16.204.1) : IE% ( Sk
Far&1 : snort rev (1.0)4RZ(up)

&2 : diskstatus rev (1.0)RZS(up)

<& BEER D H >

HtEH : =-LHME

SEDIRTE (0 (F)

1HFEO : UCSB-B200-M3-URE /5144 Mg A<
(0.0/9.18(4)210)IRZS ( B RS )
BONET202 (172.16.202.2) : % ( ki)
BONET203 (172.16.203.2) : % ( ki)
EN2H(0.0.00): EE (%)
BEONET204 (172.16.204.2) : E# (
11 : snort rev (1.0)4RZS(up)
182 : diskstatus rev (1.0)4RZS(up)

<& BEER 0 H b >

S )

FML : MAFTDIRZEFRMFMCERA :

<#root>
> show managers

No managers configured.

£ FMC REM HA RN EZEEE

FESRT HBhE T

RESRM FMC il Bx,
AM FTD R &M BRIETES B

RESRM FMC il Bx,
|RM FTD iz & il BRAE A EC B

= 1

iZ {Tconfigure high-availability disable#s

<#root>
>
configure high-availability disable

?

Optional parameter to clear interfaces (clear-interfaces) optional parameter to clear interfaces (clear

<Ccr>

<tfroot>

, BMEBIFTDIR % il BR i R I R B B




>

configure high-availability disable

High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':

yes

Successfully disabled high-availability.

Fix®E (F=ZR)

mBhigE (FEER )

> INFO: Thisunit iscurrently in standby state. By
disabling failover, thisunit will remain in standby
State.

> show failover

Failover Off (pseudo-Standby)

Failover unit Primary

Failover LAN Interface: FOVER Port-channel3
(up)

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15
seconds

I nterface Poll frequency 5 seconds, holdtime 25
seconds

Interface Policy 1

Monitored I nterfaces 0 of 1291 maximum

MAC Address Move Notification Interval not set
failover replication http

> show ip

System I P Addresses:

Interface Name | P address Subnet mask Method
Port-channel3 FOVER 172.16.51.1 255.255.255.0
unset

Current |P Addresses:

Interface Name | P address Subnet mask Method
Port-channel3 FOVER 172.16.51.1 255.255.255.0
unset

> show failover

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15
seconds

Interface Poll frequency 5 seconds, holdtime 25
seconds

Interface Policy 1

Monitored Interfaces 4 of 1291 maximum
MAC Address Move Notification Interval not set

> show ip

System I P Addresses:

Interface Name | P address Subnet mask M ethod
Port-channel2.202 NET 202 172.16.202.1
255.255.255.0 CONFIG

Port-channel2.203 NET 203 172.16.203.1
255.255.255.0 CONFIG

Ethernetl/4 NET204 172.16.204.1 255.255.255.0
CONFIG

Current | P Addresses:

Interface Name | P address Subnet mask M ethod
Port-channel2.202 NET 202 172.16.202.1
255.255.255.0 CONFIG

Port-channel2.203 NET 203 172.16.203.1
255.255.255.0 CONFIG

Ethernetl/4 NET204 172.16.204.1 255.255.255.0
CONFIG




X (FEH)

wWBh (IEER )

> show running-config

 BEE

: 55 : FLM1949C5RR

: 4 : FPR4K-SM-24 , 73853 MB
RAM , CPU Xeon E5%%12200 MHz , 24
CPU ( 48%)

NGFWhRZ<7.2.8

|
hosthame Firepower-module1
enable password ***** encrypted
strong-cryption-disable
no asp inspect-dp ack-passthrough
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2

shutdown

no nameif

no security-level

no ip address <-E il BRIP
I
interface Port-channel3

description LAN/STATE Failover Interface
I

interface Ethernet1/1

NEE

shutdown

no nameif

no security-level

no ip address
I

interface Ethernet1/4

shutdown

no nameif

no security-level

no ip address
I

ftp mode passive

> show running-config

- BEE

: 55 : FLM2108V9YG

: 4 : FPR4K-SM-24 , 73853 MB
RAM , CPU Xeon E5%%12200 MHz , 24
CPU ( 48%#)

NGFWhRZA7.2.8

|
hosthame Firepower-module1
enable password ***** encrypted
strong-cryption-disable
no asp inspect-dp ack-passthrough
service-module 0 keepalive-timeout 4
service-module 0 keepalive-counter 6
=x

no mac-address auto

interface Port-channel2

no nameif

no security-level

no ip address

|

interface Port-channel2.202
vlan 202

nameif NET202
cts manual ( ctsFf )
propagate sgt preserve-untag
KEBRSsotC A , ZEHE
security-level 0

ip address 172.16.202.1 255.255.255.0 standby
172.16.202.2

|

interface Port-channel2.203
vlan 203

nameif NET203
cts manual ( ctsFf )
propagate sgt preserve-untag
KEBRDSsotC A , ZEHE
security-level 0

ip address 172.16.203.1 255.255.255.0 standby




ngips conn-match vlan-id
no object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : MM : BRIARZEHREM NI
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998
access-list CSM_FW_ACL_ remark rule-id
268434433 : ACCESS POLICY : acp_simple -
ZRIA
access-list CSM_FW_ACL_ remark rule-id
268434433 : L4AN : BRINRVEA N
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

!
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options md>5 clear

urgent-flag allow
|

ToAE WAL

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018

172.16.203.2

|
interface Port-channel3
no nameif
no security-level
no ip address

|
interface Ethernet1/1
REE
nameif diagnostic
cts manual ( ctsFff )
propagate sgt preserve-untag
REEASsotE A |, 2EHE
security-level 0
no ip address

|
interface Ethernet1/4
nameif NET204
cts manual ( ctsF i )
propagate sgt preserve-untag
REEEASsoiE 2R |, 2EHE
security-level 0
ip address 172.16.204.1 255.255.255.0 standby
172.16.204.2

|
ftp mode passive

ngips conn-match vlan-id

no object-group-search access-control
access-group CSM_FW_ACL_ global
access-list CSM_FW_ACL_ remark rule-id
9998 : PREFILTER POLICY : Default Tunnel
and Priority Policy
access-list CSM_FW_ACL_ remark rule-id
9998 : MM : BRIARRE MMM
access-list CSM_FW_ACL_ advanced permit
ipinip any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit
udp any eq 3544 any range 1025 65535 rule-id
9998
access-list CSM_FW_ACL_ advanced permit
udp any range 1025 65535 any eq 3544 rule-id
9998
access-list CSM_FW_ACL_ advanced permit 41
any any rule-id 9998
access-list CSM_FW_ACL_ advanced permit gre
any any rule-id 9998




no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
TATHEE YR

failover lan unit primary

failover replication http

<EREED 0 far >

failover link FOVER Port-channel3
failover interface ip FOVER 172.16.51.1
255.255.255.0 standby 172.16.51.2

no monitor-interface service-module

failover lan interface FOVER Port-channel3

access-list CSM_FW_ACL_ remark rule-id
268434433 : ACCESS POLICY : acp_simple -
RiA
access-list CSM_FW_ACL_ remark rule-id
268434433 : L4AFN : BRINRVEFN
access-list CSM_FW_ACL_ advanced permit ip
any any rule-id 268434433

!
tcp-map UM_STATIC_TCP_MAP
tcp-options range 6 7 allow
tcp-options range 9 18 allow
tcp-options range 20 255 allow
tcp-options md>5 clear

urgent-flag allow
|

TR WAL

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
mtu NET202 1500

mtu NET203 1500

mtu diagnostic 1500

mtu NET204 1500
TITHEE Y #R
monitor-interface NET202
monitor-interface NET203
no monitor-interface service-module

MIEBIFTD CLIZFAHAREEEI :

FHARE

#FRKRE

- WEYIREE SR

- BOEECSHER.




o RHBREAIP

- WEYIREEARRIER , B
FRUREER (W&EH)

BeEt | @t Al AR AiRE EEAHA,
HR2(THE)

A

|

T UASRSSBEA/ERABER

Rt T EEFEH. ©NATRH,

12 fTconfigure high-availability disable@s > , JAMZ FFTDIR & H il BREPE IR BL &

<tfroot>

>

configure high-availability disable

High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':

YES

Successfully disabled high-availability.

X (FEH)

HBh (&)

> show failover

8 P& E 6 5K ]

HBHERBIRR
HWELIRLANED | REE

B #7iE #8810:00:00
REREME1R | RIS E15
EORRAMESR | RIFE258
BEOERR

SWEEEO4 , #1291

K& BMACHE U B30 18 #1186 FE

> show ip

REIPHuAE

E OB MIPHE T PR 5 5%
Port-channel2.202 NET202 172.16.202.1

> show failover
HELIIRTT B <- BRI R AR A

W ERRIRE

HEEYI#RLANEE O - FOVER Port-channel3 (up)
B nEEHER0:00:00

RERBMERIY , REGTEN5Y
BEORAMESY , REGeTE25H

O Rr8

ZiEEEn4  £129140
FRIZEMACH 1E T8 2 38 418 f@

failover replication http

MRS : Ours 9.18(4)210. Mate 9.18(4)210
F55 . JATHIFLM2108VIYG |, EiXd
FLM1949C5RR

ERBPERRATE : 12:44:06 UTC 20247 B
17H




255.255.255.0 manual <-i&8 & £ Fl Sex-Activetl
ERIP !

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F fift

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F fift

METIPHbAL
EOZFRIPH L 7 MRS 5%
Port-channel2.202 NET202 172.16.202.1
255.255.255.0Ffif

Port-channel2.203 NET203 172.16.203.1
255.255.255.0Ffif

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F fift

LEEY : HB-SED

SEFRE ;632 ()

1HEHEO : UCSB-B200-M3-URE {4/38 44 hix 2<
(0.0/9.18(4)210)RZs ( BEHFREE )
BOUK0.0.00) : E¥ (Z4)
EONET204 (172.16.204.1) : IEE (
B ONET203 (172.16.203.1) : % (
BONET202 (172.16.202.1) : TE3 (
11 : snort rev (1.0)4RZS(up)
182 : diskstatus rev (1.0)4RZS(up)
HMEN . =-B2H

SEFRTE ;932 ()

1HEIEO : UCSB-B200-M3-URE {4/3k 44 hix 2=
(0.0/9.18(4)210)RZs ( B FREE )
EOVLKI0.0.0.0) : K& (Z#)
BEONET204 (172.16.204.2) : K40 (
#EONET203 (172.16.203.2) : KA (
BONET202 (172.16.202.2) : k&0 (
11 : snort rev (1.0)4RZS(up)
182 : diskstatus rev (1.0)4RZS(up)

> show ip

RS IPHEE :
EOZMIPHE I FRER 5 E
Port-channel2.202 NET202 172.16.202.1
255.255.255.0 manual <-1& & i i Sex-
standbyEEHIP !

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F fift

Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F fift

METIPHE L
EOZMIPHu F ML 5 %
Port-channel2.202 NET202 172.16.202.1
255.255.255.0F fif

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F fift

Port-channel3 FOVER 172.16.51.2
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F fift

MIEZIFTD CLIZAHARES S




FHIRE #FHRIRE

o WEHREE RN R BRER

BARE - WFEYIRESE SRR
- REZFAMNIPEex-Standbyi& s REFEAEEAKZHEBENIP
%ZH8E
%3

1= 1T configure high-availability disable clear-interfaces@n A MIESIFTDIZ & F Ml BR K FE LN R BL B

<tfroot>

>

configure high-availability disable clear-interfaces

High-availability will be disabled. Do you really want to continue?

Please enter 'YES' or 'NO':

yes

Successfully disabled high-availability.

X (FEBH)

HBh (FEEDD )

> show failover

HEELRRA (AZHR )
WERBREEIRE
HEEYI#RLANEE O - FOVER Port-channel3 (up)
B nEEHERT0:00:00
RERWMERIY , REFEN5Y
BEORAMESY , REEATE25H
O Rr%
FHEEEOONHRAEN1291
Rig BMACH 1 ¥ 30 38 %118 FE
failover replication http

> show ip

> show failover

1 BE £ 6 5K ]

HBHERBIRR
WEEIRLANED : RKEE

B #iE #8810:00:00
RERWME1R | RIS E15
EORRMESR | RIFE258
BEOERRK
SZHEEEOONZRKEN1291
KRR BMACHE I #5h & £1i8) FE

> show ip
REIPHbAE




REZIPHEHL BEOZMIPHhit +MEE A

EOZMIPH U FRER 5 E METIPHbAL
Port-channel3 FOVER 172.16.51.1 BEOBMIPHi FREB S X
255.255.255.0 unset >

LETNPHEAE :
EOZMIPHiEFREE S E
Port-channel3 FOVER 172.16.51.1

255.255.255.0 unset
>

HHHALU KR BESFTD CLIB “clear-interfaces’ I FEE &

FHARE #ZRKRE

- WEEYIHREEARBIBR , BEX
EREER (HhEH)
o P45 BR

- WELIHREE S 1 ER
o IPRHEMI BR

=4

1= 1T configure high-availability disable clear-interfaces@ A M & FAFTDI& % & M Br K FE LN R BL B

<#root>
>

configure high-availability disable clear-interfaces
High-availability will be disabled. Do you really want to continue?
Please enter 'YES' or 'NO':

YES

Successfully disabled high-availability.

X (FER) By (E3))

> show failover > show failover




8 B 4 R 5% A

B ERBIRE
WEEIHRLANEEOD : REE
B #iE #8810:00:00

BRLWARND | RIS E15D
BEORWAESD | RERE25H

EORE1
ZEEEOONRAREN1291
FRIREBMAC H#b 1 7 3 & A 8 FR

> show ip

REIPHbHLE
EOZMIPH LT MRS 5 %
HEIPH AL -
BEOZMIPHuEF MBS %

>

HERTTR

W ERBIRE

HEYIHLANSEZ O : FOVER Port-channel3 (up)
B nEEHERT0:00:00

RERWMERIY , REGTEN5Y
BEORWIMESY , RENE2Y

O RrR

FZhEEEng , 12014
HRi%BMACH: 11k % 3 & X118 bR

failover replication http

MR : Ours 9.18(4)210. Mate 9.18(4)210
F55 : BATHIFLM2108VOYG |, BExY
FLM1949C5RR

ERFERRBAIE : 07:06:56 UTC 20247 A
18H

LA HBY-TED

SESIETE ;1194 (®)

#EFE0 : UCSB-B200-M3-URE H/8k MR 7
(0.0/9.18(4)210)R7S ( B R4 )
EOZKN0.0.0.0) : EE ( &F)
BEONET204 (172.16.204.1) : IEE ( Zl5#F
BEONET202 (172.16.202.1) : IE&E ( 25 )
BEONET203 (172.16.203.1) : IE&E ( &
11 : snort rev (1.0)RZ(up)

1182 : diskstatus rev (1.0)4RZS(up)
HitEH : =-282H

SEDNETE : 846 (#)

#EFE0 : UCSB-B200-M3-URE /8 MR 7
(0.0/9.18(4)210)R7S ( B R % )
ENO2#(0.0.0.0) : K& (&)
BEONET204 (172.16.204.2) : k% ( Zl5#E
BEONET202 (172.16.202.2) : R ( Zi5#E)
BEONET203 (172.16.203.2) : kA ( 25
111 : snort rev (1.0)RZ(up)

1182 : diskstatus rev (1.0)4RZS(up)

> show ip

REIPHBIL
EORFIPHuE 7 RS 5%
Port-channel2.202 NET202 172.16.202.1
255.255.255.0F fif

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F fif

Port-channel3 FOVER 172.16.51.1
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1




255.255.255.0F fift

LETIPHb3E :
EOZFIPH L 7 PR 5 %
Port-channel2.202 NET202 172.16.202.1
255.255.255.0F i

Port-channel2.203 NET203 172.16.203.1
255.255.255.0F i

Port-channel3 FOVER 172.16.51.2
255.255.255.0 unset

Ethernet1/4 NET204 172.16.204.1
255.255.255.0F fift

EHHALL KR BIESIFTD CLIB “clear-interfaces’MEEE &

FRRE #BRRE
o ARBBRESELIRE E - HEEYMHREE S HIBR
- RBIERIP o IPFFAE I BR

BERSL  BRESE , MRFZEMEIFMCH G AHAR

F&7 FERHA

EFER :

M FTD CLISH CLI L% HA

FRRFR

FRIEEFTDL , BT S HEIAEAYES),.

<#root>
> configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and '"NO' if you wish to

YES

Successfully suspended high-availabiTlity.

FZH  RIEFRBLNER :

<tfroot>



>
show hi gh-availability config
Fai | over O f

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

B=H  WERF LNER

<tfroot>
>

show hi gh-availability config
Fai l over O f (pseudo- St andby)

Failover unit Secondary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

FME  MEEIRE EMHA

<#root>
>
configure high-availability resune

Successfully resumed high-availabTity.

No Active mate detected
| T T I I I A I I I I I A I A T I O O |

Beginning configuration replication: Sending to mate.
End Configuration Replication to mate



<#root>

>

show hi gh-availability config
Fai | over On

Failover unit Primary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

SBHL  MEHARE , HENRBLHNER

<tfroot>

> ..

Det ected an Active mate

Beginning configuration replication from mate.

WARNING: Failover is enabled but standby IP address is not configured for this interface.
WARNING: Failover is enabled but standby IP address is not configured for this interface.
End configuration replication from mate.

>

<#root>

>

show hi gh-availability config
Fai | over On

Failover unit Secondary

Failover LAN Interface: fover_link Ethernetl/4 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1041 maximum

MAC Address Move Notification Interval not set

failover replication http

>



ENEBEEE (FAQ)

SHIEERN , B (ZFT ) RELEREHLERNRE?
EEHERIRTF. BIE debug fover sync M FHENREAR , HPERTERE/WHTES :

<tfroot>

cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:

cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:
cli_xml_server:

wite menory

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:
frep_write_cmd:

<- -

Cmd:
Cmd:
Cmd:
Cmd:

Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:
Cmd:

access-1list CSM
access-1list CSM
access-1list CSM
access-1list CSM

access-1ist
access-1ist
access-1ist
access-1ist
no access-list
no access-list
access-1list CSM
crypto isakmp n
no object-group
no object-group
no object-group
no object-group

no
no
no
no

_FW_ACL_ Tline
_FW_ACL_ Tline
_FW_ACL_ Tline
_FW_ACL_ Tline

remark rule-id 268442578: L7 RUL
advanced permit tcp object-group
remark rule-id 268442078: ACCESS
remark rule-id 268442078: L4 RUL

1506
1507
1508
1509

CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_
CSM_FW_ACL_

advanced permit tcp object-group group_
Tine 1510 remark rule-id 268442077: ACC
Tine 1510 remark rule-id 268442077: L7
advanced permit tcp object-group group_
Tine 1510 remark rule-id 268440577: ACC
Tine 1510 remark rule-id 268440577: L4

_FW_ACL_ advanced deny ip any any rule-id 268442078

at-traversal
network group_311
network group_433
network group_6
network group_2

MRRZBLATHRARS (ZERAREYR )  REES —MIZFERAMER, LTEIRSHE
MMEIZRE , 2REFTLER?

BRASLTERIZRER (RANERLEYH , EREAMETRXEA ), B4AMSE |, R

BaE

SKERBREDR , BRFLZEASEIARZAEBN IP. At , KR EEHRBRENT :

- ®E-1: A
« Unit-2 : BMEETIRKXHA, REEASRFZ1MEERNKEP , BEATRENMACHEL,

MREFHERAMENR (RESTRAMER ) , RAREFNHRE , WSENREERREMFL

R ?

ZRMETHRE , ERRKAESR (TREEBIEBES , RIFSREABMITIRIE ) . HETN
BERMARNAAENSH/EFRMHIRE , F-RA XL

il 1. N\CLISHE# /5 3h

M CLISH EBRFEEHIA,

<ttroot>

Hit , BEEERFLREFINEHRES :



>
configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending high-availability.
Please enter 'YES' to continue if there is no deployment operation in progress and 'NO' if you wish to

YES

Successfully suspended high-availability.

running-configZ2 A 7 BB, EXMERT , ®R&E AN Standby , HMFHH AAZBRES | i
REMEA/EAER

<#root>

firepower#

show failover | include Fail over
Failover Off (

pseudo- St andby
)

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

startup-config {3 A /5 At FE LT #

<#root>

firepower#

show startup | include failover
fail over

failover lan unit secondary

failover Tlan interface FOVER Ethernetl/1l

failover replication http

failover Tink FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2
failover ipsec pre-shared-key *#*¥%*%*

M CLISH E/F1& % ( reboot 5 %3 )

<tfroot>
>

r eboot



This command will reboot the system. Continue?
Please enter 'YES' or 'NO':

YES

Broadcast message from root@
Threat Defense System: CMD=-stop, CSP-ID=cisco-ftd.6.2.2.81__ftd_001_JMX2119LO5CYRIBVX1l, FLAG='"
Cisco FTD stopping ...

REBYE  ATHERLETERARS , RESEABRERBDEN RHAZHRNZEX F4E

<{froot>

User enable_1 logged in to firepower

Logins over the last 1 days: 1.

Failed Togins since the last login: O.

Type help or '?' for a 1list of available commands.
firepower> .

Det ected an Active nmate

245 2. MLINA CLIESHEzh
MLINAEJS (reload &9 ) EEHIA, At , MBELRRY (R) , BEEEXHREISHEEF

<#root>

firepower#

rel oad

System config has been modified. Save? [Y]es/[N]o:

Y <-- Be careful. This disables the failover in the startup-config

Cryptochecksum: 31857237 8658618 3234be7c 854d583a

8781 bytes copied in 0.940 secs
Proceed with reload? [confirm]
firepower#

show startup | include fail over
no failover

failover lan unit secondary

failover Tan interface FOVER Ethernetl/1l

failover replication http

failover Tink FOVER Ethernetl/1

failover interface ip FOVER 192.0.2.1 255.255.255.0 standby 192.0.2.2
failover ipsec pre-shared-key *##*#*%*



REFERIEHERREDR

<#root>

firepower#

show fail over | include Fai
Fai | over O f

Failover unit Secondary
Failover LAN Interface: FOVER Ethernetl/1 (up)

N s EEexHER  BRAELNESH  FTENERRFIHENEES.

HXER

.+ ALME AR EIFFA MR A B R} Firepower B i (FMC) BEIETH
BRI R % b5 K BB i S A4 S

- ALMERAREIFFAIRAN FXOS HAEERERN CLI BB

S fnCisco Firepower 4100/9300 FXOS X #

« BRERBEARZEFHO(TAC)EZHEEFLL AT MILIER , BL T A XCisco Firepower F —{ &%
RARKRAKEARA

Cisco Firepower BB (FTD) : T —HRBEAIEINGFW), T—RABHERZREINGIPS) SR ES
BB (AMP)BY B B F S S HEBR R (E SR

« BXFirepoweri /REYFIE B & F M FE HEBR R % BA
BRlZ 2 RKIEEE O
o BARZEFFMNH - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html#id_47280
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/roadmap/fxos-roadmap.html#pgfId-121950
https://www.ciscopress.com/store/cisco-firepower-threat-defense-ftd-configuration-and-9781587144806
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XFHEE
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