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Min. Supported Managed Device
Version Required

Minimum Supported
Manager Version

Managed Devices

cdFMC/FMC 7.6.0 |FTD in Native Mode/HA/Cluster [+ 7.6.0 Snort 3 only

- B HIEFIFirepoweriZ & VIS FRMNIZE | HTalosiR BN EF HRFRIBMHAIEE D

« XEEHBISSXEZSFRIAIE , HENHTalosEMA,

- MThaEEIEE  HPBFEENERRBEE — oW ERAN,

« instance-*B F R #HY B %344 (threat_telemetry_snort-unified.log.*) , A FidxZEN BIHEER
M — B £ R AREH,

- FEMERANNIPSE P X N FABBEPIHIDREER,

- EventHandleri#t 2 EAHMNERAENZTLRERN (BHMNESR ) FIPS/HIEI/NBEHIES
HERER=,

« FMCUIFFRERIXLEEH
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AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZZNERAR
(A ) BRE. MRENMELTEIRS , FHRETRAERSHBERNE,

heeiF MEE
FMCHFRH

« TalosEMME T E RN N RSG/EE/ARKE B IE I H LN ITheein S EE4E,

« WF76.0LMFLZEURARET76.00MEEF , WEEIRERRIAIT I

- DIREMEI T EAERRIRIIMEG, HAENERAEAEREIIME M Talos &8 I 2N "%
o

- MREBHHEHYRBA , _SSE_ThreatHunting.json consumerF2iTH , HAFE
_SSE_ThreatHunting.json3k4b B E 4 H 5 H #IX ZISSEIE #2588,

- MEEREER TRSEMAN76.0RESHMESEIRE.

THERE

Firewall Managemen nter ) . ] .
- swa anagement Cente Overview Analysis Policies Devices Objects Integration Deploy Q, ﬁo i @ admin el
System | I
Configuration Health Monitoring
trol Prefarences Users Manitar Audit
Domaing Policy Syslog
Product Upgrades Events Statistics
Comments on policy change | Optional
Content Updates Exclude
- - g - i 7
Write changes in Intrusion Policy to audit log (& Monftor Alarts Tools
: - 7
Retain user overrides for deleted Snort 3 rules [ TR Backup/Restore
Talos Threat Hunting Telemetry Smart Lcanses Sehaculing
Classic Licenses Import/Export
Data Purge

Information

Intrusion Policy Preferences

Language




L, Firewall Management Center

- . - Dyramic Attributes Connector Insedigence
Cisco Security Cloud Integration ' _
Incidents

ﬂﬂﬂﬂﬂﬂﬂ

2 Settings
Integration i

Select Cloud Region

staging-sse.cisco.com -

After enabiling Cisco Security Cloud. come back to this page to complete the settings, and click Save.

Settings
Event Configurati Clsco Security Cloud Support
Sond ovent lowd
Intrusicn events
el T al
&c E Enable Cisco Success Netwark
B Connection events
Security 1] Enable Cisco Support Diagnostics
. AlD Cisco XDR Autemation

« DIREFRETFE FEFMC LR — /etc/sfithreat_hunting.confd,
. I IhBERRER{E R 17 7 /var/sf/tds/cloud-events.jsonH #Y“threat_hunting” , REEZF Z|
Ingfw/var/tmp/tds-cloud-events.json LI Z Ei& &
- BEURERICERERELEFTD:
- FMC Lt ®/var/log/sf/data_service.log.
- ftd_EB/ngfw/var/log/sf/data_service.logo

Snort 3

o AEREHMEIENTHT)AMUN A XELEERIPSH A FXMEE.

 FTD u2unified loggerf$ B 18 312N IPSEHXE Athreat_telemetry_snort-unified.log.*,
It , XEE4RFTDAFR TN, #XHSsnort-unified.logfz FE— B FXH, *

- WA, B EFENSEHETEATHANITENIPSE X E#E,

« ERIPSHN , EEHEF ENHANZSnortimBHTENER, ER
Bt Eevent_filter , AR EIREFMCHSIH,

EHLEREF

, RE AP TERTHTAN

+ Snort&TE 4 — a1 Zthreat_telemetry_snort-unified.log.* FAE R AR, BESFRNEH.
- % EWEventHandlerdb BIX L EH | HBESSXEZBFFENAKEI =,
o XEEHHFEventHandlerfEA & :

- letc/sf/EventHandler/Consumers/SSE_ThreatHunting

- AR R LR — NEBFICPUT ARTETT
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/ l FTD ) \
EventHandler consumer
SSE_ThreatHunting reads Connector reads
file "threat_telemetry_snort- events from ZeroMQ
unified2.log.*" socket
Snort writes TH events to Writes Fully Qualified Connector sends
threat_telemetry_snort- events to ZeroMQ events to SSX in
unified.log.* file socket g
Snort | EventHandler » | SSEConnector >

N

/

HUEHEER

EventHandlerti fEHEBR — 1R %

« TE/ngfw/var/log/messages & # EventHandler B &

Jan 11 21:26:01 firepower SF-IMS[39581]:

« fE/ngfw/var/log/EventHandlerStats X h EHRBH LB FMEL :

{"Time": "2024-01-11T21:26:012",
{"Time": "2024-01-11T21:31:56Z2",
{"Time": "2024-01-11T21:31:56Z2",
{"Time": "2024-01-11T21:31:56Z2",
{"Time": "2024-01-11T21:31:56Z2",

[10055] EventHandler:EventHandler[INFO] Consumer SSE_ThreatHun

"ConsumerStatus": "Start SSE_ThreatHunting", "TID": 10055}
"Consumer": "SSE_ThreatHunting", "Events": 9, "PerSec": 0, "CPUSec": 0

"ConsumerEvent": "SSE_ThreatHunting-IntrusionExtraData", "InTransforms
"ConsumerEvent": "SSE_ThreatHunting-IntrusionPacket", "InTransforms":
"ConsumerEvent": "SSE_ThreatHunting-IntrusionEvent", "InTransforms": 3

« WREventHandlerStats Ak & REMEH , MR ESnont 2B EEERREHEREH -

1s -1 /ngfw/var/sf/detection_engines/*/instance-1 | grep unified

« BT H A threat_telemetry_snort-unified.log” 8T &8 X 44
- BEIREATHEREREZESHNXH



u2dump output:u2dump/ngfw/var/sf/detection_engines/*/instance-1/threat_telemetry_snort-unified.log.1704

- MRXHTEERESH , FRE .
REERARBEREE
- Snort# R B EHEET

Snortfit EHFEHERR — X%
- RESntRBRE R ARMETENSH -

/ngfw/var/sf/detection_engines/

/snort3 --plugin-path /ngfw/var/sf/detection_engines/

/plugins:/ngfw/var/sf/1sp/active-so_rules-c /ngfw/var/sf/detection_engines/

/snort3.lua --dump-config-text 2>/dev/null | grep "sfunified2_logger.threat_hunting_telemetry_g

- RERBEEHSARBERENAN

/ngfw/var/sf/detection_engines/

/snort3 --plugin-path /ngfw/var/sf/detection_engines/



/plugins:/ngfw/var/sf/1sp/active-so_rules -c /ngfw/var/sf/detection_engines/

/snort3.lua -Tua "process=nil" --dump-rule-state 2>/dev/null | grep "\"gid\": 6,"

- BIMESENANSIEEAUNSHEITEEF. Bt , MERANSA T KECPURTHE , e
fITEEFMC T H £ #IRule Profiling& it S B o I,
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