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FIR1.S M ZEPlatform Settings > AAA.
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SNMP Properties

HTTPS
» AAA
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Add RADIUS Provider 7%

Hostname/FQDN(or IP Address):* | 10.88.244.16
Order:= lowest-available

Key: seses Set:No

Confirm Key: uu-|
Authorization Port:* 1812
Timeout:* 5 Secs
Retries: = 1

QK Cancel

S|4 BT RE

NTP LoAp TACACS

S5H

SHMP Properties

HTTPS Tirneout:* 5 Sees

> AAA

Syslog Retries: 1

ONS RADIUS Providers

FIPS and Comman Criteria \) Add

Access List
Hostname Order Service Auth Port
10.88.244.16 1 authanzation 1812 78
Save | | Cancel

$ 5.5 ESystem > User Management > Settings.

£ 186.7EDefault Authentication T % ##RADIUS,

Overview Interfaces Logical Devices Security Engine  Platform Settings
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SBR1.ERARADIUSEHBRIE , HETUA T @R,
for4120-TAC-A#SE B &£
fpr4120-TAC-A /security # scope default-auth
fpr4120-TAC-A /security/default-auth # set realm radius
S B2 5 Fishow detail i & & R&E R.
fprd120-TAC-A /security/default-auth # show detail
IAF BRI :
EE U - RADIUS
ZEE Y - RADIUS
Web<iERIFTHE (# ) : 600
Web, ssh, telnet&iFMiEEE (F) : 600
Web, ssh, telnet&iFHAEXT<iEER () @ 3600
RITEREFE2FEEN (¥ ) 600
BITERHAEN2FEEN () : 3600
EERFHRIERSSES
BESHRIIRSESA -
E2REMNMER : K
SIR3. ERERADIUSIRF RS , BETUTH T,
for4120-TAC-A#EE T2
fpr4d120-TAC-A /security # scope radius
fpr4120-TAC-A /security/radius #%8 A BR558%10.88.244.16
fpr4120-TAC-A /security/radius/server # set descr "ISE Server”
fpr4120-TAC-A /security/radius/server* # set key
W s
A R
L4 £ Fshow detail i & & RE R,

fpr4d120-TAC-A /security/radius/server* # show detail



RADIUS k55 25:
FHHB. FQDNZLIPH#biE : 10.88.244.16
iR
T& 1
KiFuka:1812
BRAR e
Het: 5
AL EACSHRS 7%

FIFXOSH N & B IR
S 1.5 ENetwork Resources > Network Devices and AAA Clients.

S22 HBIR,
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[ Name IP Address Description NDG:Location NDG:Device Type
[1 ARICIP1 10.88.247 4132 All Locations Al Device Types
[0 APICIP22 10.48.22.69/32 All Locations  All Device Types
[] AsA 10.88.244.12/32 All Locations  All Device Types
[] ASA 108824460 10.88.24460/32 ASA_10.8824460 AllLocations Al Device Types
[] Firesight 10.88.244.11/32 All Locations Al Device Types
[0 EMCE1 10.88.244 51/32 All Locations Al Device Types
[0 Exos 10.83.180.6/32 All Locations  All Device Types
[ Create || Dupicaie | Edi | Delete | | [ File Operations | [ Export |

SB3 M AFTERE ( Name, IP Address, Device TypeFlEnable RADIUS , #HFIIKEY ) o



Network Resources = Network Devices and AAA Clients = Edit: "FX0OS

gz Name:  [Fyos

Description; |

Network Device Groups

[Location |[All Locations

|| select |

| Device Type || Al Device Types:FXOS

||Selec1|

IP Address
(®) Single IP Address () IP Subnets () IP Range(s)

£ IP: [10.83.120.6 |

£t = Required fields

SRABHERRK

Authentication Options
~ TACACS+ []

Shared Secret |uu-u. Show
Single Connect Device
® Legacy TACACS+ Single Connect Support
TACACS+ Draft Compliant Single Connect Support
~ RADIUS

% Shared Secret |cisco123 | Hide |
CoA port:
"] Enable KeyWrap
Key Encryption key:|

Message Authenticator Code Key: [
Key Input Format ASCIl ® HEXADECIMAL






XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



