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« 7= : Cisco Secure Firewall Firepower(FTD) , Hx4~7.6.0 ( flZ1CSF1220CXi& % )

- B : FirepowerZE A/ \(FMC), =X {FFMC(cdFMC)EiFirepoweri% & &2 25(FDM)
« VPN : BLE&E 9 & X Windows il A 1B #Y BR 5588 (NPS)# 1TRADIUS & 3 1iE

« VPNt : 192.168.250.1 - 192.168.250.200

- BFRAEEFMRHI : 192.168.95.0/24

o BRAERRA : 9.22.1 ( MITEREHFIR )

« FAXEED : VPNAOKAEREO

- FEEBIVPNIE#ZH TRDPHActive Directoryif[a]

XLESBIFMULEE T A FVPNA FiERICisco FTD LMY A EBE IR ( WDRDPAHActive Directory ) FTE

MEE, XSTFEBHEREAN, AVPNREEENATREFEZNAT , AR ERABELSERG S
BirfE.,

1L . AR FIRS B R FVPNIE I 7 B A &R R .

access-1list CSM_FW_ACL_ advanced permit ip object VPN_Pool any rule-id 268438528
access-1list CSM_FW_ACL_ remark rule-id 268438528: ACCESS POLICY: Default Access Control Policy - Mandat
access-1list CSM_FW_ACL_ remark rule-id 268438528: L7 RULE: Permit_VPN_Pool

B2  ARINEREIBIRMN , LAV IR RAFIR EDR 8 &R IEFIVPNE

access-1ist CSM_FW_ACL_ advanced permit ip any object VPN_Pool



DRAREFSEWRXERN , ARG ERME IR,
535 1 AVPNREERBNATRRIAFKNAT
BARMERRAE

. - IRIA VPN B X B8 F M AYNAT S BR

nat (outside,inside) source static VPN_Pool VPN_Pool destination static Net_192.168.95.1-24 Net_192.168

. - JEWB : [@—#0 VPN &ZRZNAT(no-proxy-arp)

nat (any,any) source static VPN_Pool VPN_Pool no-proxy-arp

- RIC : AAEREEO LEVPNEI B A & RNAT

nat (outside,outside) dynamic VPN_Pool interface

EWN A ERRTABRFERUTE-WEED (FERXNAT ) ERTEED ( NATSRER ) -

4% : FHpacket-tracerfi TELMVPNM B AZERFRARE , HIEIEBHRHN, NATHMERBARE

ST s B
ﬁ.‘:'ﬁ;ﬁio

packet-tracer input outside icmp 192.168.250.1 8 0 192.168.95.1
packet-tracer input outside tcp 192.168.250.1 12345 192.168.95.1 80
packet-tracer input inside icmp 192.168.95.1 8 0 192.168.250.1
packet-tracer input inside tcp 192.168.250.1 54321 192.168.95.1 443

Phase 5

ID: 5

Type: ACCESS-LIST

Result: ALLOW

Config: access-group CSM_FW_ACL_ globalaccess-1ist CSM_FW_ACL_ advanced permit ip object VPN_Pool any r
Additional Information: This packet will be sent to snort for additional processing where a verdict wi
ETapsed Time: 0 ns

Phase 7

ID: 7

Type: NAT

Result: ALLOW

Config: nat (outside,outside) dynamic VPN_Pool interface

Additional Information: Static translate 192.168.250.1/12345 to 192.168.250.1/12345 Forward Flow based

ETapsed Time: 0 ns
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https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212702-configure-and-verify-nat-on-ftd.html#toc-hId-156675031
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212702-configure-and-verify-nat-on-ftd.html#toc-hId-156675031
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212702-configure-and-verify-nat-on-ftd.html#toc-hId-156675031
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212702-configure-and-verify-nat-on-ftd.html#toc-hId-156675031
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-management-center/212702-configure-and-verify-nat-on-ftd.html#toc-hId-156675031
https://www.cisco.com/c/zh_cn/support/index.html
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