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问题

Cisco Firepower 4115机箱出现意外重新启动，无法恢复运行状态。观察到以下症状：

FMC UI将FTD状态显示为“Disabled”。•

机箱管理器UI显示状态为Status:安全模块故障。•

机箱管理器UI将安全引擎显示为Degraded。•

DDR4/DIMM内存、安全模块和存储的多个相关故障显示在FXOS CLI中。

 
<#root>

fxos# 

•



show fault

 
Severity  Code     Last Transition Time     ID       Description 
--------- -------- ------------------------ -------- ----------- 
Critical  F1236    2026-06-26T05:50:35.387   2443029 Health LED of server 1/1 shows error. Reason: DDR4_P1_A1_ECC:Sensor Threshold Crossed; 
Major     F1546    2026-06-26T22:11:30.870   2443026 Security Module 1 is in failed state. Error: Security module is downgraded (or) not acknowledged. Reason: DIMM or CPU degraded 
Major     F0317    2026-06-26T22:05:08.375   2443211 Server 1/1 (service profile: org-root/ls-ssp-sprof-1) health: inoperable 
Major     F1761    2026-06-26T05:52:40.467   2443450 Physical memory size 180224 on server 1/1 is smaller than expected. 
Major     F0185    2026-06-26T05:31:08.858   2442844 DIMM DIMM_A1 on server 1/1 operability: inoperable 
Info      F0461    2025-08-26T04:24:40.271   1895361 Log capacity on Management Controller on server 1/1 is very-low

 

机箱服务器和内存状态详细信息显示无法操作的DIMM组件。

 
<#root>

fxos# 

show server status detail

 
Server 1/1: 
    Slot Status: Equipped 
    Equipped Conn Path: A 
    Equipped Conn Status: A 
    Equipped Managing Instance: A 
    Availability: Unavailable 
    Admin State: In Service 
    Overall Status: Degraded 
    Oper Qualifier: Memory Inoperable 
    Discovery: Complete 
    Current Task: 
    Check Point: Discovered 
 
fxos# 

show server memory detail

 
Server 1/1: 
    Array 1: 
        CPU ID: 1 
        Current Capacity (MB): 180224 
        Error Correction: Undisc 
        Max Capacity (MB): 9437184 
        Max Devices: 24 
        Populated: 12 
        DIMMS: 
        ID 1: 
            Location: DIMM_A1 
            Presence: Equipped 
            Overall Status: Inoperable 
            Visibility: No 
            Vendor: NO DIMM 
            Vendor Part Number: NO DIMM 
            Vendor Serial (SN): NO DIMM 
            HW Revision: 0 
            Form Factor: Unknown 
            Type: Unknown 

•



            Capacity (MB): Unknown 
            Clock: Unknown 
            Latency: 2917376161116564280513419804672.000000 
            Width: 14400

 

环境

思科Firepower 4100安全设备(FPR-4115-K9)•

首次在FXOS版本中看到：2.14(1.167)•

FTD版本：7.4.7.50（运行）、6.4.0.102（启动）•

通过FMC管理实现高可用性配置•

内存配置：12个16GB 2666 MHz DDR4模块•

受影响的DIMM:内存插槽1中的DIMM_A1•

分辨率

1.执行机箱重新引导以尝试内存故障恢复：

 

fxos# scope chassis 
fxos /chassis # reboot 
fxos /chassis* # commit-buffer

 

2.分配系统完全启动的时间后，在FXOS CLI和机箱管理器UI中重新验证组件状态故障状态。

3.如果DIMM故障在完全重启后仍然存在，则需要通过Cisco RMA更换硬件。

原因



诊断程序确认了一个严重内存子系统故障，其中DDR4_P1_A1_ECC传感器阈值已超过，表明在意
外机箱重新启动后模块发生故障。DIMM A1报告了“不可操作”状态，所有SPD（串行存在检测）数
据都不可读，确认不可逆的硬件故障，而不是通过平稳重启无法恢复的暂时性错误。内存故障导致
安全模块和FTD逻辑实例无法正确初始化，导致在机箱重新启动后保持的“无法操作”机箱状态。

相关内容

更换安全防火墙威胁防御高可用性中的故障设备•

在 FXOS Chassis Manager 中创建和管理逻辑设备•

Cisco Firepower 4100硬件安装指南•

FXOS故障排除指南•

思科技术支持和下载•

https://www.cisco.com/c/zh_cn/support/docs/security/secure-firewall-threat-defense/221097-replace-faulty-unit-in-secure-firewall-t.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-4100-series/221076-create-and-manage-logical-devices-in-fxo.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-4100-series/221076-create-and-manage-logical-devices-in-fxo.html
https://www.cisco.com/c/zh_cn/support/docs/security/firepower-4100-series/221076-create-and-manage-logical-devices-in-fxo.html
https://www.cisco.com/c/zh_cn/support/security/firepower-4100-series/products-installation-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-4100-series/products-installation-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-9000-series/products-troubleshooting-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/firepower-9000-series/products-troubleshooting-guides-list.html
https://www.cisco.com/c/zh_cn/support/index.html
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