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- Firepower eXtensible Operating System (FXOS)
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- JE3(LINA)

- Firepower Threat Defense (FTD)
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MBTEHEZME Cisco bug ID CSCwa79915 ‘BIF :

1. Firepower 2100& 518 & -

2 AMHEMEXERNIRATEITHAREDV RO (TRRASTEAIRIACENER ) o
S.EEEMZHINN BiE RN T2 %% (ASA)ZFirepower B B ) (FTD) # #F M 2

BugfiEiR

1.JREASA/LINAFTD) W BEBMNFEFiRE

HFHRES , RRH/EENNNEL | IAREZEO0SRRAEEANKEIEED,

MRBIRA TIXFARA | MR ut BRAT M (ARP) B REE — FR RN L% HEEW

B3I LInuxAs i (LINA) P4 S22 ik (U8 ) | H BLINABIIRA SRR, BR , XEARPRETR
ABFHE | X — AESNEB B LT e O 5 B (SPAN)RT & R |, AR g T
SEALINAB R MO,

fign -

firepower# show capture arp

4 packets captured

1: 14:43:44.185872 arp who-has 10.255.255.1 tell 10.255.255.2
2: 14:43:44.186132 arp reply 10.255.255.1 is-at b0:8b:cf:8c:61:4f
3: 14:43:45. 205906 arp who-has 10.255.255.1 tell 10.255.255.2

4: 14:43:45.206166 arp reply 10.255.255.1 is-at b0:8b:cf:8c:61:4f

H110.255.255.22E10.255.255.1 ( B FLINABIEEZE O 2 — ) KIEARPE AN AT E VLAY IPH 1t

FIREILINAKIZEMARPR ELFR E R B HB AV EHBiR Do

2. XBIRERIFXOSEA it BB TiE M,

EABENMRNZZINRZ ZPEATRESHEREEL ( ALINARERNPIB SRS REFTHE
), BRAVFEERRE(TX) IR 2 SN0 O 1T 8ER RiZ E R IR

EARGIG | ZFEAEDO REthernet1/12, NTXEIEBHFirepower Al ¥ B RERS(FXOS)#EO
TTHHEH#ITRERGRI , REKBLINAWE RRAXERFED EAMBINEBHFERZRY , BIiHHER
MK,

firepower# scope eth-uplink
firepower/eth-uplink # scope fabric
firepower/eth-uplink/fabric # scope interface 1 12 <<< interface Ethl/12
firepower/eth-uplink/fabric/interface # show stats ether-tx-stats Ether Tx Stats: Tine
Col | ected: 2021-12-09T17:29:45.621 <<< first execution of the command

Monitored Object: sys/switch-A/slot-1/switch-ether/port-8

Suspect: No

Total Packets (packets): 4823522 <<< Counter of packets transmitted

Uni cast Packets (packets): 4823515
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Mul ti cast Packets (packets): O
Br oadcast Packets (packets): 7
Total Bytes (bytes): 606771974
Junbo Packets (packets): 0
Threshol ded: 0

firepower/eth-uplink/fabric/interface # show stat ether-tx-stats

Et her Tx Stats:
Time Col |l ected: 2021-12-09T17:30:15.726 <<< second execution of the command
Monitored Object: sys/switch-A/slot-1/switch-ether/port-8
Suspect: No
Total Packets (packets): 4823522 <<< Counter of packets transmitted (No delta seen)
Uni cast Packets (packets): 4823515
Mul ti cast Packets (packets): O
Br oadcast Packets (packets): 7
Total Bytes (bytes): 606771974
Junbo Packets (packets): 0
Threshol ded: 0

3.EFABHFEZIRALFASA/LINAZ R K I S8R/ EREO,

#Olinternal1/3AENFE LIZTHEBIRE LW BHER/ L1TERED,

firepower#

firepower# connect local-mgmt
firepower(local -ngnt)# show portmanager counters internal 1 3 <<< first execution of the
command

Good Cctets Received : 23510696205
Bad Cctets Received : 0

MAC Transnmit Error : O

Good Packets Received : 49729185
Bad Packets Received : 0

BRDC Packets Received : 1704250
MC Packets Received : 320755
Size 64 : 21746457

Size 65 to 127 : 112073389

Size 128 to 255 : 7536865

Size 256 to 511 : 3053841

Size 512 to 1023 : 2490597

Size 1024 to Max : O

Good Cctets Sent : 27203100553
Good Packets Sent : 122656923
Excessive Collision : O

MC Packets Sent : 1095115

BRDC Packets Sent : 90585686

Unr ecogni zed MAC Received : O

FC Sent : O

Good FC Received : 0

Drop Events : 16837069

Under si ze Packets : 0

Fragments Packets : O

Oversi ze Packets : O

Jabber Packets : 0

MAC RX Error Packets Received : 0O
Bad CRC : O

Collisions : O

Late Collision : O

bad FC Received : O

Good UC Packets Received : 47704180
Good UC Packets Sent : 30976122
Mul tipl e Packets Sent : O



Def erred Packets Sent : O
Size 1024 to 15180 : O
Size 1519 to Max : O
txgFilterDisc : O
linkChange : 1

firepower(local -ngnt)# show portmanager counters internal 1 3 <<< second execution of the
command

Good Cctets Received : 23510700469
Bad Cctets Received : 0

MAC Transnmit Error : O

Good Packets Received : 49729250 >>>> 49729250 - 49729185 = 65 packets received from FTD
Bad Packets Received : 0

BRDC Packets Received : 1704261
MC Packets Received : 320759

Size 64 : 21746518

Size 65 to 127 : 112074355

Size 128 to 255 : 7536866

Size 256 to 511 : 3053847

Size 512 to 1023 : 2490606

Size 1024 to Max : O

Good Cctets Sent : 27203179868
Good Packets Sent : 122657901
Excessive Collision : O

MC Packets Sent : 1095130

BRDC Packets Sent : 90586649

Unr ecogni zed MAC Received : O

FC Sent : O

Good FC Received : 0

Drop Events : 16837134 >>>>> 16837134 - 16837069 = 65 packets dropped (matching above counter)
Under si ze Packets : 0

Fragments Packets : O

Oversize Packets : 0

Jabber Packets : 0

MAC RX Error Packets Received : 0O
Bad CRC : 0

Collisions : O

Late Collision : O

bad FC Received : O

Good UC Packets Received : 47704230
Good UC Packets Sent : 30976122
Mul tipl e Packets Sent : O

Def erred Packets Sent : O

Size 1024 to 15180 : O

Size 1519 to Max : O
txgFilterDisc : O

linkChange : 1

firepower(local -nmgnt)#

AR NTENBREIRNE , ATRENEE , S#O0THRRIETEREE R ELXERIEH
UEFNTER,

AEIR L % R

MRREFDEORS , WREEP-NMEFH/UPEEFEZOLTHENIER , IE-—MRBERTHF
B



firepower#
firepower# connect local-mgmt
firepower(local -ngnt)# show portmanager switch status

Dev/ Port Mbde Link Speed Dupl ex Loopback Mdde

0/0 @GSGM | Down 1G Hal f None
0/1 @GSGM 1 Up 1G Full None
0/2 @SGM | Down 1G Hal f None
0/3 @SGM | Down 1G Hal f None
0/4 @SGM | Down 1G Hal f None
0/5 @GSGM | Down 1G Hal f None
0/6 QSGMII Up 100 Half None <<<<< Up and Half-duplex
0/7 @GSGM | Down 1G Hal f None
0/8 @SGM | Down 1G Hal f None
0/9 @GSGM 1 Up 1G Full None
0/10 @SGM | Up 1G Full None
0/11 @SGM | Up 1G Full None
0/12 @SGM | Up 1G Full None
0/13 @SGM | Down 10 Hal f None
0/14 @sGM | Down 10 Hal f None
0/15 @SGM | Down 10 Hal f None
0/16 n/a Dowmn n/fa Full NA
0/17 n/a Dowmn n/fa Full NA
0/18 n/a Down n/fa Full NA
0/19 n/a Dowmn n/fa Full NA
0/20 n/fa Dowmn n/fa Full NA
0/21 n/a Dowmn n/fa Full NA
0/22 n/a Dowmn n/fa Full NA
0/23 n/a Dowmn n/fa Full NA
0/ 24 KR Up 10G Full None

0/ 25 KR Up 10G Full None

0/ 26 KR Down 10G Full None

0/ 27 KR Up 10G Full None

HRIBEYEBEHNAZEOIABRGENE O SRS, =T f#fshow portmanager switch statushy i
, FEME, RER , RIMTUFRRIFRELIEOID 0/6(FEshow portmanager switch statusiy
E— NP ER) , KO YWENFHRK O ZEthernet1/8,

Interface Nanmelnternal Switch Port (2110/2120)Internal Switch Port (2130/2140)
Et hernet 1/1 1

Et hernet 1/2
Et hernet 1/3
Et hernet 1/4
Et hernet 1/5
Et hernet 1/6
Et hernet 1/7
Et hernet 1/8
Et hernet 1/9 49
Et hernet 1/10 8 48
Et hernet 1/11 11 51
Et hernet 1/12 10 50
Et hernet 1/13 12 59
Et hernet 1/14 13 58
Et hernet 1/15 14 57
Et hernet 1/16 15 56
Ethernet 2/1 NNA 70

O© O ND>OOIDNWOPR
NP~ OOINWO



Ethernet 2/2 NA 71

Et hernet 2/3 N A 69

Et hernet 2/4 N A 68

Et hernet 2/5 N A 66

Et hernet 2/6 N A 67

Et hernet 2/7 N A 65

Et hernet 2/8 N A 64

Internal 1/1 26 81 (Eventing Port - NOT visible at Service Manager)

Internal 1/2 27 80 (Unused - NOT visible at Service Manager)

Internal 1/3 24 52 (Internal backplane uplink to |ogical device, whether ASA or FTD)

BB ME F AR R E YR

U EEANTAEEREERZEALIEEFANE—TTE , XATUEBESXESE 2 —NERT NS
RERKI,

1T HRNFREZAREBEN T , BREERNES (HIESZE ).
2. MEFEXNNEFREZNEEHRNR
2.1.%4 F HFirepowerB B AO(FMC)YEEBWFTD , HEAFMC L REYEZE D THEI B3 th

”
a) o

2.2.33 FFirepoweri& £ EE25(FDM)EEMWFTD , AEOSHETU T NI ETMN B EHR R
i

23. XN FASA , \MNLERNEZANTENE , MR :

firepower /eth-uplink # scope

firepower /eth-uplink # scope fabric a

firepower /eth-uplink/fabric # scope interface 1 1

firepower /eth-uplink/fabric/interface # set auto-negotiation
no No

yes Yes

firepower /eth-uplink/fabric/interface # set auto-negotiation no

firepower /eth-uplink/fabric/interface* # commit-buffer
firepower /eth-uplink/fabric/interface #

AR ST2PIIHM B ERWEERFET THEMEIRET.

3FENTHER THFirepoweriZ AEREI XN T REBFDENTRARIERY , REE B IRVLH
ALBRANIRENBaIHE.
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