B EpR ESAB A FESARER

Contents

Introduction

Prerequisites
Requirements
Components Used
fERTE

B ESAM TR FALE
BESAMIRIXFA

B ESAHY 18] 85 iR 44 4% % 1 I (SMTP) B F
B ESAKYFR A Fh 4k

Enable (event)$# 3k 1E BE 4+ B 75 P B9 337 3% BB 440 ¥R 8 B 3R K
FEX~=TEH

4 FFESAKISMTPES

Bz L & 34 01 22

B RY tth 22 5 Fe B 3 44 61 22
SHEAFESAR T IESR BN
Bz Fi B 3 4461 22

B B b 3% 5l e B S4B 2
Verify

Troubleshoot

HiifE R

Related Information

Introduction

AR g B B B CiscoB FHRF R £ T E(ESA)N T B E R I IE R BB E~ESAKER.

Prerequisites

Requirements

There are no specific requirements for this document.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration. 20 R &Y B &4k F
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All
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You do not need this feature unless you have local MX or MTA relaying mail to your IronPort appliance.
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Add Relay

[¥our_Production
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You do not need this feature unless you have local MX g ing mail to your IronPort appliance
Sl.alu Disable final preview

Add Relay...
MName IP Address Header Parse After Hoos Delete
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Log Subscriptions Global Settings

Edit Global Settings
Sysvem metrics freguency &0 STh
Logging Options: | B Message-ID headars in Mall Logs
B original u bpect hoader of each metiage
B remote respanoe tewt in Mail Logs
Headers (Optional}dl| List any hesdens you want i reco: the log fies:
X-IrenPort-Anti-Spam-Aesult
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Desninaton: I-r:a.—rd bats. com

[® Address Preference: Default [IPvG Prelermed) E

Limits; Concurrers Connections; Use Default (500)

Maxrruim Meiagas Par Use Defeuit (50)
Conraction:

Recphents: o Use Default (No Limit)

© rasmum o [500 (batween § and 1,000)

Macdrmum of |50 (behween I and I,000)

Mancirmum dl'

Nurber of recipdents between
Apply limits Per ESA hostngme

cﬁ-,:.l-r".'" wige

Each Wirtual Gatewsy

DANE Suppert: () | Default (hone) |

Baunce Verifieation: Perform addrets tagging

Apates ardy f Bounce wenican

Bounce Profile: geTa Bounce | ]

Bounce Profile can be configar e

&t Neftwork » Bounce Prafiies

[

0 ard 1,000, 000,000

per number of minutes befween ! and &0

Default (Na)

°\¢ - *
Yes

T adidnees fagging i in wee. See Madl Pobcws > Bounoe Verificatbion.

recommended iff Virtual Gateways are M use
TLS Support: Defauk (Preferred) o
A secunity cerbificate/key has not yet bean configuned. Enabling TLS will aulomadcally enable the "Cisco ESA Certificaie”
certficate/key. (To confgure & oiferent cemifcateey, SEAT the CLI and uie the cartconf g command. )
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Destination Control Table

Add Destination. ]

Dormain & P Adoress Preference Desinabion Lmits TLS Support DANE Suppart

$040 concurrent connecions,
nboUNG . Bats . com Dhef il 50 mESsages per connechon, Daetaue Defauit
Delaut recipent imit

500 concurrent connecions,
outbound. beta. com Defauk 50 messages per connection, Defaut Default
Delauit recipeent brmit

Bounce Verification =
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1. EEXNTEER>NEW,
2. EH|IFNIE AN E BT RS R H BT HEY -

bcc-EFT: if sendergroup == "RELAY" {

bce ("$Senveloperecipients", "S$Subject", "SEnvelopeFrom", "outbound.beta.com");
log-entry ("<=====BCC COPY TO BETA ESA=====>");

} else {

bce ("$Senveloperecipients", "S$SSubject", "S$SEnvelopeFrom", "inbound.beta.com");
log-entry ("<=====BCC COPY TO BETA ESA=====>");

}

3. WEE , BEEEEITECLIER.
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mail_logs

Wed Mar 23 17:28:43 2016 Info: New SMTP ICID 2 interface Management (172.18.250.222) address
172.18.250.224 reverse dns host dhcp-172-18-250-224.cisco.com verified yes

Wed Mar 23 17:28:43 2016 Info: ICID 2 RELAY SG RELAY match 172.18.250.1/24 SBRS not enabled
Wed Mar 23 17:28:43 2016 Info: Start MID 2 ICID 2

Wed Mar 23 17:28:43 2016 Info: MID ICID 2 From: <test@test.com>

Wed Mar 23 17:28:43 2016 Info: MID ICID 2 RID 0 To: <robsherw@ironport.com>

Wed Mar 23 17:28:43 2016 Info: MID Message-ID '<a033ed$2@9.9.5-038.1local>"

Wed Mar 23 17:28:43 2016 Info: MID Subject 'TEST 2'

Wed Mar 23 17:28:43 2016 Info: MID ready 320 bytes from <test@test.com>

Wed Mar 23 17:28:43 2016 Info: MID
the outbound table

Wed Mar 23 17:28:43 2016 Info: MID 2 queued for delivery

Wed Mar 23 17:28:43 2016 Info: New SMTP DCID 3 interface 172.18.250.222 address 173.37.93.161
port 25

Wed Mar 23 17:28:43 2016 Info: Delivery start DCID 3 MID 2 to RID [0]

Wed Mar 23 17:28:44 2016 Info: Message done DCID 3 MID 2 to RID [O0]

Wed Mar 23 17:28:44 2016 Info: MID 2 RID [0] Response '2.0.0 u2NHSipG018673 Message accepted for
delivery'

Wed Mar 23 17:28:44 2016 Info: Message finished MID 2 done

Wed Mar 23 17:28:48 2016 Info: ICID 2 close

Wed Mar 23 17:28:49 2016 Info: DCID 3 close

SMTP&E{S#172.18.250.222 (BT B)iR . HIBRWAEL b ME172.18.250.224 (=T B),

NN DD DNDNDDN

matched all recipients for per-recipient policy DEFAULT in

ESBEENEEFER DY | M172.18.250.1/24 M L& I 1 4518 B BRIE R
HRKRTEST 2JHEMBE.
EEFIE L FRiIEH BiE{TB#Fmail_logs. T4~ ENMIDFE TR

Wed Mar 23 14:50:10 2016 Info: MID 242 was generated based on MID 241 by bcc filter 'bcc-EFT'
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Troubleshoot
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Additional Information
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3. AHERX N TRENHIEENNELIESNER,
4. HPEF S E> TR KO BB 4 3 B =B 4 SR BE >R HH AV MB4F SEBE | enable (event)H BRI ART
EES B R BB,
5. AHERR N T REANBTITEESBZKE,
6. AHETH TRENEENFIEER.,
MBGFTE R , AT , P ESARARTIRER

Content Filter Settings

Name: IB&IIagio_Subject_Tagging

Currently Used by Policies: | Default Policy

Description: Prepend BETA PROCESSED tag to subject line for all emails processed through this ESA

Conditions

Add Condition...

There are no conditions, so actions will always apply.

Add Action...

Order Action Rule Delete
1 Add/Edit Header edit-header-text("Subject”, "{.=}", "[BETA PROCESSED]\\1") ]
[ Submit |

DI , HEFHRHH S 1ER ESAR R AT B FHB AV B AR E Tt — R B MR B FTE R

[BETA PROCESSEDITE

test@test.com < test.com>

Wednesday, March 23, 2016 at 3:01 PM
To:

hello

Related Information

. 04T 5% H A9 B HT Y ESA/SMA

. Technical Support & Documentation - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/security/email-security-appliance/200393-How-to-configure-an-ESA-SMA-for-staging.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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