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See the Clsco ASA 550 documentation Cf to integrate Duo into your SAML-enabled service provider.
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Policy

Policy defines when and how users will authenticate when accessing this application. Your global policy always applies, but you can override its rules with custom policies.

Group policies Apply a policy to groups of users

Application policy Apply a policy to all users

B B SRR R 45



Apply a Policy X

Policy

Select a Policy -

Or, create a new Policy

Apply Policy
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Create a New Policy X

Policy name Authentication policy
MEA
@ Enforce 2FA
Users Regquire two-factor authentication or enroliment when applicable, unless there is a superseding policy
New User policy configured.

IG Authentication policy I
User location

Bypass 2FA

Skip two-factor authentication and enrollment, unless there is a superseding policy configured.

Devices Deny access

Trusted Endpoints Deny authentication to all users.
Device Health application

Remembered devices When enabled, this affects all users,
Operating systems

Browsers

Plugins

Networks )
Choose another rule on the left to add to this policy.
Authorized networks

Anonymous networks

Authenticators

Risk-based factor selection
Authentication methods
Duo Mobile app

Tampered devices

Screen lock

Full-disk encryption

Mobile device biometrics

Create Policy
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Add New Certificate

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
HA v

Cert Enrollment*:

Select a certificate entrollment object v || <+
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Add Cert Enrollment

Name*
FTDO4-16

Description

CA Information Certificate Parameters Key Revocation

Enroliment Type: PKCS12 File

pKCSl? Flle* tESIp12 was|

Passphrase: oes

Validation Usage: & IPsec Client SSL Client & SSL Server
Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides
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Add Cert Enrollment

Mame*

duocert

Description

CA Information Certificate Parameters Key Revocation

Enrollment Type W ETIVEL

» CA Only
Check this option if you do not require an identity certificate to be created from
this CA

CA Certificate: 0C957DUcTicd
b79bVzOXugz5ZpaJHqtXVEfLOH
elPYblyYBwSstXB+k75VHs0Voz
AkeySJCWRQXF
ISSRGuBDpUIKzKu22d55322 +wd
fleyyWMXUJWmSXKKnnHEsOgL
GCxmfkd+50sWilo
ICCMGabgYgEvBEHF3Y++sFg=
END CERTIFICATE

Validation Usage: & IPsec Client SSL Client & SSL Server

Skip Check for CA flag in basic constraints of the CA Certificate

Allow Overrides
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Add New Certificate

Add a new certificate to the device using cert enroliment object which is used to
generate CA and identify certificate.

Device*:
HA

Cert Enrollment*:

| duocer v| +

Cert Enroliment Details:

Name: duocert
Enroliment Type: Manual (CA Only)
Enrollment URL: N/A
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Firewall Management Center a

Overview Analysis Policies Devices C Integration Deploy Q@ @ Tcoutrie» | ‘duih’ SECURE

Single Sign-on Server Add Single Sign-on Server | . Filier

. based authentication, These 0 authenticate ing in through Remaote

* External Attributes

File List

Displaying 1 = 2 of 2 rows

Route Map
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New Single Sign-on Server

Mame*
duosso
Identity Provider Entity ID*

SSO URL*

Logout URL

Base URL

}"Ittps:f;"bipn.ciscue:u'.a mple.com

Identity Provider Certificate*
duocert

Service Provider Certificate
FTDO4-16

Request Signature
--No Signature--

Request Timeout

Use the timeout set by the provide

Enable IdP only accessible on Internal Network
» Reguest |dP re-authentication on Login

Allow Overrides
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Firewall Management Canter P

Remote Access VPN Policy Wizard

Brdcy kgt Conrwcton Prodis
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Ciseo Secure Client - Login

Single Sign-On I

axample@cises.com edt

Cisco Secure Client

AnyCannect VPN:
[ Ploase complote the authontication process in the
rl AnyCannect Login window,

s

ISE Posture:
Ma palicy sorver detected.
Defauilt notwork sccess is in effect. Sean Again

Umbrella:
Umbrella ks active.

Log in

Please eomplete the suthentication process in the
AnyConnect Login window.,

Group: DUO
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[ ION ] Cisco Secure Client - Login

Check for a Duo Push

Verify it's you by approving the notification...

Sent to "i0S"

-

Other options

Need help? Secured by Duo

DUO#H# %

@ Cisco Secure Client

AnyConnect VPN:
Connected to https:f/vpn.ciscoaxampla.com.

Disconnect

ISE Posture:

Bypassing Cisco Secure Client scan.

Your network is not configured to use.. Scan Again

Umbrella:
Umbrella Iz active,
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FEAU T FRIEFTD EAERE | show vpn-sessiondb detail anyconnect
T__::,:,_,f_r._,: Fr S ——————TS L anyconnect
Session Type: AnyConnect Detailed

1916

Tunnel

sl fone

S5L=Tunnel Tur
DTLS=Tunnel Tunnels:

AnyConnect-Parent:

Hash

TCP

cate and SAML
: Idle TO

X L8 B 1E K e S5 AT RE LAY (R R
IR 1:EF & B KM,
BRBIEHLEEFTDL ;
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debug crypto ca 14

debug aaa shim 128

debug aaa common 128
[ & 2:SAMLE[E

AL AIX 81 DA 1T S PR R BR

DTLS=Tunnel:

Tunnel:

(1)sl




debug aaa shim 128
debug aaa common 128
debug webvpn anyconnect 128

debug webvpn saml 255
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