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Configure
High-Level Flow Diagram

Manufacturing Device Cisco Cyber Vision ISE PAN ISE pxGrid  ISE PSN with pxGrid Probe

@ 0 @

CCV pxGrid Registration

Bulk Download of endpoints via https://<CCV hostname=>:8910/pxgrid/ind/asset/

If new endpoints are detected, ISE
will create those endpoints

Endpoints are created/updated in ISE
database (Oracle)

+ Connections at Steps 1 and 5 are ‘E\ ESl\i‘llgdc!sgn a;sm data
ol pxGrid Probe

protected by ISE pxGrid certificate
+ Connection at Step 2 is protected by

CCV certificate Endpoints are created/updated in ISE

database (Oracle)

Endpoint gets profiled. CoA can be automatically sent
to change the authorization context if configured
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U SEE AL A AN PN E] Center 7 #9/dataletc/hosts3 #F

root@Center:~# cat /data/etc/hosts
127.0.0.1 localhost.localdomain localhost

# The following lines are desirable for IPv6 capable hosts
2zl localhost ip6-localhost ip6-loopback

—~

fel00::0 ip6-localnet
ff00::0 ip6b-mcastprefix
f£f02::1 ip6-allnodes
ff02::2 ipb-allrouters
127.0.1.1 center
60.131 ise3l-tm2.cisco.co

B=%  RIEBFRE,




MCyberVision Center#ii A &5 fopensd s_client -connect Y ourl SEHostname:8910,
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System statistics Last 2Hours Sensors

= VMWARE-42 3F 84 89 49 FA 9F 1E-65 F5 D4 50 92 99 FF B6

* Version:3.2.1 (build 2021082011648)

£ GENERATE DIAGNOSTIC

* Uptime: 5 E
* System date (UT:
* DHCP:disabled

COMPUTE SCORES

&

P SYSTEM HEALTH

CPU RAM DISK

Rig , RBUTSREER O ELNERAE :
T 3SR AR B B A U4/ dataletc/sbso
F— NN F R Alistener.conf , HEERE :

(EEBAERAENEFEH, )

root@Center:~# cat /data/etc/sbs/listener.conf
configlog:

loglevel: debug

root@Center:~#



8 AN R ER & N pxgrid-agent.conf , HEEREA :

(FERRSRAENEFERE, )

root@Center:~# cat /data/etc/shs/pxgrid-agent.conf
configlog:
loglevel: debug

BIBXTAN XM , 1B EH S 300 R EH S 3hsbs-burrowHpxgrid-agent iR -

Restart service using the command:
#systemctl restart shs-burrow
#systemctl restart pxgrid-agent

REWEPGHdAE (EAXFERTENPLSHBER )

root@Center:~# journalctl -u pxgrid-agent > /datalitmp/pxgridLogs.log

U EEtepdumplB IR A 2 T P O SISEZ BBV BB o

root@Center:~# tcpdump -i ethO -n host CCV_IP and host ISE_IP -w /data/tmp/ccv_ise.pcap

«  FEISELBERRRABREIIFRAE,

EEISELEABR , ESMEIAdministration > System > Logging > Debug Log Configuration. 1§ AERFEE R A TRE -

=) PHEW SERAE] ERERN XM

PAN ( A3 ) pal ik @i profiler.log

B /3 B pxGrid &N Th BERY

= N .
PSN ol ik ERES profiler.log




pxgrid-

PxGrid pxgrid BRER
server.log
M A EHE

O HpxGrid-agent¥ id A SR REEBHHRE, SEMRS. BERNMBER(CCV)SISERIFE (RN ) HEXAHE D
W(STOMP)ESE | LR EERIER /AN EHERE

<tfroot>

Jul 11 13:05:02 center systemd[1]:

Started Agent

for interfacing with pxGrid.

Jul 11 13:05:02
Jul 11 13:05:03
Jul 11 13:05:03
Jul 11 13:05:03
Jul 11 13:05:03

center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:

Account activated

[caller=pxgrid.

go:58]

pxgrid-agent Center type: standalone [caller=postgres.go:543
pxgrid-agent RPC server listening to: '/tmp/pxgrid-agent.soc
pxgrid-agent HTTP server Tlistening to: '169.254.0.90:2027' [
pxgrid-agent Request path=/pxgrid/control/AccountActivate bo
pxgrid-agent

Jul 11 13:05:03 center pxgrid-agent[5404]: pxgrid-agent Request path=/pxgrid/control/ServiceRegister bo

"asset Topi c":"/topic/com cisco. endpoi nt. asset"

,'restBaselr1":"https://Center:8910/
Jul 11 13:05:04 center pxgrid-agent[5404]: pxgrid-agent

Service registered

, ID: ¢514c790-2361-47b5-976d-4alb5ccfa8b7
Jul 11 13:05:04 center pxgrid-agent[5404]:
Jul 11 13:05:05 center pxgrid-agent[5404]:
Jul 11 13:05:06 center pxgrid-agent[5404]:

Websocket connect ur

=wss://labise. aaalab .com:

8910

/pxgrid/ise/pubsub [caller=endpoint.go:129]

[caller=pxgrid.go:76]

pxgrid-agent Request path=/pxgrid/control/ServicelLookup body
pxgrid-agent Request path=/pxgrid/control/AccessSecret body=
pxgrid-agent

Jul 11 13:05:07 center pxgrid-agent[5404]: pxgrid-agent

STOVP CONNECT host

=10.48.78.177 [caller=endpoint.go:138]
Jul 11 13:06:59 center pxgrid-agent[5404]: pxgrid-agent

STOVWP SEND destination

=/topic/com.cisco.endpoint.asset body={

"opType": " UPDATE"

,'asset":{"assetId":"01:80:c2:00:00:00","assetName":"LLDP/STP bridges Multicast 0:0:0","assetIpAddress"
Jul 11 13:10:04 center pxgrid-agent[5404]: pxgrid-agent Request path=/pxgrid/control/ServiceReregister



RINE RS TR E 248 X MassatGroupB X AT A E , TR :

<{froot>

Jan 25 11:05:49 center pxgrid-agent[1063977]: pxgrid-agent STOMP SEND destination=/topic/com.cisco.endpoint.asset body={"opType":"UPDATE","a

{"key": "asset G oup",

val ue":""}

,{"key":"assetCustomName","value":"test"}, {"key":"assetGroupPath","value":""}],"assetConnectedLinks":[]

TR E BB R ( T {EMassetGroup , MTATR ) o X¥IA T CyberVision Center IEFE XX B , MRISEREE#H —F RREBNE K
, BRRAERISE# T — S RE,

<#root>
Jan 25 11:09:28 center pxgrid-agent[ 1063977]: pxgrid-agent STOMP SEND destination=/topic/com.cisco.endpoint.asset body={"opType":"UPDATE","as
{"key":"asset G oup", "val ue":"test group"}

,{"key":"assetCustomName","value":"test"},{"key":"assetGroupPath","value":"test group"}],"assetConnecte
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/content/en/us/products/collateral/security/cyber-vision/ise-cyber-vision-working-together-so.html
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https://youtu.be/Pc4T8M3uI4g
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https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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