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rsa -f ~/.ssh/<NAME> @5 5
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T4k A = (ap.iphmx.com)
f15-ssh.ap.ip hmx.com
f16-ssh.ap.ip hmx.com

CA(ca.iphmx.com)
f13-ssh.ca.ip hmx.com
f14-ssh.ca.ip hmx.com

R B2 (c3s2.iphmx.com)
f10-ssh.c3s2.iphmx.com
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joe.user@my_local > ~ ./connect2ces

[ EEEEEEHN K IE RS 88 (f4-ssh.iphmx.com),
[[REBIERERI, WEBEZEI4-ssh.iphmx.com,
[MREBEZEPIDLEIZT : 31253
[[]IETEE#EFICESI® % (esal.rs1234-01.iphmx.com),

ERBFETE : 2019648228 ( B8— ) : 11:33:45 ( 10.123.123.123# )
AsyncOS 12.1.0 , & A FCisco C100VARA071

HBERERCI00VEHR TR 2 ERIRE

NOTE:#IRAE144050 8 , LS EFEH. MEARRXWEEERETHRER, EREES , FHE
HIANE N

(¥l25esa1.rs1234-01.iphmx.com)>
(it & Hlesa1.rs1234-01.iphmx.com)>iR H

£/127.0.0. 109 FEE 2 <A,
[FEEEXRAAEER. ...
[-];Taﬁio

connect2ces.sh

~
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#!/bin/bash
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#--mEUTE
#N 2 5CESEIMLTE :

# cloud_user="username"

# cloud_host="esaX.CUSTOMER.iphmx.com"=}"smaX.CUSTOMER.iphmx.com"
# [BREEEFEYNHXIFGCESKHIIFEHRLRE ! |

# private_key="LOCAL_PATH_TO_SSH_PRIVATE_RSA_KEY"
# proxy_server="PROXY_SERVER" [{i&#—11 ! ]

#

#34 T proxy_server’ , A TF2SSHRE :

Hi

#HTC L ¥ A R (ap.iphmx.com)

## f15-ssh.ap.iphmx.com

## f16-ssh.ap.iphmx.com

Hi

## CA(ca.iphmx.com)

## f13-ssh.ca.iphmx.com

## f14-ssh.ca.iphmx.com

HH

##BX B8 (c3s2.iphmx.com)

## £10-ssh.c3s2.iphmx.com

## f11-ssh.c3s2.iphmx.com

Hit

##PR 88 (eu.iphmx.com) ( BEER )

## f17-ssh.eu.iphmx.com

## f18-ssh.eu.iphmx.com

H

##3£ E (iphmx.com)

## f4-ssh.iphmx.com

## f5-ssh.iphmx.com

cloud_user="username"
cloud_host="esaX.CUSTOMER.iphmx.com"
private_key="LOCAL_PATH_TO_SSH_PRIVATE_RSA_KEY"
proxy_server="PROXY_SERVER"

#--1R BB IX LE{E R
# 'proxy_user' 7 B E X

# 'remote_port'{R$F22(SSH)

# “local_port’ I RFEEZRE N TRMNE

proxy_user="dh-user"
remote_port=22
local_port=222

TR i T S

proxycmd="ssh -f -L $local_port:$cloud_host:$remote_port -i $private_key -N



$proxy_user@$proxy_server"

printf "[-|IE £ iE 2K B R 5585 ($proxy_server), ..\n”
$proxycmd >/dev/null 2>&1

W& nc -z 127.0.0.1 $local_port >/dev/null 2>&1; R /5
printf "[[[{REBIEERK I, IESEZEISproxy_server, \n"
HAth

printf "[[[XEEZEAN, EFERHE......

BH

fi

#E R Bsshit i

proxypid='ps -xo pid , % | grep "$cloud_host" | grep "$proxy_server" | head -n1 | sed "s/A[ \t]*/" |
cut-d""-f1'

printf "[[([XEBEPID LiE1T : $proxypid\n”

printf "[-| [EfEiE#EFICESiZ % ($cloud_host), ..\n\n"
ssh -p $local_port $cloud_user@127.0.0.1

printf "[[]EEE X< FAREZEE.....\n”
kill $proxypid

printf "[-] M. \n"

#-- 8 R IREBRARE ?
#--152 5 : https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118305-
technote-esa-00.html

#--FEiH A Z/NESASSMA?E il B #Y B 45 H Edp & H connect2ces_2.shE K L& #io
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Windows f F#
FEAPUTTYHEHASSHLLE I CESHKE I TCLITARIA R,
SR

FACESEF , BUMSBECESHEMIZE , WEBTACT XXMM AESSHEH :

1. £ERAB/I/NBERSAREH.

2. B BRREHRLBRSAREH,

3. ¥ ERMREABHNELENBACREFRICESE/IKS,,
4. BEUTHBARNFRERREPUTTY,
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i PUTTY Configuration

Categony:
= S_essiu:un | B azic optionz for pour PuT T zezzion |
= T L.Dglglng — Specify the destination you want to connect to
—J- Termina
- Kephoard Host Mame [or [P address] Port
- Bell |F4-ssh.iphms. com |22
- Features Connechion bpe:
- Window " Raw  Telnet ©© Rlagin & S5H  Serial
- Appearance }
- Behaviour — Load, zave or delete a stored sezsion
. Tranzlation Saved Sesszions
- Selection
& I:"" E':'l':'t!‘m Default Settingz Load |
=] Connection
- Data S ave |
- Prosy
- Telnet Delets |
- Rlogin
[+-55H
- Seial Cloze window on exit:
© Alwaps Newer  (* Only on clean exit

About |

B FHDataandIRIEFZEMESR , FH B EZHAF B H5H Adh-user,

2 PuTTY Configuration

Open I

Cancel

Categany:
=- S_essiu:un [rata to zend to the server |
L.Dggmg Login detailz
=~ Terminal
- Keyboard Auto-login usernanme Idh-user
- Bell ; _
.. Features ~ Terminal details
= W irdions T erminal-type zting I:-:term
- Appearance :
Ezﬁaviuur Terminal zpeeds |384EIEI,384EIEI
;ri'm?hm — Environment wariables
- Selection
- Colours Wariable | #dd
[=- Connection
Value I Remove |

- Prowx
- Telnet
- Rlogin
[+-55H
- Senal

About |

Open I

Cancel

&R SSHH % F Don't start a shell or command at all,




2 PuTTY Configuration Pl

Category:

- S_ESSiDn | Options contralling 55H connections |
L.Dgglng [rata to zend to the server

[=I- Terminal A ; i
- Keyboard emote command:
- Bell I
- Features

[=I- Wwfindow
- Appearance v Don't start a shell or command at all
. Behaviour [" Enable compression
- Tranzlation Prefered S5H protocal version;
- Selection T tonly 1 v 2 2 arly
- Colours : :

= Conmection — Encruption optionz
- Data Encryption cipher selection policy:
-~ Prosy AES [S5H-2 anly)
- Telnet Blowfizh Up

EIne aDES _l
- warn below here - D
: arcfour [S5H-2 only) i |
DES
[~ Enable legacy use of zsingle-DES in 55H-2

Aot | Open I Cancel |

& & Authand for Private key file for authentication , X% HiEFEWFER

2 PUTTY Configuration x|
Categony:

- K.eyboard ﬂ | Options controling S5H authentication |
o Bl

- Features I™ Bypass authertication entirely (SSH-2 anly)

= Wlninw —Authentication methods
- Appearance
Ezﬁawnur v Atternpt authentication uzing Pageant
- Tranzlation [ Atternpt TIS or CryptoCard auth [S5H-1]
- Selection ¥ Attermpt "'kepboard-interactive” auth [SSH-2)
B E;;S::Dt;-grﬁ — Authentication parameters
- Data I~ Allow agent forwarding
- Prasy [T Allow atterpted changes of username in S5H-2
- Telnet Frivate key file for authentication;
- Rlogin I Browse... |
[=l- 55H

- K

LTTY

511

i Tunnels

..... Bugs |
- Serial |=
Ahout | Open I Cancel

2 FHTunnels,

AR ;X B EEENERRA ((REIEER2200) .



# A aDestination;iX 2

R

BHIESAEISMA + 22 ( $8TESSHIERE ) ,

@ PuTTY Configuration
Categaory:
- K.eyboard ;I | Optione cantraling S5H part fansarding |
- Bel — Part fonwarding
- Featurez :
5 Window [ Local ports aceept connections from other hosts
. Appearance [~ Femoate ports do the same [S5H-2 only
. Behaviour Fonwarded ports: Blemiawe |
- Tranglation
- Selection
- Colours
= C i
= lfl_r_-lgl::;:h Add new fonwarded port: {
- Prawgy Source port |22EIEI Add |
- Telnet - - .
- Rlagin Destination Iesa'l -youLiphrnz. com: 22
f* Local i~ Remate i~ Dynamic
' Auto £ |Pvd i |PvE
»

Open I

Cancel

BEHEAMAE , EXMM TR

2 PuTTY Configuration

Categony:
- K.epboard ﬂ | Options controling S5H part fonaarding |
- Bell — Part fonwarding
- Features .
- Window ™ Local ports accept connections from other haosts
- Appearance [ Remate ports do the same [SSH-2 anly)
- Behaviaur Forwarded ports: Bemave
- Tranzlation : _
. Selection L2200 esal.yvouiphms.com 22
- Colours
=-C fi
= ?_h;?;m &dd new fonwarded port:
- Prany Source port I
- Telnet o
- Rlagin Destination I
= 55H % Local i~ Remote " Dynamic
o Kew + Auto  IPvd 1P
- Auth
TTY
=11
b Tunnels
..... Bugs
- Serial =
Ahout | Open Cancel




EREQIFUMEFIRMER |, HE TSession,

AANRENRFHNER , REEERT

% PuTTY Configuration

Delete |

Category:
= - | Bazic options for your PuT T seszion
- Teminl — Specify the destination you want to connect to
—J- Termina
- Kephoard Host Mame [or [P address]
- Bell If4-$$h.i|:|hn'|:-:.n::|:|m
- Features Connection wpe:
- Window " Raw © Telet © Rlagin & S5H  Serial
- Appearance }
- Behaviour ~ Load, zawve or delete a stored session
- Tranzlation aaved JEsII0Ns
- Selection [Fy Saved Session
& I:"" I:':'l':'t!'"s Default Settings
=] Connection
- Data
- Prowy
- Telnet
- Rlogin
- 55H
Kex i Cloze window on exit:
?‘#t\? © Alwaps Newver  (* Orly on clean exit
..... %11 ;I

Abot | Open I

teEt , AT LR HOpenH BB REX1E,

FLHIAEARFRRIB TR AT

HYESAZSMARYZE Z/NPUTTY 21,

EAENE127.0.0. 1 A ERMHEARHYBEREHERRKOS,

EAHIF , £H2200,
B HOpenbUEEFRE,



2 PuTTY Configuration x|
Categony:
=l S.essinn | B azic options for your PuT T zeszion |
L_u:ugglng pecify the destination you want to connect ko
[=I- Terrminal
. Kevboard Host Mame [or IP address] Purt
- Eell [127.0.0.1 2200
- Features annection tpe:
= Window " Raw © Telet £ Rlogin ™ 55H ¢ Serial
- AppEarance i
.. Behaviour ~Load, save or delete a stored session
.. Tranzlation Saved Seszions
- Selection
I::::I::u_urs Drefault Settings Load |
[=]- Connection
- Data Cave |
- Prosy
- Telret Delete |
- Rilogin
[+- 55H
-~ Serial Cloze window on exit:
 Alwaps Mewver & Only on clean exit
Ahout | Open I Cancel |

RERTN , BEAREAFENEE  SEFUIRRBREER.
R HERR

MR EHISSHEH R EAOPenSSH ( JPUTY ) £RAY , MAT R , 3 BAMIIHPEMM
B,



cuments\ID

PuTTY Fatal Error

Disconnected: No supported authentication methods available
(server sent: publickey)

oK

AT LAERAPUTTY R A £ B sc A 5R

o ITFPUTYZRAE KR

- KRiiLoadin B M MK I B FAEA.

s BWEEQIGT TR ERFAEXH() , MEXRBIFAL,
- &E|FAEASS , B HOpening,

* PuttygenfHR LI TEFRIBEL,
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File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa A
AAAAB3NzaC1yc2EAAAADAQABAAACAQDBI1R657syE4AMM7WDEZWNGHSDbRptJsq
XLdYO0iW70r1thQWCZ9drKaezW8aVXgSTwiKvpldoyP7JNyLTA6HzXEJGR

+5598zsl ) 'm0
ovPinryp| PuTTYgen Notice X bV o
Key finger e

Key comnm 0 Successfully imported foreign key

(OpenSSH SSH-2 private key (old PEM format)).
Key passy

To use this key with PuTTY, you need to

Confirm p use the "Save private key" command to

save it in PuTTY's own format.

Actions
Generate e
Load an e OK
Save the gemerarsuwey T SdveE PUDNC KEY T oave privae key
Parameters
Type of key to generate:
(® RSA (O DsA (O ECDSA (O ED25519 (O SSH-1 (RSA)
Number of bits in a generated key: 2048

- BHRERLH.
« NEMPUTTYRES , ERALERNILAFRERE,
- ZHEAEHRRNLAEINEE,

BIAGRRB BT B TITIHRIRE.
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