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1.ENVNEMARRETIF , ARIEE Create App Integration , B 7R


/content/en/us/products/security/what-is-saml.html

Applications

Create App Intagration Browse App Catalog Azzign Users to App More *

2.0%% samL 20 ERR KR | WRFR :

Create a new app integration

Sign+in merthod EHOC = Opand [k Corerac?
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3. AR AEZF sMAEUQ 1EIE Next, INB P 7R:
1 Gonbral Satlings

ARR name SMA EUG

App logo (Spticnal)
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App vigibility Do not display application icon to users

Cancel Mt

4 7 SAML settings , JIEFFR |, EEZEFA -
— B OERURL : X2MSMA EUQEE O IRERHY 7 BA £ F & AR S5
— ZARURI ( SPEID ) @ iXZMSMA EUQSE4FIDIRELHISE4EID,
— BWIDKRN | REANKREE.
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— ENENNARFAFE  tIEMER,



A SAML Settings
Genaral

Singhs sign on URL @ hitpsclf

-pug i iphmecom/

LI thig tor Recigiant UIRL and Dastinnticn URL

Audiarsza LRI (5P Entity 1D} @

Ikt psy -augliphmecom/
Default AelayState @
Eilank FalaySiate i dent
Mamg 1D format @ Uragacifiad ¥
Application usernames @ Ernasl "
Update application usernams on Create and updats w

Show Adwanced Seltings
B 3R 31 2l Group Attibute Statements (optional) , 20 B T 7R
BMAT—NEMHIED .
-1&% . group
-ﬂg *ﬁ':_tt Unspecified
— 3¥ERR : Equals F OKTA

Group Attribute Statements (optional)

Marma Marme format Filtar
(opticnal)
Eroup Unapacifed . Equals * DOKTA
Ji?% Next .

5. é’?ﬁgiﬁlﬁ Help Okta to understand how you configured this application , "L%?Iﬁké' ﬁﬁ%iﬁﬂ’gﬁﬁﬁ IR ) ZZI] Fﬁ
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3 Help Okts Support understard kow you configured this applastean

A i B GCUELMar oF pariries? V' aun OELE customes aoding an Fterndl anp
n' I'rn a softwara verdaor. I'd lka to intagrate my app with
Dta

Once pou s & working SAML integraleon, subimil it foe Bubmit your app for revé
Ot mevigw to pabnlish in the G

:\&F% Finish é%égé-l: _*yFo

6.0 Assignments priAie S ) %Eﬁj& Assign > Assign to Groups,!ll] Fﬁ'/_T:

General Sign On Import Assignments

‘ Convert assignments v

Assign to People

Fi

pe Assign to Groups

Groups

p

7TIRFROKTAL , ZARBENAF-HRIIENA

8.1 +# sign on , MBI P 7R
L

General Sign On Import Assignments

0O.M TRIZELA , IR View SAML setup instructions 1IN , MBI :



SAML Setup

Single Sign On using SAML will not
work until you configure the app to

trust Okta as an IdP.

4 View SAML setup instructions

10. ML EERERNICEAR , EEMA Cisco Security Management Appliance SAMLELE , BB TR :
— B RHEFERERURL
— BORMHERFMAE

- X.509iEH

The following is needed to configure CRES

Idertity Provider Single S| gn-On URL:

Idgritity Provider lEiuen

E.50F Cartificaln:

Drwinlond cartifents

11.TROKTAERE G , B LLUREER L+ EHIRE.,



EBRNRETERET :
1LUREERFHERBRNREERRE , B

Sll:'l.lri
I'J-:lun:l Email and Web Manager M100W
e TErsion: 14.3.0-115
r
Usemama: | ]

L) LT
Cagpeght £ - 310D Chacn Serines, Bar M rightt seserend. | Priay SLRSTER I':Iu'.;:l.:..'

2.7E system AdministrationiE R A , 1E$F samL &I , BT :

System Administration

System Health
Alerts

Log Subscriptions
Return Addresses
SS5L Configuration

Users
User Roles
Metwork Access

Account Settings

LDAP

SAML

OpenID Connect

Disk Management
Shutdown/Reboot
Configuration File

33THHFE O LABLESAML, {KT SAML for End-User Quarantine, KA Add Service Provider , 20 B Fff 7R



4. KB profile Name , MIARFREHEBPEEXHNEEXHS , WEAFITR :

Profile Name: Igp Profile

534 F entity D BARSRHEE (EXFHANRE ) NERE—BH, REFRHUEFXEDIENER
ZURI, lMEMR :

Entity ID: (#) Ihl;tps:,.' -eugl.iphmx.com/

6.5@3: Name ID Format ,ﬁt?—ﬁﬁ;f;ﬁ.fgﬂlﬁo EEIE%@E1§*E§N%EMZE , yuﬁﬁ'/‘.l_? .

Mame ID Format: |yrn:oasis:names:tc:SAML:1.1:nameid-

() |format:emailAddress

7.5@5': Assertion Consumer URL , ﬁ*%ﬁj%{%&ﬁ:&%ﬁgﬁiﬁﬁim%ﬁi}ﬁﬁEﬁﬁSAMLEHﬂE’g
URL, FEAHIH | X2 ERHFRE XA URL,

Assertion | https:/, 2-pugl.iphmx.com/
Coansumer URL: (?)

8.5 F sP Certificate , LAEZUEPBFER4A |, S EEPKCS #1234, L4155 , Uploaded Certificate Details 21 &
iR

Uploaded Certificate Details:

Issuer: ( ‘1-

g MO =Cisco\ST=CDMX\OU=ESA TAC
Subject: { 1=

t DO =Cisco\5T=CDMX\DU=ESA TAC
Expiry PGEMT
Date:

9.34 F sign Requests and Sign Assertions , MR EXNSAMLIBERFMMSHITER , BEPRXFENEIEE,
MRIEIRIEFIXLIE |, FRREOKTALEEMEMNRE , BT

Sign Requests
Sign Assertions

Make sure that you configure the same seltings on your Identity Prowvider
as well,

10.%¢F Organization Details , T AALAHEMES , MERTR :



Organization

Deetails: el I EUQ SAML APF
Display Name: |:-|vnn:|.:,:1-',r -eugl.iphmx.com/
URL: Ih“PE f, eugl.iphmx.com/

Technical Contact:

Email:  |yseradmin@domainhere,com

11. Submit Fl commit FE G EMLEHLE Identity Provider Settings .

12.8 2 sAML , B Add Identity Provider, 2 R FT 7R

Add Identity Provider... |

No Identity Provider Profiles have been defined.

13.F 2 Profile Name: i A R IR FECE XY B , WNEFRR :

|
Profile Marme: IiDp Profile

14.:\&1% Configure Keys Manually #ﬁkb(?{%E\ , ZZI] ﬁﬁ'/j_'\ .

- K4KID : SHRUEEFXEIDATH RSO RHAERF. TEY LRSRPHOKTAREIR
5.

- SSO URL:SPRI [ H X IXSAMLH I IEERAIURL, BB LRFRFHOKTAREIRS.

- EF : HOKTAREAYIEF,

Configuratesn Settingd: g Conligune Keys Manually

Ertity 1D: LF [ itz fvenres oinn. comy
S50 UAL: 1} mElEd:
[ Lo
I
Ceimificate: Salsesionad archies | Sin Srchivied delicciensdsd

Uplogdied Certifacatn Defals:

I3Eue]
Cubject:

Espiry
Date:

15. submit 1 Commit BB A BKLESAMLE FBUE

16.78 2 Centralized Services > Email , BT Spam Quarantine, 1B Ff 7R



A Centralized Services Network

System Status

Security Appliances

Email
Policy, Virus and Qutbreak Quarantines
Centralized Reporting

Centralized Message Tracking

Web 1
Centralized Configuration Manager
Centralized Reporting

Centralized Upgrade Manager

17402 Spam Quarantine - = Spam Quarantine Settings , ifﬁ Edit Settings , as shown in the image:
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18.18 7R3 E End-User Quarantine Access > End-User Authentication ,J%& 3% saML 2.0 2B FI/R:
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19. submit 1 Commit 9 /5 FASAML 5 1936 11F #Y B8 2 End User Spam Quarantine .

g

1. EERAWebRIRERHF , WAL TNRL R ABRERHREXAURL , NEFR
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2 F—NHE OUMBLEOKTASRRIL, FHOKTAKIEE SR , MEMR :




okta

Sign In

Username

username@domainhere.com

Keep me signed in

Help

3&”%%’@3&1]1&% , End User Spam Quarantine jﬂ’.é‘iﬁﬁ)*‘ﬂﬁﬁ*&%#ﬁ%%lzw W?él , ZZDFE/T_\ .
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Cisco Secure Email and Web ManagerG L8/
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https://www.cisco.com/c/zh_cn/support/security/content-security-management-appliance/products-release-notes-list.html
https://support.okta.com/help/s/?language=en_US
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