ASA/PIX : # ASA L ft#¥ VPN Client fEf % &
PSR BC iR RO

£ ASA LHE 5 EIFRE

FHAEENZSIRREEE (ASDM) 5.x BLE ASA 7.x
FREENZSEZEEE (ASDM) 6.x A& ASA 8.x
B CLIBil@ ASA 7.Xx RE S RA

B3 CLIBLE PIX 6.x

3 VPN B %

EE VPN EFIHHEE

iE3d Ping Mt A it LAN i5[A]

B HE BR

DA%k B B B2 BR 17 9 EIFREACL

HXEE

fifr

AR MHE VPN FFimBESRREEEE Cisco BEENZRZREIRE (ASA) 5500 R 5l & 4% & i fn4a]
A VPN BEFIRIAR Internet B2 F %A, LEE AT VPN BEFIRELEZZL1HE Internet BB
T IPsec Z£#1518) 2 B R IRo,

X AATBERAXNEBRMALATLANANEREZARENIBEIANZSHREZSHNEE, E2NT
R 20 EIREE < B —Zih R FVPNE P iR A LANTG B, ES [ PIX/ASA 7.x : 21 VPN &
Fimih e A< i LAN BB & R,

KRR
ER

ARNHBE ASA LEEEERNZRHE VPN BEE, MREAREENEE , 55 FEH ASDM



//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080702992.shtml
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080702992.shtml
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008060f25c.shtml

& PIX/IASA 7.x FLE N iztE VPN AR5 82 #Y Bl B /R Pl

fERHYA
AXAEHHESET U T RHEHBEHIRA

. Cisco ASA 5500 RN Z IR HHRA 7.x RESRAK
. Cisco Systems VPN %& 5 4.0.5 kR

AE . AXHEBES Cisco VPN BFi% 3.x ##FEM PIX6.xCLI BE,

AIEPNESBRETRERRERETNREREN. AXEFEANAERERNIRAR
(BN ) REB. IREHEANREXIME , FRALCETEMESGSHBENME.

&
R

VPN & Figfy THER SOHO MK | BT Internet E#EF &6,

P

19 1%&-!.’.'?:

192.168.0.0/24

1 10.0.1.0/24

172.22.1.0/24

“Internet”
19216802
il
LB EE AT A F Cisco PIX 500 RFIR£IRZ MR 7.x
A

BXRHN i BER , #5H Cisco HRETAM,
BRER

£ VPN B imE| ASA MEAR T RP , FEREBB UM , FNKE VPN FEFIRH IR RE#RT
MEHREREE ASA, BEENEENIFNAFKE , KRETEANTARERRE, 5175
FIRRERUERLRE  XREANEATAFELBERREZERETLNAMENRE, BEER
. BFERHFSRIGET X A HARERET VPN FFimf 24t LAN [ RIEE Internet,

£ ASA LEESBIRE
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FHARENR2REZEER (ASDM) 5.x Bl ASA 7.x
ERATSRAEFBEAREN R FZEATFHAFT R D EIRE.

1. #)R%E$E Configuration > VPN > General > Group Policy , H &R FLEHEEAFF AL LAN
R E KRR, AREET Edit,

Filz  Ophors  Toclz:  Wizerds Help Ea:arr_'h'l FAnd -
g - ; Cusew Svsveus
o A
“ H U0 O O & Jd ?
Home Configuration  Moribarirg Beck Farward Packst Tracer Redrezh Save Hek -
Corfiguration = ¥Fi = Ganeral = Group Folicy
Ej [ VPN Wzard J-Grove Patey
- [0 Ganeral
R 81 ven Sestem Opeors:
\ Chan Upes Manese wF grou polcies. & 9P groun polcy |5 & colection of user-orietes attriutersa e pars tha
i P iy b starad itamsly on the sevice Or axdernally Of 8 RADILS sarver. The aroup policy informalion i
"'l =GRS referanced by VRN funnel grogpe enod user sccous
SRCIATY Folcy :
ai;g +2t Dednuk Turnesl Galew
AT 24 Fore Labs Irecriy © Type Turn=ing Fretooal A0 Sarver Group Al W
T KE
ﬂﬁ I!IFJE Poan CrikGrpPalioy [Syztem Defa.. | bdernal  LETPAPSec PSec -- hliE - Exit [:
VFH E P fddass Maneerent
N Delte
E;; B [ weetremn
b E-mail Praxy
IPs = !
CED Manager
b4
°z
RioLArg
Globsl Shiacls
Praperlies
AEls Resst |
] o
Corfiguration chenges saved suczesshily, cisco 2 i [ |E'| EAUOG #2838 P UTC

2. #Z Client Configuration &I+,



@& Edit Internal Group Policy: hillvalle yypn

3. BUH%H Split Tunnel Policy FrXY B9 Inherit 42 , #A/51%3F Tunnel Network List Below,



@& Edit Internal Group Policy: hillsalleyypn

4. BUHIEH Split Tunnel Network List Fi ¥t RZ#9 Inherit 3 , /5% & Manage /537 ACL
Manager,



@& Edit Internal Group Policy: hillvalleyspn

5. 7£ ACL Manager # , #%$% Add > Add ACL... SABIZEFTH 15 18 53K,



7. 8l ACL 25 , #IRIERE Add > Add ACE... BURINTAE#2 %1% B (ACE).



& ACL Manager 1

Stenderd ACL | Extandes acL |
#odd -|@Ec o # 4| % B -

% Add ACL resE Action Diszeriplion

o Irrser]

dk Innoit Sfor.

~Ruke Floew Disgram
ine outsHdE

------* wdeny memeEm *-

O I Carcel | Fep |

8. EX 5 ASA 5 LAN X Ry ACE, EARBIA |, iZMLERH 10.0.1.0/24, 1£#F Permit, iE£=F

IP b3k 10.0.1.01E 5 M 45 #55 255.255.255.0, (( A% ) RAEMERIGIA, #& Ok

§= ACL Manager .

Standerd ACL IEmnm .l.l:LI

x|

dadd - @ [fockee| + & % Bl -

] AorasE Action Ceacription

Bction
elion |¢ Pl --I

Hoslibl=lwork

IF Address: (1010

Hetmash: 155 255 285.0

Dieserifian

The: corparsbs neteeork behind the ASA

Fule Flewy Disgram

9. B2 OK LURH ACL Manager,




El-spit_Tunnal_List . . {
. M‘ID-DJ-M‘- ' Perril The corparabs netwark behind the AS4.

10. BR1E Split Tunnel Network List 5% NI M 12 & ACL.



= Edit Internal Group Policy: hillvalleywpn

11. B OK LR EIAREEE,



= Edit Internal Group Policy: hillv alleywpn

12. 215 Apply , A/F% T Send ( RFE ) , WG S KIEEF ASA,



Flle Optons  Tools  Wizerds  Hep Eearr_'h'l Fnd =
= & Casen Svsneus

“ H U0 o O & d ?
Homs Configuration  Morboring Beck Forwand Packst Tracer Felrezh Save Hela -

Corfigeratian = ¥FH = Ganeral = Group Policy
E] [ VRN Wezard : ~Grovp Polcy
- = Ganeral
hinge E1 wPn Symtem Cypoons
\ st Upcksta Manege VP grou pelcizs. B WP groun poley 15 a callection of user-orieste s attinuteraie pars tha
_l_,‘.] ={L;haIGrj b may ke storad irtamsly onthe device or exdernsly on s RADIUS sarver. The group polcy information i
ety Pricy =i = referanced by VRN furrned oroups anc user Bccounis
&;E *i"* Detmuk Turnes Gaiew
paT +3+ foneLabs inteorty Tunn=ling Frotocol Asf Server Group S| W
i T KE hh ......
@j Hf—lﬁ Psan CrikrpPolicy [(Sysiem Defa.. | ernel  L2TP4PSec [PSec Eifl I
WEH P Akbess Mansgsent
Mo Delale
E;, B webvon
B E-mal Pramxy
B puE
C5D Mananer
-
4
2
RioLEing
Ghonel Dhiacls
Properliss
Hpaky | Rzzs |
! il b
claen 2 | i E PRRU06 133 20 P UTC

FRAEENESIREEEEE (ASDM) 6.x HiE ASA 8.x

TR T SRUERGPZEAR

BN A VFIZA PR A P ER 2 BIRRE,

1. IxIR%E$#R Configuration > Remote Access VPN > Network (Client) Access > Group
irh S At LAN 5 RIEV A KRG, SRS %o Edits

Configuration > Remote Access WPH = Hetwork (Clhent) Access > Group Policies

Policies ,

HEREHEEH

Manage YPH group policies. & YPH group policy is & collection of user-orented attribute/value pairs that may be stored inkernal
externally on a RADIUS/LDAR server, The group policy information is referenced by VPN tunnel groups and user accounks,

P Add 'l ﬂDeletaI

Narme | Type ] Turneling Protocol [ &
DfitGrpPaolicy (System Default) Inkernal LZTP-IPSec, IPSec, webwpn — N4 --
Defaultgroup Inkernal — Inherited -- — W4 --

Inkernal

alleywpn

2. . Split Tunneling.



% Edit Internal Group Policy: hivalleyvpn

---aeners
SErvers
= Advanced

Splt Tunineling
IE Browwser Procoy
[ 551 WPN Chent
IPs&c Cienk
~—Chert Access Rule
Chert Frewal
Hardweare Cient

F

J | 2

Split Eunneling network ists distinguish networks that require traffic bo go throwgh the tunnel and those that do nol
resquire kunneling, The secunbty apoliance makes split tunneling decisions on the basis of a network list, which is an
ACL that consists of list of addresses on the private nebwark.

DNS Mames: [ Inherit |

Palicy: ¥ Inheri: |

=
=

Metwork List: [ Inferit |

MAnage..,

Intercept DHCP Configuration Message from Micosoft Clients E

DHCP Intercept lakbs Microsoft %P chenks use split tunneling with the security appliance. For Windows disnts
prior ko ZP, DHCP Intercept provides the domain name and subnet mask,

Inkercept: [ Inhert Yoo O Mo

ulret Mask (0ptisnal: [0.0.0.0

| O, I Cancel I

Help |

3. BUH%EH Split Tunnel Policy FiXY RV Inherit 1 , Af51%#%¥ Tunnel Network List Below,

g% Edit Internal Group Policy: hivalleywpn

-izereral

SETVErS

= Adveanced

[E Browises Prowy

4551 WPN Client

IPsec Client
Clienk fccess Rule
Client Firewal
Hardware Clienk

Splk tunneling nebwecek ists distinguish networks that require traffic ko go through the tumnel and those that do nc
reguire tunmeling, The sscurity appkance makes split tunnelng dedsions on the basis of a network list, which is an
ACL that consists of list of addresses on the private netwark,

DNS Names: [ Inhert |

Palicy: (I_ Inhcri | Turevel Netwark List Belovs

| &ll Mt works
Mebwork List: [ Inherk lrlr- ”'

List Below

wrlude Mabwork List Below
Intercept DHCP Configuration Message from Micosolft Clients &

DHCP Intercept lebs Microsoft %P chients use split bunneling with the security applance. For Windows clients
prior o ¥P, DHCP Intercept provides the domain name and subnet mask,

Intercepk: [v Inhert  Yes € flo
Subriet Mask (Optinall; [0.0.0.0 =]
O, I Cancel Help




4. BUHIEH Split Tunnel Network List FiXf R K Inherit 48 , /5% & Manage /B3 ACL
Manager,
g Edit Internal Group Policy: hivalleyypn

General
Berwars
[=-advanced
Eplit Tunnedng
—-1E Broweser Proxy
[ -55L WP Cient
= -IPsec Client

i Cherk Access Rule
ek Firewall
L-Hardware Chent

| 2

5. £ ACL Manager & , 3% Add > Add ACL... LA B2 K5 E 5K,

5 o4

&

Add ACE. .,

Splic Eunnebng network lsts distinguesh nebyworks that require traffic to go through the tunnel and Ehose that do not
require bunneing, The security appliance makes spik bunneing decisions on the basis of a network bst, which is an

ACL that consisks of list of addresses on the private network,

DNS Mames: [ Inberit

Policy:

Intercept DHCP Configur ation Message from Micosoft Clients

I~ Inbeei | Tuninel Network List Below

&

=] e |

=

DHCP Inkercept lets Microsoft %P clients use split tunneling wikh the security appliance, For Windows chents

priar ko XP, DHCP Inkercept provides the domain name and subnet mask.

Inbercept: [ Inherk Yo T R0

k.

Subnet Mask{Optonaly: IU (ERAR

Cacel |

Help

Ackion

Descripkion

Inserk...

Insert After, .,

6. Ak ACL REE—1 B, ReH T OK.



= ACL Manager

Standard ACL | Extended AcL |
g add - B Edit iDeIetE| + + ‘ s BB -

Mo Address Ackion Descripkion

@Eaddac

ACL Mamne: |5p|it_Tunne|_List|

oK, Cancel Help

[ =0 I |
7. Bl ACL 2 /5 , #R)Xi%#F Add > Add ACE... BURINE EI#E#IZ B (ACE),.

B ACL Manager

Standard ACL | Extended ACL |
d add | [ Edi ﬁmelete| + 4 | & B2 @ -

g AaddacL.., 3 Ackion Description

4

A

g Insert...

| Insert After..

8. EX 5 ASA [a#9 LAN X RIEY ACE. EARAIF , ZM&RN 10.0.1.0/24, #i Permit £ ikiR
., EFEHEBEN 10.0.1.0/24 MKk, (( £ ) REMEBRA, $£& Ok.



= ACL Manager

Standard ACL | Extended AcL |
$add - @ea ffoeete |+ | % @ -

i Address Actian Description

I

Actian (v Parmit (" Deny

Address: [10.0.1.0/24 =

Description:
Irhe Carporate netveark behind the AS4

[ ok | coneel | e |

1 e a1
9. 7 OK LR ACL Manager,



g ACL Manager

Standard ACL | Extended AcL |

dp add - [ Edi ﬂDelete| + & | st |-

1 [u]

address

Ackion

Descripkion

[=] 5plit_Tunnel_List

o< 10.0.1.0/24

£ Permit

The Corporate network behind the A58

T J1

10. B4RTE Split Tunnel Network List #i% NI K 12K ACL.

anrel

Heln



§% Edit Internal Group Policy: hivalleyvpn

r-General
-Servers
= Advancad

L IE Browser Prowy
S5 PN Client
= IPsec Clisnt
i Clignt Access Rule
~-Client Firepsl
Hardware Client

Split tunneling nebwork lists distinguish netwarks that require traffic bo go through the tunnel and those that do e
require tunneling, The security spplisnce makes split tunneling decisions on the basis of a network lisk, which is an
ACL that consists of list of addresses on the private nebwork,

DHS Marnes: [ Inherit |

Policy: [ Inherit | Tunrel Netweek List Below =
Metwork List: [ Inherit |Split_Turnel_List | Manage...
trcest ot oo EDTTI T -
DHCP Irtercept lets Microsaft 5P cherrs use split turnelng with the sscurty applance. For Windows clients
prior to #P, DHCP Intercept provides the domain name and subnst mask,
Intercept: [« Inberit & Y=s o Ao
Subret Masl (Optenal: [0.0.0.0 =l

11. B OK LUR[EI4A KM ALE

= Edit Internal Group Policy: hivalleyypn

r-aeneral
o hervers
= Advenced

~IE Browser Proxy
- 55L VPR Client
#-TPsec Client

Spdit turniekng nebwark lists distingush networks that require traffic bo go throwgh Bhe kunnel and Ehose that do nat
require turneling, The security apphance makes split tunneling decisions on the basis of & nebwaork list, which is an
ACL that consists of kst of addresses on the private network,

DNS Names: [& Inherk |

Policy: [~ Inherit [TL.meI Mebwiork Lisk Below EI
Nekwork List: [~ Inherk  |Spiit_Tunnel_List x| Manage...
| Intercept DHCP Configuration Message from Micosoft Clients &

DHCP Intercept bets Microsoft P cientsusespﬁt turmedng with the security appliance. For Windows dients
prior ko ¥, DHCP Intercept providas the domain name and subnet mask.

Inkercept: [ Inherk @ Vo5 o

subiniet Mask (Optanal); ||:.:J 0.0 =

12. 815 Apply , A5 % T Send ( REE ) , AFHHRIEET ASA,



Configuration > Remote Access YPH > Hetwork (Client) Access = Group Policies

Manage YPM group policies. & YPMN group policy is a collection of user-oriented attributefvalue pairs that mayw be stored intern.
externally on a RADIUS/LDAFR server, The group policy information is referenced by ¥PM tunnel groups and user accounts.,

% Add |v| E Editi ] Deletel

Mame l Type ! Tunneling Protocol I 1
DFlbGrpPolicy (Syskem Default) Inkernal LzTP-IP3ec, IPSec, webvpn - A -
Defaultgroup Inkernal -- Inherited -- -- A -

hivalleyvpn | Internal ____ lsvo IPSec

( Apply :' I Feset I
B CLI Bl ASA 7.X REERZE

&R LATE ASA CLI RERA T HER ( MARAEM ASDM ) |, BUERTFHE ASA LER 7 BIREE :

AXE: EASA7xM8xH , CLI ZEIFZEE EHMEE .

1. HEABEER . ciscoasa>enabl e Password: ******** cjscoasa#confi gure term nal
ci scoasa(config)#

2. ﬁ'JEfES{ ASA E’a‘lﬂéﬁﬂ’ﬁﬁl‘lﬂ EU:\HEO ci scoasa(confi g)#access-list Split_Tunnel _List remark

The corporate network behind the ASA. ciscoasa(config)#access-list Split_Tunnel _Li st
standard permt 10.0.1.0 255.255.255.0

3. ﬁkfﬁ%%ﬁﬂ‘ﬁi&ﬁﬂ%ﬂiﬂ’ﬂ%H%E’\Jéﬂﬁﬂlﬁﬁﬂﬁﬁiﬁo ci scoasa( confi g) #gr oup- pol i cy

hillval l eyvpn attributes ciscoasa(config-group-policy)#

4. IBEDEIRRERRE, EARTHIH |, KB tunnelspecified. ci scoasa(config- group-

policy)#split-tunnel-policy tunnel specified

5. EEDEIRRE AR SR, EARTRHIG , F|FRH Split_Tunnel_List, ci scoasa(confi g- group-

policy)#split-tunnel -network-1ist value Split_Tunnel _Li st
6. kﬁg{?ﬁ% . ci scoasa(config)#tunnel -group hillvalleyvpn general -attributes
. 4?@ﬂ%%5|@ﬁéﬂ*ﬁ*m scoasa(config-tunnel -i psec)# default-group-policy hillvalleyvpn
8. E&tmﬁﬁﬁﬂ@*ﬁﬁo ci scoasa(config-group-policy)#exit ciscoasa(config)#exit ciscoasa#

N



9. NEERFEIFES K1 RAM (NVRAM) , HE RS 1RRIEEIR X4 & B14Z Enter,

ci scoasa#copy running-config startup-config Source fil ename [running-config]?
Crypt ochecksum 93bb3217 0f 60bf a4 c36bbb29 75cf714a 3847 bytes copied in 3.470 secs (1282
byt es/ sec) ci scoasa#

BX CLI BELRE PIX 6.x

PR LB PR

di

1. BIBE X PIX FAEMEZHIFEBIXR,

Pl X(confi g)#access-1ist Split_Tunnel _List standard permit 10.0.1.0 255.255.255.0

2. 82— VPN 4 vpn3000 , A HEE D EIFEE ACL , I FAT/R : PIX(confi g) #vpngr oup
vpn3000 split-tunnel Split_Tunnel List XX : BXEHAT PIX6.x BiZfEiHR VPN B E /i
HMER , S F LA Microsoft Windows 2000 1 2003 IAS RADIUS & 3% iF Fe & 3& A T
Windows #9 Cisco Secure PIX Firewall 6.x 1 Cisco VPN %& i 3.5,

B

BRERATHIPHNLR , LERITEE,

. E$# VPN B %
- EBFE VPN EFPIwmAE
. B Ping it A#th LAN 7 ]

¥ VPN B0

& VPN Z /- imiE#ES VPN £d2r |, LERIEERE,

1. NBIRFIEREESKE , H¥#E Connecto
# YPN Client - Yersion 4.0.5 (Rel) i =10l x|
i_onnecton Entries  Stabus Certificates Log Options Help

o, £ = ﬁ m Cisco Svsrems
i I e
Cannect Mew Irripoet b adify Deleta iy
Conrection Ertries | Certficates | Log |

o e

hilke &lleyvpn

Transpart | =
IPSec/UDP

1722421160

. ol

Mok connected, >
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# ¥PNClient | User Authentication For "hillva

Cisco SrsTems |\

« Pazzword:

2. WA EL,

rnarky

HEXHEEES

ak. ’\J Cancel |
i

3. 1£$% Status > Statistics... LA{E £ 7R Tunnel Details A

BAERHER.

/R

AN

& ¥PN Client | Statistics =

Tunnel Details |Fh:|ute [retails I Firewal I

Address Inﬁrmatiun

ALELREOPRERBERER

Connection Information

Pt

Cligtt; 10.0.1.50 Enbry: killyalleyz

SErver: 172221160 Time: 0 day[=). 00:00.25
Bytes Crypto

Receved: E ncryption: 163-bit 3-DES

Sent: 1454 Authentication: HMALC-5HAT
Packets Tranzport

Encrypted: 3 Tranzparent Tunneling: Inactive

Decrypted: 0 Local LAM: Dizabled

Dizcarded: 0 Compression: Maone

Bypazzed: 155

Reset
LCloze

4. #% % Route Details i3+ , AEEE VPN BEFRE L EERET ASA WA, EARRGIH

, VPN B Al A= 231517 10.0.1.0/24 , MATA MR &/ NEH B RBERIE.




# YPN Client | Skatistics :

Local LAN RBoutes

Tunnel Detailz | HtlutE[]Et-ElIh[ﬂi Firewall |

Secured Routes

MHetwaork: Subnet Maszk Metwark: Subnet b azk
10.0.1.0 255 2552550
Cloge
&#E VPN EFRAE

HRE VPN FFim AESR , BT MAERTEREEESEIBENS K. EEFHE , FHE VPN
BEFImPEE Log I+, A58 T Log Settings A AEFTIZKNAR, EAREH |, IKERENR

3-High , MATEEMBETEIREN 1 - Low,

# ¥PM Client - Yersion 4.0.5 (Rel)

Conneckion Entries  Status Certificates Log Opfions Help

? ==
il

[iizable Clear Log Settings  Log % indow
Connection Entries | Certificates | LDEIJ

=10 x|

Cisco SrsTems

Cisen Systerms WPN Client Version 40,5 [Fekld

Client Type(z] ‘Windows, WinkT
Runiring on; 5.1, 2600 Service Pack 2

Copyright [C] 1998-2003 Cisco Systems, Inc. AN Rights B eserved.

|I".Il:t connected,

Cisco Systems VPN Client Version 4.0.5 (Rel)



Copyright (C) 1998-2003 Cisco Systens, Inc. Al Rights Reserved.
Client Type(s): Wndows, W nNT
Runni ng on: 5.1.2600 Service Pack 2

1 14:20:09.532 07/27/06 Sev=Info/ 6l KE/ 0x6300003B
Attenpting to establish a connection with 172.22.1. 160.

l--- CQutput is supressed 18 14:20:14.188 07/27/06 Sev=Info/5 | KE/f 0x6300005D Client sending a
firewall request to concentrator 19 14:20:14.188 07/27/06 Sev=Info/5 | KE/ 0x6300005C Firewal |

Pol i cy: Product=Ci sco Systens Integrated Client, Capability= (Centralized Protection Policy). 20
14: 20: 14. 188 07/ 27/ 06 Sev=Info/5 | KE/ 0x6300005C Firewal | Policy: Product=C sco |ntrusion
Prevention Security Agent, Capability= (Are you There?). 21 14:20:14.208 07/27/06 Sev=Info/4

| KE/ 0x63000013 SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.22.1.160 22 14:20: 14. 208

07/ 27/ 06 Sev=Info/5 | KE/ 0x6300002F Recei ved | SAKMP packet: peer = 172.22.1.160 23 14:20: 14. 208
07/ 27/ 06 Sev=Info/ 4 | KE/ 0x63000014 RECEl VI NG <<< | SAKMP QAK TRANS *(HASH, ATTR) from
172.22.1.160 24 14:20:14.208 07/27/06 Sev=Info/5 | KE/ 0x63000010 MODE_CFG REPLY: Attribute =

| NTERNAL_| PV4_ADDRESS: , value = 10.0.1.50 25 14:20: 14. 208 07/27/06 Sev=Info/5 | KE/ 0x63000010
MODE_CFG REPLY: Attribute = | NTERNAL_I PV4_NETMASK: , value = 255.255.255.0 26 14:20: 14. 208

07/ 27/ 06 Sev=Info/5 | KE/ 0x6300000D MODE_CFG REPLY: Attribute = MODECFG UNI TY_SAVEPWD: , val ue =
0x00000000 27 14:20:14.208 07/27/ 06 Sev=Info/5 | KE/ 0x6300000D MODE_CFG REPLY: Attribute =
MODECFG UNI TY_PFS: , val ue = 0x00000000 28 14:20: 14.208 07/27/06 Sev=Info/5 | KE/ 0x6300000E
MODE_CFG REPLY: Attribute = APPLI CATI ON_VERSI ON, value = Cisco Systens, |nc ASA5510 Version
7.2(1) built by root on Wed 31-May-06 14:45 !--- Split tunneling is pernitted and the renpte LAN
is defined. 29 14:20: 14.238 07/27/06 Sev=Info/5 | KE/ 0x6300000D MODE_CFG REPLY: Attribute =
MODECFG _UNI TY_SPLI T_I NCLUDE (# of split_nets), value = 0x00000001 30 14:20:14.238 07/27/06

Sev=l nfo/5 | KE/ 0x6300000F SPLI T_NET #1 subnet = 10.0.1.0 mask = 255.255.255.0 protocol = 0 src
port = 0 dest port=0 !--- Qutput is supressed.

B Ping i3tk LAN 4RI

iz VPN B iR ERERREEES ASA NERAEE T 2 EIRREMNS —MAEER : £ Windows
SITHAEEH ping B85, VPN FF A AH#E LAN 7 192.168.0.0/24 , H AEMEHhFEZ—A IP it
HtH 192.168.0.3 B9 EH,

C:\>ping 192.168.0.3 Pinging 192.168.0.3 with 32 bytes of data: Reply from 192.168. 0. 3: bytes=32
time<lms TTL=255 Reply from 192.168.0.3: bytes=32 tinme<lns TTL=255 Reply from 192. 168. 0. 3:

byt es=32 time<lnms TTL=255 Reply from 192. 168.0.3: bytes=32 time<lnms TTL=255 Ping statistics for
192.168.0. 3: Packets: Sent = 4, Received = 4, Lost = 0 (0% o0ss), Approximate round trip tinmes
inmlli-seconds: Mnimm= 0nms, Maxi mum = Ons, Average = 0ns

WP HERR
DA%k B B0 %I R 55175 50 BIBRIBACL
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RV F MY o e B = IPH ST
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. fEF ASDM $F PIX/ASA 7.x Bl N = VPN RSB B iR R P
. Cisco ASA 5500 R EENRLRE
- BARTEFIHY - Cisco Systems
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