Q100

B R Z42 iR Z WBotNetii BT E RS A &

B3

fEy AT

BEEER

PR TERIZ RS

SR REDSTIRBHIEE

HIR 2 . FHIRDNSHE B IhASA

HIR 3 . KEDNSHETETF

FIR 4 . FERARENHBotNet BT IR R

T

AN BEBENZTELIRE(ASA) LHEBRBotNet RE T IS ThE BN 5B, B XBotNetRET
EEREENEDE  FoRARERRM : ELEBotNet BT IEES,

BERER

BotNet i B IS 85 K = N EFDNSE F i M /A ZBDNS IR S5 28 2 R 1938 & AR S5 85 (DNS) B R MMM R, &b
EDNSIIRNE , 2RBEEABEFENBEERES WM XK E, WRFECED , NE EEmE
—*JFgUDNS"ﬁqulPiiﬂiiE@ﬁ%o i%%élﬁhtto

Cisco
Database
— 3 Server
badsite. cisco.com= 198.51.100.123| .
r.
- - J ONS Server

D Malicious Server
Y 198.51,100.123

1. REDALRBHBE, ASAETHTHEMEBEZFHMIPHUN YNAHREE, BERNLL Sz
EROSIOAELBEERNEMPiL N EERAEHHEMBERNRTRMUES.

2. BRDNSHBIBETASA. AIBME LA RABME LZREWITEYZ A G RBERS S
, U THEZEHHHS 5BotNet, BEEZEZTVERSEET , THNATMITDNSER, EAHIH
, Tt & #1217 15 Al badsite.cisco.com, ENLEA#DNSHR S 853N E [0 A EBDNS IR 588 &K ix
DNSiER, EXFmEMIERT , DNSiERATUEFASA , TDNSI R th 24 755& 71 [8 —ASA.

3. REDNS-snoopBEF. DNSKMAIDNSIITIIEE ( MRBA ) AT EIEDNSTHE H B EDNSHR
&2 EIREIDNS AIER MR, DNS-snoopIh g3k EXA-Recordla N R FIE AV FIP sk |,


//www.cisco.com/c/zh_cn/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/protect_botnet.html

HAMEIDNS-snoopEF. RESBIFTHNREER S , HFREICEIT, DNSIHN T2
E=F , AATES,

4. MR FREBABotNet RBTERR. HTHWIPFEELEIN , ASARFM—FAZTBAN , R
Hhbadsite.cisco.comX<BKHIPHFIEREMFIHERF. A , TREMNITEN =R RIURL

badsite.cisco.comfR %8y , REMEFH.,

BERR TR

ERXESRFRBEARBIERT

Y/

E¥ T/,

S| 1 REDFTLIEBBEEE

REHBEERSCS TH , REH At Sshow dynamic-filter data., & tt# HRHl:

# show dynamic-filter data

Dynamic Filter is using downl oaded database version ' 1404865586'

Fetched at 21:32:02 EDT Jul 8 2014, size: 2097145

Sanpl e contents from downl oaded dat abase

df gdsf gsdf g. com bul | dogft p. com bnch. ru 52crof t onpar kroad. i nfo

paketoptomru | zvideo. al tervista.org avtovirag.ru cnner. nob

Sanpl e meta data from downl oaded dat abase

threat-1level: very-high, category: Ml ware

description: "These are sources that use various exploits to deliver adware,
spyware and other malware to victimconputers. Sone of these are associated
with rogue online vendors and distributors of dialers which deceptively
call premumrate phone numbers."” threat-level: high, category: Bot

and Threat Networks, description: "These are rogue systens that

control infected conputers. They are either systens hosted on

threat networks or systens that are part of the botnet itself

threat-1level: noderate, category: Ml ware,

description: "These are sources that deliver deceptive or nmalicious anti-spyware,
anti-malware, registry cleaning, and system cl eani ng software."
threat-level: |ow, category: Ads

description: "These are advertising networks that deliver banner ads,
interstitials, rich nedia ads, pop-ups, and pop-unders for websites,
spywar e and adware. Sone of these networks send ad-oriented HTM. emails

and enmmi | verification services."

Total entries in Dynanmic Filter database:

Dynami ¢ dat a&col on; 80677 domain nanes , 4168 | Pv4 addresses

Local data&col on; 0 donmin nanes , O |IPv4 addresses

Active rules in Dynamc Filter asp table:

Dynami ¢ dat a&col on; 0O donmin nanes , 4168 | Pv4 addresses

Local data&col on; 0 donmin nanes , O |IPv4 addresses

Lt , ASAIE R IR THIREUBEEN R E AR EBREEDPARTH R, MRETHD
show dynamic-filter data , ¥ BiZan S E & B THREMBIEE , FE RS ROSME, FHIE
ASATRENZI AT RS BIEENE L RBEIE

- ASALBRDHFEBHDNSE R, 15T ESREFEFEN RATNENEFRSZNENSE,
DNSHAMIEASA LELE Hi21T. N R 1Tx BEHEMITpingiR1E , HIEEASAR B AT LA =
Mo

- TEMASAT [ Internet. fRASAL TR A M InternetI M | R F LR Z B LEASAR
SNERIP 41k 15 8] Internet , T SEHT kK

- ENBRFEFBARBA. %/ B dynamic-filter updater-client enable , LAfEASATI LA T &



B,
# A @5 S debug dynamic-filter updater-client S B iR BIEE, BHSEUA TR E R

Dynamic Filter: Updater client fetching dataDynamic Filter: update

startingDBG 01:2902417716: 7fff 2c33ec28: 0000: Creating fi ber

Ox7fff2c4dce90 [ipe_request_fiber], stack(16384) =

Ox7fff2c505c60. . 0x7fff2c509c58 (fc=2),

sys Ox7fff20906038 (FIBERS/fibers.c:fiber_create:544)

DBG: 02: 2902417779: 7f f f 2c4dce90: 0000: Junpstarting i pe_request _fiber 0x7fff2c4dce90,
sys Ox7fff2c33eba0 (FIBERS/fibers-junpstart.c:_fiber_junpstart: 36)

Dynamic Filter: Created |lua nachine, launching lua script

DBG 03: 2902422654 7f f f 2c4dce90: 0000: Connecting to 00000000: 1591947792

(SAL/ netsal . c:netsal _client_sock_connect: 323)

DBG: 04: 2902422667: 7f f f 2c4dce90: 0000: ot her Pi f Num 3, nexthop4 17cl2ac

(SAL/ netsal . c:netsal _client_sock_connect: 374)

DBG: 05: 2902422691: 7f f f 2c4dce90: 0000: about to call netsal __safe_encapsul ate for
(sal - np/ ssl / CONNECT/ 3/ 208. 90. 58. 5/ 443/ M 0/ NOTUNGW

(SAL/ netsal . c:netsal _client_sock_connect: 446)

DBG: 06: 2902422920: 7f f f 2c4dce90: 0000: connection tinmeout set for 10 seconds
(SAL/ netsal .c:netsal _client_sock_connect: 473)

DBG 07: 2902750615: 7f f f 2c4dce90: 0000: SALNPCLOSENOTI FY: p=0x0 0/ 0 nore buffered
(SAL/ channel -np. c: _sal _np_ioctl:1312)

Dynamic Filter: Processing updater server response

Dynamic Filter: update file urll =
http://updates.ironport.confthreatcast/1.0/blacklist/2nmb-1fil e/ 1404865586
Dynamic Filter: update file url2 =
http://updates.ironport.confthreatcast/1.0/blacklist/2nmb-1fil e/ 1404865586
Channel NP p=0x0000000000000000 0/ 0 nore bufferedchannel - np. cDBG 08: 2902784011
7f ff 2c4dce90: 0000: Connecting to 00000000: 538976288

(SAL/ netsal . c:netsal _client_sock_connect: 323)

DBG: 09: 2902784026: 7f f f 2c4dce90: 0000: ot her Pi f Num 3, nexthop4 17cl2ac

(SAL/ netsal . c:netsal _client_sock_connect: 374)

DBG 10: 2902784051: 7f f f 2c4dce90: 0000: about to call netsal _ safe_encapsul ate for
(sal - np/t cp/ CONNECT/ 3/ 208. 90. 58. 25/ 80/ M 0/ NOTUNGW

(SAL/ netsal . c: netsal _client_sock_connect: 446)

DBG 11: 2902784241: 7f f f 2c4dce90: 0000: connection tinmeout set for 10 seconds
(SAL/ netsal .c:netsal _client_sock_connect: 473)

DBG 12: 2902914651: 7ff f 2c4dce90: 0000: SALNPCLOSENOTI FY: p=0x0 0/ 0 nore buffered
(SAL/ channel -np. c: _sal _np_ioctl:1312)

DBG 13:2902914858: 7f f f 2c4dce90: 0000: Connecting to 00000000: 25465757

(SAL/ netsal . c:netsal _client_sock_connect: 323)

DBG: 14: 2902914888: 7f f f 2c4dce90: 0000: ot her Pi f Num 3, nexthop4 17cl2ac

(SAL/ netsal . c:netsal _client_sock_connect: 374)

DBG 15: 2902914912: 7f f f 2c4dce90: 0000: about to call netsal __safe_encapsul ate for
(sal - np/t cp/ CONNECT/ 3/ 208. 90. 58. 25/ 80/ M 0/ NOTUNGW

(SAL/ netsal . c:netsal _client_sock_connect: 446)

DBG 16: 2902915113: 7f f f 2c4dce90: 0000: connection tinmeout set for 10 seconds
(SAL/ netsal . c:netsal _client_sock_connect: 473)

Channel NP p=0x0000000000000000 0/0 nore bufferedchannel -np. cDBG 17: 2907804137:
7fff2c4dce90: 0000: SALNPCLOSENOTI FY: p=0x0 0/0 nore buffered

(SAL/ channel -np. c: _sal _np_ioctl:1312)

Dynamic Filter: Successfully downl oaded the update file fromurl1l

Dynamic Filter: Successfully finished |ua script

DBG 18: 2907804722: 7ff f 2c4dce90: 0000: Fi ber 0x7fff2c4dce90 finished |eaving 3 nore
(FIBERS/ fibers-junpstart.c: _fiber_junpstart: 64)

DBG 19: 2907804746: 7ff f 2c4dce90: 0000: Exiting fiber Ox7fff2c4dce90

(FIBERS/ fibers.c:fiber__kill:1287)

DBG 20: 2907804752 7f f f 2c4dce90: 0000: Fi ber O0x7fff2c4dce90 term nated, 2 nore
(FIBERS/ fibers.c:fiber__kill:1358)

Dynamic Filter: Downl oaded file successfully

Channel NP p=0x0000000000000000 0/ 0 nore bufferedchannel -np.cDynamic Filter: read
ranfs bytes 2097152



Dynamic Filter: file MD5 verification check succeeded
Dynamic Filter: decrypt key succeeded

Dynamic Filter: decrypt file succeeded byte = 2097145
Dynamic Filter: updating engine bytes = 2097145
Dynamic Filter: meta data |length = 2987

INFO Dynamic Filter: update succeeded

FRH T | SRS R EHEF EIREG BRI ATRY LT 53R

. B F I RIURL http://update-manifests.ironport.com , LIEE TS BIEE.

- BRBRSFIRERNATRERURLEIT T 8o

- ENREFEF R THBEE.

- BEEPREATMERHSPUMSISTIESHEEA,
FTREFHRFJ|/EEZENB B EPRIANE R , HEBTH —FHRUEE, £Hdynamic-filter

database fetchfr SRR B ENEFEZEFPBFIEIT

S 2 : BARDNSTHRES HLASA

ASAHIBotNetFRE L JEThAEH FLELIS Y IP#E #9728 | RLEASARI S 7 2 W 4% BYDNS i 3R 0@ K7 £/
B—3, RERITESHDNSHEXRATSTESRITASAWKE, KZSHMEEE RNEDNSIRS
, YNNI HAFHDNSH AN ER, REXEREZ[ELXET ?FH’E‘BZ%&F‘KE’Ji'EE’JDNSm‘R

, MEFZBERELAFNEEBIASAHRS S , FTaHIEMMEBE, H5RXETHNZBDONSKRS S
MAHRNEBDNSIRS B3R HR#D -

WREIFAINE RIS AEEDNSIRES BN AF |, ZRZ [ HELX T HEDNSIRSE .

User
Machine

Internal =
DNS Server

LR BIFR N R R E RS M A EBDNS AR S5 2R A P

DNS A Record Reguest e
DNS A Record Response s

' External (ISP)
— N DNS Server

DNS A Record Request s
DNS A Record RESPONSE

_ N ' External (ISP)
=]
User DI DNS Server

Machine .

JQ

FEXFAMEIVRBIR | HEEBotNetR BT RSB X R | XA IHMMDNS AR RiE R AFES
iZTDNSUSIF B AEIIASA. ENBRSERHIT , MENBONSIRSERASAF T ENFEWN
BBERGREHRN , % EERIRATEAASA , NIDNSKIT#E T 226 A - IDNSHR 3l
WIPEIEERST | 3 B AP IHEA TR & BRBEE,



ERAUTEAREEDNSHEREBEIASA:

- KBRS KR, ZFHshow service-policyf it , SAHE B NMA T DNSH MU (£ A dynamic-
filter-snoop X BFHTEB)HEE RE. EELXLDNSHERE , EDNSKEMNIK<EXMHKIE 1T
- pili 8

. FAEIR. DNSKT AL LB FEEIASAHNDNSHES , AR EHRIECTREBEIEASAKEE
E, FHASAHAEMIRINeEHARDNSH & [ A H B I LLASA,

S 3 REDNSUWREF

DNS¥ Tl € NIEFIPEIHMR ST, £ MPibit TREEFSHXBKN TR M. FEEM LR T AL
BEXf AR AT MERERS , MRAF/LNPHbLE, A @S show dynamic-filter dns-snoop
detail , H#EEFDNS-snoopERFF HBIHIEMN F il X 2ASASEFDNSH M #YDNS ¥ U Th 3R EXAY
FRBIPEIEMRET A 1E %, Bk REl: -

DNS Reverse Cache Summary I nformation: 3 addresses, 3 nanes

Next housekeepi ng schedul ed at 22:28:01 EDT Jul 8 2014,

DNS reverse Cache | nformation:

[198. 151.100. 77] flags=0x1, type=0, unit=0 b:u:w=0:1:0, cookie=0x0

[cisco.com type=0, ttl=31240

[198. 151. 100. 91] fl ags=0x23, type=0, unit=0 b:u:w=1:1:0, cooki e=0x0

[ magnus. ci sco. con] type=1, ttl=0

[ral ei gh.cisco.con] type=0, ttl=0

[198.151.100.1] flags=0x2, type=0, unit=0 b:u:w=1:0:0, cookie=0x0

[ badsite.cisco.con] type=1, ttl=0

EARRBIF , ASAIREVEXR =P ( MAME ) K958, magnus.cisco.com#l
raleigh.cisco.com# f##479198.151.100.91, EAHIH , F Zimagnus.cisco.com#
badsite.cisco.comFIFZNEH 1, XERBZFERFEEPH AN N BRLE, HAmynER
0, FRFEFARIABEZEEHIIABERE , AREFEH,

1. RERBAFVIRNDNSIERRE LT A , HHDNSKE AL EH X HIDNSER, BE
EEHPREEEEMNEZE, IRXHAEABTEENERERERNBCERPE, Flm, &F
B asa.cisco.com. #H{T I EnslookupAFERZENE. BSHEUUTRA :

$ nsl ookup asa. ci sco.com

Nanme: asa.ci sco.com
Address: 198.151. 100. 64

2. REDNS-snoop&EF. HESRUT R

DNS Reverse Cache Summary Information: 5 addresses, 7 nanes

Next housekeepi ng schedul ed at 22:48:01 EDT Jul 8 2014,

DNS reverse Cache |Information:

[ 198. 151. 100. 64] flags=0x11, type=0, unit=0 b:u:w=0:1:0, cookie=0x0

[asa. cisco.com type=0, ttl=86359
%% B 71 TDNS-snoopEEH ., MR TEnslookup it BI1Z5k B FN1FME , MR /RDNSKITIhae
B I, HEASAREH IE 4L EDNSE R M@ R,

MRZXERETR , FHRADNSHEBTASA, Bt EERIFT VRN EBDNSIRS 25 LHIDNSEF
(MRER) , LBRFINEELEEKR,



DNSY¥rThaE RN X IFEDNSO0, MEDNSE Fimsl RS 25 AEDNSO |, NI 40 R i N 17 7E H % R
F , ASATJRETR £ FIPRI ST ZEDNS K IT &7, BRFIFECisco Bug ID CSCta368738R k.

SR 4 : ERREAHBotNetift I 3 2R

£ B3 |, DNS-snoop&E 7 & R~igibadsite.cisco.comy F BE £, PingtaxZLUNRXEFME
Ihee. -_—Hfi“\plngiliﬂ'f e FEWebi "”%ﬁﬂlﬂbﬂﬁkﬁﬁﬁéo & 70 FAWebil ¥ 28 M 2h 253 I 8%
Thee , Iﬁﬂﬂ%;ﬂﬂ""%ﬁbﬂﬁumﬂﬁ B TEN TSR RRE., FAEBKMEGERMIY
(ICMP) , AN ER—MELXEMHE , ﬁﬁE.EBOtNetuu,E E%ﬁﬂ’]ﬁx&ﬂ]ﬁﬁ HREeETIPHELR
B, ﬁ'ﬁ’FﬁEﬂ:JﬁDiTﬂuo

MEETANEIIABRBRENUYR , B UBRREKE -1 WATT dynamic-f‘ ilter database find
<search_term>1«,{§?k§|Jli¥\%i#'%:’fmﬁ%ﬂ’]?%%ﬁl%@ﬁﬂﬂ’ﬂﬂio BSRUTRA

ASA# dynamic-filter database find cisco verybadsite.cisco.com
nmF44098 acnevirus. ci sco. com nF44098Found nore than 2 nmtches,
enter a nore specific string to find an exact match

PinglREIMiEZ —, ZHEXT TN ITpingtRER |, TS BEREUTRE -

. ENL T AEKDNSER,
. DNSiERSEENEHHEHA RS FHE K EIASA,
. DNSHi R &EFAASA , IRE EH AP ARS 250
. DNS-snoopZh BEfF1E FEDNS- snoop,§7f5_¢ﬂl=l Y LEIPEIE AR &
ASARE SZ TR SEBEFREH T RHEE LRI, ASASM IR B SEEFREIPHI3H
— S AMMHRE,
6. ENKIEICMPEIFER , ASA%%;‘FL&%’F lﬁixi%?ﬂ’ﬂﬁﬁ’ﬂﬂ%'%%%ﬁ?&ﬂ*ﬁ’ﬂlm
HASAEFRICMPIHRER , T2ERREAE ( REBE ) KLUTFUTRA

a b wON -

Jul 08 2014 23:14:17: %ASA-4-338006: Dynanmic Filter dropped bl acklisted
ICWP traffic frominside: 192. 168. 1. 100/ 23599 (203.0.113.99/23599) to

out si de: 198. 151. 100. 72/ 0 (198. 151. 100.72/0), destination 198.151.100.72
resol ved fromdynamc list: acnevirus.cisco.com threat-level: very-high,
category: Mal ware

A Sshow dynamic-filter statisticstV i HHIE RB X HA A EFIERE, BSHEUTRHA

ASA(config)# show dynanmic-filter statistics

Enabl ed on interface inside

Total conns classified 163, ingress 163, egress O

Total whitelist classified 0, ingress 0, egress O

Total greylist classified 8, dropped O, ingress 8, egress O
Total blacklist classified 155, dropped 154, ingress 155, egress O
Enabl ed on interface outside

Total conns classified 0, ingress 0, egress O

Total whitelist classified 0, ingress 0, egress O

Total greylist classified O, dropped O, ingress 0, egress O
Total blacklist classified 0, dropped 0, ingress 0, egress O
Enabl ed on interface nanagenent

Total conns classified 0, ingress 0, egress O

Total whitelist classified 0, ingress 0, egress O

Total greylist classified O, dropped O, ingress 0, egress O


https://tools.cisco.com/bugsearch/bug/CSCta36873

Total blacklist classified 0, dropped 0, ingress O, egress O

MU AZEZE AR ENIPH U HITERZS RN , 9RITHRESLEMN, REHR
@mgTéTW‘ﬁﬁ@%ﬁmo‘ﬁﬂiﬂ@%ﬁ#Tﬁ%#Mﬂ&ﬁﬁﬁ%Wﬁmg it ans
EFEREZR, R, HEBRFRRBLDERIBEMRIPHUFEIIAREE, ARERRBE, £H
$I%¢M%%MEﬁﬁwmmo

pu%/ﬂ“l’h/)lbi*%# BRERENBREAEENEFEGFEIRBAINTE. BSHIL REIE
12@E%T:T:ASAJZQEIFFﬁBOtNetuu,E TSR

dynam c-filter updater-client enable
dynami c-filter use-database

dynam c-filter enable

dynam c-filter drop bl ackli st
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