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1. REDBARBHEE. ASAAHt THEMNEEENHMIPHhI — PN YEIKEE, BRNE
2 EHBERESIOBESNIPibIEHBBEENEERFIHMBEERENABIRS.

2. RUEDNSHE B XASA. AZBMEH — N ZRBEHVBEN —MNAFEABRE R LR —MNE
EBENRSSHERNT THREERGISMELNE, 7 T7TEEINEERENRSES , EVLTRNIT
DNSE#., EAH|F , Xtbadsite.cisco.comtyitENZiRTF R, FEHKIEDNSHEREIZA iy
DNSHRS 25 sk B it E — N EDNS RS 85 EXHAER T , DNSIERSLIMEMASA |, H
B DNSZ& & /0 th 1 T EHASA.

3. REDNsK T ETF, DNSKREMDns¥ITIHRE , MREA , KIEDNSHREH BHFEDNS AZKid


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/protect_botnet.html

FEEMDNSHRSEERIRE, DnslsWrThaeREUE , H HIPHU EARICZREERIHARMNE
FIDnsEWERF, HAETEMstepI I THNETRERX , HEKRICE ., DNSEEXEEHFHM
REFEITE,

4. NAERBHEFRERERSIEES. ATEESERIN—TH , ASAEINE RN —NHRZBM
N Z/ M IPHI P B 7 B < Bk Ebadsite.cisco.comEFH ., BEMITEN ARG EIHRIURL
badsite.cisco.comf % ey , HAREEH,

BERREPE TR

BEEAXESTRY T HREENR IS H.

SR REISHRBBESE
REFEERS THH AR Ashowh SHLRBBER. BB HRA): -

# show dynam c-filter data

Dynanic Filter is using downl oaded database version ' 1404865586’

Fetched at 21:32:02 EDT Jul 8 2014, size: 2097145

Sanpl e contents from downl oaded dat abase

df gdsf gsdf g. com bul | dogft p. com bnch. ru 52crof t onpar kroad. i nfo

paketoptomru | zvi deo. al tervista.org avtovirag.ru cnner. nobi

Sanpl e meta data from downl oaded dat abase

threat-1evel: very-high, category: Ml ware,

description: "These are sources that use various exploits to deliver adware,
spyware and other malware to victimconmputers. Sonme of these are associated
with rogue online vendors and distributors of dialers which deceptively
call prem umrate phone nunbers." threat-|evel: high, category: Bot

and Threat Networks, description: "These are rogue systens that

control infected conmputers. They are either systens hosted on

threat networks or systenms that are part of the botnet itself

threat-1level: noderate, category: Ml ware,

description: "These are sources that deliver deceptive or malicious anti-spyware,
anti-malware, registry cleaning, and system cl eani ng software."
threat-level: |ow, category: Ads

description: "These are advertising networks that deliver banner ads,
interstitials, rich nedia ads, pop-ups, and pop-unders for websites,
spywar e and adware. Sone of these networks send ad-oriented HTM. enail s

and enmil verification services."

Total entries in Dynanic Filter database:

Dynani ¢ dat a&col on; 80677 donmi n nanes , 4168 | Pv4 addresses

Local data&col on; 0 donmin nanes , O |IPv4 addresses

Active rules in Dynanmic Filter asp table:

Dynani ¢ dat a&col on; O domain names , 4168 | Pv4 addresses

Local data&col on; 0 donmin nanes , O |Pv4 addresses

HlttaP , ASAIETRRERNNBEEFEIE TN BNASTN REELRBEEN, NR=E
showas TEIATERME  ARGTETHREERTH , BAFREEIDSIR. FHILASAIREENZ
TR BIE N B R R AR

. EASAHRARFERNDNSE R, AT RSEEFEF RLTBITEF RS B[N ENSR,
DNS—ERE B LEEASA, ping\ T TITHERNEH BEBREASARBREBRENA,

- MASAK R BEBMIGE. WMREASAERHRIMMEERN , RE—NLTIRZHEENGRN
ASAKISNEBIPH it BI B BRX P | BT & £ HE,

- ENMEFREERA. YOEEGSHISTIERENE/Nenable (event) , SAEASABE T H K
EE,



i Adebug@ TEIALERERE /I T RHABIEE, BSAM TR H R

Dynamic Filter: Updater client fetching dataDynamic Filter: update

startingDBG 01:2902417716: 7fff 2c33ec28: 0000: Creating fi ber

Ox7fff2c4dce90 [ipe_request fiber], stack(16384) =

Ox7fff2c505¢c60. . 0x7fff2c509c58 (fc=2),

sys Ox7fff20906038 (FIBERS/fibers.c:fiber_create:544)

DBG 02: 2902417779: 7ff f 2c4dce90: 0000: Junpstarting i pe_request fiber 0x7fff2c4dce90,
sys Ox7fff2c33eba0 (FIBERS/fibers-junpstart.c: _fiber_junpstart: 36)

Dynamic Filter: Created |ua nmachine, |aunching lua script

DBG 03: 2902422654: 7f f f 2c4dce90: 0000: Connecting to 00000000: 1591947792

(SAL/ netsal . c:netsal _client_sock_connect: 323)

DBG 04: 2902422667: 7f f f 2c4dce90: 0000: ot her Pi f Num 3, nexthop4 17cl2ac

(SAL/ netsal . c:netsal _client_sock_connect: 374)

DBG 05: 2902422691: 7ff f 2c4dce90: 0000: about to call netsal __safe_encapsul ate for
(sal - np/ ssl / CONNECT/ 3/ 208. 90. 58. 5/ 443/ M 0/ NOTUNGW

(SAL/ netsal . c: netsal _client_sock_connect: 446)

DBG 06: 2902422920: 7f f f 2c4dce90: 0000: connection tinmeout set for 10 seconds
(SAL/ netsal . c:netsal _client_sock_connect: 473)

DBG 07: 2902750615: 7f f f 2c4dce90: 0000: SALNPCLCSENOTI FY: p=0x0 0/ 0 nore buffered
(SAL/ channel -np.c: _sal _np_ioctl:1312)

Dynamic Filter: Processing updater server response

Dynamic Filter: update file urll =

http://updates.ironport.conm threatcast/1.0/blacklist/2nb-1fil e/ 1404865586
Dynamic Filter: update file url2 =

http://updates.ironport.conm threatcast/1.0/blacklist/2nb-1fil e/ 1404865586
Channel NP p=0x0000000000000000 0/ 0 nore bufferedchannel -np. cDBG 08: 2902784011
7fff2c4dce90: 0000: Connecting to 00000000: 538976288

(SAL/ netsal . c:netsal _client_sock_connect: 323)

DBG 09: 2902784026: 7f f f 2c4dce90: 0000: ot her Pi f Num 3, nexthop4 17cl2ac

(SAL/ netsal . c:netsal _client_sock_connect: 374)

DBG 10: 2902784051: 7ff f 2c4dce90: 0000: about to call netsal __safe_encapsul ate for
(sal - np/ t cp/ CONNECT/ 3/ 208. 90. 58. 25/ 80/ M 0/ NOTUNGW

(SAL/ netsal . c: netsal _client_sock_connect: 446)

DBG 11: 2902784241: 7f f f 2c4dce90: 0000: connection tinmeout set for 10 seconds
(SAL/ netsal . c:netsal _client_sock_connect: 473)

DBG 12: 2902914651: 7ff f 2c4dce90: 0000: SALNPCLCOSENOTI FY: p=0x0 0/ 0 nore buffered
(SAL/ channel -np.c: _sal _np_ioctl:1312)

DBG 13:2902914858: 7f f f 2c4dce90: 0000: Connecting to 00000000: 25465757

(SAL/ netsal . c:netsal _client_sock_connect: 323)

DBG 14:2902914888: 7f f f 2c4dce90: 0000: ot her Pi f Num 3, nexthop4 17cl2ac

(SAL/ netsal . c:netsal _client_sock_connect: 374)

DBG 15:2902914912: 7ff f 2c4dce90: 0000: about to call netsal __safe_encapsul ate for
(sal - np/ t cp/ CONNECT/ 3/ 208. 90. 58. 25/ 80/ M 0/ NOTUNGW

(SAL/ netsal . c:netsal _client_sock_connect: 446)

DBG 16: 2902915113: 7f f f 2c4dce90: 0000: connection tinmeout set for 10 seconds
(SAL/ netsal . c:netsal _client_sock_connect: 473)

Channel NP p=0x0000000000000000 0/ 0 nore bufferedchannel -np. cDBG 17: 2907804137:
7fff2c4dce90: 0000: SALNPCLOSENOTI FY: p=0x0 0/0 nore buffered

(SAL/ channel -np.c: _sal _np_ioctl:1312)

Dynamic Filter: Successfully downl oaded the update file fromurll

Dynamic Filter: Successfully finished lua script

DBG 18:2907804722: 7ff f 2c4dce90: 0000: Fi ber Ox7fff2c4dce90 finished |eaving 3 nore
(FI BERS/ fi bers-junpstart.c: _fiber_junpstart: 64)

DBG 19: 2907804746: 7ff f 2c4dce90: 0000: Exiting fiber Ox7fff2c4dce90

(FIBERS/ fibers.c:fiber__kill:1287)

DBG 20: 2907804752: 7f f f 2c4dce90: 0000: Fi ber Ox7fff2c4dce90 term nated, 2 nore
(FIBERS/ fibers.c:fiber__kill:1358)

Dynamic Filter: Downl oaded file successfully

Channel NP p=0x0000000000000000 0/ 0 nore bufferedchannel -np.cDynanic Filter: read
ranfs bytes 2097152

Dynamic Filter: file MD5 verification check succeeded

Dynamic Filter: decrypt key succeeded



Dynamic Filter: decrypt file succeeded byte = 2097145
Dynamic Filter: updating engine bytes = 2097145
Dynamic Filter: meta data |length = 2987

I NFO Dynanmic F| Iter: update succeeded

Eltfdis , SR IERRENXESR , SB3 - MTNVBIREER :

- EHTREEBIXURL http://update-manifests.ironport.com 7 #E BN IR E T #o
- AERSFIRE THHNANATERNURL,
- BB IR T EBIERE.
- BEEEAEBREAEFRUISTIREIEREA.
FRENEFH RS 2FHIEB M RBE L H P RAERNE IR BB — S HEBRWE, BEEHES

U AL RRBEERESF &7,

SR 2 . RIUEDNSH B X ILASA

EFMEASARN IR RIS B BE W M LB Pttt | (K LLASAKI R RIEZFIE M ZHIDNSHE
RMEE, —LERIMIFEXDNSRERN T SERABMASARNRE, SHMEFFENDNSEELR
BR M EF A EBusrskY N EIDNSIRSSBF . REX LRSS |, L1 R — I DNSEREMAIIEHRAAR
WRRNENR , %iﬁf}?éﬁif}?ﬁ&ﬁASAE@H&%%ﬁ , AIBRRZRE. FSAXERMNERRERE
DNSHRSS 25 :

BRI RIS R4 B A ERDNS AR S5 25 B A 7 R L 4% % B — M A EBDNS AR S5 25

User E
Machine
Internal =

DNS Server

LIRS RIE @ B — M AEBDNS RS 2RHV A o

DNS A Record Reguest e
DNS A Record Response s

' External (ISP)
— N DNS Server

DNS A Record Request s
DNS A Record RESPONSE

_ N ' External (ISP)
=]
User DI DNS Server

Machine .

ERNEHRPIP | XE1TDns K WTZhEERY — ZhREE 7 M B BE R I SR SR B AY B 4A —DNS AKiE
FERNBEALBMZELASA, ERBFRS R ROIF , WRAZBDNSHRS B8R LA P ITEHRE—1F
EHMEREN T EEERMAEHRETEMASA , DnslETRF 22 A/ T EHIDNSER M A
P it &AL D 1E AR | PR 3] i B S 4808 8 1E J0 PRt

BEAIXERRAN TREDNSHEZFTASA



- RERS K, EFshow service AL N THREDNSKRERANA , BESHSTIERK
FrxEx , FABFZHRE. HEMDNSER , BB ST KRB SDNSK ER ZIG N,

. IEEAIR, DnsATIhaEE EHEMTASARDNSHIEE , ALEEN LR ERFEEIE
ASA, BEFEFAASAHNABENFEIRINEEN THIR , DNSHRERE Yt A H BEFFLASA,

S 3 REDNSKITEEF

Dns Al € M iZAIPX Eit EiE R, 2 NMNPibittbiFEEH— N T aAREMN K Sassocated B E .
XM A B NAEERS T E A — £/NMPitit, EDns'%S T EFH Ashowin H 3RS
dns¥SITiF SR H A LRI ESHBBENEE. XEASASISERADNSKRENDNs K ITINREFTE
IPXY gt R iE . &b H =G

(32

DNS Reverse Cache Summary I nformation: 3 addresses, 3 nanes

Next housekeepi ng schedul ed at 22:28:01 EDT Jul 8 2014,

DNS reverse Cache |nformation:

[198. 151.100. 77] flags=0x1, type=0, unit=0 b:u:w=0:1:0, cookie=0x0

[cisco.com type=0, ttl=31240

[ 198. 151. 100. 91] fl ags=0x23, type=0, unit=0 b:u:w=1:1:0, cooki e=0x0

[ magnus. ci sco. con] type=1, ttl=0

[ral ei gh.cisco.con] type=0, ttl=0

[198.151.100.1] flags=0x2, type=0, unit=0 b:u:w=1:0:0, cookie=0x0

[ badsite.cisco.con] type=1, ttl=0

EABIF , ASAZIXRT=/1IPithit , ERIEMEHNIES . magnus.cisco.com#l
raleigh.cisco.com® M#RXT198.151.100.91, FEARHIH |, Hig , magnus.cisco.coml
badsite.cisco.com¥l AR 2R 1, X EKEBEREEHRRIMEN —NFIARZ LM, HiEF)
HAERFEEO0 , RP\FIXEIIA BE EHwhitelistedF B —MNEFEH.

1. REMNA P I EYLHIDNSIE Reventially B By A & F A Dnsis T4 22 3 B #DNSTE R, REER
FERLENEZE, NEHEEEABRN—NME , EREBEENREREERNHFBECLERE
o 50 | Hasa.cisco.comiti®, ST I Enslookup A FERZENR. BFSRLLTRA

$ nsl ookup asa. ci sco.com

Nane: asa. ci sco.com
Address: 198.151. 100. 64

2. REDnsE T EF, BHSREUAT R :

DNS Reverse Cache Summary Information: 5 addresses, 7 nanes

Next housekeepi ng schedul ed at 22:48:01 EDT Jul 8 2014,

DNS reverse Cache |nformation:

[198. 151. 100. 64] flags=0x11, type=0, unit=0 b:u:w=0:1:0, cookie=0x0
[asa. cisco.con] type=0, ttl=86359

% B REFEDNSUITERE, NREZETEE , Enslookuplle , ©NFENDnsSrshee T4 , H HAE
ASALE At EDNSIERMEE —EFEH,

MBEREFRETR , HRIEDNSHEZFTASA, BHFEERETHNHAIBDONSIRSEEMNDNSEF
CHBER , A TRIEBEREENEERS,

Dns¥s T ThEE R X IFEDNSO, MEDNSE IS RS 2R FEHEDNSO , ASAtLIFREFEDnsiiT &
FAIPXE®E K WREEFNEHEMERNIZR, RFIHCisco Bug ID CSCta3687 3R ¥R,

SI 4 WEAARBROEPRERERIL IR


https://tools.cisco.com/bugsearch/bug/CSCta36873

K5 B,3 , DnsiITE1F E RiEbadsite.cisco.comfE BE &, pingﬁl‘ﬂaﬂ’]tﬁﬂ TN EF M ETEE

‘_—Llfi“\plngiliﬂ'f kb, tnRIgERHIEWebi ""%ﬁﬂ’ﬁjﬁéo BN RSB FEAE
E’\JWeb,XIJ""%E Eljj,.,\E’JrI‘%MiﬂlHﬁE MENEBRRZBEBENANE., BEAEKMESEE
M (ICMP) | HHE AEiJH;zéE’JH&B‘-FHEFFﬂ%%HE/m HEERN — AWK , RAMEE
EFIPH 5&1‘#2\%@3‘1 =47 SV

MBEFRME—-NMIABBENUR , BEERZHERI—, WAD up SHSTEBRBIEESER
<search_term>&E#H I A BZ 2N MICERENERRIE, HSEHUT RO

ASA# dynanic-filter database find cisco verybadsite.cisco.com
nmF44098 acnevirus. ci sco. com nF44098Found nore than 2 nmmat ches,
enter a nore specific string to find an exact match

pingilREME P —NEl, H&Bpingltis , FEBIXERERE

1. EWER —DNSER G [ B 15,

2. DNSTER#EMTASA |, BEiZtb M\ =V E X BHRNIBRSER.

3. DNSZEE#EMTASA |, BEIEHRBIAZ RS

4. Dns¥s 0T ThBEEDns S TR FIE FE SLIPFT 11t B

5. ASAXtdyanmicil IR BIEFELL R H B ELE ., ASAFREMIPHI —Z AWM B HERE

RKEEEEENE,

6. ENBOEEMIPREEE—NEEBENE , TV RIEIZWICMP echoldRASAE .

HASARRRICMPI R RER , 125X R 5 HE(Syslog) KL T b R4 :

Jul 08 2014 23:14:17: %ASA-4-338006: Dynanmic Filter dropped bl acklisted
ICWP traffic frominside: 192. 168. 1. 100/ 23599 (203.0.113.99/23599) to

out si de: 198. 151. 100. 72/ 0 (198. 151. 100. 72/0), destination 198.151. 100. 72
resol ved fromdynam c |list: acmevirus.cisco.com threat-level: very-high,
category: Ml ware

showB T SHERAITHBERNMEERS KNEBEECERNIERE. FSHUTRA

ASA(config)# show dynanmic-filter statistics

Enabl ed on interface inside

Total conns classified 163, ingress 163, egress O

Total whitelist classified 0, ingress 0, egress O

Total greylist classified 8, dropped O, ingress 8, egress O
Total blacklist classified 155, dropped 154, ingress 155, egress O
Enabl ed on interface outside

Total conns classified 0, ingress 0, egress O

Total whitelist classified 0, ingress 0, egress O

Total greylist classified O, dropped O, ingress 0, egress O
Total blacklist classified 0, dropped 0, ingress 0, egress O
Enabl ed on interface nanagenent

Total conns classified 0, ingress 0, egress O

Total whitelist classified 0, ingress 0, egress O

Total greylist classified O, dropped O, ingress 0, egress O
Total blacklist classified 0, dropped 0, ingress 0, egress O

DRIUTHEBREM , MREEZHEBMIFIIAREZE | whitelistedz Egreylisted Y IPHbit, 531840
MR, Hit m;T—r?& DR "915']2%EI’J1&?&@TEL"iRFASA&’ElHE%ﬁJE?%—ElfH_F'M%i&ﬁum
iEss, Jkl:{ﬁ&%&{ﬁi%ﬂﬁ’l\iﬂ%ﬁjzﬁ Bt IPH it B A BE 8 | whitelisted= & greylisted, & AR
BBIEAR N T &S th#EIATHBET BE

MRENARBEZARE , FREGEN TRIERERES —MNELANBBDRINRE. FSHELE
BEROl , 5 EF AN RIT RS BEASAAL

dynamic-filter updater-client enable
dynamic-filter use-database



dynami c-filter enable
dynam c-filter drop bl ackli st
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