ASAL &S EHERR A F L 8] 5

PIMB 518 = IR 1E

IGMP Stubt&E {14

i S HE BR 75 S

BIUWENELR | BRI FE R & (7] B A
iR DT

m
Boxf

mille 3
E

=]
BN

il

S

ANFABRULUER , YL TENTE T EASA)NAREIIRE ,

KRR
ER

Cisco BWEBTHLUTEE :

- ASAH &
{ERRYAH
A BR T 45 E B B4 M E R hiR A
W
BRXEANBFAEE , H2H Cisco AR RAN,
ThaE(E 8

ASA Line configurationis 15 FBLR I HIhRE N M B E & -

AR & R


/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

http://www.cisco.com/en/US/docs/security/asa/asa90/confiquration/quide/route _multicast.html

HEASARABAUERMERN 2 —PEE :

- PIMBHRER (B %)

- IGMP Stub&E (BB A EEHIL , RFC 2236 IGMPV2)
PIMBHERNREIE , RRNASASER —MNEWABEKAML(PIM)BSREKRE . IGMP Stubi&E{ 2
ME— A IBELB LI , FASAMRAR7.0BE# AN LR HASENEFIRERNIGMPIRE X |, 7
Bi#Ew,

PIM B4 = 8 4

- ASAX IFPIMBBRE X MPIMIR @& =
- FRER B EPIMBHRERFMIGMPER TS,
FEAMEAREERBYRIREARPWPIMBERER , AFEAFERA, £—ErEA
B E B MR E B S B (553 RP),
THNEKIHBASAE —MEONABEF RN —S BN HPIMEBE

- Example operation of firewall in PIM demain with client directly connected to
firewall

1. Client sends IGMP Report
for group 224.1.2.3

2. Pix sends PIM join/prune
with the group to be joined

3. Router receives join/prune
and propagates the message to
the RP

Group Receiver Group Sender
L IGMP |- |
uter
.H-"-ﬂ

| 4. Traffic flows to the pix, and the pix forwards the stream to receiving segment |

48 = g (B 7 45

BIX LR -

dit

1. BHAEEREREEER). ASA(config)# nulticast-routing
2. EMPIMES Stbiit, ASA(config)# pimrp-address 172.18.123. 3
3

ATABERSEEINENRXE , RAESASANLT L KA ZEAKAEEE D), access-
list 105 extended pernmit ip any host 224.1.2.3
access-group 105 in interface outside


//www.cisco.com/en/US/docs/security/asa/asa90/configuration/guide/route_multicast.html

IGMP _Stubt = #4E

- £IGMP StubtENASAER A IEE F im BT 4 B2 3 X IGMPIRE (R FRIGMP “il A ") 4B H
25, AR A REBIE TR
- BRHERARMEAEERAREVNEAAENENEAT SRS ENREWTABHER.
RBHEEIGMP StubE , BRPIMBEE R R MAESUbE RN IFZ A (BIEEB R EHBK
ERZARE. EEOSNMPIMEE),

THEAE KN IGMP Stubts X &l B RIASAR E R4,

1. Client sends IGMP Report
for group 224.1.2.3

2. ASA forwards the IGMP
report to the outside

3. Router sends traffic destined
to 224.1.2.3 to the pix, where it
is passed to the client

L IeMP IGMP_ - | —

Group Sender
| Sending traffic to 224.1.2.3 |

Group Receiver

IGMP#R B B
TR LSRR

1. EFH@H%E%EH(?E’EEIE*EEE)O ASA(config)# mul ticast-routing
2. ZENKHigmpREMNED , BEEigmpHRAEOTS. BXBESEEERNKRNED
o ETHMNREIPH  ABERB[FEEGEENASTEZED , HEEBRREABEZOZA, |
interface EthernetO
nanei f outside
security-level 0
ip address 172.16. 1.1 255.255.255.0
no pim
|
interface Ethernetl
nanei f inside
security-level 100
i p address 10.0.0.1 255.255.255.0
no pim
ignp forward interface outside !

3 ATABEESEELAMBEONSEASANLZ L RERE BB RALAELIER). access-1ist

105 extended pernit ip any host 224.1.2.3
access-group 105 in interface outsi deéé"-%‘ﬁiﬁﬁ’(f;ﬁlﬂE’JlgmpﬁﬂMﬁﬁﬂﬁ%Bﬁﬁ ) #B
TERRM AMRE AERERER S —



igmp forward interface <interface>

Causas the firewall to forward IGMP

received on the inside interface out the outside
interface. You would use this command if mulficast
recelvers were on the inside Interface and the
multicast source was somewherne out the outside
interface

igmp join-group

Tedls the firewall that there are hosts behind the
inside interface that might want to receive the traffic
for the group. It will send IGMP reports oul the
interface telling the LAN segment that the firewall
wishes to receive the stream. It will also add the
inside interface to tha OIL list for the group. This
method is not recommended; If you need to cause
the firewall io add an interface to the DIL for an
mroute, use the static-group command below

i.

Igmp static-group <

Tells the firewall that there are hosts behind the
inside interface thal might want to receive the traffic
for the group. It will simply add the inside intarface
1o the CHL list for the growp. This is useful Tor
simulafing a multicast receiver behind the inside
interface.

PR %
BIMSENER . ZiE, b by

NTZETHENLMEASAN —ABHRRFAE , —LEHMBLESHETRFTEN !

- MEEI , SIFEVLBOABERES , BRANESSHRHA,
- REFEANSEAIPHIE |, SRS ERR RO M.

- ASAR% B #YSyslog , 7E4H #ERA A EHE.

- MASATE BT EMN S Eshowin T H , FE : show moute

show nfib

show pi m nei ghbor
show route

show t ech- support

- EROBEEHR  MRABKIEIIREASA , HEH  IRRESEIASARE L,
- ERIGMPHIPIMBIE S BIE T HIR.
- NESRA B R & (BB NE SIS Rmroute’ , 7 B“EE T~mfib,
- BRABAHB/SEEETHTREASAREEFRAREE S, BETaspER B OREERAEE
ASARBERBED. BN , KR aspEFAN BIETHIRTUFEARBMASAZENFIEEEE
, REBREXNABEEIREBREEERAERK.

A ANshowim S8 H

EFRmroutem THIHETRSHAMELEER , HFAIFERLFIOSE Rmroutedi t. ERmAibir
ERSHABANEERL. (REINBTIESNEENEEZLHETITHRES , UK EA

ci scoasa# show nfib
Entry Flags: C- Directly Connected, S - Signal, IA - Inherit A flag,



AR - Activity Required, K - Keepalive
Forwar di ng Counts: Pkt Count/Pkts per second/ Avg Pkt Size/Kbits per second
O her counts: Total /RPF fail ed/ G her drops
Interface Flags: A - Accept, F - Forward, NS - Negate Signalling
IC - Internal Copy, NP - Not platformswtched
SP - Signal Present
Interface Counts: FS Pkt Count/PS Pkt Count
(*,224.1.2.3) Flags: S K
Forwarding: 0/0/0/0, Gher: 0/0/0
i nside Flags: F
Pkts: 0/0
(192.168.1.100,224.1.2.3) Flags: K
Forwar di ng: 6749/18/ 1300/ 182, O her: 690/ 0/ 690
outside Flags: A
i nside Flags: F
Pkts: 6619/8
(*,232.0.0.0/8) Flags: K
Forwarding: 0/0/0/0, Gher: 0/0/0
ci scoasa#

clear mfib counterdn S B LA FiERRITEES , MR BRIRIEEE AN -

ci scoasa# clear nfib counters
ci scoasa#

{55 P 483K A B3R B S IR 4 R B R

ASAHT N EHFE IR T ENSRYEABRBREEERAN. ETENTREF , MEIRHES
FEASAHDMZE D |, U EN239.17.17 173K -

ci scoasa# capture dnezcap interface dne
ci scoasa# capture dnzcap match ip any host 239.17.17.17
ci scoasa# show cap dnecap

324 packets captured

1: 17:13:30.976618 802. 1Q vl an#301 PO 10.1.123.129.2000 > 239.17.17.17.16384:
udp 172

2: 17:13:30.976679 802. 1Q vl an#301 PO 10.1.123.129.2000 > 239.17.17.17.16384:
udp 172

3: 17:13:30. 996606 802. 1Q vl an#301 PO 10.1.123.129.2000 > 239.17.17.17.16384:
udp 172

4: 17:13: 30. 996652 802. 1Q vl an#301 PO 10.1.123.129.2000 > 239.17.17.17.16384:
udp 172

5: 17:13:31. 016676 802. 1Q vl an#301 PO 10.1.123.129.2000 > 239.17.17.17.16384:
udp 172

6: 17:13:31.016722 802. 1Q vl an#301 PO 10.1.123.129.2000 > 239.17.17.17.16384:
udp 172

BRSO ER N BHRPIMAIGMPRE B 24 M. TENERKE TR HEDERIGMPEBE(M
10.0.0.2 2)3REHIPHML :

ci scoasa# capture capin interface inside

ci scoasa# capture capin match ignp any any

ci scoasa# show cap capin

1 packets captured

1. 10:47:53.540346 802.1Q vl an#15 PO 10.0.0.2 > 224.1.2.3:
ip-proto-2, length 8

ci scoasa#

RBIASA PIMBHEE X A IBTE




TEIFREAASANA S EREFRNREREPIMBEREANABRER. ELHFERMF ,
ASAEEI.

TR SR

EatEEREABRNLETMERSEBENAEE, #8 , FHEABRAIPHUFERG , N
MEERNUE.

inside —— |/;In.1u.1,z - I
__gi Sender
oy PIM Traffic is UDP, destined to

Receiver domain 224123
@ 10.0.0.2

EXHERT , BIBMIZEZ EASARZRA B O ME RN ERNIFEONABIZKES. BTERS
REIPFMMASAHN RO —# | FHEATIGMPIREZINEASAHALED |, YEFHHER
BWHBIER. RIEAFNIPH#IEE192.168.1.50,

IEFERIFASAY BN S B IGMPH £

EARGIF | IGMPIRE HIZW T £ R H B HASAKE,

RS RHRANARigmpa B 7] LR F I IE AR R 4L B IGMPE B BIASA,
IEERITASALIEEES KK —PIM Joinig B

ASAFERRIGMPIRE HF BEKPIM JoinH B, , REEIZEEARPREO,

RP_ =
inside I I""/:rz. 12
-

outside PIM R

; domain Traffic is UDF, destined to
Receiver JGMP report 224.1.2.3

@ 10.0.0.2 PIM Join

THE/ R M ERpimA224.1.2.35 B & RIAK it & EPIM JoiniE ERIASA, HABERNKIES =
192.168.1.50

IPv4 PIM (*,224.1.2.3) J/P processing

IPv4 PIM (*,224.1.2.3) Periodic J/P scheduled in 50 secs

IPv4 PIM (*,224.1.2.3) J/P adding Join on outside

IPv4 PIM (*,224.1.2.3) inside Processing tiners

IPv4 PIM Sending J/P nmessage for neighbor 10.2.3.2 on outside for 1 groups
IPv4 PIM [0] (192.168.1.50,224.1.2.3/32) MIB update (a=0,f=0,t=1)

IPv4 PIM [0] (192.168.1.50,224.1.2.3/32) outside MRI B update (f=20,c=20)
IPv4 PIM [0] (192.168.1.50,224.1.2.3) Signal present on outside

IPv4 PIM (192.168.1.50,224.1.2.3) Create entry



IPv4 PIM [0] (192.168.1.50,224.1.2.3/32) outside MR B nodify NS
IPv4 PIM Adding nonitor for 192.168.1.5

IEFEBRIFASAREINH B R A ER
ASATF IR/ B EONABBBER(LABHZEE L) NELXCHEERNZERS.

&£ v <

inside | 172.16.1.2
h
outside PIM sandar

domain  Traffic is UDP, destined to
Receiver ﬂ 224.1.2.3 '

@ 10.0.0.2 PIM Join

& RmroutefME Rmfibin & , URHKIESTHHIR , TUAFEARITASAEKRH B X ABEEE,
EEEASAHEERBNHEBEIRRAER

ci scoasa# show conn
59 in use, 29089 nobst used

UDP out si de: 192. 168. 1. 50/ 52075 i nsi de: 224. 1. 2. 3/1234 fl ags -

W47

L 2
SER RGP A B B LIANEE T M — RIIM E Kt RWASAGREEX A,

ASAT g EPIME R L HHESHH THSRP

Mk E BB R , ASATRBEAREEMPIMERED, TRMRE RASATREAXFERIZANPIME
B, BRE—\FAEEED , YASAEEAEARPERHPIMER.,

10.0.0.40 10.0.0.2 |
—“!@ router
ﬁﬁ 10.0.0.1 (HSRP) j
Firewall should
send PIM join
message but it :
o 10003 Sender 172.16.1.2

WA pim#i H & RASATREEEPIMEEE B L1T T — BB HER -

IPv4 PIM Sending J/P to an invalid neighbor: outside 10.0.0.1
L RIBER RIGEXASA , HEZEEMER. RIBHPIMBEMHSRPE B YA A £ AREHEASAR
HREE,

ASAR B RIEBHSRP IP 10.0.0. 1469 T —Bkig & :



ci scoasa# sh run route
route outside 0.0.0.0 0.0.0.0 10.0.0.1 1

AT, PIM&BHER R R AE R SRRV B O IP#E 4 , M A 2HSRP IP:2[A

ci scoasa# sh pi m nei ghbor

Nei ghbor Address Interface Upti me Expires DR pri Bidir
10.0.0.2 out si de 01:18:27 00:01:25 1
10.0.0.3 out si de 01:18:03 00:01:29 1 (DR

SEPIMBRE R AN AT EBRDEH—EFAXNHSRP#4E ?
BFEAXH—1NED -

CEHBEN T AT RZLE/ERHE ? RFC 236288 |, “BEHigst%i% —INERIL &/ HBE B4 81
BHEHWRPFEEXRBEERS, G), (*, G)H(*, *, RP)RH. LE/HREEZE , REHRPF
ERPIMEEE",

ATRRBEB , ERMEASAR — N EESmroute X B BRIBHREN . BREERARNKHIFED
IPt#b k2 —(10.0.0.23%10.0.0.37E A LR fl), FEXFERT , LTS AFASAZEPIME BFA
BREFERE172.16.1.2 :

ci scoasa(config)# moute 172.16.1.2 255.255.255.255 10.0.0.3

—BEXHITHBER ARG RNEASAH BRI HEEK | HEASATZEPIME R EEML10.0.0.348F.

ASAZREIGMPHi s . i T EFRLANG BRI B B 27

NTF B , ASAIREIN— & B EENABEZRERN—IGMPIRE , ZHE, debughiiftL
£, FEBESEF  AEBERBRRESRE.

Receiver sending h
sender

IGMP reporis 1o
attempt and
receive multicast

o

MNTFEE , ASAZHFHEZ , RACTREF REENLAND RNPIMIE RN EER B,

THEASACLIWHHE R — M TRENIEE 2B ERHSR(RTHDR)NERZOMLKH -

ci scoasa#show pi m nei ghbor

Nei ghbor Address Interface Upti me Expires DR pri Bidir
192.168.1.2 out si de 01:18:27 00:01:25 N A>
10.0.0.2 i nsi de 01:18:03 00:01:29 1 (DR

RINVERT , HABBBGSHERIMBIASANEER , PIMEFEASAZEOBSH. NREEHM
PIM4B /B (H B8 FHESRASA) ASAHRNZIZEON(RPFFIREE) , HABRLELFE 2 —EER , BRiZ
DB, WEMKDR , EDREHENEFIGMPIRE, BRARGZEAEASAWZEONPIM (ARE
piIMBHENAKEND) , REASAS BRHIDRE Apim drik £ Rinterfaced -

ASATBEHE R 7£232.x.x.x/83C B Y LA EBUE TR



/c/zh_cn/support/docs/ip/ip-multicast/13783-hsrpmcast.html

Lttt 3E B A EER SEASASE I T X HFH RIS EAE(SSM)M,
Widigmp# H N E RILEIR -

| GW: Exclude report on inside ignored for SSM group 232.179. 89. 253

ASAZCHBER TR TREABEXABSE

FEXFERT , EEONASAKRARBBER , AMEEEERTERAS. BIEBSHASAEER ,
ﬁ]ﬂbﬂ]ﬁ'&ﬂﬂl&ﬂﬂ%é%ﬂi(RPF)ﬁéﬁﬁE RPFEABBERNAEEORSH , BT WM
RIAER T (N TFRBELEEREFITF MBS A SipRifinterfaceds + Mreverse-path).

HTRPFRE , HABEBERBEKREREON , ASAREANE —NEHEIABBIERREB XK
FRESEMAEKBR)EZEO, ﬁﬂ%b/ﬁﬁ MNEBRBRES , EFRES. XEETERE
BEMERNITTHEERE PR TRaspEFH :

ci scoasa(config)# show asp drop

Frane drop:
Invalid UDP Length 2
No valid adjacency 36
No route to host 4469
Reverse-path verify failed 121012

LRI LUEE A NS EABEAZE BB RENLEZFTHASA, ETEMNREIFH , mrouteds
SEASBEOATHEMNT72.16.1.2K HHABEIERNRPFR EZW :

ci scoasa(config)# nroute 172.16. 1.2 255. 255. 255. 255 out si de

ASAT 4 B PIM N A 7£ 34 SRR B9 PIM ] ¥

&4 , PMBRREXNAREEIMNARRETHRIRP , RABEMRPEIEK BN — HZHEN,
AT, RELASE— RS — TR RE |, B2 R A I T IR B0 SR A Y
T ILEE ST RARSFIPIMIA S BT AR RIETT (RMAERP | 459 548D,

RIFMEHRIS , ABEBERNEEFE— N TENASAEOLRPHIFESE, HASAZKPIMMA
EJZEE/J?CF%EWH'J‘ ASAMMEBBBNLE AP, MRZKILESR , PIMNABESHESR
, HATIIE uEﬂﬁtplmqﬂ’f“HjH?}iE 2 -

NO RPF Nei ghbor to send J/ P

R R R 5 RE A INBBE RN ZETHESmroutesk B | I HASARE QML LEHT R

ASAZQAEER S TH# M FERFE(TTL)

EXHERT , RABBEEHTILAE , ABRBERAK. XHMEEXASA , HE-LHTRE
, BFAMAT,

FHBEEESAIP TTLERENFEERAREMBINONARERF, BRIAMER TERXNITHEBRIE
éﬂiﬁﬁlﬁumki)ﬂﬂ'@ﬂlﬂiﬁo BIAER TN, MBLANE P im SR (— N & B AV A 178 & 53 25 A
HILE)RMNBER T REEIPRESHTTLEN,

ASAKE BCPUEAER MIEHNBE B TR EABA I

ASAtL A ECPU , A BABRETELZEE , MRFAEUTRENXTARER



1. ASAEARP,

2. ASARAERMNE— NN S, XEREBHBLEARERHEIPFRMASAEO,

3. ASARAERNERE — kM, XEREAEBBZRBFELEIPTFHMASAE O —H#,
MRFMEELEREN , MEHHHRITASARHIELA B RV A BBIERIZITRE, XSHESHE
ERLLABRAZSES, BNNE RaspERITEE , A XEHETEFNRPUNTERR I,

NTHEASARBTEZILEE |, BREMXLESR

S| REASABLFEFAA®S ,

ol

=RP :

show run pim
show pi mtunne

$WM2: REASABRTHALSDT , BE

Y/

RRE— KA

show i gnp group <ntast_group_I| P>

W3 REASABSFEALST , BERE —BIREHER

show nroute <ntast _group_ | P>

DT £ 40 8 43 e 2 oo Dl L £t 45 1 9 48 48 48 41t

BRAETEIGMP StubtE X NASAB LRI, S MMPIMARER HWASATZZ0E,
BB bug CSCeg48235iR %- IGMP : [EFEF LB Arevr i 7 4H H fth iz O AV $E IR
X EMbughy A ER | FERREA -

Synpt om

When a PIX or ASA firewall is configured for | GW stub nobde nulticast reception and
traffic froma nulticast group is forwarded to nore than one interface, if a host
behind a receiving interface sends an | GW Leave nessage for the group, it could
tenporarily interrupt the reception for that group on other interfaces of the firewall.

The problemis triggered when the firewall forwards the 1GW | eave for the group
towards the upstream device; that device then sends a |GW query to determine if any

ot her receivers exist out that interface towards the firewall, but the firewall does
not report that it still has valid receivers
Condi tions:

The PI X or ASA nust be configured for 1GW stub nbde nulticast. |GV stub node is a

| egacy multicast forwarding techni que, whereby | GW packets fromreceivers are forwarded
through the firewall towards the source of the stream It is recommended to use PIM

nmul ticast routing instead of stub ignp forwarding.

Wor kar ounds:

1) Use PIMnulticast routing instead of | GW stub node.

2) Decrease multicast |GV query tinmers so that the receivers are queried nore frequently,
causing their 1GW reports to be forwarded towards the sender nore frequently, thus
restarting the stream qui cker

ASAZCABERSHTHRIGRZ.ErE I H

ERALSEFRHASAEREEZEFARBEE L BIERENRZEXKE), Am , RAIEZSNEEM
FXERRARREN, EXMBERLT , ASAZRARECHTHEOBEENHRL AR, NEARE
AT ELERTRSIRNABER,

HXRE  ABEERIFHEFR , A BASPERITHE R FPXBEmcastii Hintrf (NO-



mcastintrf)”,

HAWABE KFTIBE . ASAEHFBINOBRHIES

HABRAE — BRI ERTEASART , ASAKTURI #4533k 18 H BE M AR X W mroutesk B # R IR
B, HFRAGEN - LARERIBEFESImroute , FEEBRBEY 7T (XD T —VHEERI
Jo —HABRRETK , BFESTFTEFRHRHEMNER,

BWEFNBESI A FEEPUNTEERF)ESHEEMEERE]” ASPEFERRE, TEHHHERE
HRasp (EFaspREASABENASPEFRRFRIRNEFNHIED) , HALREEINLBHEFNWAE
E848 :

ASA # sh capture asp
2 packets captured
1: 16:14:49.419091 10.23.2.2.810 > 239.255.123.123.890: udp 32 Drop-reason:
(punt-rate-limt) Punt rate limt exceeded
2: 16:14:49.919172 10.23.2.2.810 > 239.255.123.123.890: udp 32 Drop-reason:
(punt-rate-limt) Punt rate limt exceeded
2 packets shown

HXER

- BARFZFEFIH - Cisco Systems
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