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Configuration = Device Management = System Time = NTP

Configure MTP servers and define authentication keys and walues,

IP Address Interface Preferreds? key Mumber Truskted Key?

192,168, 100,10

[ ] Enable MTP authentication

XEEMASANEECLIERE , #HENSE .

Cisco ASA

ci scoasa# show run : Saved : ASA Version 8.2(1) <systenp
I terminal width 511 hostnane ci scoasa enabl e password
2KFnbNI dI . 2KYQU encrypt ed no nac-address auto !
interface Ethernet0/0 ! interface Ethernet0/1 !
interface Ethernet0/2 ! interface Ethernet0/3 shutdown !
i nterface Managenment 0/ 0 shutdown ! class default limt-
resource All O limt-resource ASDM5 linit-resource SSH
5 1limt-resource Telnet 5! ftp node passive clock
timezone GMI' 0 pager lines 10 no fail over asdm i mage

di skO: /asdm 635. bi n asdm hi story enable arp tinmeout
14400 consol e tinmeout 0 admi n-context adm n context
adnmn allocate-interface Ethernet0/0 allocate-interface
Et hernet0/ 1 allocate-interface Ethernet0/2 allocate-
interface Ethernet0/3 config-url diskO:/adnmin.cfg !
context Testl allocate-interface Ethernet0/1 all ocate-
interface Ethernet0/3 config-url diskO:/Testl.cfg ! !---

This comand is used to set a key to !--- authenticate
with an NTP server. ntp authentication-key 10 nd5 * !---
This comand is used to configure the !--- NTP server |IP

address and the interface associated. ntp server

192. 168. 100. 10 source inside usernane Test password

| 2xAvC8b372aL& P encrypted privil ege 15 username G sco
password dDFl eex1zkFMaVXs encrypted privilege 15 !---

Qut put suppressed. ! pronpt hostnane context

Crypt ochecksum ae65elf 96123ea351cal086c22f 3ebc7 : end
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l[ci scoasa# |

EEN L TR RHNFWSMEANTPEFHL

CiscoPi X ERFER(FWSM)F 2 F ZHENTPEE ., HEREB) , FWSME#5Catalyst3 LAY
R B EL ., R CatalystX#HLE L FINtp server | FWSM4“’9H§7¥‘<1?<EI?J‘€4’O

Wi

ERAER D AIEIAE BRER ERIZTT.

woREBRRER (XBREMAS ) (OIT) ZHFEL show 5. FA OIT AIEEX show ap S5
#9247,

- show ntp status -EREBAINTPXREIRIR. ciscoasa# show nt p status O ock is synchronized,
stratum 10, reference is 192.168.100. 10 nom nal freq is 99.9984 Hz, actual freq is 99.9984
Hz, precision is 2**6 reference time is d3a93668. 7b6b6155 (11:41:28.482 GMI Thu Jul 12 2012)
clock offset is -2.0439 nmsec, root delay is 1.48 nmsec root dispersion is 3894.03 nsec, peer
di spersion is 3891. 95 nsec

- show ntp associations - ~&X FNTPXEKHIE B, ciscoasa# show ntp associations address
ref clock st when poll reach delay offset disp *~192.168.100.10 127.127.7.1 9 7 64 7 1.5 -
2.04 3892.0 * master (synced), # master (unsynced), + selected, - candidate, ~ configured
ci scoasa# show ntp associations detail 192.168.100.10 configured, our_naster, sane, valid,
stratum 9 ref | D 127.127.7.1, tine d3aab5d7a. d8cf2704 (08:40:26.846 GMI Fri Jul 13 2012) our
node client, peer node server, our poll intvl 1024, peer poll intvl 1024 root delay 0.00
nsec, root disp 0.03, reach 377, sync dist 16.602 delay 1.71 nsec, offset 1.3664 nsec,

di spersion 15.72 precision 2**16, version 3 org time d3aa5d8a. 68391ch8 (08:40:42. 407 GVT Fri
Jul 13 2012) rcv time d3aab5d8a. 6817b624 (08:40:42.406 GMI Fri Jul 13 2012) xnt tine
d3aabd8a. 67a3f 2da (08: 40: 42. 404 GMI Fri Jul 13 2012) filtdelay = 1.71 1.60 1.57 1.68 1.59
1.66 1.65 1.65 filtoffset = 1.37 1.41 1.50 1.52 1.63 1.61 1.56 1.53 filterror = 15.63 31.25
46.88 62.50 78.13 93.75 109. 38 125.00

W HERR
AEORET THTFREEHTHELERNEE,
Error: X &4k [ 25 /Servert i 4

BRIASAENtp serverf @ , H B IREEEW

NTP: packet from 192.168.1.1 failed validity tests 20
Peer/ Server C ock unsynchroni zed

RRITE .
BRANTPHEIR , F AFAMIELtHE Y -

ci scoasa(config)# NIP: xmt packet to 192.168.1.1:
|l eap 3, node 3, version 3, stratum O, ppoll 64

TERERXKNtp serverflBEEEE |, I8EERNKRIBERIERFC 1305,
BT ERLIERIR |, B E UNtp serverfi ZEIE6-10Z B Y-

B : ENtp serverfd T & B 25 5
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BRASAEBEANTPES,H , BEREDS A TH , #F Hitbh i

ci scoasa# show ntp status O ock is unsynchronized, stratum 16, no reference clock nom nal freq
is 99.9984 Hz, actual freq is 99.9984 Hz, precision is 2**6 reference tine is d3a93395. 388e423c
(11:29:25.220 GVMI Thu Jul 12 2012) clock offset is -4050.4142 nsec, root delay is 1.21 nsec root
di spersion is 19941. 07 nsec, peer dispersion is 16000.00 nsec
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XX . £/ debug i B2l , BFSHEAX Debug i THEEEFE,

- debug ntp packet -FR "X FNTPEIEZHIER.
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