ASA 8.x/ASDM 6.x : EFHASDM , BE—IAF
vh R B3 S VPNV FT VPN S E B

Backround{E &
ASDM B &

£ 28 7 7% A & S 4
wEIEVPNE &

IKE Initiator unable to find policy:Intf test ext , Src : 172.16.1.103 ., Dst : 10.1.4.251
HXEE

1Lk

ANREBEXRTEMEAXRELINEEMERATENRZLIRZEERM(ASDM) , H—HHVPNIYE
THARMEMAW LB ER/VPNEE, IEXLERFTTER :

- BEMEBRSRERER , A REAFN —ELBIPER.

- BN TEHRITELRN.

- EAVPNRFIKRfE A VIR B E U QB HER 5 — TR/ 2 MIP I — iR &
AXRIER , WRHBRAVPNES ELBMEF HRIFTF, AXEL2L VPNEEERRESRRE S
TEHR—VPNNZETE L.

KRR
ER

Cisco BB THUTER :

- ASAYL S F) 35 S VPNEL E 7RI
{ERRYAH
AXHPHERETUTREMBEEIRAE



/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/100678-l2l-asa5505-config.html

. Cisco AdapativeZ £ T E5500R 5| 58 4R A<8.2 & LAf&
- BRI A#6.3 Cisco Adapative Security Device Manager& A/

I
BXRXEANGFMES , H5H Cisco HARERAM,

BackroundfE 8.

85 2 B 85 VPN B TAEEHQASATIBOASAZ ., 1% , BOASAR EEMAE Rt , 3 AP
SEBH T EISPRE | BRAANBT MEAE S ERERMR.

B B R A X L 1Pt o

- FEBQASASERIPHE31E- 200.200.200.200
- FTHBQASAZEZBIPHE 1t - 209.165.201.2
AR XE , BEAANFAER. AT REERBFN ENHEMEL , cryptolh R FIRREFRF

o

ASDM i @E

EFASDM , &R SRR T AT REM £ A 75 72V E B E X THQASAR VPN ETUE B

O 28 T 45 i O S HF

RAFTHIHEVPNEE , H B EEHMBVPNN ETAAHXEEN —MERRENHXATURE
MARZN G %,

1. & Configuration>¥4 2 F|vh K VPN >EZIE X HH H R T e EERE X HFiX T,
Configuration = Site-to-Site Y84 = Comnection Profiles.

Irberf ace Hlow Booess
biede ]
dvz 1
risde []

Gt Profies
Cornection pofle dentifies the pesr of & sketo-ske connection. Tt specfies shat data braffic s to be enompbed, bow e data fraffic B bo be enoypted, and ottes parameteis.
& pod & Edt| T Coetn

Flar [ T Lial Netwairk B s Mk Enshled Group Polcy

2001200, 200, 200 oo | rmdenstworkjzs £ 15z, 160,25.0/24 DithGipRaicy

R INIPSecih = 2 vk = E #EProfile & O3 7 o
2. EEARBRINT |, AXimIPHat, FistHEZHN FHERIPFPIMEFRMBEAT, BEATE M
SHERINBVPN , RTHEHREE, £H0kK,


/c/zh_cn/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

#& Add IPsec Site-to-Site Connection Profile

i Peer I Address; ] Static |209,165.201.2
|- Mchvanced A
Connection Mame: [] Same &5 1P Address | 209.165.201.2
Interface: outside R
IKE Authentic ation

Pre-ghared Key: Fn-u e

Identiby Certificate: dis MNone - b Manage...

Protected Nebwarks
Local Metwork: .ins:a:la--na-tmﬂc,l‘zﬂ

M

Remobe Mebwork: | 192.165.25.0)24

Enoryohion Algarithms
IKE Propesal:  |pre-share-des-sha, pre-share-3des sha | [ tanage... |

IPsec Proposal:  ['5-256-MDS, ESP-3DES-SHA, ESP-3DES-MOS, ESP-DES-SH#, ESP-DES-HMDS

.. Find: | @t @

T

3. #HAdvanced & T , EREMEFBRG T, SENLELETF, LEREFSREENEL
FECLIKEAHE, H—[URESHLIANERS IS ER |, HEEXHE EHIIT. 85
priority number , R E, XATEXR —MIEMBRGTFHEMTINFH RS, RTOKRETK
0 728 5 % 45 B LA

#& Add IPsec Site-to-Site Connection Profile

~Biast . émrit',u (2]
= ddvanced ;
Crypito Map Entry Perfect Forward Secrecy: (3] Diseble () Enable

Tunnel group

HAT-T: Enablz
Reverse Foute Injection: || Enable

Securiby Ascockation Lifetine
Time: |B (0 (0 bhimmiss
Traffic Yolume: iﬂEIIIBIIIJ EBytes

Gratic Crypbo Map Entry Parametsrs
Connection Type: Ebldre:tinnd ]

4 Certificabe: |- More -- w

IKE Megatistion Made: (5 Main () Sogresive

| Find: 8= @ e

[ ok ][ coeel |[ her |

%5 — AR MBS — R BB —FHRER, EEEARNEEREAY  BRES
4 BI3ABQASAF BT #Y Pt .




REIAEVPNER

A= EESE N HNRHEAABRE, BN —ELS—RBEXNSFE , UEEEEXHTH
AN EHEEEE,. N TREINRERE , EFEERTIESR

1. Sl EEL
2. IR ILA INZ R G

BIEEEA

2 Configuration>¥% 2 F|34 2 VPN >Advanced >REE A3 B 8 &5 012 I EHBWVPNI ETE R
W—HFPRER ., BEEFNMEREZZHRBTE , RAERTOKE,

AR BARTMEHERHACTEVPNE S — ik,

@& add IPsec Site-to-site Tunnel Group

Narme: |209.165.201.2

1KE Suthenbcation
Pre-shared Key: (sssasass |

Ideniity Certificate: |- None -- :| Manage. .,

Send Certicate Thain;

IKE Pesr 1D Waldation: |Required w

IKE Keepalhe
(%) Disable kespalives

_ Monitor keepalives

{3 Headend wil rever inttiate keepafive montoring

Ceefault Group Poficy

Gepup Palicy: |DfItEr|:-Pd|n:,r '-'j Manizge. ..
IPsec Protocol; [+] Enabled
| (w4 | l Cancel J [ Help J

AR : ENameZFR , MR FANMNIPHEY  HNEEXARTERZEZAN , NiZBWA. FES
M, AEHANESERBIIERR |, ATBER. WHEREI , SEHENameFZREEAM , #8
NIETT AR E ¢



& Warning r>_(|

ASDM rceived messages below when one or more of the commands befow were sent o the A58, [CF]
fi\"l., means success, [ERROR] means Faikore, [TMFO] means information and [WARNING] means warming

[WaRNING ] Bunnel-group Mew-525-YPN bype ipsec-l2]
L2L tunnelgroups that have mames whidh are not an TP
address may only be used iF the bunnel authentication
rethod is Digkal Certificates andjior The peear &
configured to use Agoressive Mode

[OK] tumnekgroup Mew-525-YPN psec-atbrbutes
tunniel-group Mew-5254Ph ipsec-atiribubes

[OK] pre-shared-kay #®ketdsnes

[OK] isakmp keepalve threshold 10 retry 2

SREBIE INEBR S

DAMEZERS AT AREN T RO FHEER

BIX

IIEe

LR

dit

1. & Configuration>¥ R F#5 Z VPN >Advanced >INZ 51 , REEBEZEENMEZEMRSH B$ &
4iE,
Lonfiguraticn = Site-to-Site WPH = Advanced > Cryote Maps.
4 Add = mm[- Ebdutu + 4+ 3% B3 M- G Find 5] Disgram
Ig, Pt |
13 e oM. Dnstistion Sorvice  Acion
Iz inkceefac @; Ect Traffic Selection. ..

Transloimn S8 Faer PFS  MAT-T Enabled Rosvwes s Pucashe Ensa bl

= | L

Y 8BIPSecH & O K,
2. EBERBER)ETFT , ENFAREWBKX , BTEEXNFANIPH IR FHX FE R
MBFR. RfE , BRI R,



& Fdit IPzec Rule

Tunne! 'P:-:h:w {Crypto Map) - Buasic :rmn-l!:ﬂ.F&;:}r.i';'ryp{w:* Maﬁj"- advanced | Traffic Ecié:ti::nﬁ_

Interface:  outside Policy Type:  static Friority: |1
Transfaorm Sets
[Fep.gFeq 702
Transform Set bo Be Added: ESP-SES-123-5HA
|ESP-AES-128-MDS v

Peer Settings - Optional for Dynemic Crvpto Map Ertdes

The Connection Ty is applicable to static bunned policies anby, Uni-directional connection byvpe policies are used
For Léd-Eo-LAN redundancy. Tunnel policies of the ‘Criginate Only" connection byps may spedby up ko 10

redundant peers,
Conmackion Trpe: badirectional e
TP Address of Pesr to Be Added: 200. 200,200,200

|209.165.201.2 |

| Enable Perfact Forwarding Secrecy

| ok [ comcel |[ mep |

3. GBI ENIKIPH 3 B S M BAR BN FHELE, BEHOK.




& Fdit IPzec Rule

Intefface: outside Polcy Twpe: ctatic Prioriby: 1 |

Transform Seks

Transform Set bo Be Added: [ESP-AES- | 28-5HA

!ESF‘-IIEE-] 2a-MDiS W
i

Peer Setlings - Optional for Dynamic Crypba Map Entries

The Conmaction Type is applicable to skatic tunniel polides only, Uni-directional conmection type poficies are used
Fior Lak-oo-LAM redundancy. Tunned polides of the 'Originate Only® connection type may specify up to 10

redundant pesrs.
Connection Type: bidiractional v |
TP Address of Pesr to Be Added. 200,200, 200.200

209.165.201.2

Wi LI

(eoeoe |

[ ] Enabla Parfiact Forwarding Secracy

| ok ][ canced |[ hep ]
AEE . ERERELRNERSEANEAER , EEREX4XKS I INEMRES L ZIE
ASDME O il Bx .

4. ONEMENFAEEMAREH., NRTEBSUXLE , FEFELLZRTA+F,




f& Edit IPzec Rule

Ackion: () Pratect ) Do nok Protect

it0anaes =
Destinstion |192.166.25.0/24 E
B

Saurce: 10.10.10.0§24

Sarvice: EIFI

Degcription:

5. & Configuration>34 =X E#5 K VPN >Advanced >IZBSIEKR N T EE SNBSS, A
, XEFRTFRE , BRERETNAH, BERETRBEEA , =T Configuration>h = F v =
VPN >Advanced >FEEAF R R TR , MR —MEAXHBEFFETZ. MR, —MEXHNELE
BB X AR BIE,
Configue ation > Site-to-Site WPN > Advanced > Crypto Maps
@ add » ek~ [l Dstete + & X Bz - Q Find B Disgram

TypecPriontby Transfiorm Set Peer PFS MAT-T Enabled Revesrce Rouke B
# Source D hination Servace ALlion

= intarface: cuttide

EZE = | 166.25.... |B | bEP-AES- 128-5HA {209, 165,201..2

[#] Enable dirki-replay window size: |64

(o) ()

iF

ERALR D ATEIAE BRER ERIZTT.

R EHRRER (XEEMAS ) (OIT) XFHEL show i F. £/ OIT IEEFEX show T4
53 4o

- BEEARGTSEELZEXRESHISEN 2N - show crypto ipsec saXt HE & <Peer IPi it

>

B PR B B

{52 A AN 88 20 W] BR R B HUER

IKE Initiator unable to find policy:Intf test ext , Src : 172.16.1.103 , Dst
1 10.1.4.251

LA B RMVPNERZRHNVPNY EMEIASAR |, WEIREBTHREE TR
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BREER .

XA LR ERNEESRE RETBRMEN. Rifcryptof) R EOMIER , 2RI —RHIX
FhEl, FB  FREREERBEFHDER THFENIPIL , BEFREWR.

HXER

- WRH(L2L) 5SASARIVPNES =

- BREENVPN[E B

- ASARRZEFER

- BARZFHHH - Cisco Systems
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