EBEBASA 9.XFI 215 7] K BE (DAP)
H %

I

DAP #1 AAA
DAP HIA R Z2EMY

R I BASA 9.xB 715 A R B&(DAP)BYERE . ZhReM A&

TERFAF
=R

BREWETHUTER .

s EELTRAME(VPN)M X
o ZHATH B K EE(DAP)

E VAL

R BR T4 E RV B4 MR R hR AN o

ANHEHPHEEHRETREXRRENEFHRBZEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMELTEIRS , FERRETRAERSHIBERR,

BRER
BT BME(VPNRXEDSFERET. SIERTELEMSINVPNERS ; i, ARESR

HMABEMNEE, SMNAFPTEEALAREENEHAE  URNEETREENRER3IHZRET A
WERER. RAPRNESME |, 3148 VPN MERRNZIES Bz E X TREBSE BRI MNE



o

AR R EE(DAP) R —TZhaE , AT A TEE AR RVPNIESH SR RN, BIIRE AT
EHEMANESRENAFRBESEMEXEK , BRTUGEIARFERE, XEREATHRE
KREMER A FRNLE R RS R,

i, Z2REBFRBEEELXHRBEABFEASRTFHEERENTENR, eBIN—IHZHD
DAPIERFEEN/AREBURERENAF SHRIEMNDAP, ERFEZERZFNLRIRZEESM
IREHRRIEAFH AAA BRIVEERIEFEXL DAP iEF, RE , TLREBMSIXL DAP iERK
ATRPRBExRE,

IR . BEDAPEKEHERE MM dap. xmIX HEFEEASANEH . RGBT LU dap.xmIX
HSHBNIN , NERTHRE (MREHNEXMLIEE ) , AREHSA , BEFEEID
, ANMRBERIR , TEELSHASDME LA EDAPIE R, R BCLIRAE LIRS HEE

o



EE - 2B CLIE Edynamic-access-policy-recordii A1 S ¥« S HDAPEIETE | B
ASDM&IEHEERIXESH, BRCL , HHRAEHAASDMEEDAPEKE,

DAP 1 AAA BN

DAP 23 AAA IREFIHIANTE , CRRET —AEENENEY , XEBHTUEE AA BENE
%, ZEIRETLUBTFERFN AAA BREEIERE DAP 2%, Z2RZEAUALURBRBHERRESZAN
DAP i2% , REREXLEIZFI D H DAP BB %,

&R EAM Cisco AAA BB IREHHIEE AAA B , BT U EZ 218 %E M RADIUS 5 LDAP RS
FREVINSERNEEFHRITEE , 08 1 FIR.

1.DAP AAAE£GUI



[ ] ] Add AAA Attribute

AAA Attribute Type:  Cisco (%]

Group Policy: DfltGrpPolicy
Assigned IPv4 Address:
Assigned IPvb Address:
Connection Profile: DefaultRAGroup
Username:

Username2: - B
SCEP Required: true

Help Cancel 0K

DAP M RZERE %

BRAAAR ML |, RERZEAUERAGEENRSTE L EZRNLRREREE. WE2FAR , HPa
BEAIHNAHR. R2RE. HEBREHITEFNAC, RRLHKITABEEAERTFHRIEZAH
RiEF=Z2iRE, HER , AAAEMY ( BEEEDAP LR ) REAFSORIELEFRE.

2.4 5B HGUI



i & A Eredpminll ATtFibute

Endpaing Antribute Type Application P
1

ArmyConmect
Client Type: = B File

Device

WAL

Operaling Syitem

Pergomal Fiaesvall

Mulciple Certificate Authentication

Help Cancel oK

BRINBD A U7 7] SR B

HEBIAMKHEDAPZHI , S45TE M FRREH S 1EXBAY 15 B KSR 15/EX REASA LA TE LHY
(B, BEA MARR ) BT EBAAARRSS BRIR ST,

RIANER T B 2R EHIT DAP, il , BEFREH, HREEMAAASE TSR] &M T8 X 55
DAP{IE AR BT . M FESRITH , TEX DAP THEEMELE ( 2IEBRIA DAP 1% H
DfitAccessPolicy ) #{TEAIE XK , 218 3 Fixo

3. BRI B 2177 [ SR B



=] L] Edit Dynamic Access Policy
Policy Mame: DiltbccessPolicy
Dascription:
Access Authorization Policy Attributes
Configure access /autharization attributes for this policy. Attribute values specified here will override those values obtained from

the Ad, system and the group- policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, Al
attributes, and group-paolicy hierarchy attributes (those that are not specified in DAF).

Action Metwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists L

Action: ) Continue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:

Help Cancel oK

A, MRDAPIEFZRHHEMERIAE S E (B0 |, DfltAccessPolicy B Action : ZEENERINEE
YA Terminate , 3 B RECEHMDAPIER) , MEINERT , BX F AR A o] AT
DflitAccessPolicy DAPiZ% , 3 H Al BUE4VPNiF[E),

Ay, EECEHBEE —RZ/DAPIEE , UBENVPNEZEHE VESN EHRIEN AP ERIGRE
BRLE R X7, Et , DAP ( IR EEE ) 7 LAME & TS RBE S

= 3 2 1 7] 3R A&

{55 FIDAPIE LA 7= A LA [R] #Y P 48 53 JR B %“%E%E‘Eﬁ%*ﬁo Blan | RIEEEE ?%“Jﬁ‘a%?’:?%
BRE. FREITZEENHE | FRERIEESL Fﬁ RYIERRARE | FRIEL R AA N/

T ( EZEAPAERGRBLEMZRR ) . AL, 1&‘\ ﬁﬁ'ﬁ?ﬂ?&DAPﬁ’l’.{ﬂIﬂﬁb , SNE4FR
Ro

4. BT R R B



2 | ] Add Dynamic Access Policy

Policy Marme:

Description: ACL Priority: 0

Selection Criteria
Define the AAA and endpaint antributes used 1o select this access policy. A policy is used when a user's authorization attributes match the AAA anribute oriteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and jor by expanding the Advanced option to specify
the logical expression text.

User lkas ANY of the following AAA Attribuies values... [ %] and the following endpaint attributes are satisfied,
A AHribute OpserationValue A Ered poind 1D Mame/ O perationValue Add
Lagical Op.
Advanced #

Aocess fhuthorization Policy Attributes
Configure accessfauthorization attributes for this pelicy. Attribute values specified here will override those values obtained from the AAL Systern and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA antributes, and group-policy hierarchy attributes (those
that are not specified in DAF).

Actian Metwark ACL Filters (client) Webtype ACL Filters {clientless) Functions Part Forwarding Lists Bookmarks Access Method »

Action: D Continue Chearantine Terminate

Specify the message that will be displayed when this record i selected.

User Message:

#HE DAP ikt , EEZERFNETELHRI D :
- Selection Criteria ( ‘@3 Advanced £ )
» Access Policy Attributes

Selection Criteria SpoHEE G A TEE AAA L SBMY , XEEMENATIARIESERN DAP i2x%
o HAFMBENEME AAA BHMREMTE., HEASFEESNMN L AEMR |, FEH DAP 125%,

flan | IR %ER T AAA Attribute Type LDAP (Active Directory) , lJAttribute NameZ & & 2
memberOf , ValueZFfF & ZContractors , W@ 5apfR , Bk A F 2472 Active Directory4H
Contractors# B 5 F BEILELAAAE & 4

BRTABRAAMEBMRMIN  SORIAFEFERZLRBEESA. flln, MREEARENAE
EERARNZERSHETZZ2RESTME |, WEE R 7 SUER TS 245 BSbr R £ iR
PR IR SRAF

5a.AAA B AR



o o Add AAA Attribute

ABA Attribute Type:  LDARP

Artribute 1ID: memberOf

Value: = B Contractors Get AD Groups

Help Cancel oK

5b. & RUE MEFr

[ ] L ] EF SR s T e T
Eraipeiirdl A Admgte Tper. | Rl E
Pgere ;. = B

e cwco (D

6. AAATN L i [ 1 SR IR B



L] [-] valkll O, K o eri. il

Pl (i

Pl gl i &Ll ey O
Lripnman [roweg

Dot D By ] el tl] WL PEech L D e 0 L e B Pl B Pelebeln i1 ot e B o] A Sl RN BT PEal e B B ph Bl EITPE LR
bt el pyry araiooesy Errkeer Bas beva pEatad Thape pronbanen ppe b preprrd ooy e patdey bl el By s paenaiongg rha i g omen 1 ey

o g sl gy e bead
Ly Rie, AMT of [ Pllieacroy ALE AT -dacdrs, rasliars 8] v Ll pechemrce gy b gy ppey laed
R A Ty T Frr (== Tkl I W gy
[ (7]
Lo Cirirfr
.l e
My el e L]
e il b o B Bl el R Y PPt

mME 6 FIREAREI/RME 7 FiREIF Advanced TS EZB BRI |, T HIE AAA FIL =
Btt. Bal , BERIXNZEAEVALEBIER , HIZNEVAL (endpoint.av.McAfeeAV .exists ,
"EQ", "true", "string")MEVAL (endpoint.av. McAfeeAV.description , "EQ", "McAfee VirusScan
Enterprise" , "string") , X LB R TAAARN/RL imEFEEBERE,

MREBFBERNIERFRE (AAANKIRE XS P TERMNZERIN ) | MBERERFEEH
, MBIFTR. HlN , ERTUFNLLREZEENFEAFBREEE. AR THRETMEERLGN
AAAEM , BAIGEMRENRN , X2 HHLE. BEUZLBRBEEA—ITIEZ—IMELIENE , FE
£ DAP 2 &M Advanced B85 Tﬁ'JL;EéEI’J FHEKRIAN,

B 7 AT Z2EREHNEEREAGUI

Advanced

O AND OR
Logical Expressions: :
((EVAL (endpoint.av.McAfeeAV.exists, "EQ", "true", "string") and EVAL (endpoint.av.McAfeeAV.description, "EQ", "McAfee VirusScan Enterprise”, "string"™)

Guide

B 8 FT "I Access Policy Attributes F 0 B EE & A TH X4 EM DAP iBXEE VPN 5 [F & %,
HAFRNEMHSAAA, REF/REBERAXNFMCER , AT AK LS P EE R 77 6] SRS 1
B, AEENEMHETUEBEMAAARSGIREWARLE  SEIAFAF,. 4. BREAMEIAARL
EHHES

DAP LR ER—HARKY. ARENEME, XEENTEHIEE14FRIETFT :
BERF—EEENATREEERENSENIFRLE,

Access/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Metwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Action: € Centinue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:



- Continue - ( BAE ) £ HHEFHRXBEENATRE
« Terminate - B2 HLLETLIEXE,

« User Message - i A —ERMAGHE | i1t DAP B &6 |, HEMNFRELERZHER, BZW
WA 128 NFERf. AFEEE T REGIKE, HAFERN , ZREFNEZ RS EEE
, REMEEELE, MRERTZANDAPIER , HEEBNMCXRHBEEAFER , WHERME
AFEE. B, aIEREEEHRMA URL SIEMBRARN A , (EERGEHEREH HTML
FRigo

O ZZACLIT IR BRIE T +—F TR R ME EM ZACLLAN A T ILDAPIE 5., DAP Y ACL AJEA &
BAWHELAN , EFERNIE=F. MR ACL BNISATMELRN , T2RBFMIELZ
ACL BLiE,

Access fAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action MNetwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
MNetwork ACLs
any Add>>
Manage... Delete

« MEACLTHAEFCEEMNEACLELURINBILLDAPIERF, REEFMAEATFRIELMNNK
ACLFTFESRYE , MERAXEACLALE RFELAL,

« Manage - £ H LR AR, HEMBIERME ACL,
- PEACLSH BEDAPIE ZHI M LEACL,
« Add - B IR AT N RAE R ATIE R M 4E ACL R INEI BB H Network ACLs 515k,

+ Delete - # 5tk 24 7] M Network ACLs % &R Al BRI H E RAIM L ACL, MNREAN ACL B
S BELE| DAP SREAMIZF , WITREMIBR.

10.Web-Type ACL Filtersi& T -8 bk Wi~ , A SUE R H B E N A T ItDAPIE KA WebH
ACL, DAP iy ACL AT BB ATANSH NI ZHELMN, MR ACL BITERFMELHMN
, REREZFFIELIZ ACLEE,
Access [Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Webtype ACLs

Add>>

Manage... Delete

« Web-Type ACL FHIIE - IR EEEN Web B ACL SUMERINEIL DAP i2xkHF. RETEW
M2 MEBRATFANRNLITHIIELMUG ACL IHFERE , AL ER2ERIX—%



ACL,
« Manage... —8 HEURM, HEMMBRWebZKEACL,
« Web-Type ACLs %5k - & 7RIt DAP i2%H Web # ACL.,
« Add - BRI TN FRAEFRFTER Web B ACL A INEI ALY Web-Type ACLs %1%,

« Delete - # otk 40 AT M Web-Type ACLs 5k filBk Web & ACL, MIREN ACL EXELE
DAP s Hfhid & , T EEMIBR.

11.REIE TR — A E A LLiE T~ A DAPIEREL E X AR SF RS B MR, HTTPREMURLEE

o

Access[Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Metwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

File Server Browsing: @ Unchanged Enable Disable

File Server Entry: © Unchanged Enable Disable
HTTP Proxy: © Unchanged Enable Disable Auto-start
URL Entry: © Unchanged Enable Disable

« File Server Browsing - /5 A A X4 RSS2 CIFS XA HEHLZIhEE,

« File Server Entry - AT HIELAFEITF R LA XHRESF[HEENER. BAN , 28X
HRFZFmAHBE T IR L, AP TUEER A Windows XHMWWERER , BT LATE
. IR, BiBR, EGBNBIH XM, BRERTLURINXHMI 4R, EXANEERE , MEH
F1EE A Microsoft Windows AR5 88 LH# 1TiHIRl, RTEMEER , AP WJEFEEEHE XX
Z BT B RIE,

« HTTP Proxy - M HTTP MEFRBIEFHENE L. REXNTLSTHEBARHFIRNEAR
( 20 Java, ActiveX #l Flash ) IEEEA., CUSEEBIT/EERRE , ANBREZSRZIUEFE
A, #RNRE2BMEDNRRNIBRERE , F/HAE HTTP M HTTPS BREE M F
FREEE, EXR/ILFAEEFHEAR , @EHTML, CSS. JavaScript, VBScript,
ActiveXflJava, & ME—ZFFHIR 585 = Microsoft Internet Explorer.

« URL Entry - A ESBEIEAFEITFAR LA HTTP/HTTPS URL, R/ ALLINEE , MAF
A[7E URL % ARER A Web st , ¥ BRI ERALEF i SSL VPN i/ 8)iX L m ik,

 Unchanged - ( BUIAE ) EEUERANA THAENAREPHE,

- Enable/Disable - #5505 A ZE A ZINEE.

« Auto-start - £EHLF A HTTP R , H# DAP 2R B3 B o SiX L EEX RN/ DEF.
12.Port Forwarding ListsitBl+—MA TR AR 2 ERNE B K O H KR,



Access/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Part Forwarding Lists Bookmarks Access Method

Port Forwarding: (@ Unchanged Enable Disable Auto-start
Port Forwarding List:

« Port Forwarding - 7 R i Ttk DAP 12Fk#im O K HIRER —MNET. R BN Port
Forwarding %5 Enable 5 Auto-start i , It FERPFNEMEMEFT LB A,

« Unchanged - 8 HUAERANA TS ENHARREFPE
+ Enable/Disable - £ A ARZA KO L,

« Auto-start- BB RAEA# % , HE DAP EZBHEHEHBOELRFNRKIBENIKOELR
PEF,

« Port Forwarding List THE - IR EE ER i 0¥ A IR UERINE DAP 125%H,

« New - BEH LA ERA WO RTIXR.

« Port Forwarding Lists - &£ /=R DAP i2FM ik O & 5%K,

 Add - BE IR T HARE P AT R IR O 3 R FIRFINE AL AT Port Forwarding Lists,

« Delete - R LAfE MPort Forwarding%| 3k il Bri&E E W im O &K R, MREN ACL EZEL
E) DAP S HidFK , NI BEMIBR,

A 13.Bookmarksit Ml F—AFRAF SEEEMNEE B S/URLIIR,

\ccess [Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method >

Enable bookmarks
Manage...
« Enable bookmarks -#HE A, MRKEPIE , MEENTIFREFL2ERPLIIX
« Manage - £&HLURM, S A, SHMBIRPZSx,
 Bookmarks Lists ( TR ) - £/~ DAP g &M HE5&K,
- Add - B RIS THREFIEN PLTRBME AL PESIREF,

o MIER - B HLEATNBESREDPIBRFTEN BEIIR, FRIFE LM DAP EFKFMER , &
MFEENR £R]ZE LRBRPBEIIR,



14 Methodi& I F—H T EE S FRZETH R EE,

Access Authorization Policy Attributes
Configure access /authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).

<4 Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes

Access Method: @) Unchanged
AnyConnect Client
Web-Portal
Both-default-Web-Portal

Both-default-AnyConnect Client

 Unchanged - FHESFARBEPREN S TIZBEHR S E,
« AnyConnect Client - £/ Cisco AnyConnect VPN & F i 1T,
« Web Portal -8 & FimVPNIE#,

« Both-default-Web-Portal - @33 L& i = AnyConnect & Fimi#t1TiE$E , HPLEF IR IE
AME,

« Both-default-AnyConnect Client - B3 & F iz AnyConnect & Fimi#t 1TiE# , H
AnyConnect 7 BRIAE.

WHEIFTR , DAPIERER—ARRNMINEMLE , RELIBNRE , eI AT HEIAAA, AP
A, BEAMMINAILSK. MRFEZEDAPER 2 ANHMEMEE , Hla , FrokRESIR, #iE

. BeehgE, NrAENSE  NFEETAAA, AP, 4, BEAMMIANAREEREREEN. X
*EF%/RT, XERFERMERLUEDAP , FETRHEESR. Bt , AFRREMFICENEMLE
HRRES.

CEANEYGIEE A

EERATWUEESZ N DAP % , LNNEMEFNTERE, Rit , FSORIEAFATUBRESH
DAPiZRAAANI L ImE 54, Rk , THRREEMEX LR s — PR, EXHER
T, RRAF AT BUREFR A LB DAPIE RV RRE R

XESREESHEHARIE, BN, AP, 4. BEAMRANAILEKEFRTHHE—BEE, HRIKE
B EMERFEAD T RIKE, TRIETAHSHEREEENTRE, XERHERT 34N
éﬂé DAP 'LE%E’JA:

= 1 AERM Action BHEMET AN Terminate = Continue, IMREEIEENDAPIEERHFEE T
Terminatel® , IR ESEBME N Terminate ; MREFFHIEEMNDAPIEZHELE T Continuefd , MR
& B & N Continue,

R1BEEM

BB DAP#1 DAP#2 DAP#3 DAP
Action ( 70 1) |[4ks we |l [ae




Action ( "ffl 2 ) |Terminate ( 481k ) ||4K4E ||9E4E  |{terminate ( 48 1E )

& 2 1 ERM user-message BB E — 1N FRHEE. REEMHETURET NAMEDAPIEENE
MEEZEE-EMABNITRE (TAHEEKA ) 7RNEFE, AE4FZRETEHENIRFET
REE,

R2APHBREM®
EBMEEM  DAP#1 DAP#2  DAP#3 DAP

user-message||the quick|brown fox|[Jumps over||the quick<LF>brown fox<LF>jumps over

RIPERNEEFFImIhae/E AEM ( ThEE ) @& Auto-start, EnableZiDisableff, MRIE(FAFTIE
DAPIZZHELE T Auto-StartfE , MR 5 E & 7 LA R Auto-start,

WMREMPTEDAPIERHPREBREBNEFE , A AEDHE—NFTEDAPIZRHPEE T Enablefd
, WAL ARG EMHE.,

R EEMATEDAPIE R & B B £ Auto-startzEnablefd , # EE A& —/NFTi&DAPiZ & &L
B 7 “disable™® , A AZARESEME,

RILEFIWMIIEES AEM (28 )

BB DAP#1 DAP#2 DAP#3 DAP
port-forward [[enable |[disable enable

file-browsing||disable|lenable ||disable||enable

file-entry disable||disable

http-proxy ||disable|lauto-start||disable|auto-start

url-entry disable enable |lenable

RAHE THIURL listfport-forwardB B ENEN FRHEHESHIRFENFH. REBUETURE
SoRNZERS , ZFAFRHENFTEDAPIE R P REMHESEEEROE, TURBRASFRFHEHR
MEMEERME. REEEASFHRFNHEFARALTXEER.

RAURLIIRMFOELIREMY

BHEZF DAP#1 DAP#3 DAP#3 DAP
url-list a b. ¢ |la a. b, c

port-forward d. e |ef d, e, f

Access Method B £3EESSL VPNEE A TN B P iRIAR A E. B/ imiA R G E T ARX
AnyConnect® FPikiAE], XWebi 1P iGR, FWebl 17 7 EIER BRIARIAnyConnect® F~ im 5,
Web[ 15 |, BFFAnyConnectZ i 1 8] ¥E 3 AnyConnect® F 3% 177 R 4 7 BRIABI AnyConnect®
FiwgWebl TP AM, & 5 HLETREEME,

&S5RG EEMGE

v ) A REGER




AnyConnect  Web|] Both-default-  Both-default-AnyConnect
Client F Web-[1F Client
Both-default-AnyConnect
X .
Client
X Both-default-Web-Portal
X X Both-default-Web-Portal
X Web-Portal
Both-default-AnyConnect
X X .
Client
X X Both-default-Web-Portal
X X X Both-default-Web-Portal
X AnyConnect Client
Both-default-AnyConnect
X X .
Client
X X Both-default-Web-Portal
X X X Both-default-Web-Portal
X X Both-default-Web-Portal
X X X Bgth-default—AnyCon nect
Client
X X X Both-default-Web-Portal
X X X X Both-default-Web-Portal

WMRFGMLE (B K& ) MWebKE ( TEFiw ) ACLIIERRE ML S , DAPILERFNDAP ACLZ
FEERENHNEEAHN

B 15FT RE Priority B H KRS, REZ DAP iZFZHHIMERM Web B ACL B , Z£iRRGE
R EX G RSIRETEBREF. RERREREZNSEENIGFX BRHTHR , RERKE
MEREKSE. Hlan , EH 4 1 DAP BRMEARSTEN 2 WicF. TEFHIHTHF.

15.Priority - S 7/~ DAP i2 &KL K.

® Add Dynamic Access Policy

Policy Name:

Description: ACL Priority: 0

« Policy Name - & 7~ DAP 2k & o
- Description - #iR DAP id &H A&

DAP ACLE M & ™ K Allow-Lists ™ #Block-List ACLEER MBI FIR, ERFHIER ACLE
Beh | HRIZIRZBEEEAN ARG FTIEEMERENAGE, EHEIEYIR ACLERXT |, thR%I&E
ZBEETEELFREBEEMNEZHEVHMAN, F—BHiHHE RIS R EEpermitFldeny N HY 5
B5%EZE. MRADAPIZREE T FRAEMNENTHRIZIK , N HEEZZHRMZIERA |, Zi
AFRATESHEEHEIRMGIEL, WREBFEHNIHEIIRS P ELDAPIEE , NI 7R 5| R+ TH



FAEXRFSHFENE RIS RE B FRMEIEL,
16.DAP ACL - T E ME B MZACLELR A T tEDAPIE %o

Access /Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-palic

hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifit
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
Network ACLs
A
any  Add>> s

Manage... Delete

EREZ/DAPIEEET |, HREMSE (A ) ACLRIEERARIZIREM , UEIEDAPEH X %
ACLHYBITEEI IR, I |, FREWebRE ( BFE /i ) ACLHIEEM LT RIFIREM , Uel2
DAPEE FIRACLM BT R FIR. T —NREIERKNBMAEITEIEHSDAPE; KIETHR 5K,
B2 , BIADAPTE w1 5 &t /] AT H R Y S 2

B % , ASA2 N DAP Network-ACL BIASBI2 M —BFF , MWR6FTT.

= 6.31ADAPMEACLE i

DAP R 4% ACL & %5
DAP-Network-ACL-X ( EFRXZ T BUE AR 1 — AR LR )

8=, ASAMFTIERYDAPIZ R H42 3 Network-ACLIE £ , MKRT7AT R,
& 7.MEACL

PRER DAP IS L% o pcL W% ACL % B
x R

101§ [ACL 101 B/ 4 MESHN , 71 ACL 102 B 4 AR HFH
DAP 1 1

102 y

201 R ||ACL 201 B4 3 AN , T ACL 202 87 3 MESH
DAP 2 2

202 my

101§ [ACL 101 B/ 4 MESHN , T ACL 102 B 4 MR HFH
DAP'3 S m

B= , WRFHENNHESHWDAPIE R TREME , ASARE TEDAPIERMA ERES X
Network-ACLEHHEF , REBRIIREMBEF. 2/ , ASATTLMEITREACLE RMEZACLS
B , 2R8I,

R 8.DAPIEEME LR

Mk ACLILER BER/BEEHEIRENX M ACL &B
101 2 L4 4 NEHHN (DDDD)




202 2 EEy 3 MNELFN (DDD)
102 2 HE% 4 N RFEAN (PPPP)
202 2 =24 3NAFHN (PPP)
101 1 RER 4 NMEHN (DDDD)
102 1 HE% 4 N RVFAN (PPPP)

RfE , ASARMZACLE B EABFBERNIMBACLY , RAREOBSMBZACLET , 1EH
ENHERFTMLACL , RIFT R,

7+ 9. ZIADAPRLACL

DAP M4 ACL & #5 M & ACL % H
DAP-Network-ACL-1(DDDD DDD PPPP PPP DDDD PPP

DAP 3LHE

EEAMMERKEDAPHREARS, —ERERXNERRFETERBFHRTEA QRS TMENE
AT, MHBRRAFBRMNE TR EZEESMNE AAA TERBBEENBER T, BT —NRE
B, & ABLEDAP R EAA 4 BAPRIRE B8 v F SRR 7 15 [R) B A R 45 58 R o

MHARH-FFuwiER T BB TVPNG R EROESRIE

« BEBRNA TXRHFEMANZENEZE, IRBERLINZER (IHPC) , BR
THERSER , MBFTELZARWTR, Z—HH , MRBEERATINLSINFEZER (R
B PC) , WABMNZERRTFELEFImTRNR.

« EXLEFERL LA 21E cookie MEFFEMNEN

- FEBRNHABFESEENR TiKS ( IMcAfee AntiVirus ) LETRARF. MEEAIHE
BT |, M AMIEL ZLE KB TAE,

- EEBEAAARHRITRERNAS SAE NG ANMERRF. KERFLAXFARE MS
LDAP BRI H X521 LDAP AR AR,

- BEEFW/ETMNEMEREEITERN | RFAMLANT R MR RIR (H0 M 554E ST E
Hl ) B9RES.

« NASHEEARENGFHRNED, RSBk ELRATRELTE/WAR , MAESRTIHR
ML, AT R R RY ] 1 ) 02 B PRl

EAREIR | ERIT—RIEESRUAREE S IREIVPNITRIER, ARt 4ENERES R

, BRE#EEDAPHX , MHEMEEN JLERESDAPHEX, ASAEEFA , ATLLUER TS M KR
., At , TUBESZHARXENL VPN BRE R , A REREFR TRRUEBNZRLBRA R
o BR , FIRANAEZEFERRERENED.

REAXHWERMELNEFRER , BAIUERBENZ2REZEEER(ASDM) , HEASHEE
SEHREDAPL, BR , Bt B EAMARE , LLE RDAPMMAAN ZM/HBES A RBEEME. £



MR ROV EM £, BULRIZLDAPIRS A, £ EIFRREMEF RMEKRIPES ( SEIPHA
DefaultDNSARS 884 ) EFELE.

EMARE - EENAREEY , DTHTHEE, EEXWIS BMEE DAP 2L AR BN
( 540 , Local LAN Access ) » (MtFRBEATATENEEFHNETEFKIEMY ) -

&M F Configuration > Remote Access VPN > Network (Client) Access > Group Policies , SR G
INAEBEREE , ITFATR ¢

B 17 AR - EXSET A VPN BE M.

L [ Add Internal Group Policy
General Name: CroupPolicyl
Servers
Advanced Banner; Inherit

SCEP forwarding URL: Inherit |

Address Pools: Inherit

IPv6 Address Pools: Inherit

More Options

a. EGeneralf T , RAKREE EnameSSLVPN_GP,

b. &2 EGeneralf%#% T , & HMore Optionsand configure only the Tunneling
Protocol : Clientless SSLVPN, ( & LABEDAPUABEMERIHE GFE. )

c. fEAdvanced > Split Tunneling4&## T~ , BBEU TSR :

18.Split Tunneling - RFEERNBIER ( ML ) EF S ImEELERSEI RNBNEE

@ @ Edit Internal Group Policy: SSLVPN_GP

General The VPN client makes split tunneling decisions on the basis of a network list that can be specified below by providing the proper parameters to "Policy’ and
Servers
Advanced DNS Names: Inherit

Split Tunneling

Browser Proxy Send All DNS Lookups Through Tunnel: Inherit
AnyConnect Clie

IPsec(IKEv1) Clier, = Policy: Inherit Exclude Network List Below
IPv6 Policy: Inherit
Metwork List: Inherit Local_lan_access

Pressing this button to set up split exlusion for Web Security proxies.
Set up Split Exclusion for Web Security...

\
]E ° Intercept DHCP Configuration Message from Microsoft Clients

a. 5KB§ : BUEE PInheritand selectExclude Network Listo

b. Network List : BUH & F Inheritand 1% % 51 &= % #iLocal_Lan_Access. ( RiIZEMHE
o )

d. fEAdvanced > ANYCONNECT Clients&#E T A BEBUTEESE -

19.SSL VPN B IR R EREFF - £ VPN K16t |, Al SSL B inREEL R L S#t 1T H
;o



L

General
Servers
Advanced
Split Tunneling
Browser Proxy
AnyConnect Cliel
Login Setting
Client Firewal
Key Regenerat
Dead Peer Det
Customizatiol
Custom Attrik
IPsec(IKEv1) Clier

f. BEHEE> MR

Keep Installer on Client System:

Datagram Transport Layer Security (DTLS):

DTLS Compression:

SSL Compression:

Ignore Don't Fragment(DF) Bit:

Client Bypass Protocol:

FQDN of This Device:

MTU:

Keepalive Messages:

Optional Client Modules to Download:

Always-On VPN:

Client Profiles to Download:

9. MR & BB E K,

ESCEERENH-EELAAASHRIESE ( HIZILDAP ) 55 L8l El B #Y4A KM (SSLVPN_GP) A
AThEZEEENH , KFRTHEE. BYMEZEEEXHRTERNAF UIZMAEXNESE
AR ESSLVPN_GPARBHEXNEENRE, (HMEEXHETRATENTEF GNETES

IRVETE ) o

£ fin®Configuration > Remote Access VPN > Network (Client) Access > IPsec Remote Access

Connection Profile 3# {THE & :

20 EZE B N H-E XAt VPNFERE 4o

() Inherit © Yes
Inherit Enable
Inherit Enable
Inherit Deflate
Inherit Enable
Inherit Enable
FQDN

Inherit

Inherit

Inherit

Inherit Disable
Inherit

% Add I Deletd

Edit Internal Group Policy: SSLVPN_GP

No
Disable
Disable
LZS
Disable

Disable

Disable Interval:

e. Keep Installer on Client System : BUHE % F Inheritand A f5i%£$F Yes,

Use AnyConnect Profile setting

Disable

seconds



O ® Edit IPsec Remote Access Connection Profile: DefaultWEBVPNGroup

Basic Name: DefaultWEBVPNGroup
Advanced

IKE Peer Authentication

Pre-shared Key:

Identity Certificate: -- None -- & Manage...
User Authentication

Server Group: LOCAL Manage...

Fallback: Use LOCAL if Server Group fails

Client Address Assignment
DHCP Servers:

O None DHCP Link DHCP Subnet

Client Address Pools: Select...

Default Group Policy
Group Policy: DfltGrpPolicy ¢ Manage...

(Following field is an attribute of the group policy selected above.)
Enable IPsec protocol

Enable L2TP over IPsec protocol

Find: @

Help Cancel -
a. #£Connection ProfilesZf 4 T , 4w%&DefaultWEBVPNGroup , #}7EBasiciiiZ TR B TR

a. FSHRIE-F5E : AAA
b. HRIIUE- AAARRSBRA : LDAP ( RIRETEE )
c. Client Address Assignment -& Fiwith ittt : IP_Pool ( RIREMEE )
d. BUIAA K ME-A KK : SelectSSLVPN_GP
b. NGB EE R,

JSSL VPNEEE X IPEA— BEEEEQ LB RMERFimSSLER , KIUHTIHEE.



EEOELRRAEFR/MEHRZE , BMEELSSL VPNE - im iR

1. S EConfiguration > Remote Access VPN > Network (Client)Access > Anyconnect Client
Software , RIEMASARNFEXHRGEF IR T —MBRE (“SSL VPN Client’BR15 ) : (LLRBRETA]
BAMCCO , https://www.cisco.com T &)

21.8SL VPN Client Image Install -7 X Z# 3% EiE ELwMAnyConnect® P i R,
a. anyconnect-mac-4.x.xxx-k9.pkg
b. 80K, OKEXR#ES , AREApply.

2. S BE & (Configuration) >1Z#2# AVPN (Remote Access VPN) > ( BF % ) A
(Network [Client] Access) > AnyConnectiE L & X #(AnyConnect Connection Profiles) , A
EERARESRE AL

22.SSL VPN Access Interface -FE X T4 1ESSL VPNEZEWIEOQ,

a. £Access Interfacedf 7 T , BA : E T&RHPIEFENE D LS ACisco AnyConnect
VPNZE F ik £ 5 SSL VPNE F i i [l

b. & R TEAccess Interfaces&Ba T , I /B DO LHBAllow Access. ( LEELE B AILATE
SEBE 0 LB ASSL VPNEEFiRIFR, )

C- /@\Emﬁo

EYTEEFIRBENPLEIIER (URLIIER ) -BEELEENF LRHNETWebWRRARERF , M
BITHEE, BAREXANURLIIER , - MRATAT , 53— MRATHEEHE,

1. &M ElConfiguration > Remote Access VPN > Clientless SSL VPN Access > Portal >
Bookmarks , £ &H+7MN , RAEERET—F :

23.FEIH &K - ESCFEAE Web TP EEAFIBRN URL, (TRATHREMmMES. )
a. FfList Name : Employeestl A% |, AR5 S THAdd,
b. LA : NEHNEBH

c. URL {B : nhttps//company.resource.com

BHWBE", REBREEBEE


http://Cisco
https://company.resource.com

BHE+AMHBESE - MBEIR (URLFIK ) , TR :

Add Bookmark List

Bookmark List Mame: Employees

Boakmark Title

Find:

24 BXHEK - TRBEHETES,

FHRBHIMABZ : Contractors , AfF = dAdd.

PERE  BEEA

URL {E : https.//company.contractors.com

BHBE, REBREHHEE

KT,

Bit EHostscan :

URL

Match Case

Help Cancel

Add

Edit

Delete

Mowe Up

Move Down


https://company.contractors.com

S E|Configuration > Remote Access VPN > Secure Desktop Manager > HostScan Image , RAEERET—% :

Use this panel to install HostScan.

HostScan configuration can be performed by going to Secure Desktop Manager/HostScan. If "HostScan' is not visible under
"Secure Desktop Manager', you will need to restart ASDM.

Location: di 4.10.07061-k9.pkg Browse Flash...

Enable HostScan Upload...

25.HostScan | mage I nstall -3 S H#E% BI5%E 8248 3% 19 H ost Scan PR {5,

MASANE R LR %EdiskO : /hostscan_4.xx.xxxxx-k9.pkgimage,

3% A Enable HostScan,

KRB,

AT EKE - BREE LK AAA MEQUTMERARIDERNAFPRELR , BFHTHEB. NRHEDAPIERE BEUIRE
, MERER 7w A5 17 52 DAPIE RAAX BRI M E R, DAP RINE S B RIES BT,

ERSSL VPNIEZ T EERINER FTLLE (i, SRIESEMERENISHRREFEER ) |, TAERATSRIEFTE
& :



AR BXREEDNGRIREE , 2ERDAPXMIEIRER |, 1§ RDAPE &M (DAPXML) R EFE. SHRARDAPEEH
REE , LWEEFTHE T

S E|Configuration > Remote Access VPN > Clientless SSL VPN Access > Dynamic Access Policies , AREEBUA TS E :

30.BRIABI A 15 8] SR BE- N RAR TELFUE L HIDAPIE S , M AT AR MEBLDAPIE S, Rk , ATBAE4SSL VPNIGE,.



45 %8 DfItAccessPolicyandfFActioni& & 8 Ter minate,

REBE,

A I—-N% FManaged_EndpointsfI eI A G RIKE , IR :

WH : RTEFEWIAR

AL mEERE (BEE ) |, B3R, TREREEHBE".

31.DAPL i B - & RA tw 1T 5 A 5 W AR 7 i/ M 45 175 7] R DAPHR A = =) -

mEBFTR , MAAA AttributeZf 2 B9 T h1 51 R A i%#F User has ALL of the following AAA Attributes Valueso

ME3IFE34FTR , ™0 ( L FAAA Attribute I BN ) AAA Attribute Type (LDAP), ERGE T BE".

33.DAP AAAJE - AAAL B B 4% AT FAEIR I ;A THYDAPS .



@ ® Add AAA Attribute

AAA Attribute Type:  LDAP

Attribute ID: memberOf

Value: = Employee] Get AD Groups

Help cancel  (NCKND

o0 e Add AAA Attribute

AAA Attribute Type:  LDAP

Attribute ID: memberOf

Value: = Remote Access| Get AD Groups

B 34.DAP AAAE - AAALA R B B T FIEAFIZIZE TR ThBE AU DAPS . b ) corce ) S

FEActiomEIMF T , WiFAction2 % BEi% & Continue , ME 357 Ro

35.Action T~ - ENRENERF T E VKRG E , LR THEE. WRDAPIZFEIEE , H HActioniRiE

Access fAuthorization Policy Attributes
Configure access /authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the

group-policy hierarchy. The resulting VPN policy is an f DAP atributes, AAA attributes, and group-palicy hierarchy attributes {those
that are not specified in DAL
Action MNetwork ACL Filters iclient) ‘Webtype ACL Filters (cliemless) Functions Part Forwarding Lists Bookmarks Access Method B

BTerminate, WAIBUBAVPNTE, Ao O asmne Teme o

WE36FTR , FEAccess MethodiET+ T , 1%£3FAccess MethodAnyConnect Client,

36.Access Method &I~ - EE X SSL VPN B ImERZERE | A THES,

BHOK , AREApply.



AN =& E B Unmanaged_Endpoints , IITRAT7R :

%88 : Employee Clientless Access.

MAAA Attributedd 7 51 — BRURHI T HL 51 & % B User has ALL of the following AAA Attributes Values.

ME38FIEIOFTR , Wi ( fZTAAA Attribute TypefI Bl ) AAA Attribute Type (LDAP), ERGEEHAE",

38.DAP AAAE M- AAAA R 5 /& T FYEIR Bl 2 THIDAPSR A,

39.DAP AAAJE - AAALH B B R 4& AT FME A =2 17 R ShBERI DAPSR A4

FEACtionEI+T , RiFAction2B EIRE R Continue, ( E35)

[ ] [ ] Add ARA Attribute

AAA Attribute Type:  LDAP (2]

Attribute ID: memberOf

Value = B [Employed Get AD Groups

Help Cancel ok

e e Add AAA Attritiute

AAA Attribute Type:  LDAP %]

Antribute 1D member0f
Value: = B [Remote Access| Get AD Groups

cnce (D

EBookmarksiE T+ T , M\ TR & hikiE % FRnameEmployees , AR mITAdd, AL | FRIFRE Sk HEnableP X

( Z0E40FTR ) o

40.BookmarksitM+-AF AP FEEFEMEBEURLIIER.



Acoed i/ lunharization Policy AErbutes
Configure access/authorization attnibutes for this policy. Attribute values specified here will override those values obtained from the Atk system and the
greup-palicy Bisrarchy, The edulting VPH auborization palicy is am aggregation of DAP anFibanes, AL anFibotes, and geioiap- policy keerarchy maributes (Base
that are nof specified in DAP.

Actiom Metwaork ACL Filters (clignt) Webrype ACL Filters (Cleemless) Funcisans Port Forwarding Lists Bokmarks Acoiss Mithod ®

Enabie bockmarks gy, |
Ml ez
Empleryees 7]
Delese
Manage...
a

TEAccess Methodi =T , #32Access Method Web Portal, ( B36 )

o« BFOK , REApPPlY.

1 ASEREELIDAPAAAR MRS, At , TEESRITEBLRIREMERE . (FK )., UEERATETRDAP
HNH S IhEEE,

3. FEAUTRERME =N TR FHEGuest_Access :

%88 : Guest Clientless Access,

.

A0 (7 Endpoint Attribute #7438 ) —4 Endpoint Attribute Type (Policy) , #1E 37 iR, TREEHAE".

EE407 , MAAA AttributeZf 73 #9 T HL 51 & 1% FE User has ALL of the following AAA Attributes Valueso



MEAM1FIE42FTR , ™0 ( SZTFAAA Attribute®E I BN ) AAA Attribute Type (LDAP), ERGE T HBE",

41 8T LUEFADAP AAAR M- AAAA R B B 9 1E N DAPFRENRIRBIAZE

L | | Add ARA Attribute

AAA Attribute Type:  LDAP

Attribaite |D:  memberOf

Value: = [ |[CuestAccess| Get AD Groups

Help Cancel -

42 DAP AAA Attribute -AIfFAAAL X R B 17 A EDAPS LA R 2 15 R ThAE



] & Add AR Attribarte

AAA Attribute Type:  LDAF
Attribute ID:  memberQf
Value: = B Remote Access] Get AD Groups

Help Cancel oK

1£ Action BT+ T , BIE Action @B 2i&E X Continue, ( B35 )

E“Bookmarks’ W+ T , MTHIFIERFP%EERFIRB Contractors , ARFBEHAdd. HE , RIFREAEiEFEnable
bookmarks, (ZZE 40, )

TEAccess MethodiE T+ T , #E#Access Method Web[ 1, ( 36 )

B OK, REET Apply



RFEARHIP AR E IR FISSL VPNER |, IR T RABEEFIRIZR B RVPNER,

BEE TR RABSHVPNIRERMEE |, ST RARBAIENHT BARERENERMEEER. SMNAFATEALANEEN
EMAE  URMNEETREENZERAINEENERETRIH I RIER,

RV RREEFHNEYRIENESERENNT , SERRSESRLHRITMGE. ENAHE, R2RE. AAATIRL T R K,
X#, AAR B OB EANEREXNFTEMERRNZS VPN 15HE,

BXER

d:u\‘


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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