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B Add Identity Certificate

() Import the identity certificate from a File:

Decrypion Passphrase:

File ko Import From:

(#) Add a new identity certificate:

Key Pair: Cerkiey | Shawy, ..

Certificate Subject DMN:  [AS&85540.company.com | Select...

[ ] Generate self-signed certificate

| Advanced...

| add Certificate || Cancel

(Wit ) MBEEEEE RSA ], BERUATERER  R2NBEIZE 3, £ New.... £
Enter new key pair name FERF 5 ABRAXNWEF , R/FE T Generate Nows

B Add Key Pair

Mame: () Use default key pair name

Size: 1024

Usage: (+) General purpose () Special

| zenerake Mow || Cancel ||
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4. W8 4 FiR , MAMNKIEREM. TR/EED OK, AE% T Add Certificate.
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B Certificate Subject DN

Attribute Yalue
Connimeoiny B CH)  ASAS540,
DM Attribute to be Added DZ En‘i”;;fl} ) i comp
aktribute: | Common Mame (O} ' Company Mame (0)  Cisco Systems
. Courkry (C) us
Vekie: P epertment (OU)
Company Mame (0}
Counkry ()
State (St)
Location (L)
Email Address (EA)
| ok || Ceeel || Hep
CLI #i Ht

crypto ca trustpoint ASDM Trust Poi nt0 keypair CertKey id-usage ssl-ipsec fgdn 5540- uwe
subj ect - name CN=ASA5540. conpany. com OU=LAB, O=Ci sco ystens, C=US, St =CA enrol | ment term nal
crypto ca enroll ASDM Trust Poi nt0

5. EFMEBERHBHED , BRECNIERZEERCSREINANH , HHRHOKE,
B% Identity Certificate Request E|

To complete the enrollment process, please save the PECS10 enrollment
request (C5R) and send it to the Ca,

ou will then need ko inskall the certificate that is returned From the Ca by
clicking the Install button in the Identity Certificates panel,

Sawve C5R ko file: |C\Certificates\ASACertCSR Ext

QK | | Zancel | |
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¥ i Install Certificate, XX : & , WRIUEPREL .cer XHMIER T XAH T4 B F HR 44
FREER , BB A LUEE Install from a file | ?’SF AEEE PC EWMENH , BAORRSE
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B Install Identity certificate

Identity Certificate

() Install From a File:

(#) Paste the certificate data in base-64 Format:

gaaqQvs magssd0w a0+ ZUSCPCEAOL i pOBheEe
fFuieZdraloUbodDEyEIindFEQegCEdIl ormRSWIbPSEZaTPTSIFIGIckEMOkseqC
wPevLEQIBTsMwng+zPOZ G FO+Ansulkd HOiPwrwa 3 jghLxiSab /4 atBbgiiBa
Bdulloc Gy D+ 3geqCommEyMIdsUtbwW A OMMPw==

| Inskall Certificake || Cancel

7
CLI i -

crypto ca inport ASDM TrustPointO certificate

W | D2DCCAs CgAW BAgl KYb9wewAAAAAA]Tz ANBgk ghki GOWOBAQUFADAQWRY ! --- out put truncated
wPevLEQ 6TsMwng+i zPQZG f 0+AnXukVWHQ UPwr YW83j gNI xi 5aDV/ 4at Bhgi i Ba

6dulUoc UGy Q+SgegCcnmEy MSd5Ut bWACAXOMVFW== qui t

9. ENFHI—1NEA , BIAEKIIEZHEIES, LHOKHITHIA,
8% Information g|

@ iertificate import succeeded.
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10. BRFTIEH HITE Identity Certificates T o
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12. NTHRI SRR RIIES |, AEEE OK, BEd Applyo ssl encryption rc4-shal aes128-

shal aes256-shal 3des-shal
ssl trust-point ASDM Trust Point0 outsi de

1
B= Select SSL Certificate

Specify entolled trustpoints to be used for 551 authentication and YPR load balancing on the outside
interface, To enroll & trustpoint, go to Configuration = Features = Device &dministration =
Certificate = Enrollment.

Interface: aukside

Primaty Enrolled Certificate: [cn=&585540, company.com, ou=LAB, o=Cisco Syskems, ... [

-- Mane --

[cn=*vpnl.com]:[cn=M3-CA]: 611F3630000000000026

[cn=A5A5540, company .com, au=LAR, o=Cisco Syskems, ...
= = |

Load Balancing Enrolled Certificate:
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ASA( confi g)#show crypto ca certificates Certificate Status: Available Certificate Serial Number:
61bf 707b000000000027 Certificate Usage: General Purpose Public Key Type: RSA (1024 bits) |ssuer
Name: cn=Ms- CA Subj ect Nane: cn=ASA5540. conpany.com!---new certificate ou=LAB 0=Ci sco Systens
st=CA c=US CRL Distribution Points: [1] http://w n2k3-basel/ CertEnrol|/Ms-CA. crl [2]

file://\\w n2k3-basel\CertEnrol I\M5-CA. crl Validity Date: start date: 22:39:31 UTC Aug 29 2008
end date: 22:49:31 UTC Aug 29 2009 Associ ated Trustpoints: ASDM TrustPointO CA Certificate
Status: Available Certificate Serial Number: 211020a79cf d96b34ba93f 3145d8e571 Certificate Usage:
Signature Public Key Type: RSA (2048 bits) |ssuer Nane: cn=Ms-CA Subject Name: cn=MS-CA !---
"old certificate CRL Distribution Points: [1] http://w n2k3-basel/ CertEnrol |/ NM5-CA crl [2]
file://\\w n2k3-basel\CertEnrol I\MS-CA. crl Validity Date: start date: 00:26:08 UTC Jun 8 2006
end date: 00:34: 01 UTC Jun 8 2011 Associated Trustpoints: test Certificate Status: Available
Certificate Serial Number: 611f 8630000000000026 Certificate Usage: General Purpose Public Key
Type: RSA (1024 bits) Issuer Name: cn=MS-CA Subj ect Nane: cn=*.vpnl.com CRL Distribution Points:
[1] http://w n2k3-basel/ CertEnrol |/ Ms-CA.crl [2] file://\\w n2k3-basel\ CertEnrol I\ M5 CA crl
Validity Date: start date: 23:53:16 UTC Mar 10 2008 end date: 00:03:16 UTC Mar 11 2009

Associ ated Trustpoints: test ASA(config)#

B P B B

(A ) £ CLI ERIFRBEXNRENAEBNIES :

ASA( confi g) #show runni ng-config ssl ssl trust-point ASDM TrustPointO outside !--- Shows that the
correct trustpoint is tied to the outside interface that ternm nates SSL VPN. ASA(config)#

tn{aE HIM—PASAKRSSLIEHE B —4
MB4ERASHZE |, XATLMIT. LEESHITBIIPKCST ., XBES HATEHEXNERE.,

EEALGSELICLISHENIES :

ASA(confi g)#crypto ca export <trust-point-name> pkcsl2 <passphrase>

xEE . BFEEE-SLRF pkes12XX .
BEEALSSEICLIS AZRIES :

SA(config)#crypto ca inport <trust-point-name> pkcsl2 <passphrase>

AEE: SSHXHE, KEBEENZREBRNRER.
X A BEB I ASABUR DR FIASDM B H#TT, TERIXELTRITIL

1. EEN ETENASABELASDMA B R TE->EHEE.
2. BEEZ D —YIRIEH,
3. E3H , FRASDMAMEFR I E->KEER.

HXER
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