ASA 8.x : FEASA L A #FAnyConnect VPNZ F i
wak | SS=1 0 Ratt]

£/ ASDM 6.0(2) BLiE ASA
ASACLI L&

£/ SVC #37 SSL VPN
S FEHEER

HxEE

fifr

AR ME T BAX WM R Cisco AnyConnect VPN Client 7@ B&EE# Cisco BiEN LT £iR%
8.0.2 BYif [ Internet 95 8H, WEEFEEFFHILEN SSL Z2 R ER , BeHES 2
ZIFEE AR AL L/ Internets

ERFMH
R

ZHBTHEEZS , FREBZUATER :

- ASA Z£RBFEIZITIRA 8.x

. Cisco AnyConnect VPN Client 2.x3¥® : &M Cisco i T & T AnyConnect VPN Client
72 (anyconnect-win*.pkg) ({XFRZEMAF ) o & AnyConnect VPN Client £ #IZ] ASA B9
WEFRUETEAFPITEN T , AMEREIS ASA #9 SSL VPN iEE, Bx ASA BLEEREN
HHEER | FHSHLE AnyConnect B IRERD .

{E R Y 48 ¢
AXEPHEEETUT R FE SR
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- IBITE MR 8.0(2) B9 Cisco 5500 % %1 ASA
- FAF Windows B Cisco AnyConnect SSL VPN Client ix7x 2.0.0343
. 1217 Microsoft Visa, Windows XP SP2 = Windows 2000 Professional SP4 ¥ HEH
Microsoft Installer x4 3.1 #9 PC
. Cisco HEMNZ 2R R EEER (ASDM) kZ< 6.0(2)
AXHEPHEENEETHESREREFNRZFREN. AXEPEANFMARBERVEXAR
HM(B®AN)BE, NMREFEANREENE , ERARZELTHMEGSHNEER I,

A
AXRHNN FAE S | 55 Cisco BAREBTAM.
BERER

Cisco AnyConnect VPN Client AIZF AP L2 RBIEM T RLH SSL iEE., RUGIRRZRER
P, WzRAFAAEXN SRR MACEE NS SSL VPN EENZEON IP ik, BRIFLLIR
ZWELE R F http:// requests EEMEE https:// , BN A F 254 A https://<address> Y
URL,

MAURL G, MERFEEIMEOAETERFER. URAFRREEZENSOHRIEER , #8
£ EFA AN EEES RVAS , BN THEEZETENREREHNE K, THZTK
B, BEPmFEITREARITRE , BY R4 SSL EE, ATEELLERENHFES (R
ER2REEE ) o

AR VAR 2238 7% M i, WS P B B0, LRl R E R S iR, JRRYE & 2T
b o

HEFIMSZLIREMDE SSL VPN E#EZrt , EREAZRRERZS (TLS) AR AN KIEREHE
Z % (DTLS) #1TiE#E, £/ DTLS AR 5R L SSL EEARMNIEEMTILRE , HFIHEX HiE
‘S HER SR AY KB N AR RV M BE

AnyConnect EFIHAI N L2 RE TH , RBAUHRGEEAFHLRESTERE PC L, <T@
{52 i Cisco AnyConnect VPNEF S8 R ST TREEF RN ESEL,

ZERBFHRFEARKIENEZNRAFNAFERETRE K, SUUREZ2REEI TH
Ehn, REFHEENRTIZRAFERERETHE R, ER—MERT , IRAFRREA
, BB ERERFAEBMNNERE THEFRHERERRT

EE
ANEB 7 R A < WA EL B AN AL PR Th BB RV AE BLo
AR CADTERTE (REIMAS, ) AIRBEXABSAERBTHEHAEE

P 45 B
AXREERAN T MERE :
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PC with Cisco AnyConnect
VPN Client

Tunnel P

Inside natwork 192,168,101

10.77.241.128 Dwutside nebwork 182.168.1.0
172.16.1.0

Webserver
in the Internet
10,2.2.2

eim— Internet Traffic
S5L Tunnel

R HEREFERAN IP HKILHRE Internet LR AIEERME, XL it 27K IR P EA
iy REC 1918 st

f£/ ASDM 6.0(2) Ei ik ASA

ANHBRREFAGE (HlWEOERE ) EXRFETUEEIE,

XX : E ASDM AIEE ASA |, 1S4 2 ¥F ASDM #1T HTTPS 15 1Al,

AR BRIEFRBEOS , BNTFLEER— ASA 20O EE A WebVPN 1 ASDM, BXiFHAESR
, 55 EHE ASA # 0 EEE A Webvpn 1 ASDM,

7 ASA £ SSL VPN BLE 5 BIRSE |, HITUA TR ¢

1. % 4% Configuration > Remote Access VPN > Network (Client) Access > Address
Management > Address Pools > Add LA €17 IP 41kt vpnpools


http://www.ietf.org/rfc/rfc1918.txt?number=1918
//www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/mgaccess.html#wp1047288
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807be2a1.shtml

= Add IP Pool

Marme: vanpool

Starting IP Address: 192168101

Ending IP Address: 192165810254
Subhet Mazk: 55 2552550 -
Ok I Cancel Help

2. 2 Apply. ¥ CLIEIE :

3. J& A Webvpn, #%1# Configuration > Remote Access VPN > Network (Client) Access > SSL
VPN Connection Profiles , SA/51E Access Interfaces T it /A& ORY Allow Access Fl
Enable DTLS E%4E, k4 , &% Enable Cisco AnyConnect VPN Client or legacy SSL
VPN Client access on the interface selected in the table below Ei%4E , AN A\ OB H
SSL VPN,

@unﬁguratiun > Remote Access YPH >~ Hetwork (Client) Access > 551 YPH Connection Profiles

The security appliance automatically deploys the Cisco &nyConnect YPH Client or legacy SSL WPM Client ke
client deplovment requires end-user adminiskrative rights, The Cisco anyConnect YPH Client supports the
Lawer Security (DTLS) tunneling options.

(Mare client-related parameters, such as client images and client profiles, can be found at Clienk Setkings

Access Interfaces

(F Enable Cisco anyiConnect WP Client or legacy S3SL WPM Client access on the interfaces selected iI;IthE

Interface Allow Access Require Client Certificate Enable DTLS
r: outside v I_ F )
inside r r r

[ fccess Pork: |443 DTLS Part: I443 ]

Click. hetre ta Assign Certificake ko Inkerface,

¥ & Apply. #%#% Configuration > Remote Access VPN > Network (Client) Access >
Advanced > SSL VPN > Client Settings > Add , LA{EM ASA [AFFAH 70 Cisco AnyConnect
VPN Client B % , 21 PR



#= Add SSL ¥PN x| [SSL ¥PH > Client Settings

Flash S¥C Image: | Browse Flash. .

I

Upload. ..
nuntered operation syskem ko the top of the
(0] Zance! | Help |
Folders Files
S diski: FileMarne | Size (bytes) I Date Modified I
_1log [ crvpto_archive 07/24/07 05:21:43
( crypto_archive [ 1o 07/24/07 05:21:36
asdm-&03. hin 6,851,212 01/04/05 13:07:02
asaB03-ka.hin 14,635,005 01/04/058 17:49:50
admin. cfg 1,220 09/20/07 09:51:35
anyconneck-win-2.0.03. ., 03713107 04:14:50
asdm-602 ., bin 6,539,764 01/03/058 21:358:26
asare-ka,bin 8,312,832 021307 04:16:30
asdm-522.bin 5,623,103 0z/12/07 05:53:45
asasiz-ka.hin 14,524,416 01/03/08 21:24:42
ald_running. cfg 1,341 092007 09:51:38
ssiclient-win-1.1.4.179..., 413,765 03/14)058 13:47:58

-
File Mame: [an';.-'l:nnnect-win-E.D.DS43-k9.pkg J

@= Add S5L ¥PN Client Image

Flash S%iC Image: Ict-win-E.D.D343-k9.pkg

Upload. ..

oK, | iZancel Help

£ Oko

B Add,

Configuration > Remote Access WPH = Hetwork (Client) Access > Advanced > 551 YPH > Client Settings

Identify 53L YPM Client {3%C) related files,

SSL ¥PN Client Images

Minimize conneckion setup time by moving the image used by the most commonly encountered operation system ko &

g add

& Replace | 'ﬂ Delete

+ Move UP | < Maove Down

( disk: famyconnect-win-2, 0.0343-k3, plg

EWMCLIERE :




4. BREA KR, 1% Configuration > Remote Access VPN > Network (Client) Access > Group
Policies LA 82 A ZBLH KB clientgroup, 7E General JEBIF T , A SSL VPN Client £i%4E
BB F WebVPN 1E5 B & o

l@ I Marme: [lcientgmup |

SEryErs
—Hadvanced Banner: [« Inherit I
Spit Tunneling
—IE Browser Proxy Address Pooks: [ Inherit |
#1550 WPN Clisnt
#-1Psec Client More Dptions

Tunneling Protocals: [~ Inherit [ Chentless S50 'In"F'N[ [+ S50 YPN Client ] [~ IPsec

#£ Advanced > Split Tunneling &3+ , BUEE AR Split Tunnel Policy B9 Inherit £1£4E , 3
MTHIFI &K B %$E Tunnel Network List Below,

E= Add Internal Group Policy x|
eneral Sipfit tunneling network lists distinguish networks that require traffic bo go theough the tunnel snd those that do nok
Eervers require bunneling, The securiby apoliance makes split unneling decisions on the basis of a network: sk, which is an

ACL that corsisbs of kst of addresses on the private network.
—advanced
IE Broweser Prosy DS Mames: [+ Inherit [

550 WP Client

5
- 1Psec Cliant Pollcy: [~ Inherit | |Tunnel &l Networks ll

Tunnel &1 Mabaorks :
Metwork List: [+ Inherit Menege.,

sclude Network Lisk Below

HUEIE A Split Tunnel Network List 8 Inherit £i£4E , A5 % & Manage LLE3h ACL
Manager,

#& Edit Internal Group Policy: hivalleyvpn

Gareral Split tunnelng network lists distingquish networks that require traffic to go through the bunnel and those that do rot
Servars require bunnedng, The security appliance makes splk burneding decisions on the basis of & netwark ks, which is an
- Advanced ACL that consisks of list of addresses on the private network,
[F Brovessr Proxy DNS Mames;: [ Irherit |

[ 551 YPN Client
[ 1Peac Clant Policy: [~ Inherk |Tunne-| Mebwaork Lisk Balow j

Clenk Access Rule

=N - - L age. ..
Cherk Firewall e ~] Ghenege...)
“-Hardware Chenk

f£ ACL Manager # , i%#% Add > Add ACL... LA 812 &9 i i@ 51 K.
= ACL Manager

Standard ACL | Edended ACL |

% Add v|EEdit ]ﬂnelete| + + | & ® -
o Add ACL... Description
W Acd ACE..
o [nizert...

-i- [FEert After...

7 ACL R —1E#H , AR5 £ T OKo.




g= ACL Manager

Standard ACL | Extended ACL |

g add - [ EdE ﬁDelete“r + | & B B -

Mo Adddress

Action Dezcrigtion

X

ACL Mame: Ispl'rt-tunnel

(8].3

Cancel | Help |

B2 ACL B/ , 1£1% Add > Add ACE LA INIA RHEHIT (ACE)s X5 ASA FHY LAN Xt
RIEY ACE, EATRBIF | ZMER 10.77.241.128/26 , RIG1E Action 1% Permit, £

OK LUEH ACL Manager.
= ACL Manager

Standard ACL | Extended acL |

g add - [ ﬁDeletE|f ¥ ‘ & B @ -

—Action

Mo Address

Action Dezcription

x|

Action: Iﬁ:" Pertmit ;I

—Hostetwork

IP Seidress: f10.77.241.125] = J

Metrask:  [255.255.255.192 =

Description:

(]

Cancel Help

HBWRE D ZIFEER Network List FREENINI G2 A ACL, % OK LUREIHKIKELE



i® Add Internal Group Policy =]

General Split tunnsling network Bsts detnquish networks that require traffic bo go through the tunnel and those that do mok
I require tunneling, The security apoliance makes spli bunneling decisions on the basis of a network list, which is an
| ACL that consists of kst of addresses on the private nebwork.
—Advanced
IE Browser Proxy NS Names: [ Inherit |
551 VP Clienk
1 IPser Chant Policy: [~ Inherit  [Tunnel Metwork List Below =]
(-Nat'mrklist: [~ Inharit  EellSdE ~|  Manags... ]
Intercept DHCP Configuration Message from Micosolt Clients ¥

FEER L, B Apply,, AEHT Send (WIRFE ) , WS HRIET ASA, EHRKER
THE SSL VPN i®iE. X F Keep Installer on Client System &3 , BUHEIE A Inherit £i£4HE
, RIEHT Yes £iERM, BEILRE , SVC RENREEZFHITEN L, Hik , F4%
B ITERNEER ASA F SVC BETHIE ik, N TEEIHR L MNERZERFm

B ETR RN,

eneral [Keep Installer on Client System: [~ Inherit (% ¥es ™ Mo
Brvers
dvanced Compression: [V Inherit ¢ Enable ¢ Disat

plit Tunneling

Datagram TLS: ¥ Inherit ¢ Enable Disak
r:l: HER '_l'— l-
Bt oL VP Client Keepalive Messages: [V Inherit [~ Disable  Interval:
ogin Setking
& i Login Setting JLi% & Post Login Setting 1 Default Post Login Selection , #1 FFfi 7R,
eneral After successfully logging in, user can have the choice to download the client software, or g
Eﬁrvers portal page. The Following setkings decides what will happen.,
dvanced [ Inherit

—5plit Tunneling
—IE Browser Proxy
=550 VPN Client
ogin Setking
ey Regeneration
Dead Peer Detect

ustomization ser fhas I seconds to chonse, ar Default Post Login Selection belowis bake
FHPsec Client

Poskt Login Setting

[F Do naot prompk user to n:hcn:use)

" Prompt user to choose

Default Post Login Selection

" Gobo Clientless S5L YPM portal

[ﬁ' Dowrload S50 WPM Client j

3 F Renegotiation Interval (231 , BUEIE A Inherit 42 , BUHEH Unlimited S3i%4E , RS
AEFERBHACZHZEN s HE. Bl iERAERNERHTERZSM, XT
Renegotiation Method 3£ , BUEIE A Inherit £1£4E , A5 ¥ & SSL $£ikizil, EFHET
DAEAZEH SSL BBER N EFH NI EIENENFIZE,



eneral Reneqgaotiation Interval: [~ Inherit [~ Unlimited | 30 rinukes
Ervers

dvanced Renegotiation Methad: [~ Inherit ¢ Mone f@ 5L 7 Mew Tunnel
—aplit Tunneling

—IE Browser Proxy

=550 WPM Client
agin Sekting

#35 OK . BB E Apply.

|\"Currﬁguratiun > Remote Access YPH = Hetwork (Client) Access > Group Policies :|

Manage YPM group policies, & YPR group policy is a collection of user-oriented attributevalue pairs that may be stored inter
exkernally on a RADIUSILDGP server, The group policy information is referenced by YPR tunnel groups and wser accounts,

% add |+ [ Edit | T Delete
Type Tunneling Protocal

Inkernal LZTP-IP5ec, IPSec, webvpn - MJA, -

-

Marme

DFtGrpPalicy (Systemn Defaulk)

ZMCLIEE :

5. 1%$% Configuration > Remote Access VPN > AAA Setup > Local Users > Add LABIZ %A P
fk  ssluser1, #ifi OK , A H & Apply,

Add User Accounk

PM Palicy Username: [I55|LISEFIJ

Password: Ifrfrﬂrnn

Zonfirm Password: I* FREEE H|

[T User authenticated using MSCHAR

Member-of

add ==

Member-of:
Delete

Access Resktriction
Select one of the options belaw ko restrick 4500, 53H, Telnet and Console access,

Mote: Al users have nebwork access, regardless of these settings.
f* Full accessi(&s0M, 55H, Telnet and Consale)
Privilege level is used with command authorization.

Privileqe Lewvel: IZ ll

" LI login prompk far 55H, Telnet and consaole (no 4S0M access)

This setking is effective only if &84 authenticate console command is configured,
" Mao ASDM, S5H, Telnet or Consale access

This setking is effective only if &84 authenticate console command is configured,

EWCLIRE:
6. 1% Configuration > Remote Access VPN > AAA Setup > AAA Servers Groups > Edit , S &



JEid %A Enable Local User Lockout Zi%4E ¥ Maximum Attempts H18 74 16 , 18 XERIABR

%8340 LOCAL,
@unﬁguraﬁun > Remote Access YPH > AAA Setup > AAA Server Groups :I

AAA Server Groups

SErver Group | Praotocol | Accounting Mode | Reactivation Mode |

x

@ Edit LOCAL Server Group

This Feature allows wou to specify the maximum number of Failed atkempts to allow
befare locking out and denvying access to the user, This limit is applicable only
when the local database is used For authentication.

[+ Enable Local User Lockaut

Maximum &tkempks: | 16

2K, iZancel Help

I [

7. 8% OK , ARAIG% T Apply. M CLI BE :

8. BLiERSELH ., %4 Configuration > Remote Access VPN > Network (Client) Access > SSL
VPN Connection Profiles Connection Profiles > Add SA 8|2 #THIBRE A ssigroup. 7E Basic i%
i+, BAURTO T HNERE : [FRREH®E R ssigroup. 1E Client Address
Assignment T , M\ TFHL5IFR F ik bkt vpnpool, & Default Group Policy & , M TFHIFIR
H ik R 4H 3R B clientgroup.

= add SSL ¥PN Connection Profile

_-'M- Mame: [sslgrl:uup_l

F-Advanced |

Authentication

Method: v paf  Certificate  Both
AAA Server Group: LocaL |  Manag
| 5 | vEr Groun Fal:

Client Address Assigment

DHCP Servers: [

Client &ddress Pools; |v|:|n|:n:ud | Select

Default Group Policy

Group Paolicy: |clientgr|:|-u|:| ;] Managi

55L ¥PH Client Prokocoly [ Enabled

I Cancel | Help |

#£ SSL VPN > Connection Aliases 2T+~ T , A BIER FEE RN sslgroup_users , RFEE




= Add 551 ¥YPN Connection Profile

asic Portal Page Customization: IDFItCustDmizatinn
dvanced

L Seneral iZ30 Alternate Group Policy: IDFII:GrpF'DIicy
:Eti:;:t?iszjng [T Enable the display of Radius Reject-Message an th
—Autharization

| Accounting Connection Aliases

i‘-'ml B Delete

g% Add Connection Alias X|

.ﬁ.lias:Usslgmup_users J
[+ Enabled

oIk Cancel | Help

o Add | [ Delete

OK., B
OK , R/G% 1 Apply. M CLI RE :
9. Bti& NAT, %# Configuration > Firewall > NAT Rules > Add Dynamic NAT Rule , X%k B

P28 P 4% B BRI 7 0 T LA 46 SMEB IP ##h31k 172.16.1.5,
@& Add Dynamic MAT Rule

Original

Interface: Iinside

-] 1«

Source: Iany

Translated

Select a global pool For dynarmic translation,

Pool ID Interface Addresses Pool
0 I:Dutl:u:uunu:l]l Same as u:urlglnal address (identity)
) l._|| Impu] |l_|_.l Same-asorigira] address I:II:IE!I'ItIt':.":l
Ok, # i Oko
Configuration > Firewall = HAT Rules C

---T: Packet Trace

g add ~ [ Edit ]ﬂDelete‘ + | b4 [ -}

Crriginal
# Tvpe

Source Deskination Service Interface

[=l inside {1 Crynarmic rules)
1 31 Dynamic &g any outside =
¥ & Apply. SN CLI BE :

10. NRE B B B RIREHETFERMnatR L VPNE F i, ciscoasa(config)#access-1ist nonat




pernmit ip 10.77.241.0 192.168.10.0 ci scoasa(confi g)#access-list nonat permit
192.168. 10. 0 10. 77.241.0 ci scoasa(config)#nat (inside) 0 access-li st

ASACLI EE

Cisco ASA 8.0(2)

ci scoasa(config)#show runni ng-config : Saved : ASA
Version 8.0(2) ! hostname ci scoasa domai n- nane

defaul t. domain.invalid enabl e password 8Ry2Yj | yt 7RRXU24
encrypted nanes ! interface Ethernet0/0 naneif inside
security-level 100 ip address 10.77.241.142
255.255.255.192 | interface Ethernet0/1 naneif outside
security-level O ip address 172.16.1.1 255.255.255.0
interface Ethernet0/2 shutdown no nameif no security-
level no ip address ! interface Ethernet0/3 shutdown no
nanei f no security-level no ip address ! interface
Managerent 0/ 0 shutdown no naneif no security-level no ip
address ! passwd 2KFhbNI dI . 2KYQU encrypt ed boot system
di sk0: / asa802-k8.bin ftp node passive clock timezone | ST
5 30 dns server-group Default DNS domai n- nane

defaul t.domain.invalid access-list split-tunnel standard
permit 10.77.241.128 255.255.255.192 !--- ACL for Split
Tunnel network list for encryption. access-list nonat
permit ip 10.77.241.0 192.168. 10.0 access-Ilist nonat
permit ip 192.168.10.0 10.77.241.0 !--- ACL to define
the traffic to be exenpted from NAT. pager lines 24

| oggi ng enabl e |1 oggi ng asdm i nformational ntu inside
1500 mtu outside 1500 ip | ocal pool vpnpoo
192.168. 10. 1- 192. 168. 10. 254 mask 255.255.255.0 !--- The
address pool for the Ci sco AnyConnect SSL VPN Clients no
failover icnp unreachable rate-limt 1 burst-size 1 asdm
i mage di sk0:/asdm 602. bin no asdm history enable arp

ti meout 14400 global (outside) 1 172.16.1.5 !--- The

gl obal address for Internet access used by VPN Cients.
I--- Note: Uses an RFC 1918 range for lab setup. !---
Apply an address from your public range provided by your
ISP. nat (inside) O access-list nonat !--- The traffic
permitted in "nonat" ACL is exenpted from NAT. nat
(inside) 1 0.0.0.0 0.0.0.0 route outside 0.0.0.0 0.0.0.0
172.16.1.2 1 timeout xlate 3:00:00 timeout conn 1:00: 00
hal f-cl osed 0: 10: 00 udp 0:02:00 icnp 0:00: 02 timeout
sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00
nmgcp- pat 0:05: 00 timeout sip 0:30:00 sip_nedia 0:02: 00
sip-invite 0:03:00 sip-disconnect 0:02:00 tinmeout uauth
0: 05: 00 absol ute dynani c-access-policy-record

Dfl t AccessPolicy http server enable http 0.0.0.0 0.0.0.0
i nside no snnp-server |ocation no snnmp-server contact
snnp-server enable traps snnp authentication |inkup

I i nkdown col dstart no crypto isaknp nat-traversal tel net
timeout 5 ssh tineout 5 console timeout O threat-
detection basic-threat threat-detection statistics
access-list | class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect
dns preset_dns_map paraneters nessage-| ength nmaxi num 512
pol i cy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp i nspect skinny inspect esmp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy gl obal webvpn enable outside !---
Enabl e WebVPN on the outside interface svc inmage

di sk0: / anyconnect -wi n-2. 0. 0343-k9.pkg 1 !--- Assign an

nonat

ip



order to the AnyConnect SSL VPN Client inage svc enable
l--- Enable the security appliance to downl oad SVC
images to renote conputers tunnel -group-list enable !---
Enabl e the display of the tunnel-group list on the
WebVPN Logi n page group-policy clientgroup internal !---
Create an internal group policy "clientgroup" group-
policy clientgroup attributes vpn-tunnel -protocol svc !-
-- Specify SSL as a pernmitted VPN tunneling protoco
split-tunnel -policy tunnel specified split-tunnel-
network-1ist value split-tunnel !--- Encrypt the traffic
specified in the split tunnel ACL only webvpn svc keep-
installer installed !--- Wen the security appliance and
the SVC performa rekey, they renegotiate !--- the
crypto keys and initialization vectors, increasing the
security of the connection. svc rekey tine 30 !---
Command that specifies the nunber of minutes fromthe
start of the !--- session until the rekey takes place
from1l to 10080 (1 week). svc rekey nethod ssl !---
Command that specifies that SSL renegotiation takes

pl ace during SVC rekey. svc ask none default svc
usernane ssluserl password ZRhWB5j ZqEaVd5P. encrypted !-
-- Create a user account "ssluserl" tunnel-group
sslgroup type renpte-access !--- Create a tunnel group
"sslgroup"” with type as renote access tunnel -group

ssl group general -attributes address-pool vpnpool !---
Associ ate the address pool vpnpool created default-
group-policy clientgroup !--- Associate the group policy
"clientgroup" created tunnel -group ssl group webvpn-
attributes group-alias sslgroup_users enable !---
Configure the group alias as sslgroup-users pronpt

host nane cont ext

Crypt ochecksum af 3c4bf c4f f c07414c4df bd29¢5262a9 : end

ci scoasa(config)#

£/ SVC BV SSL VPN £

EE VS ASA ) SSL VPN E# , BHITUTHZR .

1. LN RAERTE Web XIS E5 5 A ASA B9 Webvpn 08 URL = IP #biit,
https://urlEﬁ%?https://<lP address of the ASA WebVPN interface>



A WebVPN Service - Microsoft Internet Explorer

Fila Edit View Favorites Tools Halp

oEack - > ﬂ @ ;‘ j.-x*' Search ‘“:n‘;“ Favorikes {2‘! Pl _"-"' ‘:_‘i

Address .-EI kttps:/1172.16.1, 1 +webvpn findes., htrl

Cisco SYSTEMS

- WebVPN Service

Please enter your username and password.
USERNAME: | |
PASSWORD: |

GROURP: | ssigroup_users v |
Login Clear

2. FRAEHAFANER, AF , NTHIIRPIEFMENEE , TR,

Flease enteryour username and password.
USERNAME: =sluser
PASSWORD: llllllll|

GROUP: | sslgroup_users v
Login Clear

£ SSL VPN HEEE T
ZH RPN TEO.



1T
cisco

Cisco AnyConnect VPN CI

¥PHN Client Downloader

iﬁ Please wait while the YPM connection is established.
4

E o

|He|p| | Cancel |

AR ETHSVC 28l , BHITEN EXMEREK ActiveX Bk, EEEEVR , BFED

AFEO,



CISCO

lial, Cisco AnyConnect VPN

E@ WeblLaunch

_ Platform
Detection

- ActiveX

- Connected

Connection Established

The Cisco AnyConnect WPN Client has successfully
connected.

The connection can be controlled from the tray icon,
circled in the image below:

" L 11:43F

Cancel

& anwconnect - Paint

3. BRI E I EAES =R BIER,

*. | |Cisco AnyConneck
—— onnecked




#2 Cisco AnyConnect VPN Client |:||E”l

% EDHHEEHDH:I| O Statistics | & About |

T
CISCO

| Disconnect |

EF‘I‘-.I session established, :I SAWTBTED . Higdtax
SSL E#EMNER. o, 192.168.10.1 B ASA IEEW IP FF,



#2 Cisco AnyConnect VPN Client

| % Connection | (i) 5tﬂti3tiﬂ3:‘| = About|

T
Tunrel State: Connected
Client Address: 192.168.10.1
Server Address: 1721611
Bytesz Sent: 23461
Bytez Recerved: 1111
Time Connected: 00:04:51

| Details. . |
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Cizco AnpConnect WPM Clent Verzion 2.0.0343

Copyright 2007 Cisco Systems, [nc. All Rights Reserved

Thiz product includes zoftware developed by the
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- show webvpn svc — & RIFETE ASA IAFEHH SVC BR{R, ci scoasa#show webvpn svc 1.
di sk0: / anyconnect - wi n- 2. 0. 0343-k9. pkg 1 Cl SCO STC wi n2k+ 2,0, 0343 Mon 04/23/2007 4:16: 34.63
1 SSL VPN dient(s) installed

- show vpn-sessiondb svc — W/ R4 HT SSL EFHEMIME R . ci scoasa#show vpn- sessi ondb svc
Sessi on Type: SVC Usernane : ssluserl Index : 12 Assigned |P : 192.168.10.1 Public IP :
192.168.1.1 Protocol : Cdientless SSL-Tunnel DTLS-Tunnel Encryption : RC4 AES128 Hashing :
SHA1 Bytes Tx : 194118 Bytes Rx : 197448 Goup Policy : clientgroup Tunnel Group : sslgroup
Login Time : 17:12:23 | ST Mon Mar 24 2008 Duration : Oh:12m 00s NAC Result : Unknown VLAN
Mappi ng : N A VLAN : none

- show webvpn group-alias — ETRABHBEN G R, ciscoasat#show webvpn group-alias Tunnel
G oup: sslgroup Goup Alias: sslgroup_users enabl ed

. £ ASDM H | ##% Monitoring > VPN > VPN Statistics > Sessions U T fi# ASA BV &1
Webvpn £i&,
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Monitoring > VPH > WPH Statistics > Sessions

Sessions
Remoke S5L WPM
Ske-to-Sike E-rail Pros YPM Load Balanci 1
Access Clientless | with Clent | Total Y ™
0 0 0 0 0 o 0
Fiter By: | SR IS Il ~ | |- 4l Sessions - || Filker |
Isermanme Group Palicy Protocal Lagir Time Biyt
IP Address Cannackion Encryption D aticr Byt

ssluserl clienboroup Cligntless SSL-Tunnel DT...[17:12:23 IST Man Mar 24 2008 1941183

192.168.10.1 seloroup 1C4 AES1ZE 05m:31s 192474
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1. vpn-sessiondb logoff name <username> — A T ¥ H4FEMA F B M SSL VPN &1F,
ci scoasa#vpn- sessi ondb | ogof f name ssluserl Do you want to | ogoff the VPN session(s)?
[confirn Y INFO Number of sessions with name "ssluserl1" |ogged off : 1 ciscoasa#Called
vpn_renove_uaut h: success! webvpn_svc_np_tear_down: no ACL webvpn_svc_np_tear_down: no |Pv6

ACL np_svc_destroy_sessi on(0xB000) [Ef¥ih , Bt a] LAfE A vpn-sessiondb logoff svc a5 44

IEFRE SVC 4%,
2. %% : R PC HASFVIHKEZESR |, MTATLAL IE SSL VPN E#,

webvpn_rx_data_cstp webvpn_rx_data_cstp: got nmessage SVC nessage: t/s=5/16: Cient PCis
going into suspend node (Sl eep, Hi bernate, e tc) Called vpn_renove_uauth: success!
webvpn_svc_np_tear_down: no ACL webvpn_svc_np_tear_down: no |Pv6 ACL

np_svc_destroy_sessi on(0xA000) ci scoasa#show vpn-sessiondb svc | NFO There are presently no
active sessions

3. debug webvpn svc <1-255> — 2328 webvpn BH LB 21, G scoasa#debug webvpn svc
7 webvpn_rx_data_tunnel _connect CSTP state = HEADER PROCESSI NG http_parse_cst p_net hod()

...input: ' CONNECT /CSCOSSLC/tunnel HTTP/1.1' webvpn_cstp_parse_request _field() ...input:
"Host: 172.16.1.1" Processing CSTP header line: 'Host: 172.16.1.1
webvpn_cstp_parse_request _field() ...input: 'User-Agent: Cisco AnyConnect VPN dient 2, O,

0343' Processing CSTP header line: 'User-Agent: G sco AnyConnect VPN Client 2, 0, 0343 "
Setting user-agent to: 'Cisco AnyConnect VPN Cient 2, 0, 0343
webvpn_cstp_parse_request _field() ...input: 'Cookie:
webvpn=16885952@2288@.206098825@251883E8625B92C1338D631B08B 7D7/5F4EDEF26' Processi ng CSTP
header |ine: 'Cookie: webvpn=16885952@.2288@1206098825@?251883E8
625B92C1338D631B08B7D75F4EDEF26' Found WebVPN cooki e:

" webvpn=16885952@12288@1206098825@251883E8625B92C1338D631B 08B7D75F4EDEF26' WebVPN Cooki e:
" webvpn=16885952@12288@1206098825@251883E8625B92C1338D631B08B7D7 5F4EDEF26'
webvpn_cstp_parse_request _field() ...input: 'X-CSTP-Version: 1' Processing CSTP header
line: 'X-CSTP-Version: 1' Setting version to 'l webvpn_cstp_parse_request _field()
...input: 'X-CSTP-Hostnane: tacweb' Processing CSTP header line: 'X-CSTP-Hostnane: tacweb'

Setting hostname to: 'tacweb' webvpn_cstp_parse_request_field() ...input: 'X CSTP-Accept-
Encodi ng: defl ate; g=1. 0" Processing CSTP header line: 'X- CSTP-Accept-Encodi ng:

defl ate; g=1. 0' webvpn_cstp_parse_request _field() ...input: 'X-CSTP-MIU. 1206' Processing
CSTP header line: 'X-CSTP-MIU. 1206' webvpn_cstp_parse_request_field() ...input: 'X CSTP-
Addr ess- Type: |Pv4' Processi ng CSTP header |ine: 'X-CSTP-Address-Type: |Pv4'
webvpn_cstp_parse_request _field() ...input: 'X DTLS-Master-Secret:

CE151BA2107437EDESECAF5EE6AEBAC12031550B1812D40
642E22C6AFCB9501758FF3B7B5545973C06F6393C92E59693" Processi ng CSTP header |ine: 'X-DILS
Mast er - Secret: CE151BA2107437EDESECAF5EEGAE
BAC12031550B1812D40642E22C6AFCB9501758FF3B7B5545973C06F6393C92E59693"
webvpn_cstp_parse_request _field() ...input: 'X DTLS-C pherSuite: AES256- SHA: AES128- SHA: DES-
CBC3- SHA: DES- CBC- SHA' Processi ng CSTP header |ine: 'X-DTLS-Ci pherSuite: AES256- SHA: AES128-
SHA: DES- CBC3 - SHA: DES- CBC- SHA' Val i dating address: 0.0.0.0 CSTP state = WAI T_FOR_ADDRESS



webvpn_cst p_accept _address: 192.168.10.1/0.0.0.0 CSTP state = HAVE _ADDRESS No subnet mask. ..
must calculate it SVC: NP setup np_svc_create_sessi on(0x3000, 0xD41611E8, TRUE)
webvpn_svc_np_setup SVC ACL Name: NULL SVC ACL ID: -1 SVC ACL ID: -1 vpn_put _uauth success!
SVC | Pv6 ACL Name: NULL SVC IPv6 ACL ID: -1 SVC. adding to sessngm SVC. Sending response

Unable to initiate NAC, NAC m ght not be enabled or invalid policy CSTP state = CONNECTED

webvpn_rx_data_cstp webvpn_rx_data_cstp: got internal nessage Unable to initiate NAC, NAC
m ght not be enabled or invalid policy
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Click the Yiew button below bo start displaving syslog messages in real time, Select the
desired logging level to see messages at thak severity or higher,

Logaing Lewvel: |De|:l_|g|;|hg ll

Buffer Limik: 1000
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00 Pause | B2 Copy | Save B Clear | B Color Settings | § Create Rue J) Show Rule ||(E) Show Details| 7 Help

ﬁhm;' ~ | Beriter @ Show &l Hnd:l

Severty | Date | Tie | SeslogID | Sowee® | Destiation P |

L6 Mar 21 2008 | 20:03:36 725007 10.77.235.74 551 gesgion with dient ingde: 10,77, 233,74/ 1026 terminated,

L6 Mar 21 2008 20:0%:35 106015 10.77.235.74 10.77.241. 142 Dy TP [fo canfection ) Fram 10,77, 235, 74/ 1026 ba 10.77.241 14244
L6 Mar 21 2008 20:0%:35 302014 10.77.235.74 10.77.241 142 Teardown TOR connection 700 For ingide: 10,77, 233, 74/ 1026 ba NP Tdentil
i 6 Mar 21 2008 20:03:35 &GOE00S 0.0.0.0 0.0.0.0 Legin permitbed f ||.|||:||:|:||'|1|'| 6 baimsics I'IIZIIZI:I,I'III||'.I'_||I|‘.|-' “erabib

A3 _ Deyice completed 551 handshakes with disnt inside: 10,7

L6 Mar 21 2008 2000335 725003 10.77.233.74
LE Mar 21 2008 2000335 725001 10.77,233.74
i 6 Mar 21 2008 2000335 302013 10.77.233.74 10.77.241.142 Buik inbound TOP connection 700 For inside: 10,77.233. 741026 (10,7722

1| |

SEL client irside: 1077233, 741026 request bo resuime previows s2550n,

Starking 551 handshake with cient inside: 10,77,233, 74 1026 Far TLSv 5¢

YASA-6-725001 Dewice completed SSL handshake with remciz_devfee-imierface_nawe:JF_addressiport

1)
,I_‘h_f 331 handsheke has compleled successfully with the remote device, d___,-f
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