ASA AnyConnectNE F 4B iIEAIEHAIA, BRE
MMk AEEER

AnyConnecthJif $

ASAHYIAE 2 3%

B AN UE AUE B IAWASATLE
plE

EREN

NE 5 45U FE B IANASARLE
5

pEREN

W E 5 14 50 iF #1390 5 T HAVASARLE
5%

EREN

N E 5 1456 4 FE ARG AIASARL B
pIESy

R PE HEBR

TIMENEREH

HXER

fasr

AR SGE B IAEANE & R ATER Z 4 T E(ASA) Cisco AnyConnectZ £ 83 & - i
HRINEE R, ¥ERAnyConnectF , AR EENFHERIFREEBIERFEIER TRE
VPNiF B, 2532 th 1R AHiF 5 BR & 7= 5170 55 78 % Th L.

ERFMH

EX



Cisco BB THUTED -

- ASATSITRE(CCLNE EMZ £ EZEFESSL VPNE B E i &3

- X509iE 5 £ At KR

SEFR A

ANAEHPHNEEET AT HRARE

. CiscoM[iEENZ 2 T E(ASA) 4 |, MRA8.4F1 £

- 5Cisco AnyConnectZ £ %31 & i 3. 18 Windows 7
Ri%& , &6 — S ZBCertificate Authority (CA)R T4 :

- ASAMY (anyconnect.pfx)— 22 A TN 2245 H#12 (PKCS-12) base64-encodedifE
- AnyConnectfy —PKCS-12if $

[

Note:EAa TEHRTE (REIMA,T ) IRMEXRANBIAAERARTHEARES.

AnyConnect#JiE 35

NT LRERGRED , BN dranyconnect.pix X4 |, H B REZIEBER N AL,

B E A IANEEE S (certmgr.msc) R T RIE R % -

File Action View Help

) Cerificates - Current User =
4 | Personal
| Certificates

| Trusted Root Certification

~| Enterprise Trust

| Intermediate Certification|
7| Active Directory User Obje
| Trusted Publishers

| Untrusted Certificates

_| Third-Party Root Certifica

| Trusted People

| Other People

| Certificate Enrollment Rec -

4 i ¥

&= 7E0lc=HE

Issued TJD

EITac

Ealtestl

h certmgr - [Certificates - Current UseriPersonal\ Certificates]

Issued By
TAC
TAC

Expiration Date
2013-11-16
2014-03-06

Intended Purposes
<All»

Server Authenticati...

ROR 5

0

Friendly Mame
<Mone>

<Mone>

Personal store contains 2 certificates.

FHIAER T , AnyConnectfEMicrosoftfl P F 1R EAE K —iE ;58 B FEEMIEAnyConnectfit & X

HrFmBEZE.
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ASARVIAER

R E RASATNAIEE S Abase64 PKCS-12iE :

BSNS- ASA5580- 40- 1(config)# crypto ca inmport CA pkcsl2 123456

Enter the base 64 encoded pkcsl2.
End with the word "quit" on a line by itself:
M | JAQ BAz CCCM: GCSqGS| h3DQEHAaCCCLgEggi OM | | sDCCBa8GCSqGSI h3DQEH

<out put ommitted>

83EWMIAhMAk GBSs OAW aBQAEFCS/ \BSkr O e TIHARHbLF1FFQvSvBAhuOj 9bTt Zo
3Al CCAA=

quit

INFO I nport PKCS12 operation conpleted successfully
% fif Fishow crypto ca certificates@p A T RIES A :

BSNS- ASA5580- 40- 1(config)# crypto ca inmport CA pkcsl2 123456

Enter the base 64 encoded pkcsi2.
End with the word "quit" on a line by itself:
M 1 JAQ BAz CCCMt: GCSqGSI b3DQEHAaCCCLgEggi OM | 1 sDCCBa8GCSqGS!I b3DQEH

<out put ommitted>

83EWMTAhMAk GBSs OAW aBQAEFCS/ VBBSkr O e TLHARHbLF1FFQv SvBAhuOj 9bTt Zo
3Al CCAA=

qui t

INFO I nport PKCS12 operation conpleted successfully

Note i G HIHMBEFTE (N EIMAL ) XFHL show 5 F. EEAOutput
Interpreter Tool s T & & showins 51 H 2 47,

BB HEIANASAR R

ASAERARKIE, BNAEITAAA)BIEFMUEBEIE, WEBEHIARAIM, AAATNIEFER — A E
BE.

LR BIE R EIE B IARY BN RIE,

ip local pool POOL 10.1.1.10-10.1.1.20
usernane cisco password cisco

webvpn
enabl e outside
anyconnect image di skO:/anyconnect-w n-3. 1. 01065-k9. pkg 1
anyconnect enabl e
tunnel -group-1ist enable

group-policy Goupl internal
group-policy Goupl attributes


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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vpn-tunnel - protocol ssl-client ssl-clientless
addr ess- pool s val ue POCL

tunnel -group RA type renpote-access
tunnel -group RA general -attributes
aut henti cati on-server-group LOCAL
defaul t - group-policy Goupl
aut hori zati on-required
tunnel - group RA webvpn-attributes
aut hentication aaa certificate
group-alias RA enable

BRItELEZ N , RUTHENRHITRERE ZH AP (LDAP)BREN—1MEEILEREZRNAFE |, 4
MBIEFZFR(CN)e BANBEHATEEAREKREMMAZVPNEE, X TRIEMIEBENNESER
, ZZ&“ASA Anyconnect VPNH 5 B & X & = FiE $ B & 7R 5189 OpenLDAPIR X,

A%

Note: s CHIHMBREFTE (XEEMAF, ) XIFFELE show . HFEHOutput
Interpreter Tool 4 T & & showins 51 H 2 47,

ANTNHEEE , FRERMEIEAF BciscoMZcisco) EH—EFHE :

') Cisco AnyConnect | 10.48.67.153 (23]
Please enter your username and password.,
Group: |R_.|5. - |
Lisername: dsco
Password: e
[ OK ] | Cancel |

@' Cisco AnyConnect Secure Mobility Client

VP
Please enter your username and password.

10.48.67.153 Connect

12O |

#i A & Rvpn-sessiondbi¥ 41§ B.anyconnect ondn FASA



//www.cisco.com/en/US/tech/tk367/technologies_configuration_example09186a0080c0c519.shtml
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BSNS- ASA5580- 40- 1( conf i g-tunnel - general ) # show vpn-sessi ondb det ai |

Sessi on Type:

AnyConnect Detail ed

anyconnect

User name ci sco I ndex 10
Assigned IP 10.1.1.10 Public IP 10. 147. 24. 60
Pr ot ocol AnyConnect - Parent SSL- Tunnel DTLS- Tunnel
Li cense AnyConnect Premi um
Encryption RC4 AES128 Hashi ng none SHA1
Bytes Tx 20150 Byt es Rx 25199
Pkts Tx : 16 Pkts Rx : 192
Pkts Tx Drop : O Pkts Rx Drop : O
Goup Policy : Goupl Tunnel Goup : RA
Login Tinme 10: 16: 35 UTC Sat Apr 13 2013
Duration Oh: 01m 30s
Inactivity Oh: 00m 00s
NAC Resul t : Unknown
VLAN Mapping : NA VLAN none
AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1
AnyConnect - Par ent :
Tunnel ID 10.1
Public IP 10. 147. 24. 60
Encryption none TCP Src Port 62531
TCP Dst Port 443 Aut h Mode Certificate
and user Password
Idle Tine Qut: 30 M nutes Idle TO Left 28 M nutes
Client Type AnyConnect
Client Ver 3.1.01065
Bytes Tx 10075 Bytes Rx 1696
Pkts Tx 8 Pkts Rx 4
Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :
Tunnel ID 10.2
Assigned IP 10.1.1.10 Public IP 10. 147. 24. 60
Encryption RC4 Hashi ng SHA1
Encapsul ation: TLSv1.0 TCP Src Port 62535
TCP Dst Port 443 Aut h Mode Certificate
and user Password
Idle Tine Qut: 30 M nutes Idle TO Left 28 M nut es
Client Type SSL VPN d i ent
Client Ver Ci sco AnyConnect VPN Agent for W ndows 3.1.01065
Bytes Tx 5037 Bytes Rx 2235
Pkts Tx 4 Pkts Rx 11
Pkts Tx Drop : O Pkts Rx Drop : O
DTLS- Tunnel :
Tunnel ID 10. 3
Assigned IP 10.1.1.10 Public IP 10. 147. 24. 60
Encryption AES128 Hashi ng SHA1
Encapsul ati on: DTLSv1.0 UDP Src Port 52818
UDP Dst Port 443 Aut h Mode Certificate
and user Password
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Client Type DTLS VPN d i ent
Client Ver 3.1.01065
Bytes Tx 0 Bytes Rx 21268
Pkts Tx 0 Pkts Rx 1177
Pkts Tx Drop : O Pkts Rx Drop : O



NAC:

Reval Int (T): O Seconds Reval Left(T): O Seconds
SQInt (T) : 0 Seconds EoU Age(T) : 92 Seconds
Hold Left (T): O Seconds Post ure Token:

Redi rect URL :
Wiz

Note: £ debug v 528l , FZHE X Debug i T EEFE.

EARGIHR | EBEBRFEERMERF , KB THNHCA , AT EBHZHAAZE
(CllentAuthentlcatlon) ¥ BAiE$5 )5 %Uiﬂzhu't ;

debug aaa aut hentication
debug aaa aut hori zation
debug webvpn 255

debug webvpn anyconnect 255
debug crypto ca 255

HFAMERES , 1’§J11Ddebug webvpn 255 , EASAREE RSB FEFHREBENMEER,

WebVPNifi® T & BT AR BR

CERT_API : Aut henticate session 0x0934d687, non-bl ocki ng cb=0x00000000012cf c50
CERT APl thread wakes up!

CERT_API : process nsg cnmd=0, sessi on=0x0934d687

CERT_API : Async | ocked for session 0x0934d687

CRYPTO_PKI : Checking to see if an identical cert is

already in the database. ..

CRYPTO_PKI : | ooking for cert in handl e=0x00007ff d8b80ee90, digest=

ad 3d a2 da 83 19 e0 ee d9 b5 2a 83 5¢c dd e0 70 | o= *\..p
CRYPTO_PKI: Cert record not found, returning E_NOT_FOUND

CRYPTO_PKI: Cert not found in database.

CRYPTO_PKI : Looking for suitable trustpoints...

CRYPTO_PKI : Storage context |ocked by thread CERT API

CRYPTO_PKI : Found a suitable authenticated trustpoint CA

CRYPTO_PKI (make trustedCerts |ist)CRYPTO PKI:check_key_usage: ExtendedKeyUsage
aODb=1.3.6.1.5.5.7.3.1

CRYPTO_PKI : check_key_usage: Key Usage check K

CRYPTO PKI: Certificate validation: Successful, status: 0. Attenpting to

retrieve revocation status if necessary

CRYPTO PKl : Certificate validated. serial nunber: OOFE9C3D61E131CDB1, subject nane:
cn=test 1, ou=Security, 0=C sco, | =Kr akow, st =PL, c=PL.

CRYPTO_PKI : Storage context released by thread CERT API

CRYPTO PKlI: Certificate validated without revocation check

XRZHKE -CERARBER. RAEBEIEPRFAN , FEERHACEANRRES

CRYPTO PKI: Attenpting to find tunnel group for cert with serial nunber:
OOFE9C3D61E131CDB1, subject nane: cn=testl, ou=Security, 0=Ci sco, | =Kr akow, st =PL,
c=PL, issuer_nane: cn=TAC, ou=RAC, o=TAC, | =War saw, st =Maz, c=PL.

CRYPTO PKI: No Tunnel Group Match for peer certificate.

CERT APl : Unable to fi nd tunnel group for cert using rules (SSL)

XERSSLMEASTAR !

—it
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YASA- 7- 725012: Devi ce chooses cipher : RC4-SHA for the SSL session with client
out si de: 10. 147. 24. 60/ 64435
YASA- 7- 717025: Validating certificate chain containing 1 certificate(s).
YASA- 7-717029: ldentified client certificate within certificate chain. serial
number: OOFE9C3D61E131CDB1, subject nanme: cn=testl, ou=Security, 0=C sco, | =Kr akow,
st =PL, c=PL.
Y%ASA- 7- 717030: Found a suitable trustpoint CAto validate certificate.
YASA- 6- 717022: Certificate was successfully validated. serial nunber:
OOFE9C3D61E131CDB1, subject nane: cn=testl, ou=Security, 0=Ci sco, | =Kr akow, st =PL,
c=PL.
Y%ASA- 6- 717028: Certificate chain was successfully validated with warning,
revocation status was not checked.
YASA- 6- 725002: Devi ce conpl eted SSL handshake with client outside:
10. 147. 24. 60/ 64435
Y%ASA- 7- 717036: Looking for a tunnel group match based on certificate nmaps for
peer certificate with serial nunber: OOFE9C3D61E131CDB1, subject nane: cn=testl,
ou=Security, o=C sco, | =Kr akow, st =PL, c=PL, issuer_name: cn=TAC, ou=RAC, 0=TAC,
| =\War saw, st =Maz, c=PL.
YASA- 4- 717037: Tunnel group search using certificate maps failed for peer
certificate: serial number: OOFE9C3D61E131CDB1, subject name: cn=testl,
ou=Security, o=C sco, | =Kr akow, st =PL, c=PL, issuer_name: cn=TAC, ou=RAC, 0=TAC,
| =\War saw, st =Maz, c=PL.
YASA- 6- 113012: AAA user authentication Successful : |ocal database : user = cisco
YASA- 6- 113009: AAA retrieved default group policy (G oupl) for user = cisco
YASA- 6- 113008: AAA transaction status ACCEPT : user = cisco
YASA- 7- 734003: DAP: User cisco, Addr 10.147.24.60:
Session Attribute aaa.cisco.grouppolicy = Goupl
YASA- 7- 734003: DAP: User cisco, Addr 10.147.24.60:
Session Attribute aaa.cisco.usernane = ci sco
YASA- 7- 734003: DAP: User cisco, Addr 10.147.24.60:
Session Attribute aaa.cisco.usernanel = cisco
YASA- 7- 734003: DAP: User cisco, Addr 10.147.24.60:
Session Attribute aaa.cisco.usernane2 =
YASA- 7- 734003: DAP: User cisco, Addr 10.147.24.60:
Session Attribute aaa.cisco.tunnel group = RA
Y%ASA- 6- 734001: DAP: User cisco, Addr 10.147.24.60, Connection AnyConnect: The
followi ng DAP records were selected for this connection: DfltAccessPolicy

%ASA- 6- 113039: Group <G oupl> User <cisco> | P <10.147.24.60> AnyConnect parent
session started.

RE & TR EIANASAR R

XENESHRIERA , TEMNIAERS /IR |, 3 BMEIALERS 87 2LDAP, ERHEIAIR
BHR.

IR E RIDAPELE :

%ASA- 7- 725012: Devi ce chooses cipher : RC4-SHA for the SSL session with client
out si de: 10. 147. 24. 60/ 64435

YASA- 7- 717025: Validating certificate chain containing 1 certificate(s).

YASA- 7-717029: Identified client certificate within certificate chain. serial
nurmber: OOFE9C3D61E131CDB1, subject nane: cn=testl, ou=Security, 0=C sco, | =Kr akow,
st =PL, c=PL.

YASA- 7- 717030: Found a suitable trustpoint CAto validate certificate.

YASA- 6- 717022: Certificate was successfully validated. serial nunber:
OOFE9C3D61E131CDB1, subject nane: cn=testl, ou=Security, 0=Ci sco, | =Kr akow, st =PL,
c=PL.

%ASA- 6- 717028: Certificate chain was successfully validated with warning,
revocation status was not checked.

%ASA- 6- 725002: Devi ce conpl eted SSL handshake with client outside:



10. 147. 24. 60/ 64435

Y%ASA- 7- 717036: Looking for a tunnel group match based on certificate maps for
peer certificate with serial nunber: OOFE9C3D61E131CDB1, subject nane: cn=testl,
ou=Security, o=C sco, | =Kr akow, st =PL, c=PL, issuer_name: cn=TAC, ou=RAC, 0=TAC

| =\War saw, st =Maz, c=PL.

YASA- 4- 717037: Tunnel group search using certificate maps failed for peer
certificate: serial nunber: OOFE9C3D61E131CDB1, subject nanme: ch=testl
ou=Security, o=C sco, | =Kr akow, st =PL, c=PL, issuer_name: cn=TAC, ou=RAC, 0=TAC

| =\War saw, st =Maz, c=PL.

YASA- 6- 113012: AAA user authentication Successful : |ocal database : user = cisco
YASA- 6- 113009: AAA retrieved default group policy (G oupl) for user = cisco
YASA- 6- 113008: AAA transaction status ACCEPT : user = cisco

YASA- 7- 734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.grouppolicy = Goupl

YASA- 7- 734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.usernane = ci sco

YASA- 7- 734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.usernanel = cisco

YASA- 7- 734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.usernane2 =

YASA- 7- 734003: DAP: User cisco, Addr 10.147.24.60:

Session Attribute aaa.cisco.tunnel group = RA

Y%ASA- 6- 734001: DAP: User cisco, Addr 10.147.24.60, Connection AnyConnect: The

followi ng DAP records were selected for this connection: DfltAccessPolicy
%ASA- 6- 113039: Group <G oupl> User <cisco> | P <10.147.24.60> AnyConnect parent
session started.

X2 NHEINERS SRAVETEAR -

tunnel -group RA general -attributes

aut henti cati on-server-group LOCAL
secondary- aut henti cati on-server-group LDAP
defaul t-group-policy Goupl

aut hori zati on-required

tunnel -group RA webvpn-attributes
authentication aaa certificate

RAERMANRE , EEFIRIERSHFAF M ERESR,
FIEHMAAARRS SR AT AR T RIEARSERA . W T E-RIERSHRA , EAMBAAARSSHFRT

Security Dynamics International (SDI)2 I 8EfY iR 5588, E AR BER T , SDIREMAR EEMNIAULAR
%588,

A%

Note i G HIHMBEFTE (N EIMAF ) XFHL show 5 5. EEAOutput
Interpreter Tool s T & & showin & 51 H 2 47,

RTAHLEE |, BRI EU (A P B cisco A BB cisco) MILDAPEIE (A F & ciscoA MLDAPHY
®B). EP—ERE :
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//tools.cisco.com/RPF/register/register.do

('Y Cisco AnyConnect | 10.48.67.153 [

Please enter your username and password.

Group: |Rﬁ. v|
sername: Cisco
Password: EEEEE
Second Username: cisco
Second Password: *reey]
[ Ok ] | Cancel |
@Ciscu AnyConnect Secure Mobility Client o || =3 | 2]

Please enter your username and password.,

10.43.67.153 Connect

o0 |

# A & R vpn-sessiondbi¥ 4115 B.anyconnect ondi TASA,

GRECUTHBEN BRI, ENBIENIEPENNSENASARE , WK,

s

WebVPNLEHR B MIGIERR LA, BARIUFMIEPEINNSENASARE | Bid’. —BHAH
NET R

Y%ASA- 6- 113012: AAA user authentication Successful : |ocal database : user = cisco
Y%ASA- 6- 302013: Built outbound TCP connection 1936 for outside: 10. 147. 24. 60/ 389
(10.147.24.60/389) to identity:10.48.67.153/54437 (10.48.67.153/54437)

Y%ASA- 6- 113004: AAA user authentication Successful : server = 10.147.24.60 :

user = cisco

YASA- 6- 113009: AAA retrieved default group policy (Goupl) for user = cisco

YASA- 6- 113008: AAA transaction status ACCEPT : user = cisco

LDAPHEIH B R IFBEIDAPE ERLMNFMAER -



YASA- 6- 113012: AAA user authentication Successful : |ocal database : user = cisco
YASA- 6- 302013: Built outbound TCP connection 1936 for outside:10.147. 24. 60/ 389
(10.147.24.60/389) to identity:10.48.67.153/54437 (10.48.67.153/54437)
YASA- 6- 113004: AAA user authentication Successful : server = 10.147.24.60

user = cisco

YASA- 6- 113009: AAA retrieved default group policy (G oupl) for user = cisco
YASA- 6- 113008: AAA transaction status ACCEPT : user = cisco

X E & RAE ML BIASAR R
SRR P REIEAE B MMERIEN A5~ E 2 TN :

usernane testl password cisco
tunnel -group RA general -attributes

aut henti cati on-server-group LOCAL
secondary-aut henti cati on-server-group LDAP
defaul t - group-policy Goupl

aut hori zati on-required
usernane-fromcertificate CN
secondary-usernane-fromcertificate QU
tunnel - group RA webvpn-attri butes

aut hentication aaa certificate
pre-fill-usernanme ssl-client
secondary-pre-fill-usernanme ssl-client
group-alias RA enable

EARGIF |, FEPIRFERIER : cn=test1,ou=Security , o=Cisco , |=Krakow , st=PL , c=PL,
FNFEEMNRIU , AP BMCNERE , 244 A P 'test1 7 A RIE,

NTFHERIE , AFRAMNEALNEMOURERER , RAFZRL N AELDAPRS SR BIE,
BHEIAnyConnectE AT E R FH TR TEEAZTENNMEAF B BETEEN,
EEXHAFRH | TEMWINERSH[EE RADHLDAPRSES , MHBIANERS 2 EASEN
ZHBMRivest, WXK/RFAdelman (RSA)IRSS R, ELARFP , AR XIEHEAFINR)M
AD/LDAPREE(FF B)HRSAT A 285 (R £ ) BViE B (FE 1T E .

A%

ARIETREREBENHIMEAF B , BAMEBCNHMOUFERWIALIEA -



' Cisco AnyConnect | 10.48.67.153

Please enter your username and password.

Group: | RA - |
Usermanme: testl
Password: |
Second| [Jsername: Security

Second Password:

[ OK ] | Cancel |

-

Please enter your username and password,

10.48.67. 153 Connect

i
It B B 7R T 5 38 % 1E 3R K 3E XY AnyConnect

usernane testl password cisco

tunnel -group RA general -attributes

aut henti cati on-server-group LOCAL
secondar y- aut henti cati on-server-group LDAP
def aul t - group-policy G oupl
aut hori zati on-required
usernane-fromcertificate CN
secondary-usernanme-fromcertificate QU

tunnel - group RA webvpn-attributes
authentication aaa certificate
pre-fill-username ssl-client
secondary-pre-fill-usernane ssl-client
group-alias RA enable

BEINRIEFEAEBAFS



YASA- 6- 113012: AAA user authentication Successful : |ocal database : user = testl
YASA- 6- 302013: Built outbound TCP connection 2137 for outside: 10.147. 24. 60/ 389
(10.147.24.60/389) to identity:10.48.67.153/46606 (10.48.67.153/46606)

YASA- 6- 113004: AAA user authentication Successful : server = 10.147.24.60 :

user = Security

T E & 1473300 FIE -+ RS VASAR B

RETSER S IRIEBX S ERER , W ROIFFER , B2 RN

YASA- 6- 113012: AAA user authentication Successful : |ocal database : user = testl
YASA- 6- 302013: Built outbound TCP connection 2137 for outside:10.147. 24. 60/ 389
(10.147.24.60/389) to identity:10.48.67.153/46606 (10.48.67.153/46606)

YASA- 6- 113004: AAA user authentication Successful : server = 10.147.24.60 :

user = Security

X, Cisco R IFH/UN(TAC) CAEFHIFTA A FIEBMMRE A BRE R & ' RA

Note:SSLAVIE B IREGTER IPsecVIE BIRGF F R E, FRELEEEEXNNEELHMAPH
Xt FIPsec , EBE. FEAUEBRHAMAPEWebVPNEEER T , X FSSL, BB E.

A%
ARE, —BUEPRFER , EIFTEBLERES



('Y Cisco AnyConnect | 10.48.67.153 (5]

Please enter your username and password.

IIsermanmes testl
Password: |
Second [sernane: Security

Second Password:

Please enter your username and password.

10.48.67.153 Connect

s

EABIF | RGN AVFRBERFHE

YASA- 7- 717036: Looking for a tunnel group nmatch based on certificate naps for
peer certificate with serial nunber: OOFEQC3D61E131CDB1, subject nane: cn=testl,
ou=Security, o=C sco, | =Kr akow, st =PL, c=PL, i ssuer_nane: cn=TAC, ou=RAC, 0=TAC,

| =War saw, st =Maz, c=PL.

YASA- 7- 717038: Tunnel group match found. Tunnel Group: RA, Peer certificate:
serial nunber: OOFE9C3D61E131CDB1, subject name: cn=test1, ou=Security, 0= sco,

| =Kr akow, st =PL, c=PL, i ssuer_nane: cn=TAC, ou=RAC, 0=TAC, | =War saw, st =Maz, c=PL.

P B R

B RET THTHEERITHREHRROER.

RMENEROEH
EZMWindows7 EMIBREREP , AnyConnectik FEIFFEEBIES :



Cisco AnyConnect

i h Certificate Validation Failure

(=23

ook

| 4

@' Cisco AnyConnect Secure Mobility Client

Mo valid certificates available for authentication.

10.48.67.153 Connect

HASA , EEERRQFEHEFKEER)AL :

YASA- 6- 302013:

Bui |t inbound TCP connection 2489 for outside: 10.147. 24. 60/ 52838

(10.147.24.60/52838) to identity:10.48.67.153/443 (10.48.67.153/443)

%ASA- 6- 725001:
TLSv1l session.
%ASA- 7- 725010:
Y%ASA- 7- 725011:
Y%ASA- 7- 725011:
Y%ASA- 7- 725011:
Y%ASA- 7- 725011:
%ASA- 7- 725008:
ci pher(s).

Y%ASA- 7- 725011:
Y%ASA- 7- 725011:
%ASA- 7- 725011:
%ASA- 7- 725011:
%ASA- 7- 725011:
%ASA- 7- 725011:
%ASA- 7- 725011:
%ASA- 7- 725011:
Y%ASA- 7- 725012:

out si de: 10. 147.

YASA- 6- 302014:

Starting SSL handshake with client outside:10.147.24.60/ 52838 for

Devi ce supports the following 4 cipher(s).

Ci pher[ 1] RC4- SHA

Ci pher[ 2] AES128- SHA

Ci pher[ 3] AES256- SHA

Ci pher[ 4] DES- CBC3- SHA

SSL client outside:10.147.24. 60/52838 proposes the follow ng 8

Ci pher[1] AES128- SHA

Ci pher[ 2] AES256- SHA

Ci pher[ 3] RC4- SHA

Ci pher[ 4] DES- CBC3- SHA

Ci pher [ 5] DHE- DSS- AES128- SHA

Ci pher [ 6] DHE- DSS- AES256- SHA

Ci pher[7] : EDH DSS- DES- CBC3- SHA
Ci pher[8] : RC4- MD5

Devi ce chooses ci pher RC4-SHA for the SSL session with client
24. 60/ 52838

Teardown TCP connection 2489 for outside: 10.147. 24. 60/ 52838 to

identity: 10.48.67.153/443 duration 0:00:00 bytes 1448 TCP Reset-|

HXRfER

. BEEEGrouips , AFEBAAS : EENES GBIF
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