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NMRFEFFRBEZHERENIPVORE , SFFEIPveibitE, M ERKSENUEEAK
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ip local pool pool4 172.16.2.100-172.16.2.199 mask 255.255.255.0
ipvé | ocal pool pool 6 fcfe:2222::64/64 128

X TFXASARIPVEIERE | BEEET IR EENZON —NMPveibit (HE A EEEO),
NFEBENIPVEERENAMBEN , EFREENIBEOMIPYE,

interface VI an90

nanei f outside

security-level 0O

i p address 203.0.113.2 255.255.255.0
i pv6 address 2001: db8:90:: 2/ 64

1

interface VIl anl02

nanei f inside

security-level 100

i p address 192.168. 102. 2 255. 255. 255.0
i pv6 address fcfe:102::2/64

FFIPv6e , B EEEQTERNA T — BB RIAKH,

i pv6 route outside ::/0 2001:db8:90::5
route outside 0.0.0.0 0.0.0.0 203.0.113.5 1

ATHIEXNEFU , ASARERSMIES. XRTOANEAERS ARXHIESRBEHAXHNEE
2O 1B R AT AR A3 R 5 i 3 B

/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-
3rdpartyvendorcert.html

SHWEENZELEMUTHUT ;

crypto ca trustpoint testCA
keypair testCA
crl configure

crypto ca certificate chain testCA
certificate ca 00
30820312 308201fa a0030201 02020100 300d0609 2a864886 f70d0101 05050030

qui t

certificate 04

3082032¢ 30820214 a0030201 02020104 300d0609 2a864886 f70d0101 05050030
qui t

RJE , FETRASAERILIEBSSL

ssl trust-point testCA
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HREAR(SSLVPN)BIWebVPNE B8 E NSO R A, TUTHNEFHEENHNRINENLT
BB X N (ESELLE) ¢

webvpn
enabl e outside
anyconnect image di skO:/anyconnect-w n-3. 1. 00495-k9. pkg 1
anyconnect profiles asa9-ssl-ipv4v6 di skO:/asa9-ssl-ipv4ave. xm
anyconnect enabl e

EARGFIPEARRG , IPvAFIIPveitbtt Bl E | FFHEIELL T F i) FIDNSIRS 255 S (FEBRIAABR
(DfitGrpPolicy) ) —BL B X . FZEBMHAUEELL , HAEREZREELTRNENTRNABE
AP,

A : HTEDNS , HEMXFQDN'EHEMRZA.0$EH BE X TASAKFQDN, & MIPv4E]
IPv6M 4Z 8k 2 IR RBT , B i S MASARYEFQDN , FEERE,

group-policy DfltGpPolicy attributes
dns-server val ue 10.48. 66. 195
vpn-tunnel - protocol ssl-client
gat eway-f qdn val ue asa9. exanpl e. net
addr ess- pool s val ue pool 4
i pv6- addr ess- pool s val ue pool 6
webvpn
anyconnect profiles value asa9-ssl-ipv4v6 type user

HR  BERE—RNELZRBER. BiL—(DefaultWebVPNGroup)ERIESH , ARG , HBE
BETCERAFPRIE :

tunnel - group Def aul t VEBVPNG oup webvpn-attri butes
aut hentication certificate

FKIAMBERT , AnyConnectBE Fin= R EIPv4iERE , B , REIAXRERE , 2R EIPVeEE,
AT, LT AT HEEXMLE E X4 — iR EFE X, AnyConnectB & X #"asa9

SSLipv4ve.xml" , £ EAEASDM (BLEMEE X HiRER-ZREHFRVPN -REWHSEU LRE
Y% P i) Acccess - AnyConnect® - i B i& X 4F).

s S | Add AryConnect Client Profile

Profile Mame aiaY= 44| =pvdvib

S — (Emer e e or the profie)

Profile Usage AnyConnect VPN Profile

Enter a device file path for an xml file, ie. diskl:/ac_profile. The file will be automatically
created if it does not exist,

Profile Location disk0:fasa9-ssl-ipvdvb.xmi Browse Flash..

Upioad

r

Croup Policy <linass igneds ‘__P’/

Help Cancel DK



Profile: asad-sshipwded

4

[ Backis Servers

2 Ceriifcate Matching
= Certificate Evvolmes
£} Mabie folicy

2 Server List

GA8

Preferences (Part 1)

Windows Logon Enforcement
| Singlelocallo.. Wi

Windows VPN Citaslis hment
| LocalUsersOnly <34

™ User Controllable

(_telo ) [ Cancel ) (_Ox )

AnyConnect Client Profile Editor - asad-ssl-ipwdvE

About

|4

Profile: asafd-ssl-ipwdve

About

|owew
ig} Preferences (Par 1)
A* Preferences (Part 2)
|3 Backup Servers
_El‘.‘crﬂﬁ:at: Matching
= Certificane Envalinent

5 server List

]
3

&

Server List

Histrame Host Address
5L i ASAT (IFvd WG] asafl.example.net

_Umi:...:l.ltkup...|.!.umrn... Cé URL  Mabile...

== Inh...

Mate: it i3 highly recommended that at least one server be defined in a profile.

| Add... |

r P
{ Datails )

(Help ) Camcel 3 OK




™ Surver List Entry

Host Display Name [reguir 5;| 1o ASAD 1P PG - Additiongl mabale- only et
FO M L Boplile s wralp

a@Lal e ample, et

Croup URL

aiathexample, et

Backup Server List el Bala »
"Always On" is disabled. Load Balancing Flelds have been gisabled,

Host Addness Add
Primary Profocol| 551 = I| Automatic SCEP Host
iCA URL
' e ’ : Prompt For Challange Password
CA Thurmbpring
Ok Cancel

RENXMLEEXHEASBRMINEH N ER N EE)

<?xm version="1.0" encodi ng="UTF- 8" ?>

<AnyConnect Profil e xm ns="http://schemas. xm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocati on="http://schemas. xn soap. or g/ encodi ng/ AnyConnect Profil e. xsd">
<Clientlnitialization>

<| PPr ot ocol Support >l Pv6, | Pv4</ | PProt ocol Support >

</Cientlnitialization>

<ServerList>

<Host Entry>

<Host Name>SSL to ASA9 (| Pv4, | Pv6) </ Host Nanme>

<Host Addr ess>asa9. exanpl e. net </ Host Addr ess> </ Host Entry> </ ServerLi st >
</ AnyConnect Profi | e>

ELEREEBXHENBEBEN(TUARWEM , FEELEASAKKRENR)M (BELR # 2ASAK
FQDN)E@E*ﬂi&ﬂto
FEE : WA FERALAEEIZE |, 8 RHosthame Field44518 & ASARIFQDN,

AR : BRIFBEEXMHPREIE , B —MERBRATHWAASANFQDN, HHHERFEEXR
IPvd, FERIIRVERENE , BEEXFRTE. NHBE , BEEXHREFNA,.

B
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. EEPu BT FAdvancedB O , 41T ERETMFH BRI RSB IPHt, HE—NA
FF MWindows XP&£:iERE | THIPve#F

& Cizco AnyConnect Secure Mobility Client [__

W o
':':Ilis':':!:;' AnyConnec re lity Client

Virtual Private MNetwork (VPN

Preferences | Statistics | Rooée Debails | Fireveal | Message History

=

Conmvec tion Information

Seate: Conneched

Turred Mode (TPv4): Tunnel Al Traffic

Tunrel Mode (IPvE): Drop &1 Traffic
00: 13:01

172.16.2.101

& Cisco AnyConnect Sacura Mobility Client

— i

o

- Connected to #5873, example.net,

L5 =N P NBIPvEEREER — B Windows 7 EHLEEEXTASA



TNIT
CISCO

Connection Infarmation
Late:
Turnel Mode (IPv4): Tunnel All Traffic
Tunnel Made (IPvE): Tunnel All Traffic
Duration: 00:10:24

Address Information
Client (TPv4):
Clignt (T

2001:088:90:0:0:0:0:2

Frames

@D v

Connected to asad.example.net.

2289, example.net

. EASA , MCLIRE“LABIP’E“E Rvpn-sessiondb anyconnect’#i i &, 1E A5 IR REF B &
M LR —# - —MNEIPVARIXPHI— /N MTEIPVBEYWindows 7

asa9# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Usernane : Nanashi no Gonbei |ndex : 45

Assigned IP : 172.16.2.101 Public IP : 192.0.2.95

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1) SHAl
Bytes Tx : 13138 Bytes Rx : 22656

Goup Policy : DfltG pPolicy Tunnel Goup : Defaul t WEBVPNG oup

Login Time : 11:14:29 UTC Fri Cct 12 2012

Duration : 1h:45m 14s

Inactivity : Oh:00m 00s

NAC Result : Unknown



VLAN Mapping : N A VLAN : none

Username : Uno Who | ndex : 48

Assigned IP : 172.16.2.100 Public IP : 2001:db8:91::7
Assigned | Pv6: fcfe:2222::64

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Preni um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1) RC4 DTLS-Tunnel: (1)AES128

Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel : (1) SHA1l
Bytes Tx : 11068 Bytes Rx : 10355

Goup Policy : DfItGpPolicy Tunnel G oup : Default WEBVPNG oup

Login Time : 12:55:45 UTC Fri Cct 12 2012

Duration : Oh: 03m 58s

Inactivity : Oh: 00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none
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