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Let's get started!

Select the device type to be enrolled.
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@ @

APNS* Add Devices
(required)

Add Devices

Time to add some devices! There are a few different enrollment options for iOS - for more information, see this article.

(A) Mobile Browser (B) i0S App
Open m.meraki.com on the device and enter this network ID : For easier enroliment, use the iQ_S_amz .

Scan the following QR code in the i0OS app:

Gie Eli ﬂ':.',‘:?flil

OR

Set up a petwork enroliment string to use as an enrollment code at

1.4. HBELRBQRATEAT |, 1E#E 58 H 4 Safari@ &1 94T FF “meraki.com”,

(B wessiTe or copE
sen "meraki.com"” in Safari

1.5. HIRRAT , EFRegister,

SQUARE




< M & meraki.com ¢ M +

Meraki SM Setup

Step 1: Enter your Network ID

The Network 1D is either a 10-digit code or a combination of letters,
numbers, or characters (e.g. 123-456-7890 or network-id).

By installing Systems Manager on your device you acknowledge
that you have read and understood the terms of our Privacy
Policy.

This website is trying to download a configuration
profile. Do you want to allow this?

lgnore  Allow

1.7 38 FRA TR T8

Profile Downloaded

Review the profile in Settings app if
you want to install it.

Close




1.8.SMMBIOSRERN A , £ LM & 1%+ FProfile DownloadediZ I , fAJ5i%EFMeraki
Management %o

£ General Profile

Settings

DOWNLOADED PROFILE

q Meraki Management

Meraki Inc

Apple 1D, iCloud, iTunes & App Store

Profile Downloaded +——

'2'; Airplane Mode

Wi-Fi Marshall

Bluetooth On

VPN

1.9 B R FKIETN L ZHEMDMEL & X4,

Cancel Install Profile ' -Install

Meraki Management
Meraki Inc

Settings

Apple ID, iCloud, iTunes & App Store Signed by *meraki.com
Verified +*
Description  Meraki Systems Manager

Profile Downloaded Contains Device Enrollment Challenge

More Details

Airplane Mode

Remove Downloaded Profile
Wi-Fi Marshall

1.10. AT F1H R RESMB AR



App Installation

"ios.meraki.com” is about to install and
manage the app “Meraki Systems
Manager” from the App Store.
Your iTunes account will not be
charged for this app.

Cancel Install
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STATUS

@ Connected
(/) Enrolled

RECENT ACTIVITY

® Meraki Systems Manager
A managed app was added on Apr 14, 2020, 10:27:06 PM

=l peni oo
Home i]|| Backpack gog  Apps

B=F: RREENA

NTHBEEARXEFIREPerAppHIBZENA , FEEBENSMEREXLMHEEMNNA, FREERH
i, Firefox § E B Per Appit TR EL 5 , At SFEFMBFEENAH,

2.1.5fin%|Systems Manager > Manage > Apps AR INFEE R o

Mew in Dashboard: Introducing upcoming Meraki health feature - Guided CRC Troubleshooting Flow and 4 other features. Read more.

Meraki has recently updated our list of subprocessors, See the Meraki subarocessors page 1o learn more,

MONITOR

BRLACt SUPPGTTL 1o FRCOVEr BCCess 1o this arganization.

3 |. Hide table [
italia iy TR
_____ S Badearia Ganrnin.
on:
o
r the last week: 1 SM device csv +
Tags INetwork type Devices. Ofline devices,
MOM o a
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Q, Search Dashboard ¥ Anncuncements - @ Help - A

holguins-network Apps list —_— | + Addapp | © Help

Select = Edit= Push~ Export= Search... = 1lapp Import = Accounts =

Systems Manager

Mame & Platform Type Scope Tags v

Meraki Systems Manager i0s Stare All devices

== -

[Phoasa alow 1-2 mirubes for changes b laks sfect )

23IRBENANFHENVERFENANRE (NABENA,. BEX, B2B) ., k#ENextis , BEE

o

EATRHIS | BAATFEHEADD Stored,

Add an app

App platform
| #i0S | @ macOS @& wOS & Android B8 Windows
App type

O App Store app
Search for an app from the I0S App Store,

Custom (Enterprise) app

Updoad an .ipa file, provide a manifest URL, or upload a manifest plist.

B2B app
Provide the Tunes ID for a custom B2B app.

24 HIE R , BRAENVNARR , HEENP TR IZNARFHXE, EBNARIEE
Save,
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CISCo

Systams Manager

Organi

Apps list | New app

Add new iOS app

firafox

Firefox: Private, Safe Browser
{eeg moai

zHla bos Firefax)

- United States

. Firefox Focus: Privacy browser
(erg mozilla jos. 15]

e Microsoft Edge: Web Browser
maedge)

{com.micros:

b Microsoft Bing Search

{com.microsoft. birg)

251 FFMABMENNARERE , £ESave.
$£=4 : BilEPerApp VPNE B X #

oo

{Pigasn aliow 12 minutes for changes 1o take effect.}

3.1.% M1 %|Systems Manager > Manage > Settings

Systems Manager

Announcements =

APNS*

m.meraki.com

Apple Configurator

Another option for installing the management profile on a large
number of devices is Apple Configurator. Below is a link to the

3.2.1%FAdd profileit I,

Profiles: list

Q Search profiles

Name » Payloads

default

{required)

Set up a network enroliment string to use as an enrolliment code at

Scone
Scope

Mo devices

i0S App

#Add Devices

5 for i05 - for more information, see this article.

For easier enrcliment, use the [0S app &
Scan the following QR code in the i0S5 app:

DERseratl

D Send enrollment link

Tags Targeted

o

o -

[Phemse sl 1-3 rmirustis fo changes o take affect )

3.3.1%&#%Device profile ( BiA ) , RS K dContinue,

E-mall

<@

Alternatively, send an enrollment link via SMS or e-mail.
SMS

+ Add app @ Help

_’. Add profile | @ Help

Installed on

o

x



Add new profile

Standard

© Device profile (default) Supported on all device types

Copy an existing profile

Advanced @

User profile (Apple) Supportedon & I0S @ macOS

User profile (Chrome) Supported on & Chrome

Upload custom Apple profile Supportedon & I05 @ macOS

Cancel  [eLiLTT

3.4.& ~Profile Configuration3¢ % 5 , 7£Scope - E AName}i%#F B R g &,

{E} Profile configuration ‘ Profile Configuration
+ Add settings Type DS prts
Name :
PerAppVPN-Profile|
The nama that will be shown 10 users
Description

Optional
Profile Removal Policy
Remaoval Policy € Allow users to remove this profile B
Targets
Group type Manual | Named  Configure tags
Scope All devices - Convert to target group
Installation target All devices
Status
Device in scope: 1 device
#  Name System type Install status Tags rd
1 Pad iPad (6th Gen.) Mot installed

3.5.1% ¥ Add settings 7 1ZiOS Per App VPN JEEL & XK | R M T A RIVIED,



Profiles list | PerAppVPN=Profile + Add profile @ Help

PerAppVPN-Profile

E:{)} Profile configuration
Add new settings payload
+ Add settings
Device type All types % i0s o macOS o twvOs # Android & Chrome 52 Windows

Q  perapp x

i0OS Per App VPN
@ Supported on & 105

Cancel m
36.ETEEF , BREUTRAREEZESR.
Systems Manager3 #3iX £ # MEB5EM : SCEPMFNEM. EARGIG |, ERAFEM

o

AR EENAER , i5i%EBRAdd credential , B AT S EE| S H L LUNMIER X
#,

il Profiles list | Mew profile | i0S Per App VPN + Add profile | @ Help
sl e
asco  Meraki
New profile
holguins-network cﬁ} Profile configuration iOS Per App VPN  « 05 © Help
[as] Mew certificate x Connection Name 5 " i
|VPN-C0ru | Displayed Connection Profile on AnyConnect
Systems Manager 6 VPN-Corp & Display name of the connectian (displayed on the device)
Organizatio + Add setlings Server
Organization 9 | vpn.cisco.com | ASA IP address or FQDN

Hosiname or P address [IFvd or 18] for server

Proxy Setup Nane w
Configuras prawss 1o b8 Usad with this VPN connaction

Account

User account for authenticating the connection

Group ~ R
|nnrapp Group-URL configured in the VPN headend

AnyConnect Group Mame

Machine Authentication

New credential | Add credential Select this at last
dential for -'\gtru: .
Auto Connect Disabled -

Automaticaily control the VPN connaction €

Send All Traffic

Routes all network raffic through the VPN connection
Safari domains Demain

Add Safari domain

3.7.8 HAdd credential } E £ [ ZlCertificate3X £ /5 , HEANameilH , EiTEN AN EHERKR
I .pfx 3 ( INZEH X ) BIPassword,



alval Q r A -aments ~ % Halp - A
€isco

ins-network r Profiles list | New profile | Certificate + Add profile @ Help
New profile
Systems Manager
é} Profile configuration Certificate @ Help
Organiz
[E=) maching-auth % Name FrrrTE——
a \‘IPN'CDF]J x Name or description of the credential
# Add settings Password

Password protecting the centificate file

Certificate :}da 5 ha seleccionado ningdn archive.,

On K0S and macOs this cortificate will be installad into @ shared keychain and can be used across applications

On Android this certificate will be installed into the Android Keystore system and can be used across applications,

Please note that on Androld there is no way to uni [ , installed urile the profibe from the
device.,

Cancel

(Please abow 1-2 minutes for changes to take effect]

3BMARIEHE , MEREHIXHAE

=1 T elp ‘
Profiles list | New profile | Certificate + Add profile @ Help
New profile
Systems Manager
335 Profile configuration Certificate © Help
Organization
e Narne
[&5] machine-auth x machine-auth
6 VPN-Corp " Name or description of the credential
+ Add settings Password

Passward pratecting the certificate file

Certificate Fllename: pixbin pfx
Issuer:
Subject/CN:
Expiration:
Select new certificate

On 015 and macO5 this certificate will be instalied into a shared keychain and can be used across appécations.

On Android his certificate will be instalied inlo the Androld Keysiooe system and £an bi uied scross spolcations.

Please note that on Andreéd there | no way 1o uninstall a private key once installed unkess you remove the wark profile from the
devioe.

[Please alow 1-2 mirvstes for changas to lake effect)

BOERIERG , SMBLZFEANVPNEENH , AFERKIES ANEIUHEZERER A
( AR Firefox ) o

SERILRIES | £ Save.



‘Heee’ Meraki

é:?} Profile configuration iOSs Per App VPN = ios @ Help
- & Connection Name
[2=] machine-auth ® WPN-Corp
holguins-natwork 6 VPN-Corp s Display nams of the connection [displayed on the device)
+ Add settings Server

vpn.cisco.com
Systems Manager

Hosiname or IP addness (B4 or IPE) for sarver

Organization
Proxy Setup Mone ~
Configures praxies to be used with this VM connec thon
Connection Type Cisco AnyConnect »
Account

User account for authenticating the connectian

Group
perapp
AnyConnect Group Name
Machine Authentication Certificate -
maching-auth  « Add credential
Credential for authenticaling the connection
Auto Connect Disabled -

Automaticaly control the VPN connection &

Send All Traffic

Reutes all network traffic through the VPN connection
Safari domains Domain
Add Safari domain

Apps

Safar

com.apple mabllesafor

a Firefox: Private, Safe Browser
org.mozila. ios Finefax)

BI0RIEEREXHRAEREREBRRE L,

Profiles list + Add profile @ Help
Q, Search profiles, or select to edit x
Name » Payloads Scope Tags Targeted Installed on ~
PerAppVPN-Profile &= @ All devices 1 1

default Mo devices 0 0

2 results

FmS . NRAFHRER

4.1 N BRI T8N IR RES
https://software.cisco.com/download/home/286281283/type/282364313/release/AppSelector-2.0
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https://software.cisco.com/download/home/286281283/type/282364313/release/AppSelector-2.0

Cisco AnyConnect Enterprise Application Selector — O x

4.3. 55 Policy } 1£#%View Policy



| £ Cisco AnyConnect Enterprise Application Selector — O x

Policy i

| AddRule | | Importfrom Disk |

J View Policy

Friendly Mame: wildcard
App 1D =
Match Thumbprint:

Calculate Thumbprint

. Delete |

44 EHETHNFRR, (XBEFEVPNLIREEFER ) o




View Policy x

eJyrVnLOLEYOd8dvqCzKTMEoUb)SarMVNIH FYwMDEWUwGoU giuLS1Jzi3UUPPOSSZR0IFSyzK TUIMyidGEoquh3JDKglSglYk
FETmpupn5xUB1jgUFcEVAScwU oLyWnhZOUiDvMR ekujwzlyU5s ShFqTYWCAFHCDB

Ok

2

BRSPS : 8/MNAVPNEENASATRSI

conf t

webvpn

anyconnect-customattr perapp description Per AppVPN

anyconnect - cust om data perapp w | dcard

eJyr VnLOLE7Od84vqCz KTMBoUbJ Sgr MVNJ 1 1 FYWMVDEWUWGo Ugi uLS1Jzi 3UUPPOS9ZR0I Fx Syz KTU30yi 4G50quh3JDKgl Sg
| YKFBTnpupn5xUBLj gUFcEVAScwWUoLyWhZQJi OvMRekuj wz Jy U5s ShFqTYWCAFHc | DB

ip local pool vpnpool 10.204.201.20-10.204.201.30 nask 255.255.255.0

access-list split standard permt 172.168.0.0 255.255.0.0
access-list split standard permt 172.16.0.0 255.255.0.0

group-policy GP-perapp interna
group-policy GP-perapp attributes
vpn-tunnel - protocol ssl-client
split-tunnel -policy tunnel specified
split-tunnel -network-1ist value split
split-tunnel-all-dns disable
anyconnect - cust om perapp val ue wil dcard

tunnel - group perapp type renpte-access
tunnel - group perapp general -attributes
addr ess- pool vpnpoo

def aul t - group- pol i cy GP-perapp
tunnel - group perapp webvpn-attributes
authentication certificate

group-alias perapp enable



group-url https://vpn.cisco.conl perapp enabl e
L343
6.5 UEAnyConnectBI AR FF L VB MM R

6.1.3TFFAnyConnectN 27 , REELEM E K FiLFEConnections. PerApp VPNEL & XX #4018
~EB NPER-APP VPNEYHFTEB % T

HREINERERIRE,

. K
AnyConnect VPN Connections
@ PRIMARY VIRTUAL PRIVATE NETWORK
AnyConnect VPN Add VPN Connection...
Connections VPN-Corp >
PER-APP VPN
Details Disconnected " \_U.rpN_Corp ®
Enabled
GENERAL
Settings
Diagnostics
About
I
CISCO

6.2.1% ¥ Advancedit I,



Cancel VPN-Corp

This connection has been imported from an AnyConnect VPN Profile.
Not all fields can be edited.

Description VPN-Corp

Server Address vpn.cisco.com

Advanced

6.3.1%£#FApp Rulesit I,



£ VPN-Corp Advanced

Certificate holguins-scep >

App Rules >

Connect On Demand

TUNNEL PROTOCOL

Connect with IPsec

Only enable 'Connect with IPsec' if instructed to do so by your administrator. If
the server is not configured for IPsec, you will not be able to connect.

6.4.8%5 , WINERENAMN, (MozillaRAXEHAFEMNBENA , RILNATERD ) .



£ Advanced App Rules

org.mozilla.ios.Firefox
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