BR4EP N EN TR imEH ANHBRIIREN
B &

2019%8H28H
Microsoft WindowsZRIAE :
N-Able Solar Winds — B&F* :
Docker - Mac:
HEFIE

9H18H — 2019
Apple MacOSERIA(E :
McAfee - Mac
Cisco Jabber - Mac
EioB it K] — Mac
JAMF Casper - Mac
VMWare Fusion - Mac
Xcode - Mac
—/NIRZ 2§ — Windows
Citrix ICA% ¥ — Windows
ik

12511H — 2019
—/NIRZ 2§ — Windows
Splunk - Windows
Splunk - Linux
DK -

28128 — 2020
Microsoft WindowsZRIA{H — Windows
Websense - Windows
Microsoft SQL Server - Windows

20206 10
Malwarebytes - Windows
Microsoft Office - Windows
1IS - Windows
Altiris by Symantec - Windows
McAfee - Windows
HEFIE

7H15H — 20205
2 H 8§ — Windows

Microsoft Teams - Windows

26 |
8H26H — 20204

Microsoft SQL Server - Windows



9H30H — 2020
Malwarebytes - Windows
Digital Guardian - Mac
[=e]

20215383
FEHE — Windows
SCCM - Windows

Symantec - Windows
=5t |

20215F6H30H
Microsoft Windows 2R IA{E
Citrix ICAE i

9H29H — 2021

Cisco Webex - Windows

EROBR it X — Windows

$3Rit 2] — Mac

VMware - Windows
20229 3H23H

Microsoft WindowsERIA{E

Hyper-V - Windows

Microsoft Windows Defender - Windows
20226 H29H

Microsoft WindowsERIA{E

Cisco AnyConnect VPN

Cisco Webex

Microsoft OneDrive ( JABI 2 —IKZ

Tanium - Windows

98 14H — 20224
Microsoft WindowsZRIA{E
Microsoft SQL AR5 2%
TrendMicro / Apex One
=t

202210

12H14H — 2022
Microsoft WindowsZRIA{E

o

i — Windows
EelE#HE
4H12H — 2023
Microsoft WindowsZRIA{E

Microsoft Intune
McAfee Trellix SolidCore
Cisco Webex

i& Al T MacOSHI Microsoft Defender

Microsoft Defender for Linux
5H31H — 2023%F

VEEAM
VMWare



9H27H — 2023
Cisco Webex

Microsoft OneNote

Microsoft SQL R85

Microsoft Teams

Microsoft Windows 2R IA{E
Splunk

Symantec Endpoint Protection
28l

118228 — 2023%F
Microsoft WindowsERIA{E
Citrix ICAZE P i
=56

18248 — 20244
2t |

68198 — 2024F
9H25H — 2024%F

Microsoft Teams

12518H — 20245
VEEAM

Cisco Webex

20256 H4H
Microsoft WindowsZRIA{E
Apple macOSERIAE

9817H — 20254
Microsoft Windows 2R IA{E
Apple macOSERIAE

&g
R ERME D REF N PN E R

BREFOFIATH BRI EZN4EY | UEEOK RN SHEER4T (AMP)EZSRZEHRE.
ZEeWEMRG 2 ARHEEFHFRENE | XLEHISNIUR 3002 B Y ARASF

TR
=R

Cisco BB THUTEB -

- HEL B AMP A HEBRI
« AMP#ZHI &

fiE R 4A ¢
X ERET AT REMBEARE :



- EEAKIRKAMPIEH & hi4<5.4.20190820

AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEBELE,

TR Y HEE
el AMP for Endpoints

Dashboard  Analysis~  Outbreak Control v  Management~  Accounts v

Cisco-Maintained Exclusions are created and

maintained by Cisco to provide better

compatibility between the AMP for

Endpoints Connector and antivirus, security,
| or other software. These exclusions may be

Exclusions

Show = Custom Exclusions | Cisco-Maintained Exclusions

_| updated with improvements and new
“77 exclusions may be added for new versions of
an application.

All Products Windows Mac Linux

LEAMEPHNIRAEELN , RERRHBTRBEENUARRIZEN, TN NLRBEAZIIREALOGHE , e
WEHMNRER, XERBREAFRRREFEAST , BEAIMNKREY  XRNHRIIRNER , IFAREBEAS , A
BREPNRIRELENEFENEEFZASHPIEE, XN TARERER , XEERERABRKEN K SKLEERN
REMNE R LN ERRELT.

EHMBARERTENER . WRAAEVREHRN  WRE1-2DN0AHTER. MRIESIRFET , HiHEYERILE
, BN aMEHT | Bt , EHEEF IIREMN24-48 PR, FERG B HMRKEER,

B
201948 328H

Microsoft WindowsERIA{E :

B -

* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\edb*.log
* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\Res1.log
* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\Res2.log

Bl BEE, EXEFNS —NMERIIEEE.
#hn:
* C:\$WINDOWS.~BT\Sources\SetupHost.exe

il BTHERE , Windows 10EFHB/R KK,



N-Able Solar Winds — & F :

=

* C:\Program3Z#4(x86)\N-able Technologies\Windows Agent\bin\agent.exe
* C:\Program3##(x86)\BeAnywhere Support Express\GetSupportService_N-Centra\BASupSrvc.exe
* C:\Program3 #(x86)\N-able Technologies\PatchManagement\ThirdPartyPatch\ThirdPartyPatch.exe

Docker - Mac:

B -

* /Users/*/Library/Containers/com.docker.docker/Data/vms/*/Docker.*
* /ust/local/bin/docker

EREE:FANNRFERNEORERE , BT & TR B E T8 HERRTL,
®hn

* /Applications/Docker.app/Contents/MacOS/Docker
* /Applications/Docker.app/Contents/Resources/bin/docker

HETIX

Linux:

* Docker — i#E$#£881.10.2
* Docker — E#E81.11+
o bR

c EflZ
s BERIPE

98188 — 2019%
Apple MacOSERIAE :

=i

* /Applications/Time Machine.app/Contents/MacOS/Time Machine
* /System/Library/CoreServices/Spotlight.app/Contents/MacOS/Spotlight

McAfee - Mac

®hn



* /Library/McAfee/Agent/bin/CmdAgent

Cisco Jabber - Mac

B -

* [usr/bing/grep
* |bin/ps

Hi: ESNZEMNETRENIEERAIM IR,

#hn -

* |Applications/Cisco Jabber.app/Contents/MacOS/Cisco Jabber

AR T X — Mac

®|hn

* /Applications/CrashPlan.app/Contents/Library/LaunchServices/CrashPlanService.app/Contents/MacOS/CrashPlanService

JAMF Casper - Mac

B -

* lusr/bin/sw_vers
B . EENR2MNETRENHEEREIM .
Ehn

* /Library/Application Support/JAMF/Jamf.app/Contents/MacOS/JamfDaemon.app/Contents/MacOS/JamfDaemon
* /ust/local/jamf/bin/jamfAgent

* /ust/local/jamf/bin/jamf

* /Library/Application Support/JAMF/Jamf.app/Contents/MacOS/JamfAgent.app/Contents/MacOS/JamfAgent

VMWare Fusion - Mac

=

* /Applications/VMware Fusion.app/Contents/MacOS/VMware Fusion

Xcode - Mac

=

* /Applications/Xcode.app/Contents/SharedFrameworks/XCBuild.framework/Versions/A/Plugins/XCBBuildService.bundle/Co
* /Applications/Xcode.app/Contents/Developer/usr/bin/xcodebuild



—NIR 58§ — Windows

MEHEX -

* C:\*\Users\OneDrive\ (RN P& AR R L M)

Citrix ICAZ FP i — Windows

=

CSIDL_PROGRAM_FILES\Citrix\User Profile Manager\UserProfileManager.exe
* CSIDL_PROGRAM_FILES\Citrix\Virtual Desktop Agent\BrokerAgent.exe
CSIDL_PROGRAM_FILES\CitrixX\ICAService\picaSvc2.exe
CSIDL_PROGRAM_FILES\CitrixX\ICAService\CpSvc.exe

BH . BRIEFEHACitrix B iLHERRIT,
HEYxK

Windows & O A4~

« Citrixii Bl fR 5525
o Citrix=iE#E35

128118 — 20195
— NI 3h 8§ — Windows
=
+ CSIDL_LOCAL_APPDATAMicrosoft\OneDrive\OneDrive.exe

Splunk - Windows

=i

* CSIDL_PROGRAM_FILE\splunkforwarder\bin\splunk-winevtlog.exe
* CSIDL_PROGRAM_FILE\splunkforwarder\bin\splunkd.exe

Splunk - Linux

®hn

* /opt/splunkforwarder/bin/splunk
* /opt/splunk/bin/splunk

MEE



Azure - Linux

Vagrant - Mac

2H12H — 2020%
Microsoft WindowsZRiA{E — Windows

=i

* C:\Program Files\Cisco\Orbital\osqueryd.exe
* C:\Program Files\Cisco\Orbital\orbital-ampwin.exe

Websense - Windows

®hn

* [ZANIK3BH2R]:\Program Files*\Websense\

* C:\Program3#(x86)\Websense\Websense Endpoint\dserui.exe

* C:\Program Files\Websense\Websense Endpoint\dserui.exe

* C:\Program3 #(x86)\Websense\Websense Endpoint\EndPointClassifier.exe
* C:\Program3Z {4 (x86)\Websense\Websense Endpoint\FilterSDK\kvoop.exe
* C:\Program3 #(x86)\Websense\Websense Endpoint\wepsvc.exe

Microsoft SQL Server - Windows

= -

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL\FTDATA\
* .sql

202056 H10H

Malwarebytes - Windows

MBEX :

« C:\ProgramData\Malwarebytes£& s {2\
» C:\ProgramData\Malwarebytes\MBAMService\

Microsoft Office - Windows

-

* C:\Program Files\Common Files\microsoft shared\ClickToRun\OfficeClickToRun.exe

IIS - Windows



=

* C:\Windows\SysWOW&64\inetsrv\w3wp.exe
+ C:\Windows\System32\inetsrv\w3wp.exe

Altiris by Symantec - Windows
#m
» C:\Program Files\Altiris\Altiris Agent\AeXNSAgent.exe
McAfee - Windows
®m
« C:\Program Files\McAfee\EndpointZ £\ B 3& B & i BF #\mfeatp.exe
WEdIx

NetScout - Windows

IBM - Windows
78158 — 20204
2 #18§ — Windows

=i

* CSIDL_WINDOWS\System32\dfsr.exe
* CSIDL_WINDOWS\System32\dfsrs.exe
CSIDL_WINDOWS\System32\dns.exe
CSIDL_WINDOWS\System32\ntfrs.exe

Microsoft Teams - Windows

=

* CSIDL_LOCAL_APPDATA\Wicrosoft\Teams\current\teams.exe
* CSIDL_LOCAL_APPDATAWMicrosoft\Teams\update.exe

S2RIEHIE
PHITI
8H26H — 20204

*HTHRTHFEMNE , RERAABM9RERE26R



Microsoft SQL Server - Windows

B .

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.1\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.2\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.3\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.13\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

9H30H — 20204
Malwarebytes - Windows

i

* CSIDL_PROGRAM_FILES\Malwarebytes' Anti-Malware\mbam.exe
* CSIDL_PROGRAM_FILESX86\Malwarebytes' Anti-Malware\mbam.exe

Digital Guardian - Mac

#hn -

* /usr/local/dgagent
* /dgagent

EIEM &R
Digital Guardian - Windows
2021%3A3H

FEHE — Windows



®hn

* CSIDL_PROGRAM_FILESX86\Kaspersky Lab\Kaspersky Endpoint Security for Windows\avp.exe
* CSIDL_PROGRAM_FILESX86\Kaspersky Lab\NetworkAgent\klnagent.exe

SCCM - Windows

HRIBR -

* WINDOWS\CCM\ServiceData — EE B &
* 2R X #\Microsoft Configuration Manager\EasySetupPayload -E £ i %

Symantec - Windows

whn

* CSIDL_PROGRAM_FILES\Symantec\Endpoint Agent\edpa.exe

* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.4013.4013.105\Bin64\Smc.exe

* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.6608.6300.105\Bin\ccSvcHst.exe
* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.7061.6600.105\Bin\ccSvcHst.exe
* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\12.1.7385.6902.105\Bin\ccSvcHst.exe
* CSIDL_PROGRAM_FILESX86\Symantec\Symantec Endpoint Protection\

* CSIDL_PROGRAM_FILES\Symantec\Endpoint Agent\brkrprcs64.exe

EolE#H xR

Cisco AnyConnect - Windows

Microsoft Defender ATP - Windows

202156 H30H

Microsoft WindowsER A {E

i

* CSIDL_WINDOWS\System32\GroupPolicy\User\registry.pol
* CSIDL_WINDOWS\System32\GroupPolicy\Machine\registry.pol

Citrix ICAZ = ifs

= -

CSIDL_PROGRAM_FILES\Citrix\Broker\Service\BrokerService.exe
CSIDL_PROGRAM_FILES\Citrix\Broker\Service\HighAvailabilityService.exe
CSIDL_PROGRAM_FILES\Citrix\ConfigSync\ConfigSyncService.exe
CSIDL_PROGRAM_FILESX86\Citrix\ICAZ F i\



Citrix i &t Bk 55 25

B -

C:\System32\drivers\CfsDep2.sys
C:\System32\drivers\CvhdBusP6.sys
C:\System32\drivers\CVhdMp.sys

CSIDL_WINDOWS\System32\drivers\CfsDep2.sys
CSIDL_WINDOWS\System32\drivers\CvhdBusP6.sys
CSIDL_WINDOWS\System32\drivers\CVhdMp.sys
CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\BNTFTP.EXE
CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\PVSTSB.EXE
CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\StreamService.exe
CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\StreamProcess.exe
CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\soapserver.exe
CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\Inventory.exe
CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\Notifier.exe
CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\MgmntDaemon.exe
CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\BNPXE.exe
CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\BNDevice.exe

EelE#HFIxR

Commvault - Windows

Citrix&1&18 & — Windows

9H29H — 20214

Cisco Webex - Windows

=i

CSIDL_LOCAL_APPDATA\CiscoSparkLauncher\CiscoCollabHost.exe
CSIDL_LOCAL_APPDATA\CiscoSparkLaunchen
CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_01\atmgr.exe
CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_02\atmgr.exe
CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_03\atmgr.exe
CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_04\atmgr.exe
CSIDL_LOCAL_APPDATA\WebEx\WebEx\Meetings_*\

BRSR 1T X — Windows

=



* CSIDL_PROGRAM_FILES\Code42\Code42Service.exe
AR TR — Mac
#1n
+ /Applications/Code42.app/Contents/Library/LaunchServices/Code42Service.app/Contents/MacOS/C
VMware - Windows
#in
+ CSIDL_PROGRAM_FILESX86\VMware\VMware DataS Agent\service\DaaSAgent.exe
2022%3H23H
Microsoft WindowsZRIA{E
B/
* C:\Windows\System32\Searchlndexer.exe
Hyper-V - Windows

i

* CSIDL_COMMON_APPDATA\WMicrosoft\Windows\Hyper-V\
* CSIDL_COMMON_DOCUMENTS\Hyper-V\EE {8 £\

Microsoft Windows Defender - Windows
#hn
* *\ProgramData\Microsoft\Windows Defender Advanced Threat Protection\DataCollection\
20226 H29H
Microsoft WindowsZRIA{E
#hn -
e *.applocker
Cisco AnyConnect VPN

=i

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco AnyConnectZ £ ¥ 3 & F° iis\acwebhelper.exe



Cisco Webex

=

* C:\Users\"\AppData\Local\WebEx\WebEx\Meetings\atmgr.exe
Microsoft OneDrive ( SAgI 2 —1IKzhES )

=

* C:\Users\*\AppData\Local\Microsoff\OneDrive\OneDrive.exe
Tanium - Windows

#hn -

* C:\Program3Z {4 (x86)\Tanium\Tanium&x £& A 7~ & &1 T & \bin\end-user-notifications.exe
Citrix BB AR S5 2%

#hn
* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\MgmtDaemon.com
B

* CSIDL_PROGRAM_FILES\Citrix\Provisioning Services\MgmntDaemon.com
EeIE#HIK

X1# % — Windows

Microsoft Intune - Windows

98148 — 2022%
Microsoft WindowsZR A&

®hn

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\UNacumbrellaagent.exe

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\UNacumbrellaagent.exenscrypt-proxy.exe
* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\NVM\acnvmagent.exe

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\vpnagent.exe

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\acnamlogonagent.exe

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\acnamagent.exe

* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\Ul\csc_ui.exe



CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\CMID\*\csc_cmid.exe
CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\CMPM\*\csc_pm.exe
CSIDL_PROGRAM_FILES\Cisco\Cisco Secure Client\CM\*\Service\*\csc_cms.exe
CSIDL_SYSTEM\appidpolicyconverter.exe

Microsoft SQL AR%S 85

TrREGHEV. 2019
-

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\\MSSQL\Binn\SQLServr.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\OLAP\Bin\MSMDSrv.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Shared\SQLDumper.exe

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\MS*.*\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\COM\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\DTS\

* CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Shared\

TrendMicro / Apex One

™

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\CCSF\TMCCSF.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\TmPfw.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\TmListen.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\Ntrtscan.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\lIATAS\ATASAgent.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\iAC\ac_bin\TMiACAgentSvc.exe
* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\iIES\ESE\ESEServiceShell.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\IES\ESE\ESClient.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\ BM\TMBMSRYV .exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agen\ TMBMSRV.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\iVP\iVPAgent.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\TmSSClient.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\LogServer.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\Temp\LogServer\LogServer.exe
* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\CCSF\module\BES\Tmsalnstance64.exe
* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\CNTAoSMgr.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\Security Agent\PccNTMon.exe

* CSIDL_PROGRAM_FILESX86\Trend Micro\iService\iIES\ESE\ESEFrameworkHost.exe
* CSIDL_SYSTEM\ShowMsg.exe

* CSIDL_SYSTEM\dsagent.exe

* .bkf



[mhelk=£3gdES
Azure DevOps - Windows

2022%10R

H10AR , £/ m PHIAAHE 5 AR R LHIPENBNEROIEREM B ELHRIIRDRIBR. AXRFITINES
8, BinEttsl.

128148 — 2022%F
Microsoft WindowsZR A E

=

* C:\Windows\System32\omadmclient.exe
¢ .automaticDestinations-ms

JE R E X — Windows

* csc_ui.exe B MEIVSHIBIA IR FIHYRIE 2 B FI AT H,
MIBR - E20a M BE /Y {5 SL IR
ERIEFHIIE

1238 — Windows, Mac. Linux

McAfee Trellix SolidCore - Windows
48128 — 2023%F
Microsoft WindowsERiA B

#hn -

e pf
* CSIDL_PROGRAM_FILESX86\Cisco\Cisco Secure Client\acumbrellaagent.exe

B
* CSIDL_WINDOWS\SoftwareDistribution\Datastore\Logs\*.log
* CSIDL_SYSTEM\CatRoot2\

+ CSIDL_WINDOWS\Prefetch\

Microsoft Intune


https://www.cisco.com/c/zh_cn/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html
https://www.cisco.com/c/zh_cn/support/docs/security/security-connector/218159-removal-of-outdated-windows-exclusions-f.html

®hn

* CSIDL_PROGRAM_FILESX86\Microsoft Intune Management
Extension\Microsoft. Management.Services.IntuneWindowsAgent.exe

McAfee Trellix SolidCore

MEAEDX -

* CSIDL_PROGRAM_FILESX86\McAfee\Policy Auditor Agent\engineMain.exe
Cisco Webex

#hn -

* C:\Users\"\AppData\WebEx\WebexHost.exe
& A FMacOSHIMicrosoft Defender

®hn

* /Library/Application Support/Microsoft/Defender/
Microsoft Defender for Linux

i

* /opt/microsoft/mdatp/sbin/wdavdaemon
* /opt/microsoft/mdatp/

58318 — 20234
VEEAM

|-

+ CSIDL_PROGRAM_FILES\Common Files\Veeam\Backup and Replication\Explorers
Recovery Service\Veeam.StandBy.Service.exe

+ CSIDL_PROGRAM_FILES\Common Files\Veeam\Backup and Replication\Mount
Service\Veeam.Backup.MountService.exe

* CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.BrokerService.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.CloudService.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Externallnfrastructure.DbProvider.exe

+ CSIDL_PROGRAM_FILESX86\Veeam\Backup



Transport\Guestinteraction\VSS\VeeamGuestHelperCtrl.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Service.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and Replication\Backup
Catalog\Veeam.Backup.CatalogDataService.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.ManagerGCServer.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Cdp.Service.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and Replication\Console\veeam.backup.shell.exe

* CSIDL_PROGRAM_FILESX86\Veeam\Backup Transport\x64\VeeamAgent.exe

+ CSIDL_PROGRAM_FILES\Veeam\Backup and
Replication\Backup\Veeam.Backup.Manager.exe

+ CSIDL_WINDOWS\Veeam\Backup\VeeamDeploymentSvc.exe

* .vbm.temp

 flat

VMWare

#n
+ CSIDL_PROGRAM_FILES\Common Files\VMware\ScannerRedirection\ftscanmgrhv.exe
+ CSIDL_PROGRAM_FILESX86\VMware\VMware Horizon View
Client\ClientService\horizon_client_service.exe
9H27H — 20234
Cisco Webex
#n
» CSIDL_LOCAL_APPDATA\Programs\Cisco Spark\CiscoCollabHost.exe
Microsoft OneNote
g
+ CSIDL_LOCAL_APPDATA\Microsoft\OneNote\*\cache\*.bin

Microsoft SQL BR%535

=/ -

CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\MSSQL\Binn\sqglagent.exe
CSIDL_PROGRAM_FILES\Microsoft SQL Server\"\MSSQL\Binn\MsDtsSrvr.exe
CSIDL_PROGRAM_FILES\Microsoft SQL Server\*\Shared\sqglbrowser.exe
CSIDL_WINDOW\Cluster\



CSIDL_PROGRAM_FILES\Microsoft SQL Server\\\MSSQL\FTDATA\
CSIDL_WINDOWA\Cluster\clussvc.exe
CSIDL_WINDOWA\Cluster\rhs.exe

trc

I B

CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\MSSQL\Binn\SQLServr.exe
CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\OLAP\Bin\MSMDSrv.exe
CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.11\Reporting
Services\ReportServer\Bin\ReportingServicesService.exe
CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\MSSQL\Binn\SQLServr.exe
CSIDL_PROGRAM_FILES\Microsoft SQL Server\MSSQL.12\OLAP\Bin\MSMDSrv.exe
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