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Datacenter 1

ISP Router 1

Layer 2 Switch 1
VLAN 1535

ASAs 1 & 2
Bridging VLANS
1535 to 35

Datacenter 2

ISP Router 2

Layer 2 Switch 2
VLAM 1535

ASAs 3 & 4
Bridging VLANS
153510 35

OTV Link

Layer 3 Switch 1
VLAN 35

VLAN 35 Being Extended

Layer 3 Switch 2
To The Other Site VLAN 35
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1. Router forwards the
traffic downstream to the
MNexus through the ASA.

2. ASA does not find the
Destination Mac in its mac
table and sends out an ARP
request

Layer 3 Switch 1
Vlan 35

Datacenter 1

Datacenter 2

OTV Link

VLAN 35 Being Extended
To The Other Site

4, The remote Nexus sees the
ARP request on the OTV and
sees the ASAs mac address
now on the OTV and logs a
Layer 3 Switch 2 MAC move notification.

Vian 35

3. The Mexus receives the ARP
request and as it is a
broadcast, forwards the traffic
to the remote side across the
amv.
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1. Incoming Connection
Datacenter 1 Request

Datacenter 2

ISP Router 2

2. Centralized Traffic
Redirected to ASAL via
CCLto DC1

[ [
OTV Link E— |
WLAN 35 Being Extended
. F o To The Other Site

Layer 3 Switch 1 [ ’

VLAN 35 E?"
4. The traffic coming in Layer 3 Switch 2
from the ASA will trigger a VLAN 35
MAC move notification for

EI ISP Router 2 mac address
p——

SOL Server

traffic downstream to
server Via Switch with
same source MAC
address of ISP Router 2

3. Connection processed ~ ASA 1
& by ASA1 and forwarding
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2. Router 1 has an Datacenter 1 Datacenter 2
alternate connection to MPLS Connection =
reach Host 2 via Router 2 1 Host 2
directly =]
Router 1 Router 2

3. The Router at Datacenter 2
5. The ASAs will process .E b - i .
e receives the traffic and routes it
the reinject the packet
. to Host 2, however when Host 2
and process it and send it s
responds back, Router 2 will find
downstream. ; ;
a directly connected Route via
the ASAs at this side and
forwards it downstream

1. Host 1 tries to
communicate with Host 2
who is on a different VLAN
where Router 1 is the
default gateway for Host 1.
The ASAs bridges the traffic
from VLAN 35 to VLAN
1535 in this case

OTV Link

VLAN 35 Being Extended

To The Other Site 4. The ASAs will find an

existing connection and
forward the traffic over

CCL through to the ASAs
at Datacenter 1.

Layer 3 Switch 1 -
WLAN 35

6. WI1ga1 the _chturn traffic is seen, Layer 3 Switch 2
the switch will see a mac move VLAN 35

L of Router 2's mac address L —————— |
because ariginally it learnt it via
£ — the interface connecting to the
OTV link and now via the
Host 1 interface connected to the ASAs,
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4. E , YEN2EL WA |, AW EIRERE , CBEASAKEERERENESR , MF
EEEMPLSEEMRE,
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ASAERMRE , BT :

Datacenter 1 Datacenter 2

ISP Router 1
ISP Router 2

1. ASA sends out an ARP
request for the NTP
Server/Syslog server

Layer 3 Switch 1
VLAN 35

OTV Link

WLAN 35 Being Extended
To The Other Site

3. When "Switch 2" sees the
ARP request it will log a mac
move notification as it now sees
the source MAC of ASA from the
OTV.

2. ARP Request is Layer 3 Switch 2
broadcasted across the VLAN 35
] otV

—

NTP Server f Syslog Server
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Datacenter 1

Datacenter 2

ISP Router 1
ISP Router 2

OTV Link

WLAN 35 Being Extended

To The Other Site 3. The ASA at "Datacenter 2" will

Layer 3 Switch 1 respond to the arp request and this

VLAN 35

response will be sent back via

2. "Switch 1" receives the . “Switch 2" to "Switch 1" across the
Layer 3 Switch 2 . B

ARP request and sends out VLAN 35 OTV triggering a mac flap for the

the request onto the other response traffic for ASA's MAC

site as well across the OTV as address

it is a layer 2 broadcast

Host Machine  — —_—

1. Host Machine raises an
ARP request for BVI IP
address of ASA.
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Datacenter 1

ISP Router 1

OTV Link

WLAN 35 Being Extended

) To The Other Site
Layer 3 Switch 1

Datacenter 2

ISP Router 2

s o

3. ASA receives the traffic from the
downstream Nexus and considering
that this traffic should be denied, and

VLAN 35
2. Nexus sees the destination
MAC and forwards the traffic
) though to the remote side

1. Host1 tries to connect to across the OTV.

Host2 who is on the same
VLAN and sends the traffic

to the Nexus

—

ASA is configured to send out a RST

i back to the sender.
Layer 3 Switch 2

VLAN 35

4. The RST packet is sent back
to Host1 by the ASA and when
Switch1 receives the packet on
the OTV, it sees a MAC move.
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