B E BiEN T2 1% % (ASA)DHCPH 4K

£ FCLIFLEDHCP A 4%
DHCP 4k AFLE
DHCP B

AN BEBBIE IR X ECisco ASA L ITHIDHCPH 4 | HRMAEE A,

FERFMF

A EHE EFHL(DHCP) P ANIE R F R 2R F FDHCPIE R MNE F i i & BIE 2 1 B 482 O Y 3%
e HBDHCPARSS 27

LUTFBRHBICGER T FADHCP R E

- MRFHAT DHCP RE88I08E , NIRRT /5 AR VIR,
« BUORBEBEEEIRSIRE  AETEBSHA PSR E R ARZRIZER,
« WFZBEEER , FEEZMESFEANED LS ADHCPH 4L EDHCP 4K AR S5 88,

EEAR KEENX T , DHCP URS TR A, EH K BRAN T2 F XS0V itk b S AT il
(ARP)REET . AIAHMREHERERLFZEFZIR (ACL), N TATEEARATELLZE
REHITDHCPERMME , HAMEEH MACL:



« — ACL VM AEREE O @ISR IE DHCP B 3K.
« —MNACL AVEBRBR AT ENERSHRNEE.

=R
CiscoZ i E E&ASA CLIFICisco IOS® CLIFYEZAN1R,

155 AR 4B
R EERETUT R AEARE -

« ASA 5500-xR 5L £ iR & M A9.xHE &= iR A
« Cisco 1800 R %I B

AXHEPNEEHRETREXRENEFNREFEN, AXEFEANMERZHNERAR
(RN ) BRE. MRENVMELTEIRS , FHRRETHAERTHBERE,

b =
B %15 /%\

DHCPIM A ENRH BB ESE , HlTHE FRBIBEIPHE, BRIAMK, DNSHRS &St ut

Windows Internet& #r AR (WINS)#biit, ¥ , DHCP HFim& BEFNEMEES . H TIRE
WER , A& BERREUES, ¥ DHCP REF[FRIERE , DHCP RESSNREEMKE
EE. BFXL HiERNESYE , DHCP B MRSB[/LANTHEN FR L, BRIAMERT , 5
3FEIRE (WM A ) BETFTARAX L HER,

ZHER - FMAPEKRDHCPEFInMDHCPRSHBHTERFEN, EXMERT , WTHER
DHCP fg, HZ£IRFE LM DHCP RHARERTISRBEMNERED LW EAH DHCP ERE , E4
FZBERERENSEO LNEDP —NEE DHCP RS EF. 2 DHCP RS HBEER kAt , T2
REFZPRRFERER, Ft , 5 DHCP RS5|/MIXFEF , DHCP FHREF 2T DHCP &
Il J: N A

HEAM

T B B R fE AADHCPH 4L B B AYDHCPEIR 2R

DHCP
Server

=f

Client

Discover G




ASARBIX LEHIBESH N EHENDHCPH AR

Relayed

m Discovered
DHCP
Client I m Server

Relayed
=]
Request Request
Acknowledge
Relay-Reply

FEASARERM/NEREE O L 6F A $dim S E IR DHCP A 4K
BTALIEREETHANER , ANASARBRXHERENFRN,

1. ESFDHCPH#R | B8 2h R FH 1 B A7t 255.255.255.255 - UDPik 167 4 % /18 &
(DHCPDISCOVER),

Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Ethernet II, Src: Vmware 84:30:6a (00:50:56:84:30:6a), Dst: Broadcast B )

Internet Protocol Versionm 4, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 [255 255 255 255)|

User Datagram Protocol, Src Port: bootpc (68), Dst Port: bootps (&7)

Bootstrap Protocol SrcIP: Mo ip on dient
Message type: Boot Reguest (1) i
Hardware type: Ethernet
Hardware address length: &

Hops: 0
[Transaction ID: 0x79dbf3a7| Transcation id should be same for Discover, Offer, Request and Ack [DORA}
seconds elapsed: 0

=2
E
=
=

+ Bootp flags: 0x0000 (Unicast)
Client IP address: 0.0.0.0 {0.0.0.0)
your {client) IP address: 0.0.0.0 (0.0.0.0)
Mext server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: Vmware_B84:39:6a (00:50:56:84:39:6a)
client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

option: (t=53,1=1) DHCP Message Type = DHCP Discover | DHCP Discover sent by dient
option: (t=116,1=1) DHCP Auto-Configuration = AautoConfigure
option: (t=61,1=7) Client identifier

option: (t=12,1=14) HOST Name =

option: (t=60,1=8) vendor class identifier = "MSFT 5.07
option: (t=55,1=11) Parameter RequesT List

End option

Padding

FEE®®[F]



o MRVPNEFIRERIPH# 4L | N A 484% I8 1P 41t 23833 dhep-network-scope i 5 1£
group-policy F E X5 —NAT A IPtb i,

2.8B%E ,ASALER/ & , ERATEHEENZXHDHCPH 4 , Rt ® 2RDHCPDISCOVERH
BN BEBHEEH REIDHCPIRS SFBMNIPIER | ZIPHFRXBEHEE RS RN EAIP, EAHFH
, ERAEEOIPHY, SERIPHRAMNPLAREFRHETL

o Frame 1: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bi1ts
@ Ethernet II, Src: Cisco 6C:b8:c7 (5B:8d:00:6c:bB:c7), Dst: Cisco_dd:48:cB (00:19:eF:dd:48:C8)
8 Internet Protocol version 4, Src: 1098.51.100.1 (198.51.100.1), Dst: 108.51.100.2 (19E.31.100.2])|
; :zz;sgrggg;ﬂtzzg‘%ocu'l. Src Fort: bootps (67), Dst Fort: bootps {ﬁ?;rc:.ﬂ?zumdeIph“_ngtheﬁwer
Message Type: BOOT Request (1) Osts DREE server
Hardware type: Ethernet
Hardware address length: &
Hops: 1
Transaction ID: O0x79dbf3a7
seconds elapsed: O
[ Bootp flags: Ox0000 (Unicast)

Tient IFr address: 0.0.0.0 (0.0.0.0)
vour (client) IP address: 0.0.0.0 {(0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0) Relay apent/IP of ASA interface facing the clients, where relay is

Relay agent IP address: 192.0.2.1 (192.0.2.1) | enabled
Client MAC address: Vmware_84:39:6a (00:50:56:84:30:6a)
Client hardware address padding: 00000000000000000000
Server host name not given
oot file name not given
Magic cookie: DHCP
| optiom: (T=53,1=1) DHCP Message Type = DHCP D1scnver|
# option: (t=116,1=1) DHCF Auto-Configuration = autoConfigure
@ option: (t=61,1=7) Client identifier
[E option: (L=12,7=14) HosST Wame =
F option: (t=60,7=8) vendor class identifier = "M5FT 5.0"
@ Option: {(t=5%,1=11) Parameter Request List
End option
radding

) 7 : BT Cisco Bug ID CSCu08924H 5| AMVEE , lRA9.1(5.7). 9.3(1) R EERAHY
ASATI LU B B BIE B X ZIDHCPARSBMIPIR |, ZRMuR B/E A 7 dheprelayfi &
Fim(giaddr) MO P, EXMERT , ©EA AR AERZEOIPHL,

3. R85 DHCPOFFERH BE R S BB IE B X BIASA , X EDHCPDISCOVER - UDP#% 0
67HFIRENHPRNREIP, EAHIR , ©RAZFEO (giaddr)WIPHE , FZEOLBERAT
dhcprelay, X EEIEIRLFH BHRIP:


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuo89924

Frame 2: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)

Ethernet IT, Src: Cisco_dd:48:c8 (00:19:e7:dd:48:c8), Dst: Cisco_6c:bB:c7 (58:8d:09:6c:b8:c7)
Internet Protocol Wersion 4, Src: 198.51.100.2 (198.51.100.2), Dst: 192.0.2.1 (19210.2+1ﬂ
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootps (67)
BOOTSTrap Protocal

Message type: Boot Reply (2}

Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: 0x79dbf3a7

seconds elapsed: 0

sootp flags: 0x0000 (unicast)

e E

Sre: DHCP server
Dst: Relay agent IP

[

Client IP address: 0.0.0.0 (0.0.0.0)

your (clienmt) IP address: 192.0.2.4 (192.0.2.4)| offered P
MexT server IP address: 0.0.0.0 (0.0.0.0)

Relay agent IP address: 192.0.2.1 (192.0.2.1)

cTient MAC address: vmware_84:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not giwven

oot file mame not giwven

Magic cookie: DHCP

= option: (T=53,1=1) DHCP Message Type = DHCP offer OHCR offer
® option: (t=54,1-4) DHCP Server Identifier = 198.51.100.2 | pHCP server IP
# option: (t=51,1=4) IP Address Lease Time = 1 day Lease

® option: (t=58,1=4) Renewal Time value = 12 hours
F option: (t=59,1=4) Rehinding Time value = 21 hours

E option: (t=1,1=4) Subnet Mask = 255.255.255.0 Subnet mask info
& option: (t=6,1=8) Domain Name Serwver )
= option: (t=15,1=9) Domain Mame = "cisco.com” Domain name
End option
radding

4. ASAR L BIEBMAERED (UDPIRA68 ) KixHE, EE , YHESHE AN IO
, IPHRK SR AT



Ethernet II,

Frame 2: 348 bytes on wire (2784 bits),

348 bytes captured (2784 bits)
src: Cisco_6C:b8:c6 (58:8d:09:6cC:b8:cC6), DST: vmware 84:39:6a (00:50:56:84:39:63)

Internet Protocol version 4, src: 192.0.2.1 (192.0.2.1), Dst: 192.0.2.4 (192.0.2.4)

O BEE®E =

User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (6E)
BOOTSTrap Protocol

Message type: Boot Reply (2)

Hardware type:

Ethernet

Hardware address length: @

Hops: O

Transaction ID: Ox7odbf3ar

seconds elapsed: O
# Bootp flags:

0x0000 {unicast)

Client IP address:
vour {client) IP address: 192.0.2.4 (192.0.2.4)| oOffered P
Mext server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1) AsA interface IP

0.0.0.0 (0.0.0.00

Cliant Mac addreass:

vmware_B4:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000

Server host name not giwven
Boot file name not
Magic cookie: DHCP

aiven

¢ option: {T=53,7=1) DHCP Message Type = DHCP Offer
® option: {t=54,71=4) DHCP Server Identifier = 198,51.100.2
M option: (t=51,1=4) IP Address Lease Time = 1 day
= option: (T=58,T=4) Renewal Time value = 12 hours
F option: (t=59,7=4) Rebinding Time value = 21 hours
@ option: {(t=1,1=4) Subnet Mask = 255.255.255.0
# oprtion: {T=6,1=8) Domain MName Server
@ option: {t=15%,1=9) Domain Name = “cisco.com”
@ option: {t=3,1=4) Router = 192.0.2.1

end option

radding

5. iEIDHCPOFFER}

BJE , I &REDHCPREQUESTH!

&rc: ASA interface /Relay agent IP
Dst: Offered IP

DHCP Offer
DHCP server IP
Lease

Subnet mask info

Domain name
Default Gateway for cient

SR RIGEE R R

B Frame 3: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits)

@ Ethernet II,

sSrc: Vmware_B4:39:6a (00:50:56:84:39:6a), Dst: Broadcast (ff:ff:ff:ff:ff:f)

@ Internet Protocol version 4, src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255 (255.255.255.255M

User Datagram Protocol,

E Bootstrap Protocol

Message type:
Hardware type:

Boot Request (1)
Ethernet

Hardware address length: &

Hops:

Transaction ID: Ox79dbf3ay

seconds elapsed: 0O
eootp flags:

F

00000 funicast)

Client IP address: 0
your {client) IP address: 0.0.
Next server IF address: 0.0.0.
rRelay agent IF address: 0.0.0.0

0.0.0.0 (0.0.0.0)
0.0 (0.0.0.0)
n{uuu
(0.0.

0.
0
0.0)

Client MAC address:

server host name not given
oot File name not given

Src Port: bootpc (G6E), DSt Port:

Vmware_84:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000

bootps (67)
Src: 0.000.0 as dient hasn't
accepted the IP yet
Dst: L3 broadcast

DHCP request
Requested IP

Hostmame

Magic cookie: DHCP
v option: (T=53,1=1) DHCP Message Type = DHCP Request
H option: (t=61,1=7) Client didentifier
v option: (t=50,1=4) Reguested IP address = 192.0.2.4
v option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2| DHCP server IP
v option: (t=12,1=14) Host Name =
v option: (t=81,1=18) client Fully qualified Domain Mame
© option: (t=60,1=8) vendor class identifier = "MSFT 5.0"
# option: (t=55,1=11) Parameter Request List

End Option



6. ASAfSDHCPREQUEST/%i% Z|DHCPRR S5 25

0 #H = B

Bootstrap Protocol

Message Type: BooT Request (1)
Hardware type: Ethernet
Hardware address length: &
Hops: 1

Transaction ID: O0x79dbf3a7
seconds elapsed: 0

Bootp flags: 0x0000 (unicast)

Client IP address: 0.0.0.0 {0.0.0.0)

your (client) IP address: 0.0.0.0 (0.0.0.0)
NexT server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)

Client MAC address: vVmware_B4:39:0a (00:50:50:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not given

Boot file name not given

Magic cookie: DHCP

# Option: (t=53,1=1) DHCP Message Type = DHCP Request

m option: (t=-61,1-7) Client identifier

# option: (r=30,1=4) rRequested IP address = 192.0.2.4

[ option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2
® option: (f=12,1=14) HosT Name =

= option: (T=81,1=18) client Fully qualified pomain name

[ Option: (t=60,1=8) vendor class identifier = "MSFT 5.0"
@ option: (t=55,1=-11) Parameter Request List

end option

Frame 3: 366 bytes on wire (2928 bits), 366 bytes captured (2928 bits)

Ethernet IT, Src: Cisco 6c:bB:c? (58:8d:09:6c:b8:c7), Dst: Cisco_dd:48:c8 (00:19:e7:dd:48:c8)
Internet Protocol Version 4, Src: 198.51.100.1 (198.51.100.1), DsT: 198.51.100.2 (198.51.100.2)
user Datagram Protocol, src Port: bootps (67), Dst Port: bootps (G7)

Src: ASA outside interface
Dst: DHCP server

DHCP request

Requested IP
DHCP server IP
Hostname

7. [RS$58R3RBDHCPREQUEST/G , £ DHCPACKA&IEE |, B IAR AP,



Frame 4: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits)
Ethernet II, Src: Cisco_dd:48:c8 (00:19:e7:dd:48:c8), Dst: Cisco_6c:b8:c7 (58:8d:09:6¢c:b8:c7)
Internet Protocol version 4, Src: 198.51.100.2 (198.51.100.2), Dst: 192.0.2.1 (19210.2p1ﬂ
User Datagram Protocol, Src Port: bootps (67), Dst Port: bootps (67)
BOOLSTrap Protoc al

Message type: Boot Reply (2}

Hardware type: Ethernet

Hardware address length: &

Hops: O

Transaction ID: Ox79dbf3ar

seconds elapsed: O
# Bootp flags: 0x0000 (unicast)
Klient IP address: 0.0.0.0 (0.0.0.0) Current IP on client
vour (client) IP address: 192.0.2.4 (192.0.2.4)| IPoffered to dient
Next server IP address: 0.0.0.0 (0.0.0.0)
relay agent IP address: 182.0.2.1 (192.0.2.1)
Client MaC address: vmware_B4:39:6a (00:50:56:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not given
goort Tile name not given
Magic cockie: DHCP

| B

5rc: DHCP server
Dst: Relay agent IP

4 option: (t=533,71=1) DHCP Message Type = DHCP ACK DHCP Ack

3 option: {(t=54,1=4) DHCP Server Identifier = 198.51.100, 2| DHCFserver P

@ option: {(t=51,1=4) IP address Lease Time = 1 day Lease

# option: (T=538,T1=4) Renewal Time value = 12 hours

@ option: (t=59,1=4) Rebinding Time value = 21 hours

7 option: (t=1,1=4) Subnet mask = 255.255.255.0 i

3 option: (t=6,1=8) Domain Name Serwver Domain name

| EEE1§;;1£E=15.1=9) pomain Mame = “cisco.com” Default gatewsy for chent
Fadding

8. ASATYDHCPACKMDHCPRR S 8r&iE 418 , NI TR ES .

4 Frame 4: 348 bytes on wire (2784 bits), 348 bytes captured (2784 bits)
+ Ethernet II, Src: Cisco_6c:b8:c6 (58:8d:09:6c:b8:cC6), DsT: Vmware 84:39:6a (00:50:56:84:39:6a)
[# Internet Protocel version 4, src: 192.0.2.1 (192.0.2.1), Dst: 192.0.2.4 (192.0.2.4)]|
3 User Datagram Protocol, Src Port: bootps (67), Dst Port: bootpc (68)
= BOOTSTrap Protocaol
Message type: Boot Reply (2)
Hardware Type: Ethernet
Hardware address length: &
Hops: O
Transaction ID: Ox79dbf3ar
Seconds elapsed: O
+ Bootp flags: 0x0000 {unicast)
lient IP address: 0.0.0.0 (0.0.0.0) Current IP an dient
vour (client) IP address: 192.0.2.4 (192.0.2.4)| IPofferd to dient
Mext server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 192.0.2.1 (192.0.2.1)
Client mac address: vmware_B4:39:6a (00:50:36:84:39:6a)
Client hardware address padding: 00000000000000000000
server host name not given
Boot Tile nmame not given
Magic cookie: DHCP

sre: Relay agent IPFASA int
Dst: IP offered to dient

F option: (t=53,1=1) DHCP Message Type = DHCP ACK DHCP Ack

® option: (t=54,1=4) DHCP Server Identifier = 198.51.100.2| DHCP server P

= option: (t=51,71=4) 1P address Lease Time = 1 day Lease

@ Option: (t=58,1=4) Renewal Time value = 12 hours

= gprion: (t=59,T1=4) Rebinding Time value = 21 hours

m option: (t=1,1=4) subnet Mask = 255.255.255.0 Subnet mask info

= option: (t=6,1=8) Domain Name Sarwver i

® option: (t=1%,1=9) Domain Mame = "cisco.com” Domain name )

® option: (t=3,1=-4) Router = 192.0.2.1 Default gateway for client
end option

Padding



DHCPHHAESZSM AR RS A E

X R# X EIDHCPARS 88#20198.51.100.2K9DHCPIE R :

DHCPRA: relay binding created for client 0050.5684.396a.DHCPD:
setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 0050.5684.396a forwarded to 198.51.100.2.
DHCPD/RA: Punt 198.51.100.2/17152 --> 192.0.2.1/17152 to CP

DHCPRA: Received a BOOTREPLY from interface 2

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPRA: Adding rule to allow client to respond using offered address 192.0.2.4

MDHCPREZH/UEINERE , T2 REZANHEHE X FIMACHHE 70050.5684.396aI DHCPZE F i
, Mt ER N B RNEEO,

DHCPRA: forwarding reply to client 0050.5684.396a.

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPD: setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 0050.5684.396a forwarded to 198.51.100.2.
DHCPD/RA: Punt 198.51.100.2/17152 --> 192.0.2.1/17152 to CP

DHCPRA: Received a BOOTREPLY from interface 2

DHCPRA: relay binding found for client 0050.5684.396a.

DHCPRA: exchange complete - relay binding deleted for client 0050.5684.396a.
DHCPD: returned relay binding 192.0.2.1/0050.5684.396a to address pool.
dhcpd_destroy_binding() removing NP rule for client 192.0.2.1

DHCPRA: forwarding reply to client 0050.5684.396a.

REBEFHERERNES !

%ASA-7-609001: Built local-host inside:0.0.0.0
%ASA-7-609001: Built local-host identity:255.255.255.255
%ASA-6-302015: Built inbound UDP connection 13 for inside:
0.0.0.0/68 (0.0.0.0/68) to identity:255.255.255.255/67 (255.255.255.255/67)
%ASA-7-609001: Built local-host identity:198.51.100.1
%ASA-7-609001: Built local-host outside:198.51.100.2
%ASA-6-302015: Built outbound UDP connection 14 for outside:
198.51.100.2/67 (198.51.100.2/67) to identity:198.51.100.1/67 (198.51.100.1/67)

%ASA-7-609001: Built local-host inside:192.0.2.4
%ASA-6-302020: Built outbound ICMP connection for
faddr 192.0.2.4/0 gaddr 198.51.100.2/1 Taddr 198.51.100.2/1
%ASA-7-609001: Built local-host identity:192.0.2.1
%ASA-6-302015: Built inbound UDP connection 16 for outside:
198.51.100.2/67 (198.51.100.2/67) to identity:192.0.2.1/67 (192.0.2.1/67)
%ASA-6-302015: Built outbound UDP connection 17 for inside:
192.0.2.4/68 (192.0.2.4/68) to identity:192.0.2.1/67 (192.0.2.1/67)
%ASA-6-302021: Teardown ICMP connection for
faddr 192.0.2.4/0 gaddr 198.51.100.2/1 Taddr 198.51.100.2/1



BoE

A RHEA TR EAPBNENEL.
R

AREEAUTRBEE :

2.1

192.0.2.0/24
DHCP Relay
DHCP Clients
BiE
AXEERANTERE

. fEFCLIEEDHCPH %
« DHCP F# R4 E
« DHCP RS E5HEE

EFACLIBLEDHCPH 4k

dhcprelay server 198.51.100.2 outside
dhcprelay enable inside

dhcprelay setroute inside

dhcprelay timeout 60

DHCP 4R A EIE

show run

!

hostname ASA

names

!

interface Ethernet0/0
nameif inside
security-level 0

A
- L

15851 100.0/24

DHCP Server



ip addr
|

interfac

ess 192.0.2.1 255.255.255.0

e Ethernet0/1

nameif outside
security-level 100

ip addr
!
interfac
no name
no secu
no ip a
!
interfac
no name
no secu
no ip a
!
interfac
shutdow
no name
no secu

ess 198.51.100.1 255.255.255.0

e Ethernet0/2
if

rity-level
ddress

e Ethernet0/3
if

rity-level
ddress

e Management0/0
n

if

rity-level

no ip address

|

ftp mode
no pager
Togging

Togging

Togging

mtu insi
mtu outs
no failo
icmp unr
no asdm

arp time
timeout

timeout

timeout

timeout

timeout

timeout

timeout

timeout

dynamic-
http ser
http 0.0
no snmp-
no snmp-
crypto i
crypto i
telnet t
ssh time
console

passive

enable

buffer-size 40960

buffered debugging

de 1500

ide 1500

ver

eachable rate-limit 1 burst-size 1

history enable

out 14400

xlate 0:30:00

pat-xlate 0:00:30

conn 3:00:00 half-closed 0:30:00 udp 0:15:00 icmp 0:00:02
sunrpc 0:10:00 h323 0:05:00 h225 0:30:00 mgcp 0:05:00 mgcp-pat 0:05:00
sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
sip-provisional-media 0:02:00 uauth 0:05:00 absolute
tcp-proxy-reassembly 0:01:00

floating-conn 0:00:00

access-policy-record DfTtAccessPolicy

ver enable

.0.0 0.0.0.0 1inside

server location

server contact

psec security-association 1ifetime seconds 28800

psec security-association lifetime kiTlobytes 4608000
imeout 5

out 5

timeout 0

dhcprelay server 198.51.100.2 Outside
dhcprelay enable inside
dhcprelay setroute inside

//Defini
//Enable

ng DHCP server IP and interface//
s DHCP relay on inside/client facing interface//

//Sets ASA 1inside as DG for clients in DHCP reply packets//

dhcprelay timeout 60



threat-detection basic-threat

threat-detection statistics access-Tist

no threat-detection statistics tcp-intercept

webvpn

|

!

prompt hostname context

no call-home reporting anonymous

call-home

profile CiscoTAC-1
no active
destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
destination address email callhome@cisco.com
destination transport-method http
subscribe-to-alert-group diagnostic
subscribe-to-alert-group environment
subscribe-to-alert-group inventory periodic monthly
subscribe-to-alert-group configuration periodic monthly
subscribe-to-alert-group telemetry periodic daily

Cryptochecksum:7ae5f655ffe399c8a88b61ch13425972

: end

DHCP S5 eRECIE

show run
Building configuration...

Current configuration : 1911 bytes

!

! Last configuration change at 18:36:05 UTC Tue May 28 2013
version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption

!

hostname Router

!

boot-start-marker

boot-end-marker

!

!

Tlogging buffered 4096

!

no aaa new-model

!

crypto pki token default removal timeout O

!

!

dotll sysTog

ip source-route

!

ip dhcp excluded-address 192.0.2.1 192.0.2.2
ip dhcp excluded-address 192.0.2.10 192.0.2.254

//IP addresses exluded from DHCP scope//
|

ip dhcp pool pooll



import all network 192.0.2.0 255.255.255.0
dns-server 192.0.2.10 192.0.2.11 domain-name cisco.com

//DHCP pool configuration and various parameters//
!

!

!

ip cef

no ipv6 cef

1

multilink bundle-name authenticated
!

1

1

Ticense udi pid CISCO1811W-AG-A/K9 sn FCTxxxx
!

!

!

interface DotllRadio0

no ip address

shutdown

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root

!

interface DotllRadiol

no ip address

shutdown

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
station-role root

!

interface FastEthernetO

ip address 198.51.100.2 255.255.255.0
dupTlex auto

speed auto

!

interface FastEthernetl

no ip address

dupTlex auto

speed auto

!

interface FastEthernet2

no ip address

!

interface FastEthernet3

no ip address

!
interface FastEthernet4

no ip address

!
interface FastEthernet5

no ip address

!
interface FastEthernet6

no ip address

1
interface FastEthernet?

no ip address

!
interface FastEthernet8

no ip address

|

interface FastEthernet9



no ip address

!

interface Vlanl

no ip address

!

interface Asyncl

no ip address
encapsulation slip

!

ip forward-protocol nd
no ip http server

no ip http secure-server
!

!

ip route 192.0.2.0 255.255.255.0 198.51.100.1

//Static route to ensure replies are routed to relay agent IP//
|

|

!

control-plane

|

!

Tine con 0O

Tine 1

modem InOut

stopbits 1

speed 115200
flowcontrol hardware
Tine aux 0

Tine vty 0 4

Togin

transport input all

|

end

A % N DHCPRSE 23HIDHCPH 4t

RZALUE N TADHCPIRS 87, HEF iR IEDHCP DiscoverBiEant , ZBFETFHEKIIFRE
DHCPBRSS &5

Hlgn -

dhcprelay server 198.51.100.2 outside
dhcprelay server 198.51.100.3 outside
dhcprelay server 198.51.100.4 outside
dhcprelay enable inside

dhcprelay setroute inside

£ %2/ \DHCPBR % 85 /TR

LT RERZADHCPARSS 2= A #Y — &iF i R A



DHCP: Received a BOOTREQUEST from interface 2 (size = 300)

DHCPRA: relay binding found for client 000c.291c.34b5.

DHCPRA: setting giaddr to 192.0.2.1.

dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.2.
dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.3.
dhcpd_forward_request: request from 000c.291c.34b5 forwarded to 198.51.100.4.

£ Z 1 DHCPRR S5 8a#t 1T 3R

LU R M Z1°DHCP RS 85 T 4R 2 IRV R HB1

ASA# show cap out

3 packets captured

1: 18:48:41.211628 192.0.2.1.67 > 198.51.100.2.67: udp 300
2: 18:48:41.211689 192.0.2.1.67 > 198.51.100.3.67: udp 300
3: 18:48:41.211704 192.0.2.1.67 > 198.51.100.4.67: udp 300
A ~
LS Uk

ERAES AIHIARBREE EFEIZT.

EEFHXDHCPHERSHSLITEE , IBTEASA CLI L% Ashow dheprelay statistics@ 5 :

ASA# show dhcprelay statistics

DHCP UDP Unreachable Errors: 1
DHCP Other UDP Errors: 0

Packets Relayed
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

(NN N =

BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

(=2 i e}

It HREE X SHDHCPEEREWEE. , flZIDHCPDISCOVER, DHCP REQUEST, DHCP
OFER. DHCP RELEASEFDHCP ACK,



» show dhcprelay state on ASA CLI
» show ip dhcp server statistics on router CLI

HUEHEER

RO RE T TR TNEERTHREHROER.

Router#show ip dhcp server statistics

Memory usage
Address pools
Database agents
Automatic bindings
Manual bindings
Expired bindings
Malformed messages
Secure arp entries

Message
BOOTREQUEST
DHCPDISCOVER
DHCPREQUEST
DHCPDECLINE
DHCPRELEASE
DHCPINFORM

Message
BOOTREPLY
DHCPOFFER
DHCPACK
DHCPNAK

56637

[eNeNele R el

Received

O OO RrEFrOo

Sent
0

1
1
0

ASA# show dhcprelay state

Context Configured as DHCP Relay

Interface inside, Configured for DHCP RELAY SERVER
Interface outside, Configured for DHCP RELAY

BRI LAE A LA TN debugn &5 -

- 3R
REBE

N E - EHdebugna T L B

debug dhcprelay packet
debug dhcprelay event

MXER

« TEASA_LEHZR

B X*Debug T EEE L,


https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/zh_cn/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
https://www.cisco.com/c/zh_cn/support/docs/security/asa-5500-x-series-next-generation-firewalls/118097-configure-asa-00.html
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https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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