£ FH 245 A3 FMicrosoft Entra IDEEESAMLAY
¢A TR B 0 B

B =%

EMC SAMLELE

EMC RAVPNRSSE A B
EMC RAVPNA B FLE
ETDEHIE

Microsoft Entra ID
UF
ETD

BUEHERR
HXER

&g

AR RS 48 an4A] 55 F Microsoft Entra ID BL A SR B , SAXICiscoZ £ B K i& E M CiscoZ & & F imit
TSAMLE B RIE,

FTRFH
ER
Cisco BB THUTER :
- BRZ£ZEFiHAnyConnect VPN
« Cisco Firepower B i Br ) (FTD) = B Rl 2 £ 5 K HEASAIZZ 17 R VPN £ S B R (SSO)fRF 28

FNREE
+ Microsoft Entra ID & {312 {452 7 (IdP)El &

fE A
FIEETFHEEETUTEHRRERAE -

« FTDHRZA7.6



« FMChRA7.6
« MS Entra ID SAML IdP

AXHEPNEEHRETREXRENEFNRZEFEEN, AXEFEANAAERZHNERAR
(BN ) BE. MREHMNELTEIRES , BHRRETHEAARTHBELE,

i1b B /=
B R1E/§\

SAML ( Security Assertion Markup Language , Z£FHRICIES ) 2 — MNETXMLHER , AT
EREBz ARG HRIENRNEE. eEAF. BRFREBSP) NS BREE(IP)ZRIES
B8 , RATFAP —REZEFZNERS. SAMLAATERNZEEFimEZESIASATIFTD VPN imH
EREHRVPNE R , HPASASFTDREEEBFHSPEH D,

FEAR LA |, Microsoft Entra ID/Azure {EIdP, B2 , th AT AMER HIdPH EAKREE , RAEE
F A ATESAMLT & A R IERIAR R 1o

AR EXEE, SMNAFYIETMS Entra IDEW—NAFPE , A RIEEIASAT



FTIDHWZANSAMLE A2 S BUA KRR 5 BRI , 1¥ M.Cisco bug ID CSCwm33613

[T
FMC SAMLED &
EFMCL |, SMEIN K> REE> AAARRS S >E S B FRIRSFEE. MIAPIRERSE/RID, SSO URL,

SEHURLI B MR MERRFIED , 5 Microsoft Entra ID 20 P H %86, EARURLMRSIEMAR
EPHETEMERNMBEEMNFTD,

Edit Single Sign-on Server

Name*
SAMLtest

Identity Prowider Entity ID*
https://sts windows.net/afd2ba...

S50 URL*
https://login.microsoftonline co.._

Logout URL
hitps://login.microsoftonline.co...

Base URL
https://vpn_example_.com

Identity Provider Certificate™
SAMLtest

Service Provider Certificate

Request Signature
--No Signature--
Request Timeout

Use the timeout st by the prowi...
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https://tools.cisco.com/bugsearch/bug/CSCwm33613

Edit Connection Profile

Connection Profile:™ SAMLtest

Group Policy:* DMGrpPolicy

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP
Servers/AAA Servers. Configure the ‘Client Address Assignment Policy’ in the Advanced tab to
define the assignment criteria

Address Pools:

Name IP Address Range

SAML_pool 192.168.55.1-192.168.55.10

DHCP Servers

Mame DHCP Server I[P Address




Edit Connechion Profile

Connection Profile:* SANMLtest

Group Policy-* DiitGrpPolicy

Edit Group Pollicy

Client Address Assignment AbS Aliases

Authentication

Authentication Method: SAML

Authentication Server: SAMLtest (SS0) v
Overmride Identity Provider Certificate )

SAML Login Experience: (%) VPN client embedded browser )

Default OS5 Browser )

Authorization

Authorization Server: ~r
Allow connection only if user exists in authorization database

Accounting
Accounting Server:

¢ Avanced Setinns

Cancel
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Access Interfaces

Group Policies
Group policy can be assigned to VPN user through connection profile or by RADIUS server during authentication.

Following are the group policies that are associated with this Remote Access VPN configuration. Add a group policy if it is required to be assigned by RADIUS server during authentication

+

Name Protocol
Custom Installer Transforms
vaibtestgrppaolicy SSL,IKEVZ
Localized Installer Transfor..
SAML_GP S 1.1.1.1,2222
Address Assignment Policy
Cert_Test

Certificate Maps

Group Policies
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Group Policy

Available Group Policy
L, Search
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Add Group Policy

MName:*

SAMLIest-GP

Description:

General Secure Client Advanced

VPN Prof - VPN Tunnel Protocol:

Specify the VPN tunnel types that user can use. At least one tunneling
IP Address Pools mode must be configured for users to connect over a VPN tunnel.

Banner W S5L
DNSWINS »w [Psec-lKEv2

Split Tunneling
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Group Policy

Available Group Policy = Selected Group Policy
O, Search SAML_GP
Print-samil
print_test
SAML_GP
SAMLtest
SAMLtest-GP
test
test3

test_2

Cancel
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<#froot>

FTD# show saml metadata SAMLtest

SP Metadata

<?xml1 version="1.0" encoding="UTF-8" standalone="yes"?>
<EntityDescriptor entityID="

https://vpn. exanpl e. net/ sam / sp/ net adat a/ SAM_t est

xmlns="urn:oasis:names:tc:SAML:2.0:metadata">

<SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="true" protocolSupportEnumeration="ur
<KeyDescriptor use="signing">

<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>

<ds:X509Certificate>

MIIFWzCCBEOgAwWIBAgITRWAAAAgGZINmTv5mpIQAAAAAACDANBgkghkiGOwOBAQsF
ADBJIMRMwEQYKCZImiZPyLGQBGRYDY29tMRYwWFAYKCZImiZPyLGQBGRYGcnRwdnBu
MRowGAYDVQQDEXFydHB2cG4tV0OT10QVVUSC1DQTAeFwOyNTAzMjUxNzU5SNDZaFwOy
NzAzM3jUxNzU5NDZaMDAxDzANBgNVBAoTB1JUUFZQTjEdMBsGATUEAXxMUcnRwdnBu



LWZ0ZC5jaXNjby5jb20wggEiMAOGCSqGSIh3DQEBAQUAA4IBDWAWGGEKAOIBAQCS
5BOtHIRIjvGOMxhpDT3/BpDEFfTcVE2w2 fxu5m8gZFTeeezyF5B93riwx+N26V8JE
sB5I1KLTGRj8b9TK6L357cdbgr692W1952TLFB3XC43gpe0fnN3+Uas/HI3TIudsF
N+QPC9FO04LE88attuGuVMquV+10DRPA06a6QNwkehBOUN7XzTNepJ02JQtxdNR2t

</ds:X509Certificate>

</ds:X509Data>

</ds:KeyInfo>

</KeyDescriptor>

<AssertionConsumerService index="0" isDefault="true" Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP

https://vpn. exanpl e. net/ +CSCOE+/ sam / sp/ acs?t gnane=SAM.t est

" />
<SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location="https://vpn
</EntityDescriptor>
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C 2% portal.azure.com/#home

O VPN [ Script [ Troubleshooting

Create a resource

ﬂ‘ Home
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— All services
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Session Type: AnyConnect

Username : RTPVPNtest

Index : 7110

Assigned IP : 192.168.55.3 Public IP : 10.26.162.189

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA256

Bytes Tx : 105817 Bytes Rx : 63694

Group Policy :

SAM_t est - GP

Tunnel Group : SAMLtest

Login Time : 16:54:17 UTC Fri May 9 2025
Duration : Oh:11m:19s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : acl27cal01bc6000681e3339
Security Grp : none Tunnel Zone : 0
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<#froot>

<Attribute Name="cisco_group_policy">
<AttributeValue>

SAM_t est - GP

</AttributeValue>
</Attribute>
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<#root>
firepower#

show run webvpn

firepower#

show run tunnel - group

firepower#
show crypto ca certificate

firepower#



debug webvpn saml 255

firepower#
debug webvpn 255

firepower#

debug aaa aut horization
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https://www.cisco.com/c/zh_cn/support/index.html
https://www.cisco.com/c/zh_cn/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/security/defense-center/products-installation-and-configuration-guides-list.html
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