EFISETEPalo Alto L EL ETACACS+HiX R & 12

B =%

I
FZREMH
9 4H

T R4 4B A Cisco ISEfEPalo Alto LB TACACS+ELE
SoRZMH
Cisco BB THUTEBE :

« Cisco ISEFITACACS+#¥

 Palo AltoBp A3,

£ RV A £+

AXEPHEEETUTRENE R

« Palo Alto Firewall 10.1.0fR
- BREMIRSSIZB(ISE)RA3.3%M T4

ANHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZHENERAR
wh(RIA) BE. MRENMELTEIRS , FERRETHRAERSHBERNE,

P 4% P



r ™

A\
yomaad _|_8

: \
. Active Directory
: (Optional)
[— A)?'] : —
5 X Y |{ e—
| | | o
User/Admin Palo Alto Cisco ISE
A Firewall Server

s TACACS+ SRR S R e o
authentication request

=8y LRl

1. B 5 B FPalo Altofs X%,

2. Palo Alto[alCisco ISE&XIATACACS+& R IEE K,
3.BHHSE:

- MMRADEER , ©EFNEIHADHITEHEIERRN,
- MREBAD , NG 17 EH K,

- BRISERFEEER FK I EPalo Alto& & R E KL,
- EEARBEEEYNBRESHIHEER.,

[

1840  ATACACS+ELEPalo AltoBh A&

HER1.NINTACACS+AR S5 a it & 344



B B SR TE S Bh K B ANl E 8 B TACACS +BR S5 87

1. #%&#EDevice > Server Profiles > TACACS+2Panorama > Server Profiles > TACACS+ on
Panorama , AABRINESE X4

2. i A B E X B FRAPRR AR S5 2R B iE XX

3. ( ™% ) #EFEAdministrator Use Only LABRFIE 2 57 514 .

4. WA FHRIEEREBR BB B ( AR REA ) (BRIAMER3SEE R 1-20),

5. £ Authentication Protocol ( BRIAMBE R CHAP ) , By A& 5 iZ i3I TACACS+

O PA-UM

AR S5 BRHEAT

me~ | |t BB

cccccccc

FHRIE,
6. RINENTACACS+IRESB|HINITUT SR -
1. BFFRIRIRSE 258 B Fro
2. TACACS+HR % 85IP1b it S{FQDN, R {FAFQDN#buE X KATIRARS S , H ERE
BEXRT Ziu |, MATIRERENR , AEFHRS i+,
3. MZAFEMBBHMBZEMEIAZR.
4. AT BHABRIEERNERESHRRO ( RIAEN49) . [REOKLMRFIRS 25 EE X

o

7R HHERERSSREEXH.




HPR2FHTACACS+RSHREEXH S EE S HRIEEREX .

SORIIEENHEN —ARAFBANSHRIIRE,

1. #%$%Device > Authentication ProfileF1AddER B X # .
1. WA BMESRIRBLE XX
2. MType (EH ) RENTACACS+,
3. EREHMEN RS SHFEEN K.
4. 1% Retrieve user group from TACACS+ , AMTACACS+ARS588 L& LHIVSAEH

FAREE.



' Passwend Prefiies
=t misistrators
) Adrmis Rairs Leckaut

AUTHERTICATION

i e LECATISH FAILED ATTERGFTS (8] LOCKOLUT TIWE [MikD | ALLOW LIST BUTHERTICATION SFAMER FROFILE FACTORE GTHERS RESTKEE USERE

EE U icdertification
&% Datis Reditriution
2 Desice Quarantie
VI Infarmatine Sourmey
2 Tioubleshuoting
[ Certifcate Management
B centitcates
B Crrtitemr el
B 0C5P Rusponzer
(5 E5LITLS S2nsce Frofie
i scep
551 Docryition Exchriic
B 554 servc: Prafie
[#y teaponse Pages
£ Loy Semtings
{§ SemverProfiles
W stmpTan
B sy
7 Eman
B e

) hatflow

B SAL ieentiey Provider
) Mt Factnr Asth ombia:
ED Lol Usar Diatabase
.-l Users
S ner Gy

5 Schiduled Log Bxpart

-’ —

paloalto

Authentication Profile

Mame | Cisco-AAA-Auth Profile

Authentication Factors Advanced

Type TACACS+

Server Profile | ISE server

|SE server

User Domain | .., E]i‘y TACACS+ Profile
Username Modifier | %USERINPUT%

Single Sign On

Kerberos Realm

Kerberos Keytab | Click "Import” to configure this field X Import

Cancel

Bh X i 6 A 8T B IR E BL B ARV Allow Listh 8 ERV A CERAE S

1. $FAdvanced , HEAllow ListFAJd AT Itk & B RIEELE X4 # 1T E R RIEA AP A,
2. BHOKRE S D RIEE & X,



Authentication Profile

Name I Cisco-AAA-Auth Profile

Authentication Factors Advanced

Allow List

[C] | aLLow LisT

/] 'Q all

‘@ Add | Delete

Account Lockout

Failed Attempts | [0 - 10]

Lockout Time (min) | 0

SERIEEHANE  EEERAERMAEER NS ORI B X4,

1. 1% $FDevice > Setup > Management 3} 4 Authentication Settings.
2. RBREHREBMNEMRIIEEXH , RERTHEOK,



IN“"" I Cperatiors | Services | Wierfsces | Telemetry | ContentID | WikdFire | Sewsion | HEM | ACE | DLP

=4 High Aviab iy ——
[£3 Config Ausit Lot e Fuageieaseen Cherk
% passeond Profiles Use Hypervisor Assigred MAL Addreses
GTP Sqciity Secure Commurication Settings &
SCTP Secudi
¥ Suthereication Prefile & Lertihcabe Type Predebned

Adhvancid Roitieg

) AutherEiction Sequenc: Pangeama Communlcation
[ s bebamificatinn Tennzi Accrieration PN -0 Communicaiion
i Diata Paelitriy tion WidFre Communication
P2 Dwvice Quaramiing Dievice: Certificate

. Chaack Sarwar Identily
[ vt intrormation Soerces

‘:3 Trouti esomting Last Fetcied Messape  Dewice cermitoate mot found Log Collecior Commu

lcatinn

& Comnone Maragement Get cerbihcaie D el riLsution [ Chiani]|
9 cerstcates SSLITLS Service Profie
B censtcate Profile Authentication Settings L Cortficate Profie
[} oCEP Respomder ot I Diata RedesrsutionServer

SELATLS Servics: Freiile
5 Authentication Prafledn-UI
Ha scep L

Cartihz abw Prifie

551, Dvperyenien Bechsie .
B 55H Service Profin Il Timseesr: (1
AP K Lilitire (il ©

[B Reaporms Bagms
i Lng Setings AP By Lat Expired Banrars and Massages &
] Serwer Profiles Failue] Aitwrnpts 0 [P

B sHmPTap Larckou Times (minl 0 Alhons D Mot D sy Again

_'j Sysiog Wi Saiinn Counl e O Titln Message of the Doy

B et Max Sessien Time (minl O R

o

B Hetow -

Bs naons e s @ Header Banner

¥ RADRS

s TAcacs Breaqulre Tag om pllcies [ ——
& Header Text Color

Raguire dusc fiption on polices

B Banner Header Foober Match
151 Kerberos Fail commit f poldes have ro togs or desrigtion
.
1 SAML [dentity Pro Fatar Banined
LR i A Fugirn analit comimnt a0 i
L Mubt Factor uthansica Feater Cler
Aud s Comment Regular Bprssion

+ [ Loeat weer Datusazz Fesbier Tesst Casler
. Palicy Rele Hit Count

Authentication Settings

Authentication Profile] Cisco-AAM-Auth Profile

hlane

Authentication Profile(Non-Lj]  Cisea-AAA-Auth Prafile

Mew 5 Authentication Profile
Certificate Profile "Nene

Idie Timeout (min] 60 {default)

APl Key Lifetime (min] O {default)

AP| Keys Last Expired Expire All AP| Keys

Failed Attempts

Lockaut Time (min)

Max Session Count inumber]

Max Session Time (min)

SRABEEERACREX M.

1%£#Device > Admin Roles , AFE HAdd, #H ANamelliriRAG,



{r PA-VM pEvicE

S@
i setun ‘. JHems | < W
= High swallabiity O | s CESCRIFTION mOLE LI RRHE
) Corbg Ak
] audtzdmin At Amin Exrabor for Commaon Critoria -3

= Password Profiu:

Crypto Adminisiraor for Comman Criterty e
Sacurity Adein for Comman Celtirks arakch

[3 Devieis Crmeantion:

[B] v rdermation Sowes

B Tisestostng

"8 Comneass Managemens
B cortincates
B Certinicate Prodle:
& DcsP Respander

) ESLITLS Senvce Frofile
Oy scer
) 5L Dccryption Excheskc
[ 5h 5envice Profile
ﬁ'_\ Response Fages
) Log Settings
[ Server Proties
B svmnn Trp
Y Syelog
BB, Emat
B v
Y Hiatsion
[ maps
[ Tacacse
[ Lnas
[y wortsarin
[P SAML bty Prercter
E‘- Mulli Facter Actturiticn

mo o
HIRE R E RAER A8k EBUEEA,

Commit

Diing 3 commit will oweraniee Ihe running configuration with 1he commit scope

© Commin A1 Changes Camemit Cramges My Br:

COMMIT SCOPE LOCATION TYPE
device-and-rebwors

shared-objct

=

G;] Presiew Changes (] Change Summary B validate Commin B Group By Location Type

24y - ISELRITACACS+EE

SRINBRSBEREITIENSERTERAETACACS+ERRITMNMNEIIRE, At , FHWIAFTEN
KBRS R(PSN)EEARZEERSUEE. SHE|IAdministration > System > Deployment , %
RISEAETACACS+E B RIEMNMENT ] , AFRTEAETHERE.



Wi |dentity Services Engine Administration / System

| Deploymem Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

! Deployment Deployment Nodes

1\ Sulected 0 Total 1 07
A+ Deploymaent

i all
= PAN Failover

2 L] Hostname -~ Personas Role(s) Services Node Status

[} galdenserver Adminkstration, Monitoring, Policy Ser... STANDAL... SESSION,PROFILER [ -]
L]

SB2 6 TRz A &K Device Administration ServiceThag, HEE , BEANYEZEERTKBESAE
EYT R AT ENRS , AEBEFEETHNTACACSHF AL, &I E%EAE TS Bi%IhAe

, REREFEE,

$H183. 7 Cisco ISERL EPalo AltoM &8 & BLiE X 5.

E M F Administration > Network Resources > Network device profile, #HAddH 2% & Fr(Palo
Alto) , REEXIFHIML T B ATACACS+,



Administration / Network Resources

Buszhmarbs Matwork Drvices Metwerk Davice Groupa

" Dmenbomes

Pain_tra

Caamteet Visipil iy

hatwork Davica Profies

A Gpermiens
W Poiicy

* hmra Pal_ AW
a Adwinietrscion

sceoripeion
4 e Gashers

oo B ? ot T
Vendr D

v aCTive Faaloras

Supported Protocals

Tamplams

il | Colages Al

v Authentication/Autharization

» Permassions

Change of Authorization [Coa|

Hetve URL Redroor: Buanio

Matwark Davien Profiles

Extnrnai RADIUS Servers BADNIS Server Sequances NAG Manager Eutnrnal MOM patirid Dirct Gonnectons [

Radirect
» Advanced
Summary
Banmt o i esrApunsiien, (hs s supperte
Sendices: B Sac, WS, 021X

Cok: Port Bousos jdefult Cai pors: 1790, defasl ITLS o pors: 2083)

HIR4 K IMPalo AltofE R MBI E

=
S

1

dilhilia
Eines

Identity Services Engine

i B I > ) 4% B R > P 48 1R > + iR o

Administration / Metwork Rescurces

Bookmarks Hetwork Devices MNetwor

Dashboard Heteark Deulces

: Dialault Davi
Context Visibility b vies

Deicn Sacurily Setlings
Operations
Falicy

Administration

Work Centers

Intaractive Features

k Device Groups Metwork Device Profiles External RADIUS Servers More -

Network Devices

Salucted 0 Tetal 0

-+ A

vl T

Name -~  IP/Mask Frofila Nama Location Typs

L

Ho data available

2B HEAJIHBMALTEAGE -
A ERMRTE
IP Address:<Palo-Alto IP>

W Ei% F B E X : & Palo Alto



TACACSE B RIFIRE :

B HATACACS+E R IRiE

WMARZRE (XA 5Palo AltofE & LT )

Click Save.
SESBERF BHE,

S B T#EH(Work Centers)>i% % & (Device Administration)>F F° & 1448 (User Identity
Groups) , RERELHRM , AREERAFAN B,



vices Engine Work Centers / Device Administration

J'  Bookmarks Overview Identities User Identity Groups Ext |d Sources Metweork Resources Policy Elements More

B Dashboard

User Identity Groups > Secwity Erginass

1l Context Visibility Sclautity Groups
=™ Identity Group
A, Operations e
i * Marri Securily Engineers
' Policy = Endpoint ldentity Groups
Tdentity group for Pako Alto

4. Administration » [T User ldentity Groups

Description

4 Work Centers

i) Interactive Features

“ fesst

Member Usars

Usars Selected 0 Tetsl1 [ &
| Add - al ¥
Usernama = First HNam

R - oo

(| B Enabled g divz

£y I0EALIY Ser Wark Combars / Davice Adminacrasian

P embm Dennisa  dleTEAE  CuericercTy GISaps GBI SOWCRE  Neowork BRSIermes  ERC ertn Dewce AtmenRokc Setr  Reporn

B oesa

[T

A apsusarn

by

sarivimon

4 Wars Comtrs -

[T,

[




= -l |dentity Services Engine Work Centers / Device Administration

J|  Bockmarks Owverview Identities User ldentity Groups Ext Id Sources Wetwork Resources Policy Elements Davice Admin Policy Sets More

% Dashboard

uppant atadi-Pd
! Context Visibility Identity Groups
=] Identity Group

4, Operations -

* ham & Securlty suppert statf-Py
0 Faiicy ndpaint Identity Groups

Bl Mt cess for Sexuriny suppert sall

& Administration User identity Graups

Descriptio
n Work Centers

Membar Users

Users Selected 0 Towwl 1 [T O}

Status Email Usarmama First Nama  Last Nama

$B6.A B TACACSHE B X -

T—SREETACACSEENH , BN EHFPEREENREINBNEEFRE, SMEIEFO
(Work Centers)>1& % &2 (Device Administration)->% B Jt & (Policy Elements)->45 8 (Results)->
TACACSH & X #(TACACS Profiles)o

B HAAAABI BB TACACSEEN . NEENHHE.



§ Assemarc

BT pahbasia

Cannoat ‘Wainiity
A cosmiae

W Peiey

4. adwenisraton

Al Wk Gealers

Inbemcave Featires

M Becineks
BT Dashboaid

! Conbm

Wity
&, Opsrationa

[ R

4 Adminkiraton

ml Wark Centars

va Fasiuren

Overview  deaiitles  User ideniity Groups  Exi b Sourzes

remas

.
TAGACS Profile

Beruedy Supped

Thak Aainans Vew A Ve
Comman Tasks
Comman Task Tk Svell o

Mutwars Hesourcas

Felicy Elomanis  Devics himis Pollcy Sets Reporis

B ey 1

<

Cuslim AiButes

Svisct tnon o false}

MRS - 998

r

Masdgtary

Panfliz_Adrin_Nel

Zumzet

Crerviaw Identitiss User dartity Grauns Ent ldl Bosiigas

Work Centers / Device Adm

Metmork Resouress Palicy [lements Devica Admin Policy Sels

Fainhim _Ergnsses_Frofis
TACACS Prafile
e Lomin s

Faiokin_Engineers Frotle

[I—p—

L

Reports

Tasa Arv e Vew Bam view
Commaon Tasks
Common Taak Type Shell
o v (Seset 0w 15)
1 ew 0w 151
PO — §
- (3atest trum ar falee)
_— [-u
w  Miausss [0-D¥EI)
Custom Artribiges
Tiee Hame [T
s o
v Paladns_AmTin_Russ sz tyadris

HER6.BLETACACST T &,

i, RAMREEATAFEABLESR ST, BTEUURTIAMEARMNERE15 ( BTH




BENTANGS ) , REEEATACACSTH TERRFITUAEABLD T,

S B THEH(Work Centers)>i% % B (Device Administration)>3 & Jt & (Policy Elements)>45
2 (Results)-> TACACSH & (TACACS Command Sets), #HAddABIEF I TACACSHTEH
FH @& FPermitAllCommands, FETACACST HEMATREX .

WL TACACSH & &£ iff — BB & #Y 2% F Permit any command that is not listed below & iE4E

o

= iy Identity Services Engine Work Centers / Device Administration

] Backmarks Qvarviaw |dantitias Usar [dantity Groups Ext 1d Sourcas Natwark Resources Palicy Elamants Devica Admin Palicy

y Dashboard
ComEtians A mmans Sty B PpempAlCommangm
Command Sat

Coentaxt Visibility
Motk Conditans

"\ Operaticas Neme
il PormitAlICommands
I Palioy , ;
2 Admiimin | :
Al Work Centers
Int, tiva F

Commands

Pormi any £ommand hac ks meisad beiow

| Grant Cammand Rrguements

et Identity Services Engine ‘Work Canters / Device Administration

P! Bocamarks Overview dentities User Identity Groups Ext bd Sources Hetwork Resources Palicy Elements Device Admin Policy = % 90 10 22 wslbilty sutuo Do e

B°  Dashbosrd
Conomiang s o B £ Parmilasclo—etsa

Cantext Visibility Command Set
Nutwark Condiliom

4, Operations .
Row e PermitBssioCommands

0 Eoiicy

F | Administration

Al Work contars

7 Interactive Festures

Commands
wIm il anmy commgnd el is nat Fsod deow
|l Grone Commard Argumgnts

FERWIT smow
PERMIT Eirg
FERMIT raceraule
PERMIT Ingaun
PERMIT it

= |

78 . R TPalo Altof ik & BB REE , S EWork Centers > Device Administration >




Device Admin Policy Sets , mAdd +B#x.

$8Y  mAMIFKERE |, RIFMPalo Altofs K& #H TR TACACS+ B B RIEMFERINZY |, H
1%£$%& 7 Allowed Protocols > Default Device Admin, RFEE.

= i Identity Services Engine Work Centers / Device Administration

M Boakmarks Ovarview Identities Usar Idontity Groups Ext |d Sources Heiwork Resourses  Polley Elaments Devien Admin Policy Seis Rapos 8ok hare b0 do wiaibiiy netup 0 nat show this agein

Policy Sats
Camaxt Wisibillcy
N o [ oo oot S— P— S ——
[} ¥
4. Administration . 20
@ rwo Al TACACE Azcem §  CEVCECanig TYDR BGUALS A Daecd TyDes ’ ap >
H
4l Work Cantars
@  Aries Swicn Aczess 5 DEVICE Davics Typs EDUALS Al Dawcs Types n i »
ractive Fant O Do S — & »

F9%  E>MEIRI LR , AREEAuthentication Policy&ZB7 , &% BRHSE A F1EPalo Altofs X
EEERASHRIENAFBENEFRNASS MR, ERRMGS , XN TISEFRFHEHBAITHAFS

o

Waork Centers f Devies Administration

= ylale ldentity Services Engine

2 i . - " C h L visiility Do not show this agak
B Bosksarke Owerview  Identities  User [dentity Groups  Extld Sources  Metwork Resources  Policy Elements  Device Admin Policy Sets  Repor 0% N9re i0 do visiliy setup Do nat 5o

Hikat Patcyiil HRssunk

Palicy Set Pala Ao TACACS Access

Alinwes Brotocols | Ssrver Ssquancs  Hite

A, Operations Stats  Folicy et Mame Dmeeription Conatians
U Policy
A Adminisirat

] Faic Alic TACACS Acctmn [ OEVEEOks TyRe BIUALS &
2 Waork Eanters

dwihenlication Felicyl2)

Interaative Feaheres
Statun ke Mame Eorditizna u Hita  Actiom
©  Fanak s Pucy §  etmark droare Desice 5 Ardrmc: BOUALS maieia— v
Dptions
&  ceen i
Dptions v

Sutharization Pelicy = Lecal Excemiama

Bithoie Palicy - Ghcbal Enceplions

sutharization Policy ()

FPR10.[0 TR 30 £ & F Authorization Policy &85 B E|Default KRB , IR LR ER , ARELEME
A_/Fﬂ)n\uo



‘Work Centers / Device Administration

[} Bookmaris Qverview Identithas Uaer ldentily Groups Ext I Sources Metwork Rescurces Policy Elements Davice Admin Policy Sels Reports Sellings

Folicy Seis— Palo Alto TACACS Access

&, Admnistation

Status  Rule Name Caonditans Command Stz Shell Profiles Hits  Actions
- P, i
L PA_PN_Secur e
o

B MEWHRIAN , FAINEXEBEZTSORIENAFEENARAFONRSE | HENE
B & XA BB AN INE 2 BT EC EMV TACACSELE XX , R IFECIE.

Ik
ISE®F#

HI1IKRETACACS+AI4EFMREBIELET , AJLRERA ¢

« GUI:EEF R & EAdministration -> System -> Deployment® 5| 7 DEVICE ADMINFRE T =

« CLI : &{TesHshow ports | include 49 IATCPif O 178 T TACACS+HIE 2

goldenserver/fadmindshow ports | include 49

tcp:

S22 BN EFEEBXRTACACS+EMHRIEZEHAISEAT HE : AT LATEOperations -> TACACS ->
Live logs3¥ & FRi%k A th T

BEMERRE , S AREENERAERRE,




Identity Sar

Operations / TACACS

P Beckmarks

Dashbsonrd

Context Visiniiity

Retrean e e
Kavai w alagl 70 recodd .l L
A, Operations
N Policy
3 Legged Tims Sawtus Identiry Typs Authenticatien Paliey Auheriration Policy Ine Nads Metwork Devie_..
Admi
[ dretpaemal et b Paio Ao TACACS Aotams =+ P e A Frews
o Werk Centers
[ ¥ PUTRT [ a it A R PEl ARS TROACS Antasl b3 P AR b a_ARS et
(TP LTS [ -] a 1e8t L 1 Ty B AR Fatmid
Interactive Features
Mo 32, 076 DR an 9, = a anz Aoyt Emth] Pah Al TRCACS daieys »» P Pl mtr ey &R0 Frtws
[ -] a 1repuemei dgt ot win_dkis_|rtwme
Mae 32, 2035 A 39 u a drvpaencl Ayt poing Pale Aks TAZACE Aocam == 1P goldsmairewr wia_A&s Frewel

SEWIMBGEFEEMENBE , SEHRBIES , FMEIFE Operations > Troubleshoot >

Diagnostic Tools > General Tools > TCP Dump , %&#Add.

Operations / Troubleshoot

P Bookmarks Matwork Devices  Network Device Groups  Metwork Device Proflles  External RADIUS Servers  RADIUS Server Sequances  NAC Managers  External MOM  Mors
% Deshboard
General Tasls
; Comtext Visibility RALKIS &athestication Trusl TCP Du mp

4, operations Fracise Motk Dedoe Som The TCP Dump utility page & 10 menar the cantents of packets om & retwork irterfacs and Houblesheat peobilms an the netwart as ey &poeer

r o v atet
W) Policy Posturs Trausisshocting Roweifige 0 a

EndPeint Dabug
Al e Ceme T Duma Host Name Netwark Interiace Filier Fibe Name Aepository  Flle 5. Mumberof .. Time Limit

Soscion Traco Tosts

kb Identity Services Engine

Oparaticns / Troublashoot

Promiscw

I Booamarms Himtwark Devices

5% Dassnoses

Wetwork Davice Groups

Matwork Device Profiles Extarmal WD Mom

Extarnal RADILS Sarvare  RAD arvnr Sequancea HAZ Maragers pairi Dirmct Gannactors

N firkg TS0 Duregs pse et for masisring S0 2 setasrk stosises SN2 tuseskent St o the NEfTEE 88 Ty Spsaar
Sseral Touds
d o dinibilh
e BADILS Auswnicarian Troukd x: Mareer

[T

% opum buesn MatA T
Erauuis Corduralia

W FPakcy

et b

Asmmistiatizn

Wi Sl

Seumon Tace T

Infmrmctie Fosberes
Trustsec Tacks

G gonitE theenet O [Up. Ruraing]

and rai
I;c;lcll:.nm
Expe
pe
W
- Frwisl
B sl
Farear wun Maie

SBRAFERESBESER> IR @ S>EiR B EBEEPRITERRIEANPSNAMdebug™ B ALEH
runtime-AAA | EBPSNTT R , ARE“REIZRAFIERT -5



= el Identity Services Engine Cperations / Troubleshoot

J|  EBockmarks Diagnostic Tools Download Logs Debug Wizard

.
bashbe ard Debug Frofie Configurailon

Debug Log Canfguration NCIdE LiSt

| Context Visibility
Gelected ¢ Towel 1 17
4, Operations
5 RAeset 1o Default Y ¥
1 Policy
Hode Na.. -~  Replication Role
4. Administration
ok unsnra STANDALCONE

Wark Centers

T Interactive Features

b |dentity Services Engine Operations / Troubleshoot

] Bookmarks Diagnostic Tools Download Logs Debug Wizard

] a a
Dashboard Dobug Profile Configuration

1 geldessneesr divin, com
Dab Li Coni i
! Context Visibility 49 Log Gonfiguration

R Debug Level Configuration

I Palicy

a Administration

Component Name ~  LogLevel Description Log file Hamse Log Filter
. Work Centers
[T \‘
runlime-AAA DEBUG AMA Tunlime messages (pri) o r-sarwerlog Disablad
* Interactive Features save | Gancel

HWEZITRAAALAY |, FEBFZRERFRENdebug , EFEE , A5 BEAH - FHITRE

o

HEHEER

TACACS: TTMHITACACS+E R #fE e — AR R ERHTTE

Gk

BHMISEMPalo AltoB5 K i ( UEAMARE ) ZEMTACACS+EHRIEXK | HERUTHE?

B
"THAWTACACS+HERHBIEE — TR EHATITE"



Overview

Request Type

Status

Session Key

Message Text

Username

Authentication Palicy

Selected Authorization
Profile

Authentication

Fail

goldenserver/532805123/143

TACACS: Invalid TACACS+ request packet - possibly
mismatched Shared Secrets

Authentication Details

Generated Time
Logged Time
Epoch Time (sec)

ISE MNode

Message Text

Failure Reason
Resolution
Root Cause
Username

Metwork Device Name

2025-05-13 20:16:26.897000 +05:30

2025-05-13 20:16:26.897

1747147586

goldenserver

TACACS: Invalid TACACS+ request packet - passibly
mismatched Shared Secrets

XA IER N E BB R | F B ET & ORI FIEIRZ 526,

A REV R R

« BRISEMPalo Altofs KIBE MR ZE BRI H ERATIE.
« RE LMTACACS+IRSGRECERER ( fltn , #HiIRMIPHAE, WwOHHI ) o

PSS



LeEE A JLi AT BBV AR R 5 58
1 RIEHZZH

« 7£Cisco ISE L :
S E|Administration > Network Resources > Network Devices , kRS 2IMMIRE , FHEIA
HEF4H,

« 1EPalo AltoPr X 1& E -
¥ ZDevice > Server Profiles > TACACS+ , R A EZATLTH , B RANENIE®RF
o

2K EBTACACS+IRFHR|IZE :
- WREMH AW TACACS+HEEXHFEEBNISEN ERIPH I MK O ( BINMENL9) .

- BIAPINEE N TACACS+ ( FRRADIUS )



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



