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S5H_MSG_SERVICE_REGUEST Request to begin user authentication

SSH_MSG_USERAUTH_REQUEST: Certificate based login

SSH/MSG_USERAUTH_SUCCESS: Auth Success

SSH_MSG_CHANNEL_OPEN: Request to open a sessiomchannel

SSH_MSG_CHANNEL_REQUEST: Request a specific action |

3 -
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crypto pki trustpoint pki-server

enrollment pkcsl2

subject-name cn=RTR-DCO1.cisco.com

revocation-check none

rsakeypair ssh-cert

! The username has to be fetched from the certificate for accounting and authorization purposes. Multip

authorization username subjectname commonname
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! Alorithms used to authenticate server
ip ssh server algorithm hostkey x509v3-ssh-rsa ssh-rsa

! Acceptable algorithms used to authenticate the client
ip ssh server algorithm authentication publickey password keyboard

! Acceptable pubkey-based algorithms used to authenticate the client
ip ssh server algorithm publickey x509v3-ssh-rsa ssh-rsa

BLESSHARST 28 AFE & I I 12 P A A IE AV,

ip ssh server certificate profile
server
trustpoint sign

user
trustpoint verify
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Site Manager

=- RTR-DCO1.cisco.com RTR-DCO1.cisco.com
Authentication
Logging Site name: .
Keyboard
. Proxy Host address: RTR-DC01.cisco.com
Serial
Telnet Host Alias: I
Terminal
- Ssh Protocal Jssh2 =]

& Window Port: a—

Host address is the Hostname of the Cisco Device
mentioned in the ID certificate issued to it by the CA
server

4 & & M r Use Global Sites Connect Cancel Apply




Site Manager

= R_TR-DC01 .Ci5C0.com

-~ Togging
... Keyboard

Proxy
Serial

- Telnet
Terminal
@) Ssh

@ Window

Select the Public Key/
Certificate Auth method
and select the fill userid

which will fetch it from the
Client ID certificate present
on the machine

56 UF

show ip ssh
SSH Enabled - version 1.99

Authentication

Userld: Isameendsco‘com

" Hasdomain Domain: |BUILTIN

[V Fill Userid From SC - Map: |Common Name

—{" Password

—" GSSAPI

| =}

¥ Use MIC

" SmartCard/CAC -

Reader: |Any

;I I Key Only

—(* Public Key/Certificate
" Key or Certificate from file

(¢ Cerdificate from User Store

-

|ou=Gscu.m=sameer.dsoo .com hostname=sameer.cisco.ct |

& ) I~ Use Global Sites

Cancel |

Apply

Authentication methods:publickey,password, keyboard-interactive
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa
Hostkey Algorithms:x509v3-ssh-rsa,ssh-rsa

--- output truncated ----

show users

Line User Host(s) Idle Location

1 vty 0 sameer.cisco.com idle 00:02:37 192.168.1.100
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debug ip ssh detail

debug crypto pki transactions

debug crypto pki messages
debug crypto pki validation

Mar 27 15:35:40.103: SSH1: starting SSH control process

! Server identifies itself

Mar 27 15:35:40.103: SSH1: sent protocol version id SSH-1.99-Cisco-1.25

! Client identifies itself

Mar 27 15:35:40.106: SSH1: protocol version id is - SSH-2.0-Pragma FortressCL 5.0.10.4176

! Authentication algorithms
Mar 27 15:35:40.106: SSH2
Mar 27 15:35:40.106: SSH2
Mar 27 15:35:40.106: SSH2
Mar 27 15:35:40.106: SSH2
Mar 27 15:35:40.106: SSH2
Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.109: SSH2

RPRRPRRPRRRRR

supported by server

kexinit sent: kex algo = diffie-hellman-group-exchange-shal,diffie-hellman
kexinit sent: hostkey algo = x509v3-ssh-rsa,ssh-rsa

kexinit sent: encryption algo = aesl28-ctr,aesl92-ctr,aes256-ctr

kexinit sent: mac algo = hmac-sha2-256,hmac-sha2-512,hmac-shal,hmac-shal-9
SSH2_MSG_KEXINIT sent

SSH2_MSG_KEXINIT received

kex: client->server enc:aes256-ctr mac:hmac-sha2-256

kex: server->client enc:aes256-ctr mac:hmac-sha2-256

! Client chooses authentication algorithm

Mar 27 15:35:40.109: SSH2 1:
: Using kex_algo = diffie-hellman-group-exchange-shal

Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.109: SSH2
Mar 27 15:35:40.121: SSH2
Mar 27 15:35:40.121: SSH2
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Using hostkey algo = x509v3-ssh-rsa

SSH2_MSG_KEX_DH_GEX_REQUEST received
Range sent by client is - 1024 < 2048 < 8192
Modulus size established : 2048 bits

: expecting SSH2_MSG_KEX_DH_GEX_INIT

SSH2_MSG_KEXDH_INIT received

! SSH Server sends certificate associated with trustpoint "pki-server"

Mar 27 15:35:40.133: SSH2 1:
Mar 27 15:35:40.133: SSH2 1:
kex_derive_keys complete

Mar 27 15:35:40.135: SSH2:
Mar 27 15:35:40.135: SSH2
Mar 27 15:35:40.135: SSH2
Mar 27 15:35:40.214: SSH2
Mar 27 15:35:41.417: SSH2
Mar 27 15:35:41.436: SSH2
Mar 27 15:35:41.437: SSH2
Mar 27 15:35:41.437: SSH2
Mar 27 15:35:41.438: SSH2

I Client sends certificate
Mar 27 15:35:41.438: SSH2
Mar 27 15:35:41.438: SSH2
Mar 27 15:35:41.439: SSH2
Mar 27 15:35:41.439: SSH2
Mar 27 15:35:41.439: SSH2
Mar 27 15:35:41.439: SSH2

: Authentications that can continue
: Using method = none

: Authentications that can continue
: Using method = publickey

RPRRPRRPRRORR

PR R R R

Sending Server certificate associated with PKI trustpoint "pki-server"
Got 2 certificate(s) on certificate chain

SSH2_MSG_NEWKEYS sent

: waiting for SSH2_MSG_NEWKEYS

channel window adjust message received 49926
SSH2_MSG_NEWKEYS received
publickey,password, keyboard-interactiv

publickey,password, keyboard-interactiv

Received publickey algo = x509v3-ssh-rsa

: Verifying certificate for user 'sameer.cisco.com' in SSH2_MSG_USERAUTH_REQ
: Verifying certificate for user 'sameer.cisco.com'

Received a chain of 2 certificate
Received 0 ocsp-response
Starting PKI session for certificate verification

I Client certificate is verified by the SSH-Server

Mar 27 15:35:41.444: SSH2 1:

Mar 27 15:35:41.444: SSH2
Mar 27 15:35:41.444: SSH2
Mar 27 15:35:41.444: SSH2
Mar 27 15:35:41.445: SSH2
Mar 27 15:35:41.445: SSH2
Mar 27 15:35:41.445: SSH2

PR R R R

Verifying certificate for user 'sameer.cisco.com'
Received a chain of 2 certificate

Received 0 ocsp-response

Starting PKI session for certificate verification

: Verifying signature for user 'sameer.cisco.com' in SSH2_MSG_USERAUTH_REQUE

Received a chain of 2 certificate
Received 0 ocsp-response

! Certificate status verified successfully



Mar 27 15:35:41.446: SSH2
Mar 27 15:35:41.446: SSH2
Mar 27 15:35:41.446: SSH2
Mar 27 15:35:41.448: SSH2
Mar 27 15:35:41.451: SSH2
Mar 27 15:35:41.451: SSH2
Mar 27 15:35:41.452: SSH2
Mar 27 15:35:41.452: SSH2 shell message received

Mar 27 15:35:41.452: SSH2 starting shell for vty

Mar 27 15:35:41.464: SSH2 1: channel window adjust message received 9

Aug 21 20:07:32.311: CRYPTO_PKI: ip-ext-val: IP extension validation not required

: Client Signature verification PASSED

: Certificate authentication passed for user 'sameer.cisco.com'

: authentication successful for sameer.cisco.com

channel open request

pty-req request

setting TTY - requested: height 25, width 80; set: height 25, width 80
shell request

PR RPRRPRRRRRR

= D[R] &
REHIR

AFEERRIERD , B2 , BTEEH G4 58§ a5 Sauthorization username subjectname
commonname , F FBYEH & 15 10E K Ko

Apr 26 01:35:32.222: SSH1: starting SSH control process

Apr 26 01:35:32.222: SSH1: sent protocol version id SSH-1.99-Cisco-1.25

Apr 26 01:35:32.224: SSH1: protoco1 version id is - SSH-2.0-Pragma FortressCL 5.0.10.4176

Apr 26 01:35:32.224: SSH2 kexinit sent: kex algo = diffie-hellman-group-exchange-shal,diffie-hellman
Apr 26 01:35:32.224: SSH2 kexinit sent: hostkey algo = x509v3-ssh-rsa,ssh-rsa

Apr 26 01:35:32.224: SSH2 kexinit sent: encryption algo = aesl28-ctr,aesl92-ctr,aes256-ctr

Apr 26 01:35:32.224: SSH2 kexinit sent: mac algo = hmac-sha2-256,hmac-sha2-512,hmac-shal,hmac-shal-9
Apr 26 01:35:32.224: SSH2 SSH2_MSG_KEXINIT sent

Apr 26 01:35:32.234: SSH2 SSH2_MSG_KEXINIT received

Apr 26 01:35:32.234: SSH2 kex: client->server enc:aes256-ctr mac:hmac-sha2-256

Apr 26 01:35:32.235: SSH2 kex: server->client enc:aes256-ctr mac:hmac-sha2-256

Apr 26 01:35:32.235: SSH2 1: Using hostkey algo = x509v3-ssh-rsa

Apr 26 01:35:32.235: SSH2 1: Using kex_algo = diffie-hellman-group-exchange-shal

Apr 26 01:35:32.235: SSH2 SSH2_MSG_KEX_DH_GEX_REQUEST received

Apr 26 01:35:32.235: SSH2 Range sent by client is - 1024 < 2048 < 8192

Apr 26 01:35:32.235: SSH2 Modulus size established : 2048 bits

Apr 26 01:35:32.246: SSH2 1: expecting SSH2_MSG_KEX_DH_GEX_INIT

Apr 26 01:35:32.246: SSH2 SSH2_MSG_KEXDH_INIT received

Apr 26 01:35:32.259: SSH2 1: Sending Server certificate associated with PKI trustpoint “pki-server”

Apr 26 01:35:32.259: CRYPTO_PKI: (A0049) Session started - identity selected (pki-server)

Apr 26 01:35:32.259: SSH2 1: Got 3 certificate(s) on certificate chain

Apr 26 01:35:32.259: CRYPTO_PKI: Rcvd request to end PKI session A0049.

Apr 26 01:35:32.260: CRYPTO_PKI: PKI session A0049 has ended. Freeing all resources.

Apr 26 01:35:32.260: CRYPTO_PKI: unlocked trustpoint pki-server, refcount is 0

Apr 26 01:35:32.273: SSH2: kex derive_keys complete

Apr 26 01:35:32.274: SSH2 SSH2_MSG_NEWKEYS sent

Apr 26 01:35:32.274: SSH2 1: waiting for SSH2_MSG_NEWKEYS

Apr 26 01:35:45.664: SSH2 SSH2_MSG_NEWKEYS received

Apr 26 01:35:45.665: SSH2 1: Authentications that can continue
Apr 26 01:35:45.666: SSH2 1: Using method = none

Apr 26 01:35:45.666: SSH2 1: Authentications that can continue
Apr 26 01:35:45.675: SSH2 1: Using method = publickey

Apr 26 01:35:45.675: SSH2 Received publickey algo = x509v3-ssh-rsa

Apr 26 01:35:45.676: SSH2 1: Verifying certificate for user 'sameer.cisco.com' in SSH2_MSG_USERAUTH_REQ
Apr 26 01:35:45.676: SSH2 1: Verifying certificate for user 'sameer.cisco.com'

FRRPRRRERERRERERRERRR

publickey,password, keyboard-interactiv

publickey,password, keyboard-interactiv

PRRERERRERRR
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« PKIFLE 5
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SSH2 1: Received a chain of 3 certificate
SSH2 1: Received 0 ocsp-response
SSH2 1: Starting PKI session for certificate verification

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI :
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

(AOO4A) Session started - identity not specified

(A004A) Adding peer certificate
Added x509 peer certificate - (1249) bytes

(A004A) Adding peer certificate
Added x509 peer certificate - (1215) bytes

(A004A) Adding peer certificate
Added x509 peer certificate - (921) bytes
ip-ext-val: IP extension validation not required
create new ca_req_context type PKI_VERIFY_CHAIN_CONTEXT,ident 37
(A0OO4A)validation path has 1 certs

(A004A) Check for identical certs

(A004A) Validating non-trusted cert

(A0O04A) Create a Tist of suitable trustpoints

Found a issuer match

(A0O04A) Suitable trustpoints are: pki-server,

(A004A) Attempting to validate certificate using pki-server policy
EKU validation successful. Cert matches configuration.

(A004A) Using pki-server to validate certificate
Added 1 certs to trusted chain.

Prepare session revocation service providers

Deleting cached key having key id 50

Attempting to insert the peer's public key into cache

Peer's public inserted successfully with key id 51

Expiring peer's cached key with key id 51

(A004A) Certificate is verified
Remove session revocation service providers
Remove session revocation service providers

(A004A) Certificate validated without revocation check

Populate AAA auth data
Unable to get configured attribute for primary AAA 1ist authorization.
(A004A)chain cert was anchored to trustpoint pki-server, and chain val
destroying ca_req_context type PKI_VERIFY_CHAIN_CONTEXT,ident 37, ref
ca_reg_context released

(A004A) Validation TP is pki-server

(A004A) Certificate validation succeeded

SSH2 1: Could not find username field configured for certificate in trustpoint Err

CRYPTO_PKI:
CRYPTO_PKI:

Rcvd request to end PKI session AQO4A.
PKI session A004A has ended. Freeing all resources.

SSH2 1: Can not decode the certificate Err code = 7

SSH2 1: Certificate authentication failed for user

'sameer.cisco.com'


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-pki-overview.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-12/sec-pki-xe-16-12-book/sec-pki-overview.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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